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RRIRS B BN RN TCPIEER KA

A& Lrad O 1 - BSRFIESYT RS 2020 BRI - X
Y [ or | == 12 um @i
& LA N & q = =1 0 Bu St
. e B 2 8T
S5 WENSTEC UNE HEGRT SRRSO DEXARE 2R ﬁEME?ﬁ -
i wee
stras EEs || AEEow | SPEEs 02 BERIES 1280 MB)
=
A
(O ERGT - Bk & ==l - ERAEESE: | 7 | &l 6 G- & - TcP 4
I BUGIESE (1) =5 ES) =5 i 1Pzt ES)
D s ) L 715 192.168.99.199 28:3A:4D:15:2D:75 192.168.99.199 | 5|
R - 713 192.168.99.34 00:00:00:00:63:22 192.168.99.34 5
N - ¥ TCP ERHuEEER 23 Cloud Network Technology (S.. | 28:3A:4D:15:2D:75 - 5
b e v TeP 5 XEROX CORPORATION-0063:.. | 00:00:00:00:63:22 - 5
© s © & Top S, a5
= REE 2
& ICMP EOATA 2
LEEH
Gl VB D - 192.168.99.199\B8F#: | 5
mERE 2B EEl TN Pl EEe EfIPABE Er o
L] e SERNTCPRUE SRR ERIEE: 3397) 192.168.99.199 Cloud Network Technology (5., | 192.168.99.34 XEROX CORPORATION-00:63:
PE EE e 3398) 192.168.99.199 Cloud Network Technology (S... | 192.168.99.34 XEROX CORPORATION-00;
PERE] s SERNTCPHE SRR ERIEE: 5476) 192.168.99.199 Cloud Network Technology (5., | 192.168.99.34 XEROX CORPORATION-004
¥ B = ERNTCPERE R EE R 7287) 192.168.99.199 Cloud Network Technology (S.. | 192.168.99.34 XEROX CORPORATION-00:
¥ e ems EENTCPEE SRS (EERIER: 7509) 102.168.90.199 Cloud Network Technology (S. 102.168.90.34 XEROX CORPORATION-00:
@3
3 (= S 2 I v
BEHIE RSN 3397 . 3398 U, RIXLAEHHE data £
1 s EARE - BHEE - ST TR - O X
IND -]« % =] e -8 - (%4 -
w®/S 08 SREtE ' | = B Btmal BirRuE HHY iz}
3308 | 2021/08/18 | 10:21:50.023039000 | 192.168.99.199 50265 EE:D | 192.168.99.34 502 iy MODBUS TCP |
< >
[y Checksum] Bx7568 [58/21 - |[peeBEaaE | @@ o6 BB B8 63 22 28 3A 4D 15 2D 75 @8 86 45 88 60 59 85 92 48
[ . @8 88 B6 2C D2 (@ AS 63 (7 (@ A8 63 22 C4 59 @1 F6 5E 61 9D (7
&P FREHUrgent Pointer] @ 8@ 68 3B 26 50 13 FB BA 75 60 00 00 AA AA GC 00 01 82 00 01 16
=% Modbus/TCP[Modbus/TCP] [54/12] al 00 0@

[Transaction Identifier] 43690 [54/2]
[Protocol Identifier] 3872 [56/2]
256 [58/2]
FFUnit Identifier] @ [60/1]
2@ Modbus[Modbus] [61/5] I
-8 Function Code] . 600 9061 ) [61/1] @x7F
2P =5 [Reference Number] 5633 [62/ ]
2P S H[Bit Count] ] [64/12] E
-3 SSMRIB[Extra Data [88/37] o
\[E FT#Number of bytes] 37 pytes  [66/37] IS
£-9 IREAREFI[FCS - Frame Check Sequence] (_
[FCs] ex7CDD7222  (it3 c
v
. N o
R JGfEwireshark91 434 3397 . 3398 IR T d i
M Packets.cap - X
XD REE WEW HEHG BRO SFW S0 BEY BEW IEO BEH
Am g ® ReaEF LS [aaar
(NERETTEs ~ colr
o Part Tine Source Destination Protocol Length  Frane Tdenti £ cation Info
E 12 9 192.16 9.1 192.16 34 TCP 58 4191) [TCcP on] 5
3390 50265 92.997385 192. 168 99.34 192.168.99.199 TCP 64 oxof3e (3902) 502 -+ 58265 [PSH, ACK]
3391 502 93 883124 192 168 99.199 192.168.99.34 TCP 103 ¢ 0x8590 (34192) 50265 > 502 [PSH, ACK]
‘ 502 1 192. .199 192.168.9 4 TCP 0 0x85 34192) [TCcP smission] 5 [PSH,
3393 50265 93.0083690.. 192.168.99.34 192.168.99.199 TCP 64 oxof3f (3903) 502 > 50265 [PSH, ACK] Seq=4931 Ack=24207
3394 502 93. 812922 192.168.99.199 192.168.99.34 TCP 103 ¢ 0x8591 (34193) 50265 » 502 [PSH, ACK] Seq=24207 Ack=4941
‘ 502 192. .1 92.1 4 TCP 103 ) (34 [TCcP i smi on] 5 2 [PSH,
3396 50265 93. 192.168.99.34 192.168.99.199 TCP 64 0x0f49 (3904) 502 > 50265 [PSH, ACK] Seq=4941 Ack=24256
3397 502 93. 192.168.99.199 192.168.99.34 TCP 103 ¢ 0x8592 (34194) 50265 » 502 [PSH, ACK] Seq=24256 Ack=4951
‘ 3398 )2 023 19 68.99.1 92.16 34 TCP 0 G 34194) [TCcP on] 50 [PSH,
3399 50265 93. 192.168.99.34 192.168.99.199 TCP 103 oxof41 (3905) 502 -+ 50265 [PSH, ACK] Seq4951 Ack=24305
3400 502 93 192 168 99.199 192.168.99.34 TCP 103 ¢ 8)(8593 (34195) 50265 > 502 [PSH, ACK] Seq 24305 Ack= 4961
‘ 3401 502 192. .199 192.168.9 4 TCP 103 v OX8 3 [TCP sm. on] 5 02 [PSH,
3402 50265 93. 192.168.99.34 192.168.99.199 TCP 64 / 0x0f42 502 » 50265 [PSH, ACK] Seq=4961 Ack=24354
3403 192.168.99.199 192.168.99.34 0x8594 50265 > 502 [PSH, ACK] Seq=24354 Ack=4971 4422 Len=49
| 92 34 [Tcp 0 :




3495 SUZDY Y3.U211050.. 19Z.108.99. 34 192.108.99. 199 ({93 b4 ¥ UXUT43 (399/) SUZ » 5YUZBY |[POH, ALK] SEY=49/1 ACK=244Y3 WLN=/43/ LeN=1v
3406 502 93.0557970.. 192.168.99.199 192.168.99.34 TCP 103 ¢ 0x8595 (34197) 50265 > 502 [PSH, ACK] Seq=24403 Ack=4981 Win=64412 Len=49

Frame 3399: 103 bytes on wire (824 bits), 103 bytes captured (824 bits)
Ethernet II, Src: 00:00:00_00:63:22 (00:00:00:00:63:22), Dst: CloudNet_15:2d:75 (28:3a:4d:15:2d:75)
Internet Protocol Version 4, Src: 192.168.99.34, Dst: 192.168.99.199
Transmission Control Protocol, Src Port: 582, Dst Port: 58265, Seq: 4951, Ack: 24305, Len: 10
v Data (10 bytes)
Data: bbbb0200010000010000
[Length: 10]

28 3a 4d 15 2d 75 00 00 00 00 63 22 08 00 45 00
00 32 of 41 00 00 ff 06 64 4a c@ a8 63 22 c0 a8
63 c7 01 f6 c4 59 00 00 3b 26 5e 61 9d T8 50 18
1d 83 8d 78 00 00 bb bb 02 00 01 00 00 01 00 00

CLETEN00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
CLLI:BM00 00 00 64 48 45 79 65 58 4e 6b 63 7a 59 32 20
LI NN00 20 20 20 20 20 20|

MR E LMY, B .34 4 .99 KINBKEE K 64, MEP 3399 FKERN 103 ; BEKI 3399 W EEEMIN T —Bdataz
B AMIEE. RI—BUESH RS, R Rbaseb4f#1D
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. Remove non-alphabet chars

Qutput

tq2ysdses
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T HTTP (2
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T
B wEsE o)
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=% BAZK - N[Ethernet - IT]

Hy Bagttt[Destination Address]
- it [Source Address]
&9 YRR Protocol Type]
7~ EREHEYInternet Protocol
@ R

rsion]

nternet Header Length]

fferentiated Services Field]
fferentiated Services Codepoint]

= (Explicit Congestion Netification]

O P |

81356
9z
88

2019/18/15 16:47:45.502166000

e/
2a:80
58:78
B8x800
[14/

:F4:E1:AB:8C
19D:C8:CC:67

1

1

[14/1]

(2@)

axFa

[14/1]

[15/

AB 8C 5@ 7B OD CB CC 67 @8 90 45 9@ 80 4A BA 45 48
FF Ce AB 21 eD Ce AB @1 eC 36 13 @1 F6 23 (@ FE 8@
58 18 FA F@ BA (3 @20 60 20 083 80 20 88 1C 22 oF 88
73 79 6E 74 76 66 67 75 76 66 S5A 62 71 6F 68 66 66

(]

fZbqohffffff

SIS B FEEMMiscFRIRE—RELEEE 1R synt RFRFflagh rot13 4wid

rot13.com

About ROT13

syntvE zunt Thgohf £ L]

flagizthizModbuszzazzas

SDN @zF

7]

flag{flag sModbussssss}

OPCHiE 7t



W EBEA W FA215280 W ixsgcc

OPCEHI AT SESTIRA AT HAINA, OPCIREEN TIERTP
CHVE R R TR RSN, BIOPCHIE TUSHIHERAFR
£, EHEANOPCEEREETON. S iErhidflag CSDN sk 41

fEH RkM% AT AL DHTRER


http://www.colasoft.com.cn/download/no-need-crack-version.php

I ERIRZIRERBNE, [l oW ZJ5 R Fragh s R)E S WIpiht HF,

) 192.168.0.46 25 192.168.0.43 KA
PS: mEiHEFATHI, BUHZAIE ##id2000 HiF

p \ DB Ed®R
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STIRE 1 - BRI R GE 2020 B 3amiR

Z B AV
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HaEEd TR S BE BEASTREF Db SEafF SRkEnS AT BEcifE =R RiEE
SA SBIEE SRS FUIFEEE (0%) SULES 8 RESEE () HHEEIER (1280 MB)
TS B x [ | aEEs | 9EaE | RS [ 22 [HA Bk | &Ea [ B
B LED BEEE P
© B - Bk AN Ethernet INGBIZEE: | 5| [y %~ x| 2 ~ FEBENARRE: | 4
51 SR (1) =5 nE = s piit n2
Fiaighi 5.084 192.168.0.43 00:0C:29:D9:1F:9D. 192.168.043 50&4|
@ TR (1) o R 2543 192.168.0.46 00:0C:29:4C:B9.03 192168046 5084
S 1Pz (1) ¥ TCP A5 2,543 VMuare, Inc-D9:1F:9D 00:0C:29:09:1F:9D - s084
el o RAR 2,541 VMuware, Inc.-4C:80:D3 000C:29:4C:B9:D3 s084
b R ¥ Ip 2mtEA 2541
© A
BEE
YA B S - 192168.0.43\BEF: | 5,084
FERE = = BHER pallecid - iEmEE Elales BintmSiht a0 BimaO ~
DL ] = | TP IR R R I E SRS 2100) 192.168.046 VMware, Inc.-4C:89:03 192.168.043 VMware, Inc.-DZ:1F9D | 49077 | 40872
b B FaEE HERNIPEIEERBINEELRR: 49 192.168.0.43 VMware, In 192.168.0.46 VMware, Inc.-4C:B2:D3 135 49973
(L ] ERNIPIIEERRAIEEINEN 6 192.168.043 VMware, In 192.168.046 VMware, Inc.-4C:82:03 135 49974
b B FaEE HERNIPEIEERBIEELRE: 9) 192.168.0.43 VMware, In 192.168.0.46 VMware, Inc.-4C:B2:D3 135 49974
(L ] ERNIPIIEE TR 11) 192.168.043 VMware, Inc.- 192.168.046 VMware, Inc.-4C:82:03 49235 49975
b B FaEE HERNIPEIEERBNEELRE: 13) 192.168.0.43 VMware, Inc.- 192.168.0.46 VMware, Inc.-4C:B2:D3 49235 49975
(L ] ERNIPIIEE AR 15) 192.168.043 VMware, In 192.168.046 VMware, Inc.-4C:82:03 49235 49976
b B FaEE HRMIPSIEERRNEELSRE: 17) 192.168.0.43 VMware, Inc.-D:1F:9D 192.168.0.46 VMware, Inc.-4C:B9:D3 49235 49976
¥ e mER EENIPEIEaEETEEEES: 19) 192.168.0.43 VMware, Ins 192.168.0.46 VMware, Inc.-4C:B9:D3 49235 40975
L R HRIPHIRE RIS ELR 21) 152.168.0.43 VMware, Inc. 192.168.045 VMware, Inc.-4C:58:D3 40235 49976
¥ e mER EENIPEIEaEETIEEEES: 23) 192.168.0.43 VMware, Ins 192.168.0.46 VMware, Inc.-4C:B9:D3 49235 49976
L R HRIPIIRE RS TR 25) 152.168.0.43 VMware, Inc.- 192.168.045 VMware, Inc.-4C:58:D3 40235 49975
¥ e mER EENIPEESEETIEEEES: 27) 192.168.0.43 VMware, Inc.-| 192.168.0.46 VMware, Inc.-4C:B9:D3 49235 40975
L R HRIPIIRE RS ERE: 29) 152.168.0.43 VMware, Inc.- 192.168.045 VMware, Inc.-4C:58:D3 40235 49976
¥ e mER EENIPEEaEETIEEEES: 31) 192.168.0.43 VMware, Inc.-D9:1F:0D 192.168.0.46 VMware, Inc.-4C:B9:D3 49235 49976,
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@... .. (Not Set) [47/1] ©x8
Not Set) [47/1] ex4
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(Not Set) [47/1] @x@
.e. (Not Set) [47/1] @x@
...8 (Not Set) [47/1] @x@
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ax467b (F ) [ses21
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-3 SSMSIE[Extra Data] [54/
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from binascii import

hexdata

unhexlify(hexdata)

base64 data unhexlify(hexdata)

from base64 import

b64decode(base64_data)

flag{ICSjx@2021}

N
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W RiEF W REFF W NSTEST

R NTAtREKRET 7 —mRER3ZH, BsthEEH eI EER, flag
R R AflagHoood.

CSDN @ ¥

IEEfE » & » eeBif29a4e0844660412239070440=670068:fb0

A
secretjpg WherelsYourKe
¥
secret. jpg OurSecret
m_._. ret
MW

ﬁ Step 1: Select a carrier file 1_ / Step1: Specify a carrier file
|



Mo carrier file selected I secret jpg Size: 359275 bytes I

Step 2: Addiremove file or message Step 2: Enter password

E Add ﬂnamm ‘ | |

Type Name Size (k) A Unhide

—an————» (double click to save)

- Type Name Size (k)

< >

Pexe Q] Sepreswerd | ]
. < >
Enter password agamI:I

'?mn j
. (A

- 5| WS
CSD |\ S@e]]
F— 5 R IR 5
EF PowerShell X | Q kali-linux x N - X

s

secret.jpg WhereIsYourKey

file WhereIsvourkey
whereIsYourkey: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /lib6u/ld-linux-x86-64.s0.2, for GNU/Linux 2.6.24, BuildID[shal]=862ee37793af33u@u3bu23ba50ecolcfal32266a, n
ot stripped

. /WhereIsYourKey
Usage : ./whereIsYourKey password
This time the string is hidden and we used strcmp

./WhereIsYourKey password
password "password" not OK

./WhereIsYourKey 123U56
password "123456" not OK

. /WhereIsYourkey mochu777

password "mochu777" not OK

CSDN @ #)

B ZEA LR PR AMA BB R stremp , FTCLXBATANM A, B AEE B IERAM A PR AL T

» 0x4006d5 <compare_pwd+91> call strcmp@plt <
si: de50 « 'my _mOr3_secur3 pwd'
s2: {7 4 0x5800363534333231 [* '123456' */

Ox4006da <compare_pwd+96> test
Ox4006dc <compare_pwd+98> jne

Ox4006de <compare_pwd+100> mov
Ox4006e3 <compare_pwd+105> call

0x4006e8 <compare_pwd+110> jmp

Ox4006ea <compare_pwd+112> mov

Ox4006ee <compare_pwd+116> mov rsi,
Ox4006f1 <compare_pwd+119> mov edi,
0x4006f6 <compare_pwd+124> mov eax,
0x4006fb <compare_pwd+129> call print

22)% 08 : my_mer3_secur3_pwd

HIDE UNHIDE

el Read Maccanea ke 1 i |

©F | ret _ Make your secrets invisible in just 3 easy steps |
i i
e



Subject F

|ﬂag |
Text
bMalVMNrgk Patt LripLohiASR TAHRTF14HnRTJ1BgAdxjBqVZObBx
e click to save)
Size (k)
]
|SaveasTXT| I Close I I >

@& nide

csoERi&)

R FEA R A A %50, XPERZETER: WRCTFHMISCH FHTEL TR MG

BRI —ANMNMR, RIAZ XXencode

XXencode
XXencode

bNalVlrgkPaltLr IpLohi A5KTAHRTF 1-iHnRTT 1BzATx jEqVIohEx

FEE  utfd(unicodedSEE)

flag {Only_uf_Enlw_17_DOn07_T311_oThers}

CSDN @3E 4]

flag{@nly u5 Kn@w_17 DOn07_T311 o7hers}

Blip B R4


https://mochu.blog.csdn.net/article/details/108542237

W ERRA W Sword WV EXEE

T FEE— M DI EEERRBRERE, NSPITSR, £ RAISH5Tn
BFIHEERMEERS. THIAGEIEEHEE, ST ERRUSERERERINNE
5. flag/aRERIBIRSREIRE CSDN

MRHERE H R BHEN AR ESE, KNRESHEHEKE hes HhilHIE

M capture packets.pcap - X
XHE HEEO NEW HBGQ HFRO SR St BEFo BEw IED =EE
s @ REe==fa5=Eaad
(W Tnzse BE
o, Fort Time Sowrce Dectination FProtocol Length Frame Identification Info
204 40124 10.718206 10.62.1.104 10.25.150.244 H264 68 v oxe975 (59765) PT=H264, SSRC=0xB6D799DD, Seq=28017, Time=3920341566 SPS
205 37086 10.718351 10.25.150.244 10.62.1.102 H264 68 v ox05b4 (1460) PT=H264, SSRC=0xB6D799DD, Seq=28017, Time=3920341566 SPS
206 40124 10.726149 10.62.1.104 10.25.150.244 H264 60 v oxe976 (59766) PT=H264, SSRC=0xB6D799DD, Seq=28018, Time=3920341566 PPS
207 37086 10.726292 10.25.150.244 10.62.1.102 H264 58 v/ ox05b5 (1461) PT=H264, SSRC=0xB6D799DD, Seq=28018, Time=3920341566 PPS
208 40124 10.726392 10.62.1.104 10.25.150.244 H264 985 v oxe977 (59767) PT=H264, SSRC=0xB6D799DD, Seq=28019, Time=3920341566 FU-A Start:IDR-S
209 37086 10.726432 10.25.150.244 10.62.1.102 H264 985 v 0x05b6 (1462) PT=H264, SSRC=0xB6D799DD, Seq=28019, Time=3920341566 FU-A Start:IDR-S
210 40124 10.726674 10.62.1.104 10.25.150.244 H264 985 v oxe978 (59768) PT=H264, SSRC=0xB6D799DD, Seq=28020, Time=3920341566 FU-A
211 40124 10.726699 10.62.1.104 10.25.150.244 H264 985 v 0xe979 (59769) PT=H264, SSRC=@xB6D799DD, Seq=28021, Time=3920341566 FU-A
212 37086 10.726756 10.25.150.244 10.62.1.102 H264 985 v 0x@5b7 (1463) PT=H264, SSRC=@xB6D799DD, Seq=28020, Time=3920341566 FU-A
213 37086 10.726769 10.25.150.244 10.62.1.102 H264 985 v 0x05b8 (1464) PT=H264, SSRC=@xB6D799DD, Seq=28021, Time=3920341566 FU-A
214 40124 10.726875 10.62.1.104 10.25.150.244 H264 989 v oxe97a (59770) PT=H264, SSRC=0xB6D799DD, Seq=28022, Time=3920341566, Mark FU-A End
215 37086 10.726909 10.25.150.244 10.62.1.102 H264 989 v 0x05b9 (1465) PT=H264, SSRC=0xB6D799DD, Seq=28022, Time=3920341566, Mark FU-A End
220 40124 10.795702 10.62.1.104 10.25.150.244 H264 1018 v 0xe986 (59782) PT=H264, SSRC=0xB6D799DD, Seq=28023, Time=3920349396 FU-A Start:non-I
221 40124 10.795727 10.62.1.104 10.25.150.244 H264 1018 v 0xe987 (59783) PT=H264, SSRC=0xB6D799DD, Seq=28024, Time=3920349396 FU-A
222 37086 10.795849 16.25.150.244 10.62.1.102 H264 1018 v 0x05bc (1468) PT=H264, SSRC=0xB6D799DD, Seq=28023, Time=3920349396 FU-A Start:non-I
223 37086 10.795864 16.25.150.244 10.62.1.102 H264 1018 v ©x05bd (1469) PT=H264, SSRC=0xB6D799DD, Seq=28024, Time=3920349396 FU-A
224 40124 16.795880 10.62.1.104 10.25.150.244 H264 1018 v 0xe988 (59784) PT=H264, SSRC=0xB6D799DD, Seq=28025, Time=3920349396 FU-A
225 37086 10.795914 16.25.150.244 10.62.1.102 H264 1018 v 0x05be (1470) PT=H264, SSRC=0xB6D799DD, Seq=28025, Time=3920349396 FU-A v
< >
Frame 1237: 1006 bytes on wire (8048 bits), 1006 bytes captured (8648 bits)
Ethernet II, Src: SuperMic_dc:b2:ba (ac:1f:6b:dc:b2:ba), Dst: SuperMic_dc:b2:e2 (ac:1f:6b:dc:b2:e2)
Internet Protocol Version 4, Src: 10.25.150.244, Dst: 10.62.1.102
User Datagram Protocol, Src Port: 40120, Dst Port: 37086
Real-Time Transport Protocol
H.264
L]

R 5B 5 R I A LU Wireshark in#klua i A R B i h2e4 iR, RJEFIF Elecard StreamEye 7347

B TFRIFH rtp_h264_extractor.lua JIAH A WireShrak i) B

UHEEEE > SRS (D) » Wireshark

=, S

; 18! USBPcapSetup-1.5.4.0.exe
M uninstall.exs
M tshark.exe

C M text2pcap.exe

E DAWireshark\initlua - Sublime Text (UNREGISTERED)

File Edit Selection Find View Goto Tools Project Preferences Help

M reordercap.oxe
-



https://blog.csdn.net/qq_19923217/article/details/83348095
https://github.com/volvet/h264extractor
https://elecard-streameye-basic.soft112.com/download.html

) - rawsnark.exe s ERTRNS
(& npcap-0.9997.exe 6 774 KB
[5] mmdbresolve.exe 9 24 KB
M mergecap.exe 9 320 KB
M editcap.exe 2020/9/24 7:09 343 KB N
M durmpcap.exe 2020/9/24 7:09 411 KB DATA_DIR
[E] dftest.exe 2020/9/24 7:09 24 KB USER_DIR
M capinfos.exe 2020/9/24 7:09 3 332KB
[ wka 2020/9/24 6:58 i 12 KB 2 s
[ smi modules 2020/9/24 6:58 s 1KB datafile path 1 bal config path
O Ser‘;ms ZEZE.'E!'ZL 558 _ 268 KB persconffile path = Dir.personal config_path
\j manuf 2020/9/24 6:58 g 1,753 KB
‘J_ dfilters fea b i KB if not running_superuse un_user_scripts_when_superuser then
C \J colorfilters e 3KB (DA
W | ] cfilters. g - 1KB
\_-'| AUTHORS-SHORT i 76 KB C
P user-guide.chm 24 HTML ... 5,267 KB (DATA_DIR.."r
2 pdml2htmlxs! XSL R 7 KB
& README.windows.txt TXT 3zff 1KB
E README.bxt 2020/9/24 7:00 TXT 3Zi 9 KB
E NEWS. et 2020/9/24 7:00 TXT 324 6 KB
U E COPYING.txt 2020/9/24 7:00 TXT 32 28 KB
\j enterprises.tsv 2020/9/24 6:58 TSV 32f% 1,554 KB
B rtp_h264_extractor.lua 2019/8/28 13:08 LUA 32 9KB
E initlua 2021/10/3 1:08 LUA 304 19 KB
B dtd_genlua 2020/9/24 6:59 LUA 325 8 KB
E console.lua 2020/9/24 6:59 LUA 324 3KB
# ws.css /24 6: C55 Source File 41 KB
€ wireshark-filter.html Chrome HTML D... 21 KB
€@ wireshark.html Chrome HTML D... 228 KB
€ tsharkhtml Chrome HTML D... 99 K8
€ text2peap.himl Chrome HTML D... 14 KB
[ reordercap.html 2020/9/24 Chrome HTML D... 4 KB
@ rawshark.htm! 2020/9/24 6:59 Chrome HTML D... 26 KB
€ mmdbresolve.html 2020/9/24 6:59 Chrome HTML D... 3 KB
€ mergecap.html 2020/9/24 6:59 Chrome HTML D... 8 KB I Line 1, Column 1
¢ ipmap.html| 2020/9/24 6:58 Chrome HTML D... 14 KB
Yo e AnAn A T Al LA A 121 vn or @sE #T]
MEE 185 KB CSDN @zr /)
B init.lua, TERJEHEHI—4T: dofile(DATA DIR.."rtp_h264_extractor.lua")
& g WrireShark, TH#E®E; ITHA->Extract h264 stream from RTP
! capture_packets.pcap
ZHD REE WEN RHG BRO S0 N9 EEY BEwW T80 | #80
AW ® RERe=E=FT 2= aQaQaQHE Bk ACL HI
] |1-,254 Credentials
Ho. Port Time Source I Extract h264 stream from RTP I oool Length Frame
|
i 204 409124 10.718206 10.62.1.104 Lua g Console 68
| 205 37086 10.718351  10.25.150.244  10.62.1.102 H  Eveluate 68 v
i 206 49124 109.726149 19.62.1.104 10.25.150.244 H: Manual 60
- Wiki
‘ 207 37086 10.726292 10.25.150.244 10.62.1.102 HL 58 v
; 208 409124 10.726392 10.62.1.104 10.25.150.244 H264 Fr?ﬂS#ﬁ:t-g
LS AT T
| 209 A708A 100 7IRA3T 1 25 154 244 10 &7 1 1472 H7RA BT 1
4 M Wireshark - h264 extractor >

JITTEr _DUTTEr _TINIl1Ze: Seq = 16251, payload 1enm = 19727
jitter_buffer_finilize: seq = 16231, payload len = 1872
Incomplete FU found: fu_info.segq = 16231, input seq = 16231
4 |jitter_buffer_finilize: seq = 16232, payload len = 3

Fu stop: seg = 16232

Incomplete NAL from FUs, dropped

4 |jitter buffer finilize: seq = 16232, payload len = 3

4 |Incomplete FU found: No start flag, dropped

jitter buffer finilize: seq = 16233, payload len = 1815

Fu start: seq = 16233

jitter buffer finilize: seqg
q |Fu start: seq = 16233

jitter buffer finilize: seq = 16234, payload len = 1815
jitter buffer finilize: seq = 16234, payload len = 1815
= |Incomplete FU found: fu_info.seq = 16234, input seq = 16234 E
o |Jitter_buffer_finilize: seq = 16235, payload len = 1815

Fu stop: seq = 16235

Incomplete NAL from FUs, dropped

] jitter buffer finilize: seq = 16235, payload len = 1815

Incomplete FU found: No start flag, dropped

Fnd ¥

16233, payload len = 1815
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stream type AVC/H. 264
profile High
level 2.2
chroma format 4:2:0
resclution 480 x 640
frame rate 25. 00
coding mode CABAC
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mb location B0x176
slice_id o
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field / frame: frame
transform 8x8 false
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prediction 0
transform 0
dimensicn 16x16
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MER NTFS
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B2 #0File BE:Disk Image E=E:1.0GB(1024MB) HE#:130 BLE255 SEREHGI S2mEL:2097153

- HDOST1000LMO35-1RK172(932GE) | HESH MEVH EEES
-~ iR (D2)
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B SEERE [J & chinese.dat 21.0KB Video(D .dat 3. A Chinese.dat 2015-05-29 09:45:26 2021-09-16 11:56:01
§ G [ data (S o) Chinese.txt 41.8KB AT A Chinese.txt 2015-05-29 09:45:26 2021-09-16 11:56:01
B “m;d [ | | Ext Directory Entry.tpl 586 E tpl 3zff A EXTDIR~1.TPL 2015-05-29 02:45:26 2021-09-16 11:56:01




E"Dﬁ $RECYCLE.BIN
0O ' ro
=-[Jw~ Frasa()

i~ data(0)

L Ext Group Descriptor.tpl 453 B tpl HiF A EXIGRO~1.1PL 2015-05-29 094528 20271-09-16 11:56:01
[ | | Ext Inodexpl 14KB tpl 3044 A EXTINO~1.TPL 2015-05-29 09:45:28 2021-09-16 11:56:01
O Ext Superblockipl 34KB tpl =& A EXTSUP~1.TPL 2015-05-29 09:45:28 2021-09-16 11:56:01
O FAT Directory Entry.tpl 912 B tpl =4 A FATDIR~1.TPL 2015-05-29 09:45:28 2021-09-16 11:56:01
O FAT LFN Entry.tpl 711 B tpl & A FATLFN~1.TPL 2015-05-29 09:45:30 2021-09-16 11:56:01
O File Type Signatures Se... 18.6KB SIa30% A FILETY~1.TXT 2015-05-29 09:45:30 2021-09-16 11:56:01
] 8 Flag.rar 6.6KB RAR EfEiE A Flag.rar 2021-09-16 12:01:56 2021-09-16 12:02:13
O GUID P 1.5KB tpl =& A GUIDPA~1.TPL 2015-05-29 09:45:30 2021-09-16 11:56:01
O HFS Volum 1.9KB tpl =i% A HFSVOL~1.TPL 2015-05-29 09:45:30 2021-09-16 11:56:01
[ || indexcha.txt 26 B CEASHE A indexcha.bit 2015-05-29 09:45:32 2021-09-16 11:56:01
[J I language.dat . 363.1KB  VideoCD .dat 3. A language.dat 2015-05-29 09:45:32 2021-09-16 11:56:01
Master Boot Record.tpl 1.0£B tpl =0i4 A MASTER~1.TPL 2015-05-29 09:45:30 2021-09-16 11:56:01
[J | | NTFS FILE Record.tpl 2.2KB tpl 3044 A NTFSFI~1.TPL 2015-05-29 09:45:30 2021-09-16 11:56:01
Oog Recently Opened.dat 8.7KB VideoCD .dat .. A RECENT~1.DAT 2016-03-05 11:16:37 2021-09-16 11:56:01
L] Sample scriptwhs 2.0KB whs 3Tif A SAMPLE~1.WHS  2015-05-29 09:45:30 2021-09-16 11:56:01
[ [# setup.exe 32.0KB Windows RIFEE.. A setup.exe 2015-05-29 09:45:32 2021-09-16 11:56:01
i
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w TorchWood 1

W F4215%8A

W NSTEST

ERIEAZTFNRER—ANEUSERASHES, BEDNZEFS, BRIEHEEIRYER
mpFEithit, DREERIBEENERIRAREE, flagigszigstlo: flag{lpsgitiilt}.
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¥ spyNote_client_easy2.apk BN spyNote_client_easy2.zip /s, REEEEH R TH grep £



https://www.cr173.com/soft/1254666.html

root@mochu7-pc:/mnt/c/Users/Administrator/Desktop/ Tk E B/ % B2 /&= app/spyNote

AndroidManifest.xml com javamail.charset.map javamail.default.providers
javamail.smtp.provider mailcap.default mimetypes.default res

classes.dex dsn.mf javamail.default.address.map javamail.imap.provider
mailcap META-INF org resources.arsc

root@mochu7-pc:/mnt/c/Users/Administrator/Desktop/ Lk EELMI /% B2 /&= app/spyNote

.K\.com' ./*

grep: ./classes.dex: binary file matches

root@mochu7-pc:/mnt/c/Users/Administrator/Desktop/ T H B i/ B AR /& &app/spyNote

sses.dex | grep -E '@.*\.com'
CONTACT javamail@sun.com
hahaha_wtf@163.com
testmail@917@163.com

root@mochu7-pc:/mnt/c/Users/Administrator/Desktop/ T E Bt/ B = FER /% Zapp/spyNote_

PRI =ANEEFE, 58 =BT

client_easy2# 1s
javamail.pop3.provider

javamail.smtp.address.map

client_easy2# grep -rn '@

client_easy2# strings cla

client_easy2#

flag{hahaha_wtf@163.com}
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imnE SRR TEsc.jpg, Mikiliflag.

457 —> exe M jpg

% 3681b1e7cBc46fB098578250k

&) scipg
[05]da7f20319581f7 .exe

jpg M 010 Editor ITJTMERE AR, FEWRLZAR exe XA ALE T

da7f90319581f7.exe sc.jpg

da7f90319581f7.exe: PE32 executable (console) Intel 88386, for MS Windows

ida ¥TFF exe XM

CSDN @7 %))

1s
file da7f98319581f7.exe
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‘ Functions window O & = IIIA ¥iew—hA |:| PSEUdDCDdE_C m Stac]-( of _main |:| Pseu&oco&e—B |:|
Eunction name -~ ;ji['”t _ cdecl main(int argc, const char **argv, const char **enwp)
sub_ 401000 3| WCHAR Buffer; // [esp+8h] [ebp-248h] BYREF
sub 401302 S| WCHAR puazUri[2815 /7 Lot 2in) ebp.son) svaer
i B
printf \ ; istzt(:ifJa, sizeof(vs));
_get printf_count_output 9| gmemcpy(pwszUrl, L"http://142.251.43.3/sc.jpg", @x36u);
sub_40158F 18| GetTempPathW(@x184u, &Buffer);
11| wecscat s(&Buffer, @x184u, L"./ sc.jpg");

ot RENCC e R
operator new(uint) 14| return @;
operator delete(void *) =
_calloc
_strncpy
_LocaleUpdate:_LocaleUpdate(localeinfo_struct *)
strtoxl({localeinfo_struct * char const *,char const * *,int,int)
_strtol
_free
_wescat s

_fast error_exit
__tmainCRTStartup
start
sub_401CF4
__initstdio
71 lock file v
< > ]
Line 3 of 217 CSDN @3k _JJ

BRI BB T A E R sub_401302() B, FR T HBEEREAEH Fioxel AL

“ IDA - da7f903195817.exe C:\Users\Administrator\Desktop\ T B EREHPEEREFEERER\3681b1e7c8c468098578250b5aaf05f1da3cbdc\da7f00319581f7.exe
File Edit Jump GSearch View Debugger Lumina Options Windows Help

B ey S ) G0 ket o X[ p D O dbuger ~| % k) B B
J:ﬂl | [ |l I S I |

Library function [l Regular function [l Instruction | Data || Unexplored = External symbol Ml Lumina function

Functions window 0 &8 x| [Emiviea[D] [ElPseadocedeC[  [B]stack of nain[l] [E]Pzendocoded ]  [5]Strings window [ [2] Pseudocodeh [0
— ~| 19 LPTHREAD_START_ROUTINE lpStartAddress; // [cspiich] [cbp 14h]
unction name 20| void *Block; // [esp+lCh] [ebp-18h]
sub_401000 21| HANDLE hFile; // [esp+2eh] [ebp-Ch]
22| DWORD (_ stdcall *v2@8)(LPVOID); // [esp+24h] [ebp-2h]
sub_401302 23| char Destination; // [esp+28h] [ebp-4h] BYREF
[F] _main 24| _ int16 v22; // [esp+29h] [ebp-3h]
rintf 25
L 26 vl = CreateFileW(lpFilelame, BxCo@20GE0, lu, @, 3u, Bx8Bu, @);
. (1p » 5 lu, @, 3u, BRH
_ get_printf_count_output 270 w2 1
sub_40158F 28 h 5
sub 401504 33 Ef ¢ (HANDLE)-1 )
sub_4015C1 31 CloseHandle ( (HANDLE )@xFFFFFFFF);
operator new(uint) gg 3 result = -1;
operator delete(void *) 34| else
_calloc 35
36
_strncpy -
_LocaleUpdate::_LocaleUpdate(localeinfo_struct ) 38
strioxl{localeinfo_struct *,char const *,char const * *,int,int) ig
_strtol a1
_free 42 v5, &Number0fBytesRead, @);
SI=EIS ﬁ T e 5
_fast_error_exit 45 v ;
__tmainCRTStartup :S \ 2 _ stdcall *)({LPvORg))Virtualalloc(e, vS / 3, @x3000u, @xd8u);
start 48
sub 401CF4 49
_initstdio o
[71  lack file Y| s2
£ > 53
Line 3 of 217 54
55
|_:ﬂ-, Graph overview O &8 X 56 *((_BYTE *)8lock + v3);
57 e 1= 32 )
58
59 if (vie l= 13 && *((_BYTE *)Block + vo + 1) != 1@ )
2]
8 61 stracpy(&Destination, (const char *)Block + v, 2u);
62 v1ll = strtol(&Destination, @, 16);
= CSDN @7F )
00000780 sub 401302:44 (401380)
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HEX-FFE4%

FTEXZEIEEHhex SRz ERIFR. BaEO3ull-8/unicode i gbk(FREQh2312)§FIE. "FRIENE " Barst, KEaEshexREFERERIIRIS0T
ERMf. RAmERMNsEEhedb S ERMAutieRIENE, =HREE" hex AT ESLFheddE (TWWSREE) | i Shex I BN SR2E—
===

T M 2B UL BTUSUCEESBU FEFFEFFE U3 40 Fi -
3945F4741C 8B 45 FC 8B 4D FO 4089 45 FC 3B

44 331872DE3BTDEC759C 33 CO5F S5E 5B C9

C38B 4D FC 8B 44 33 24 8D 04 46 OF B7 OC 30 8B

44 331C 8D 04 86 6B 04 3003 C6 EB DF 20 02 02

0233020202380202027573657233322E

64 6C 6C 02 66 6C 61 67 7B 34 3962 61 35 39 61

62 62 653536653035 37 7D 02 79 6F 75 20 67 -
6F 74206974 21

78 CD EB 3C 02 68 44 01 02 02 &8 2D
0l 02 02 en CO .3 53 56 6B F1 33 D2
EB 12 OF BE 80 FB &l 8D 41 EQ OF 4C
Cl 02 DO 4& 4 DE 75 EB 5E BB CZ 3B C3 BD

FB C32 5 14 5% 3g 37 B9 4D F4 &4

a0 2B 43 5B 40 0OC BB 4
7 CF ES D2 FF FF FF 8B 3F 8 S 2.
70 18 B85S F 4g 3C BB 5C 320 78 BS5 DB 74 = t0.F<.\0x. .t
44 5B 4C 3: 3 CE EB  EE c
8% 45 Fg§ 0 33 Cc0 89 4D
18 76 22 BB 81 03 CE ESB
3% 45 F4 74 1c 8B 45 FC EB 4
44 33 18 72 DE 3B 7D EC T3 Cf
C3 BB 4D FC BB 44 332 24 ED 0
44 33 1« a8 30 EE FEEIRBIRIEEE
02 33 02 LFgEES - [Hex + Ascii]
84 EC E = SIS - 374 Bytes
62 62 & €5 37 - )
O &L 18, #EET Oms
6F T4 20 6% 74 21 ot it! -
T
CSDM @3k )
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W EERE B FiEs W XCFs

MBEATINEEAR, JIEHEAREFEHTHREE. T in LRSS0 1ad
win/adminﬁﬁiﬁﬁlﬂmmiﬁ. (BXEEE. ARREFRIKAES. SHEA
ag. CSDN @7 %

cd B4 5 ik
EiB TiE{HSHT
6d1c8915f6ccce78785F8FUc9Tdu60d.png 82283ae062Ulef7ff597d75acca705303625165.7z takeme.bin

file takem@.bin
takeme.bin: Squashfs filesystem, little endian, version 4.8, xz compressed, 9714066 bytes, 19280 inodes, blocksize: 262144 bytes, created: Fri Sep 24 11:57:14 2021

Squashfs filesystem

FIZEE ER Facebookin 25T FIET, Hk . AR,
SquashFS zs)

EEER, BENERES

Squashfs (.sfs) E—FEHLinudzERRIGPUTIRAEEEUFESR, SquashfsEEBEATHERFREUE, inodeR BERERHTER, A0SR A1024TF0IRE, LIRHEASIESELL,

Squashfsfiit 2T IA—RNRNEHRANERMAT, SUUETIESY, NEEAERERNEE EER, miRAFISquashisFA gzip FXURER, MR 2634 ZFERILinuxPIEIEM T3
Lzmalll 30 170 PlRmesesrs, B 2.6.38 SIRRISII TITLZMAZETSTS, s hEeERn R,

KRR 2.6.35 TSR SEISquashsiSIT Ty = Ess,

i =)

SquashfsE#HBTELinux&{TARRLiveCD, tBEATFOpenwWrt F1DD-WRT BIESE8EEHE, ChromecasttbRE S0 ESHIE,, CSDN @3E 4]

squashfs3 (R4 EFIEE



unsquashfs takeme.bin 7] EEf# Ik

unsquashfs takeme.bin
Parallel unsquashfs: Using 12 processors
1624 inodes (1656 blocks) to write
create_inode: failed create character device squashfs-root/squashfs-root/dev/console, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/loopB, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/mtd, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/mtdblockl, because Operation not permitted
create_inode: failed create character device squashfs-root/sqUashfe=Tootyfdewdénull, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ppp, because OpeBakion not permitted
create_inode: failed create character device squashfs-root/sqfashfs-root/dev/ptmx, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dedifptype, because Operatiion not permitted
create_inode: failed create character device squashfs-root/squashf€-root/dev/ptypl, because Opgfation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ptyp2, because @peration not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ptyp3, because @peration not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ptypd, because Op@Bation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/ram, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/ramd, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/raml, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/ram2, because Operation not permitted
create_inode: failed create block device squashfs-root/squashfs-root/dev/ram3, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/rt1865x, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttySe, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttySl, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttyp8, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttypl, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttyp2, because Operation not permitted

create_inode: failed create character device squashfs-root/squashfs-root/dev/ttyp3, because Operation permitted CSDN @?EE E

E¥ powershell X | O alifinux

create_inode: failed create character device squashfs-root/squashfs-root/dev/ttype, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttypl, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttyp2, because Operation not permitted
create_inode: failed to create character device squashfs-root/squashfs-root/dev/ttyp3, because Operation not permitted
create_inode: failed create character device squashfs-root/squashfs-root/dev/ttypd, because Operation not permitted

create_inode: failed create character device squashfs-root/squashfs-root/dev/urandom, because Operation not permitted

] 1638/1656 98%

created 1462 files
created 384 directories
created 196 symlinks
created 0 devices
created 8 fifos
created 8 sockets

s
6d1c8915f6ccce78785F8FUcITdU60d.png 82283aed62UUefTFF597d75aclca705303625865.7z squashfs-root takemesbin

cd squashfszfioot/

1s

190000.squashfs etcsecurity_setup.png iux_download.cgi menu_J@Et_right.png private trafficconf
192.168.0.1 etcsystem_setup.png iux_get.cgi menutiep. gif proc trafficconf_connadvanced_help.html
192.168.255.1 expertconf iuxpec.png mgmtpert . html Product_db trafficconf_connctrl_help.html
192.168.255.250 expertconf_advertise_help.html iux_set.cgi mgr_igeh . png prsig trafficconf_connctrl.js
22860 expertconf_advertise.js iwconfig m_handleh, cgi ps trafficconf_connctrl.lang. js
22860.72 expertconf_advertise.lang. js iwcontrol mibs ptmx trafficconf_conninfo_help. html
accesslist expertconf_ddns_help.html impriv middle_1ine.gis ptype trafficconf_conninfo.js
account.html expertconf_ddns. js jquery-1.11.3.min.Jj middle_minus.gif ptypl trafficconf_conninfo.lang.js
addgroup expertconf_ddns.lang.js jquery.backgroundSize.js middle_plus.gif BLyp2 trafficconf. js
add. html expertconf_hostscan_help.html jquery.ezmark.min. js mime.conf ptyp3 trafficconf_linksetup_help.html
add_icon.png tscan.is i i i ptypih trafficconf 1i _is




addmac. html
addmanual.html
addroute. html
addsearch. html
EGLITED o
advancesetup
adver e

ajax-loader.g
alert.png
apache.html
apcpd

apcplan. html
apply_ani.gif
apply. html
apscan
apscan.gif
arp_protection

tconf_hostscan.lang.js
tconf_iptv. js
tconf_iptv.lang.js
tconf.js
tconf_pptpvpn_help.html
tconf_pptpvpn
tconf_pptpvpn.lang. js
tconf_remotepc_help.html

xpertconf_remotepc. js
tconf_remotepc.lang.js
orerbg2.gif

lang. js
laninfo
xtmgr. html laninfo.png
xtra. LAN_ON.png
ez-ipupdate last_line.gif
fakedns last_minus.gif

=

miniupnpd.conf
minus_icon.gif

minus_icon_green.png

minus_icon.png
mipsel-lin uclibc
misc

misc.html

mkdir

mknod

m_login.cgi
mobile.css
mobile.css.backup
mobile.js

modify. html
modifyroute. html
modules

mount

mtd

os
q@sonoff . html
qo8.png
qosrule.html
radio_off.png
_on.png

remove.gif

trafficconf_qos_help. html

trafficconf_qos. js
trafficconf_qos.lang.js

trafficconf_switch_help.html

trafficconf_switch.js

trafficconf_switch.lang.js

trigger_off.png
trigge: ong
triggerrule. html
triggerstatus.html
true

ttypd

ttypl

ttyp2

ttyp3

ttypd

ttyse

ttysl

grep —-rn '“password.
grep: ./busybox: binary file matches
grep: ./ez-ipupdate: binary file matches
./iconfig.cfg:23:password=hacked123
grep: ./iux_set.cgi: binary file matches
grep: ./libcgi.so: binary file matches
grep: ./libuClibc-6.9.30.3.s0: binary file matches
grep: ./libuserland.so: binary file matches
grep: ./login_session.cgi: binary file matches
grep: ./m.cgi: binary file matches
grep: ./pppd: binary file matches
grep: ./squashfs-root/bin/busybox: binary file matches
grep: ./squashfs-root/cgibin/login_session.cgi: binary file matches
grep: ./squashfs-root/cgibin/m.cg binary file matches
./squashfs-root/default/etc/iconfig.cfg:23:password=WldOb2I5NWLLV1YwZERU
grep: ./squashfs-root/home/httpd/cgi/iux_set.cgi: binary file matches
grep: ./squashfs-root/lib/1libcgi.so: binary file matches
grep: ./squashfs-root/lib/1libuClibc-8.9.30.3.s0: binary file matches
grep: ./squashfs-root/lib/libuserland.so: binary file matches
grep: ./squashfs-root/sbin/ez-ipupdate: binary file matches
grep: ./squashfs-root/sbin/pppd: binary file matches

ifconfig.cfg XHHR A EREE U, R flag

TV B 43 #r



w ST ] W F421 5RBA W SRDX

RPLGEFRIE SIS RAATIE, SNEHHToH, RENEEhipamRiEadftp
KRARZEEESR. flagigta: flag{ftg username+ftp password}, G, AR
#Badmin, #BA123, Mflagiflag{admin+123]},

ET PowerShell * O kali-linux % +

total 9.7M
drwxrwxrwx 1 1086 root Oct 5 B82:43 .

druxruxrwx 1 1088 root Sep 29 18:45 ..

—rwxrwxrux 1 1000 root Sep 29 16:26 3887d31du5laaabubeu2TlbaaeaS5ala.png
-TCWXCWXTwx 1 1088 root Sep 29 10:44 9dedebuU9ec7f30a87588aa6el5eldbb5dadssbel.zip
druxruxrwx 1 1088 root Oct 5 82:43 firm

—rwxrwxrwx 1 1800 root 3. Apr 21 2820 firm.ldx

—rwxruxrux 1 1886 root 3. Apr 21 2020 firm.zip

file firm.ldx

CSDN @7 %]

firm.ldx: Zip archive data, at least v2.8 to extract

BB RN zip fRIE, TE \firm\Web\wwwroot\classes KIL—HE jar X4

EE » =@ > TWEERHTHE » BEEstt » TWEESIT » firm » Web 3 wwwroot » classes

A

A b O e 3,
=5 i A Sl Foh
15[ JLjar 2015/4/7 22:35 Executable Jar File 3 KB
| %) RDE.jar 20 22:48 Executable Jar File 154 KB
|| rdelitejar 20 5 22:48 Executable Jar File 15 KB
| %) SAComm.jar 20 7 22:35 Executable Jar File 298 KB
| % SysDiag.jar 20 f22:35 Executable Jar File 595 KB
| %) sysSetup.jar 20 7 22:35 Executable Jar File 135 KB
| %[ webdiag.jar 20 5 22:48 Executable Jar File 59 KB
| %] XMLParser.jar 310 Executable Jar File 52 KB
= y
o ) = r

fFH §d-gui Z KM R FZH KRR FE jar &

¢ https://github.com/java-decompiler/jd-gui/releases


https://github.com/java-decompiler/jd-gui/releases

—MNEEE, RUAMEFHARTIXE, RERTH

£ sAComm. jar LRI T ftpff K - F1 %15

%, GlobalConfig.clas - Java Decompiler
File Edit Navigation Search Help
B & o

(o webdiag jar 57 [ SAComm. jar 5L

B3 META-TNF

-8} com. schneiderautomation
B de

B} factoryeast

B ftpsession

res

FTPSession. class
fnb FTPSessionErrors. class
FileInfa class

)
fub FtpSessionBxception class
¥

misc

¥
¥
r

Compare. class

SertVector. class

fih TextFiles. class

-
Tath
o
Jath
3
)
!
b
fub FtpSessionLoginException. class
i
o
ath
o
Jarh
o
uth
!
ath

£ namespace

B vars

fatb Tmmyhpplet. class
@ Dummyapplet

oy

b FIPSession. class 52 ) FIPSessionErrors. c

lass % fup FileInfo. class 32 fi FtpSessionException. class I3

.
it}

FtpSesszionLoginException class 3% fub Global

package com.schneiderautomation.misc;

= import java.applet.Applet;
import java.util.locale;

= public final class GlobalConfig {

public static int MIN_POLLING_DELAY = 1@;
public static int MAX_POLLING_DELAY = 1868@;
private static String m_ftpRoot = "";
private static String m_ftplogin = "sysdiag";

private static String m_ftpPassword

= "factorycast@schneider”;

private static String m_passfile =

/rdt/password. rde  ;

private static String m_namespaceFile = "/namspace.dat”;

private static String m_language =

private static Locale m_locale = Locale.getDefault();

private static Applet m_applet = null;

public static synchronized void setFtpRoot(String paramString) {

if (paramstring != null)
m_ftpRoot = paramString;
¥

public static synchronized String getFtpRoot() {

return m ftpRoot;

public static synchronized void setFtpUser(String paramString) {

if (paramString != null)
m ftplogin = paramString;

CSDN @3k

flag diag+factorycast@schneider}
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