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M tiny traffic(1).pcapng - X
AW 1@ Re=Zf s =QQaN
([ Thttp )+
No. Time Source Destination Protocol Length Info ~
20248 57.155218 192.168.2.1 192.168.2.141 HTTP 366 HTTP/1.1 200 OK
20386 64.837954 192.168.2.141 192.168.2.193 HTTP 495 GET / HTTP/1.1
20390 64.843647 192.168.2.193 192.168.2.141 HTTP 203 HTTP/1.0 200 OK (text/ht
20404 64.981332 192.168.2.141 192.168.2.193 HTTP 442 GET /favicon.ico HTTP/1.]
20408 64.989924 192.168.2.193 192.168.2.141 HTTP 424 HTTP/1.0 404 NOT FOUND
20645 77.094611 192.168.2.141 192.168.2.193 HTTP 507 GET /flag_wrapper HTTP/1.
20648 77.098736 192.168.2.193 192.168.2.141 HTTP 198 HTTP/1.0 200 OK (gzip)
20824 83.595249 192.168.2.141 192.168.2.193 HTTP 507 GET /flag_wrapper HTTP/1.
20828 83.602167 192.168.2.193 192.168.2.141 HTTP 198 HTTP/1.0 200 OK (gzip)
21114 89.102231 192.168.2.141 192.168.2.193 HTTP 499 GET /test HTTP/1.1
jj 21118 89.116286 192.168.2.193 192.168.2.141 HTTP 355 HTTP/1.0 200 OK (br)
21608 98.210017 192.168.2.141 192.168.2.193 HTTP 501 GET /secret HTTP/1.1
21615 98.221218 192.168.2.193 192.168.2.141 HTTP 230 HTTP/1.0 200 OK (br)

>
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Internet Protocol Version 4, Src: 192.

Frame 21118: 355 bytes on wire (2840 bits), 355 bytes captured (2840 bits) on interface \Device\NPF_{EACB3631-C5DA-42F7-8069-CE"
Ethernet II, Src: ASUSTekC_58:98:2c (34:97:f6:58:98:2c), Dst: IntelCor_81:da:94 (34:de:la:81:da:94)

168.2.193, Dst: 192.168.2.141
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[ ]
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S 21734+ BER: 118 (0. 5%) BE: Default
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https://blog.csdn.net/zhy_27
https://blog.csdn.net/zhy_27/category_11077496.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/zhy_27/article/details/117111264
https://blog.csdn.net/zhy_27/category_11077496.html

<!-- /test.protp -->
syntax = "proto3";

message PBResponse {
int32 code = 1;
int64 flag part_convert _to_hex plz
message data {
string junk_data 2;
string flag part = 1;
b
repeated data datalList = 3;
int32 flag part_plz_convert_to_hex
string flag last_part = 5;

message PBRequest {
string cate_id =
int32 page = 2;
int32 pageSize =

F Fl e st YRRS AT LAY S04 3E4T P B4k, B 22Xt secret 7 514k
i i protobuf4s 1% T E. ¥ /te st J5 7% 4 % B pythonil 7 .

./protoc.exe --python_out=. test.proto

H plitest pb2.py, AR5 Fpythonds 5 il 4 ) Fr 5ll{ksecret, 5 Eflagi) FLANER4%, FRERBEATHHZEIE

import brotli
import test_pb2

brotli.decompress(secret)
target = test_pb2.PBResponse()
target.ParseFromString(secret)
print(target)
flag (target.flag part_convert_to hex plz)[2:] target.datalList[@].flag_part target.datalist[1].flag pan
t (target.flag part_plz_convert to_hex)[2:] target.flag_last_part
print( flag)

running_pixel

il s, B—PRLBEE—MW, fHHkali_ LM convert 74
convert running _pixel.gif running_pixel.png

BR382mIER, FHEER, KAFLEEGRHERDHAE R,



https://github.com/protocolbuffers/protobuf/releases/download/v3.17.0/protoc-3.17.0-win32.zip

A ERUVNA SR BRMG R, B EREN(233,233,233). K IEITFIMERI AL B R HFEGER/NE & FHpythonfil 4
REFTAEWH A E, FERBIRFERSE.

from PIL import Image

[]

(fname)
img.convert( )
i in (400):
for j in (400):
tmp img.getpixel((i,3))
if tmp (CEEIVEENVEEDE
pix_t.append([i,j])

create_letter(pixel, path):

img = Image.new( , [15,15],
pix = img.load()
lo, 11 pix_t[start][0]-5, pix_t[start][1]-5
for each in pixel:

pix[each[1]-11, each[©]-10] 1
img = img.resize((75, 75), Image.ANTIALIAS)
img.save( (path) )

(1, (pix_t)):
(pix_t[i][@]-pix_t[i-1][0])>=2 (pix_t[i][1]-pix_t[i-1][1])>=2:
create_letter(pix_t[start:i], name)
name 1
start i
create_letter(pix_t[start:], name)
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Crypto

rsa

SINTIREY, = Birsall BB 5 2 N A RTE SO . SEEGER E A m A . RER - R AR, HEFERS T LM
RBS, B— st ag

T e T, ] sage REBTTMER, WRKAER, "UERAELN.

from sage. import
import binascii
n 113432930155033263769270712825121761080813952100666693606866355917116416984149165507231925180593860836255402,
9503583274224473592006895372175285476236915860089526190638468018298026374488744512289576357075539802106859852158
87107300416969549087293746310593988908287181025770739538992559714587375763131132963783147
p4 7117286695925472918001071846973900342640107770214858928188419765628151478620236042882657992902
cipher 5921369644237376589594870261165975677981389765302208090563554563690543403830646893528396268605903746194
0227618715695875589055593696352594630107082714757036815875497138523738695066811985036315624927897081153190329636
864005133757096991035607918106529151451834369442313673849563635248465014289409374291381429646
e 65537
pbits 512
kbits pbits p4.nbits()
p4 kbits
PR.<x PolynomialRing(Zmod(n))
p4
f.small_roots(X=2"kbits, beta=0.4)

(roots[0])
assert n p 0
qg=n (p)
phin = (p-1)*(qg-1)
d inverse_mod(e,phin)
flag ( ( (cipher,d,n)))[2:]

print(binascii.unhexlify(flag))

oA 5 #23 pythonigh 7] LASZ B


https://ctf-wiki.org/crypto/asymmetric/rsa/rsa_e_attack/#_2
https://ctf-wiki.org/crypto/asymmetric/rsa/rsa_module_attack/#_7
https://ctf-wiki.org/crypto/asymmetric/rsa/rsa_coppersmith_attack/#known-high-bits-message-attack
https://cocalc.com/

nl 12381447039455059836328051884891454693813773102677797588584673367249449397570306976005386747183624947329082
87999625868558926859029020506300183129390105649456766997122462498203417121559383980687328666464228266194771804 34
858148938235662092482058999079105450136181685141895955574548671667320167741641072330259009

el 3

cl 19105765285510667553313898813498220212421177527647187802549913914263968945493144633390670605116251064550364
7047893588300721333491088087990750215404798151826576677636171780441109394588346549225407041963304519793493530315
78518479199454480458137984734402248011464467312753683234543319955893

n2 11138196116958992789651255775428942047487763260733468530666797779493882401834579583630316149207653937595973
1633270626091498843936401996648820451019811592594528673182109109991384472979198906744569181673282663323892346854
520052840694924830064546269187849702880332522636682366270177489467478933966884097824069977

e2 17

e3 65537

c2 54995751387258798791895413216172284653407054079765769704170763023830130981480272943338445245689293729308200)
5742179590184625127905236222524792584194988583078981189070767734702535333448779595087662857305090678296844273757
59345623701605997067135659404296663877453758701010726561824951602615501078818914410959610

c3 91290935267458356541959327381220067466104890455391103989639822855753797805354139741959957951983943146108552,
7627564444755452503437667982203482403775901128548904823757448760161917734718537040147359366084362101536698294542
88199838827646402742554134017280213707222338496271289894681312606239512924842845268366950

c3 invert(c3, n2)

n3 11343293015503326376927071282512176108081395210066669360686635591711641698414916550723192518059386083625549
2950358327422447359200689537217528547623691586008952619063846801829802637448874451228957635707553980210685985215
887107300416969549087293746310593988908287181025770739538992559714587375763131132963783147

c4 59213696442373765895948702611659756779813897653022080905635545636905434038306468935283962686059037461940227
6187156958755890555936963525946301070827147570368158754971385237386950668119850363156249278970811531903296368649
©5133757096991035607918106529151451834369442313673849563635248465014289409374291381429646

p4 7117286695925472918001071846973900342640107770214858928188419765628151478620236042882657992902

def get mil():
inputs (0, 100)
for i in inputs:
a, b iroot(cl i nl, 3)
if b 1:
return . (a)).decode(

get m2():

s = gcdext(e2, e3)

sl s[1]

s2 s[2]

m ( (c2,s1,n2) (c3 , s2 , n2)) n2
return . (m)).decode(

get m3():
return b

if _ name_
ml = get ml()
m2 = get m2()
m3 = get m3()
m ml+m2+m3
print m
print md5.new(m).hexdigest()




MinEE RN RSME, PEROEFENZEKNSE. EREREE.,

task AT 4z 1TfE, HAEEEHEN: gamefldecrypt. —FF iR TikikFdecryptltl, FANE —12FEREalowed, RA
game 55X 200k $ %, alowed 4 REAE R True, # Adecrypt.

def game():
global allowed
count (7]

random. seed(os.urandom(32))

print(
for i in (512):
number random.getrandbits(64)

guess ( ( )

if guess number:
count 1
print(

else:

print(f

if count 200:
allowed True

X B g8 Kinumbertirandom.getrandbits(64)7= 4, BIFR—NBENE. BER2EE—T, KX PNRELEH TMT19937hFEHLHE
B, ZEEREZ IO, REER6240ES: random.getrandbits(32)/ELwk AT Tl — ME . X8 8 E 2 644 B,
{H52PR F, getrandbits(64 )72 H F~getrandbits(32)4 B I -

R1 = random.getrandbits(32)
R2 = random.getrandbits(32)
random.getrandbits(64) == (R2 << 32) + R1

B 3124 BE LA BN AT 3R 75624 RZS, e R3S Ja BN AT 70 2 5 BEN L8 . TE3REATE12iK, IEMFFE &G —HIEH 15 F12001 1E
W FENLEL .

ZETMERBEAEMRE, BRMBEEET, ERERB T —FK360/IH4ER B X Danger of using fully homomorphic encryption:
A look at Microsoft SEAL, #id T =K HEREASMER 7N, FHEgithub L5 H T sagesLBMIERD, SAMETIMHRKK
#& CCA_attack_on_FPSI.py , SEH LffH TsageW B, MBFHHIREE —EXH, TEEAXE—T.

STENBEHANT, HPFEERNR, taskpyEESBH—T, EERHA if _name__ == '__main__": AR, FRLE
importif & B #E AT task# #HRS.

pwn import

poly import

math import floor

task import Round, decrypt, q, n, t, T, delta

def invert_right(m,1,val ):

length 32
mx = OXffffffff
if val

val mx

i,res 0,0

while i*1l<length:
mask (mx<<(length-1)&mx)>>i*1
tmp = m & mask



https://www.semanticscholar.org/paper/Danger-of-using-fully-homomorphic-encryption%253A-A-at-Peng/194b340245b093e2d2e4b41ba721059821687d62
https://github.com/edwardz246003/danger-of-using-homomorphic-encryption

m m~tmp>>1&val
tmp
i 1

return res

invert_left(m,1,val):
length 32
mx = Oxffffffff
i,res 0,0
while i*1 < length:
mask (mx>>(length-1)&mx)
tmp m mask
m tmp<<l&val
tmp
i 1

return res

invert_temper(m):
invert_right(m,18)
invert_left(m,15,4022730752)
invert_left(m,7,2636928649)
invert_right(m,11)

return m

clone_mt(record):

state [invert_temper(i) for i in record]
gen random.Random()

gen.setstate((3, (state+[0]),None))

return gen

get_random32(n):
rl ( (n)[-32:],2)
) ( (n)[2:-32],2)

return rl, r2

get_randomé64(rl, r2):
return (r2<<32)+ril

crack_game(1i):

newnum [1]

res [1]

prng []

for i in (312):
rl, r2 = get _random32(1li[i])
prng.append(ril)
prng.append(r2)

clone_mt(prng)
iin (624):

g.getrandbits(32)

iin (400):

newnum.append(g.getrandbits(32))

iin (200):
res.append(get_randomé64(newnum[2*i], newnum[2*i+1]))

return res




return sh.recvline()

sendlinel(data):
sh.sendline(data)

recc(sh, pattern
data recvlinel().decode(
recvlinel()
if pattern:
pattern

return (re.search(pattern, data).group(1))

remote(
iin (313):
sendlinel(b )

(recvlinel().decode(
(recvlinel().decode(
(recvlinel().decode(
(recvlinel().decode(

recvlinel()

[]
iin (312):
pr.append(recc(sh))

crack_game(pr)
iin CLL)E
sendlinel( (res[i]).encode(

i in (200):
recvlinel()

recover_key(pko,pkl,i):
t1 [6 for _ in (n)]
ti[i] = M
M

t Poly(n, q)
t.cofficient = t1
cc® = Round(pke + t,q)
ccl = Round(pkl + t2,q)
co (cco.cofficient)[1:-1].replace( 5 ) .encode(
cl (ccl.cofficient)[1:-1].replace( 5 ) .encode(
for j in (4):

recvlinel()
sendlinel(b )
sendlinel(c9)
sendlinel(cl)
recvlinel()
recvlinel()

S (recvlinel().decode(

return s[i]

Poly(n, q)
.cofficient pk_©

Poly(n, q)
.cofficient pk_1




delta//4+50
[]

Recoverd key.append(recover_key(pko,pkl,i))

cto Poly(n, q)
ctO.cofficient ct o
t1 Poly(n, q)
ctl.cofficient ct 1
k Poly(n, q)

sk.cofficient Recoverd_key
tmp decrypt(sk, [ct®, ctl]).cofficient
tmp .join( ( ,tmp))

tmp re.findall( , tmp)

flag .join([ (x,2)) for x in tmp])
print(flag)

Reverse

glass

¥EFjadx B R gmFE—TF, MainActivityfUS 4 & checkFlagfi %, {H 2 & & Enative-libH .

public class MainActivity extends AppCompatActivity {
Button but;
EditText txt;

public native boolean checkFlag(String str);

static {
System.loadLibrary(

public void onCreate(Bundle bundle) {
super.onCreate(bundle);
setContentView((int) R.layout.activity main);
this.but (Button) findViewById(R.id.button);
this.txt (EditText) findViewById(R.id.editText);
this.but.setOnClickListener(new OnClickListener() {
public void onClick(View view) {
MainActivity mainActivity = MainActivity.this;
if (mainActivity.checkFlag(mainActivity.txt.getText().toString())) {
Toast.makeText(MainActivity.this, , 9).show();
} else {
Toast.makeText(MainActivity.this, , 9).show();




FiIDAT Flibnative-lib.so#k ElcheckFlagiki$t. T ZeHIBim AN KE A39, REHE—1keyh' 12345678, #H T RMANRESHEE
R ZMrcd, MAREINT . BEARER-AFRKMSAMNE, ERSHATERITT .
1lpool _ fastcall Java_com_ciscn_glass_MainActivity_ch

2i{

3| char *input; // r4

4 int len_key; // rS

5| char key[256]; // [sp+@h] [bp-228h] BYREF
6| char v7[260]; // [sp+1@0h] [bp-120h] BYREF
7

8

input = sub_Fec(al, a3);

9 if ( strlen(input) != 39 )

1e return 8;

11| memset(v7, @, ©xleeu);

12| gmemcpy(key, "12345678", sizeof(key));

13| len_key = strlen(key);

14| RC4::init((int)v7, (int)key, len_key);

15| RC4::keyStream((int)v7, input, 39);

16| sub_1@D4((int)input, 39, (int)key, len_key);
17| return memcmp(input, &result, ex27u) == @;

def re _subl0D4():
key = b
res [6xA3, ©x1A, ©OxE3, ©Ox69, Ox2F, ©OxBB, ©Ox1A, ©Ox84, ©Ox65, ©OxC2, OxAD, OxAD, ©Ox9E, ©Ox96, ©x05
, ©x02, Ox1F, ©Ox8E, ©0x36, ©Ox4F, OxEl, ©OxEB, OxAF, ©OxFO, OxEA, ©0xC4, ©OxA8, ©0x2D, 0x42, ©oxC7, Ox6E,
Ox3F, ©xB@, ©xD3, OxCC, ©x78, OxF9, ©0x98, Ox3F]
for j in (0, 39, 8):
for k in (8):
if j+k 39:
break
res[j+k] key[k]
r 1 in (0, 39, 3):
res[i+1] res[i]
res[i+2] res[i+1]
res[i] res[i+2]

return res

from Crypto.Cipher import ARC4 as rc4
key b

enc rc4.new(key)
data (re_subleD4())
res = enc.decrypt(data)

print(res)

baby bc

IR . befE, RIvmiH a4, FEkali FAIER 111 baby.bc 3447, HAT R, %M clang fwiEZEAIAT RS HIDA
"E.

clang baby.bc -o baby



DAFT T EFEmainF . F—NHWRBMAKERN25, B~ MEHMDNTETS.

1int __cdecl main(int argc, const char **argv, const char **envp)
2i{

3| unsigned __int64 v4; // [rsp+8h] [rbp-28h]

4/ unsigned __int64 i; // [rsp+1eh] [rbp-18h]

5| size_t v6; // [rsp+18h] [rbp-186h]

6

7/ __isoc99_scanf(&unk_4e3ee4, input, envp);

8/ if ( (unsigned int)strlen(input) == 25 )

o {

10 if ( input[@] )

11 {

12 if ( (unsigned __ int8)(input[e] - 48) > 5u )

13 return 8;

14 v6 = strlen(input);

15 for ( 1 = 1LL; ; ++1 )

16 {

17 vd = 1i;

18 if (1 »>=v6e)

19 break;

20 if ( (unsigned __int8)(input[v4] - 48) > 5u )
21 return 9;

22 }

23 }

24 if ( (fill_number((__inté4)input) & 1) != @ && (docheck() & 1) =8 )
25 printf("CISCN{MD5(%s)}", input);

26| }

27 return ©;

28[}

MRIGEEI_number £,



int64 _ fastcall fill number(__int64 al)

v10 OLL;
do
{
v9 v10;
v8 5 v10;
v7 (_BYTE *)(al 5 v10);
if ( map[5 vie] )
{
0;
if ( v7 48 )
return v6 1;
)i
else
{
map[5 v10] v7 48;
)i
v5 (_BYTE *)(al v8 1);
if ( map[5 v10 1] )
{
0;
if ( v5 48 )
return vé6 ilg
)i
else
{
map[5 v10 1] v5 48;

}

while ( v9

return vé

BHRIERME LK, X T —M55Kmapd, RES —MERBELERE (RERAT N0 . WEmaplif A0, MIH K
inpUli2 & AFERF0, WRE, BREIKRK. WRmap[in0, BKinput[il-OxX30ME L mapli], HHREMNFRF 123452 AT
12345,

0000000000405050 00 00 00 00 00 00 00 00 00 00 00 00 04 00 00 QO ...
0000000000405060 00 00 03 00 00 00 00 00 00 00 00 00 00 00 00 QO ...

W7 map MOx405050 ik 7746, KERN25. H RAEWANTTRA N0, WX NALE KA %R0, FRRE*5H 2
map[2][2]=4, map[3][3]=3.

RIEEEdocheckBl, R, EEZMAI_numbertf FRM IR, FAERKEEHIEKIER, SEBRZ ORI .

int64 docheck()

vli2 = OLL;
do
{
v12;
memset(vl4, @, sizeof(vld));
v9 v14[ (unsigned __ int8)map[5 vi2]];
if ( *v9
(*v9 1, v14[(unsigned __int8)map[5 v12 1]1])
(v14[ (unsigned __int8)map[5 v12 1]] 1, v14[(unsigned __int8)map[5 v12




(v14[ (unsigned __ int8)map[5 3]1] 1, v14[(unsigned __ int8)map[5 vi2 + 4]]) )

0;

return v8 alg

v12;
)i
while ( vie
v1ll oLL;
while ( 1)
{
v7 vll;
memset(v13, O, sizeof(vil3));
V6 v13[(unsigned _ int8)map[vi11l]];
if ( *vée )
break;
v6 iLg
if ( v13[(unsigned __int8)byte_405055[v11]]
break;
v13[(unsigned __int8)byte_405055[v11]] 15
if ( vi13[(unsigned __int8)byte_40505A[v11]]
break;
v13[(unsigned __ int8)byte 40505A[v11]] 15
if ( v13[(unsigned __int8)byte_ 40505F[v11]]
break;
v13[(unsigned __int8)byte 40505F[v11]] 1;
if ( vi13[(unsigned __int8)byte_ 405064[v11]]
break;
vl1l;
if ( v7
{
V5 = OLL;
while ( 1 )
{
v4 Vv5;
if ( row[4 * v5] 1)
{
if ( (unsigned __int8)map[5 * v5] (unsigned __int8)map[5 * v5 1] )
goto LABEL_27;
b
else if ( row[4 * V5] (unsigned __ int8)map[5 * v5] (unsigned __ int8)map[5 * v5 1] )

v8 0;
return v8 1;

vV5;
if ( v4
{
v3 = OLL;
while ( 1)
{
v2 v3 ilg
if ( col[5 * v3] 1)
{
vl 0;
if ( (unsigned __int8)map[5 v3] (unsigned __int8)map[5 v2] )
goto LABEL_26;




}
else if ( col[5 v3] 2 )

{
0;
if ( (unsigned __ int8)map[5 v3] (unsigned __ int8)map[5 v2] )
{

v8 vl;

return v8 1;

V3;

vl 1;

if ( v2 4 )
goto LABEL_26;

return v8 ilg

55— do while ¥ B R 7E H WimapfE AT A RE A AR 0 BUE, 58 = AN KAE3F W RTLAT R HIWTERE 5 A A R TR
B, BARERmapR— AT TR, REE A KIER ELABEL 27 L # A =2 AR 9 row 40 e AT P Bt B RR 1 %

ff, LABEL_26F i KA R IECOB A A SN R B R FI %M. krowR1, MFERERET R -DPTRAGENTE T
R, WRN2, MRAEKTRE-PITR. FIEM.

0000000000405070 00 00 00 01 01 00 00 00 02 00 00 01 00 00 00 QO ...
0000000000405080 01 00 01 00 00 00 00 00 00 00 00 00 00 00 00 QO ...
0000000000405090 00 00 02 00 02 00 00 00 00 00 00 00 00 01 00 QO ...
00000000004050A0 01 00 00 01 ?2? 2?7 2?2 2?2 22 22 22 22 22 22 22 722 .27

W 7 rowM0x405070%]0x405083, colA0x405090%|0x4050a3, KEEHIN20. RIBHUE, TTLLE HIZRL T 77 50 FE IR 52 2 PR 1)
%A

bool check2()

{
if (map[@][3] map[0][4]) return
if (map[1][@] map[1][1]) return
if (map[2][@] map[2][1]) return
if (map[2][3] map[2][4]) return
if (map[4][@] map[4][1]) return
if (map[4][2] map[4][3]) return

if (map[@][2] map[1][2]) return
if (map[0][4] map[1][4]) return
if (map[2][3] map[3][3]) return
if (map[3][1] map[4][1]) return
if (map[3][4] map[4][4]) return
if (map[2][2] 4) return no;

if (map[3][3] 3) return no;
return ok;
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int map[10][10], N 5, count 9;

check(int x,int y);
check2();
make(int x,int y);

print();

int main(){
make(90,90);
return 0;

}

bool check(int x,int y){
int i;
int checknum = map[x][y];
for(i=0; i<y; i++)
if(checknum map[x][i]) return @;
for(i=0; i<x; i++)
if(checknum map[i][y]) return @;
return 1;

}

bool check2()

{
if (map[@][3] map[0][4]) return
if (map[1][@] map[1][1]) return
if (map[2][@] map[2][1]) return
if (map[2][3] map[2][4]) return
if (map[4][@] map[4][1]) return
if (map[4][2] map[4][3]) return

if (map[@][2] map[1][2]) return
if (map[@][4] map[1][4]) return
if (map[2][3] map[3][3]) return
if (map[3][1] map[4][1]) return
if (map[3][4] map[4][4]) return
if (map[2][2] 4) return 0;

if (map[3][3] 3) return 0;
return 1;

}

void make(int x,int y){
if(count N*N){
if (check2()) print();
s
else{
for(int i=1; i<=N; i){
map[x][y] = 1i;
count++;
if(check(x,y)){
int yy = (y+1)%N;
int xx X;
if(y N-1) xx =x+1;
make (xx,yy);




void print(){

for(int i=0; i<N; i++){
for(int j=0; j<N; j++)
printf( smap[il[i]);
printf( )

BT T AR

14253
53142
35421
21534
42315
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