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IERES
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2 ASPX 822
3 DIR 1153
4 JSP 631
5 MDB 419
6 PHP 1066
ID UEL Code
1 http: /183, 129, 189, 60: 10045/ admin. php 200
2 http: //1¢ 129, 189, 60: 10045 /1ndex. php 200
3 http://183. 129, 189, 60: 10045/ config. php 200
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DOCTYPE html
html lang
head
meta charset
title>Welcome</title
head
body
div
hl style Where is flag hl

foreach ($_POST as $item $value){
$$item=$$value;
$secret $$item;
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foreach ($_GET as $key $value){
if ($key )
$str=$value;
$$str=$secret;
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ftp_delete 3
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ftp_fget
ftp_fput
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DASCTF{27b62da69
® i Elements  Console  Sources  Network  Performance  Memory  Application  Security Lighthouse  HackBar  Cookie Editor o1 & ! X
LOAD URL SPLIT URL EXECUTE URL sQLl - Xss - LFI ~ ENCODING -~ HASHING ~ THEME -~
URL
http://183.129.189.60:10044/?flag=hehe
Enable POST application/x-www-form-urlencoded - ADD HEADER

Body

hehe=flag
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(x ﬂ Elements Console Sources Network Performance Memory Application Security Lighthouse HackBar Cookie Editor o1 0 H X
LOAD URL SPLIT URL EXECUTE URL sQLl - Xss - LFI ~ ENCODING ~ HASHING ~ THEME -~

URL
http://183.129.189.60:10044/?flag=hehe

enctype

Enable POST application/x-www-form-urlencoded - ADD HEADER

Body

hehe=flaag
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while True:

s.append(name)

with zipfile.ZipFile(name 5 ) as ziip:
ziip.extractall(pwd=name.encode())
delname name

name ziip.filelist[0@].filename[0:6]

print(s)

os.remove(delname

BRAMEANE R, HEEAFER, & TEHANES who am i,

for i in fbnachi:
res s[i-1]

print(res)
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~/Documents
linux_server6s
~/Documents
ft Excel 2007+

~/Documents

IPTION

0x0 archive /2.0 (tra compr: i 19, uncompressed size: 17, name: char
@x43 archive xtra name : /
0%6A archive a «tra compr: i 2, name: docPr
archive da a xtra compr: 3 0 : 6 name: docPro
archive xtra name
archive extract, compr si 9 name: >
archive a / extract, name:
@x9B5 Zip archi extract, compr 98, name: charti.xml
@xEQF archive extract, compr 1 0 5 3 name: X s/chart2.xml
0x1225 archive da a extract, name
@x124F Zip archive extract, compr 1 39 0 size: 3, name: >
0x1412 archive extract, compr 3 name :
@x15D5 archiv 5 extract, name: x 5
0x1605 Zip archi extract, co uncompre
@x16F9 archive data, a extract, 1 uncompressed
@x17ED archi data, a extract, 1 un pre d
0x192F Zip archive data, a extract, co 1 , uncompressed
@=x1BB@ archi data, a extract,
archive data, a extract, size: uncompressed size: 7079, name: x ~xml
data, a extract, co i si , name: xL
extract,
extract, 2706, name
extract, , name:
extract, : 9, nam
archive da a a extract, size: ize: 10201, name

]

name: { 7 ‘drawingl.xml.rels
name: x1/dram drawing2.xml.rels
name a Stri ml
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binwalky @& B — KL R, KXHHEHRECNZp, BRANME—T X HFEElag .
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_| chart1.xml 1980/1/1 16:00 XML 378 4KB
"1 chart2.xml 1980/1/1 16:00 XML Sk 3KB
=l flag.txt 2016/8/11 19:14 TR 1 KB
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from Crypto.Util.number import
import binascii

import gmpy2

flag

hex_ flag (flag.encode( )]

p=getPrime(256)
g=getPrime(256)

(hex_flag,e,n)
(hex_flag+l,e,n)

e=3, MEKEK(EBH

2. KEXMERBHE - =3, m[2] =a*m[l] + b
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import gmpy2

n 935103560957991243058022436240691377521648526086680106025023584149713164967582147303804449072955058963804814
4137033269711790417615294506088800324197718757

e 3

cl =647585363647905064559649608608058281678996306632338981567277071430861963371154190979389105280254741598714445
3383534840748034987689956953991901404774080281

c2 =718074887826945158022362747405686850956124925137535146573736556745451880678665713425345380037386498775877805
6252628950652794949518011402960483137799524257

def get mi(a, b, cl, c2, n):
a3 (a, 3, n)
b3 (b, 3, n)
tmpl ((c2 2*a3*cl ED) b)
tmp2 ((c2 a3*cl 2*b3) a)
tmp3 gmpy2.invert(tmp2, n)
tmp4 (tmp1l * tmp3) n
return tmp4

ml get_ mi(1, 1, c1, c2, n)
print(ml)

R 32 ) e A A 71 R 45 Bl flag :

crypto2 # 4 Bl

: ch\at;X[hUeQZcNU_QLAf

cHasciifig+3=fffjasciifi3 (&

hifjasciif+4=If{jasciiF &

\iasciifg+5=afflasciiig &
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tiasciify+7={fasciifL{&

U T B e R~ flagf

BT AR — AT I RS, 2% SCRNBE SO 22 (8 A 3FF 4R 3 18

(1)




(i) + move)

. py
I8 py

37\python3.exe C:/ctf/crypto/RSARIF
_is_great}

R, BHHD 0

reverse ezgo

TS

(O F=ma: 1355180

ezGoffffiF zip

BEi5l, Qo ML, AEMEN QLB H ML, HEHR, WHFEHET, XHRET, URH LRI,

pwnh ez_rop



O *=TFER: 1465348

easy rop
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