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%

aaya1807 8BA4S F4 mov eax,dword ptr ss:[ebp-8xC]
a048180A 85 88154800 add ,jocker . 00401500

084018 0F 8B55 F4 mov edx,dword ptr ss:[ebp-8xC]
00401812 81C2 008154000 |add edx,jocker.B0401500

0401818 OFB612 mouzx edx,

0481818 83F2 1 sor edx,

0048181E 8819 mov ,d1
gaya182a 8345 F4 M add dword ptr ss:[ebp-8xC],
08401824 817D F4 BABOOBIcmp dword ptr ss:[ebp-8xC],
0040182B|° 7E DA [ shortijadkie.adaaegapin_4414

6461521 8855 E4 edx ,dword ptr ss:[ebp-8x1C]
0461531 8B45 08 ,dword ptr ss:[ebp+0x8]
00401534 |pe : i b

06461536 BFB618 dx,
0461539 8B45 E4 word ptr ss:[ebp-8x1C]

a640153C 05 12404068 eax,jocker 00404012 ASCII "hahahaha_do_you find_me?"
ae4e1541 BFB6OB

0046154, 3108

00401546 OFBED®

00461549 8845 E4 ydword ptr ss:[ebp-8x1C]

00461540 8BL44B5 94 eax,dword ptr ss:[ebp+eax=x4-0x6C ]

06401550 39c2 edx ,eax

00481552 |, 74 1F short jocker.08401573

00401554| C70424 0040400 \mov dword ptr ss:[esp],jocker.08464000 |ASCII "wrong ™~

06401558 E8 EB130066 call <jmp.&msvcrt.puts>

0a401560 G745 EO 0000060\ mov dword ptr ss:i[ebp-6x26],

BOLO1567 C70424 pOOOBOO| mov dword ptr ss:i[esp],

B040156E E8 AD1308060 call <jmp.&msvcrt.exit>

CIELIETEY | 8345 E4 01 add dword ptr ss:[ebp-6xiC],

00481577 837D E4 12 cnp dword ptr ss:[ebp-6x1C], . o
86461578|~ 7E B1 short jocker.0840152E hitps://blog.csdn.netiweixin_44145820

X B 20x403040:[0x0e, 0x0d, 9, 6, 0x13, 5, 0x58, 0x56, 0x3e, 6, 0x0c, 0x3c, 0x1f, 0x57, 0x14, 0x6b, 0x57, 0x59, 0x0d]
KEH19

AR H 757194 HMflag{d07abccf8ad10c

RIGBRATENANalBE, KIEBE50byte, 5N AFE T Kiflag

ebp
ebp,esp
esp,
byte ptr :[ebp-8x15],
:[ebp-8x14],
:[ebp-8x13],
:[ebp-8x12],
:[ebp-8x11],
:[esp].,

byte ptr
byte ptr
byte ptr
byte ptr
C70424 0000000| mov dword ptr
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"''fake flag
s = [0x66, Ox6b, Ox63, Ox64, Ox7f, Ox61, OX67, Ox64, Ox3b, Ox56, Ox6b, Ox61, OX7b, Ox26, Ox3b, Ox50, Ox63, OX5F,
Ox4d, Ox5a, Ox71, Ox0c, Ox37, Ox66]
flag = "'
for i in range(24):
if i %2 ==1:
s[i] += 1
else:

s[i] "= i

flag += chr(s[i])

print flag
partl [ox0e, Ox0d, 9, 6, Ox13, 5, Ox58, Ox56, Ox3e, 6, Ox0c, Ox3c, Ox1f, Ox57, Ox14, Ox6b, Ox57, Ox59, 0x0d, 9
X25, Ox74, Ox70, Ox26, Ox3a]

"hahahaha_do_you_find_me?"'

for i in range(19):
flag chr(partl[i]”ord(partl_s[i]))
guess = ord('}") EF]

for i in range(19, 24):
flag chr(partl[i]~guess)

print flag

XA RRUUBELE, &IEBRBRIE+ERES, FHILRREM K

NABELRAT

0A 00 00 00 read

04 00 00 00 v5 = 0x10%nput[0]
10 00 00 00 pass

08 00 00 00 input[0] = v5

03 00 00 00 v5 = input[0] - 5
05 00 00 00 pass

01 00 00 00 check[0]=v5

04 00 00 00 v5 = 0x20%nput[1]
20 00 00 00 pass

08 00 00 00 input[1]=v5

05 00 00 00 v5 = 3 *input[1]
03 00 00 00 pass

01 00 00 00 check[1]=v5

03 00 00 00 v5 = input[2] - 2
02 00 00 00 pass

08 00 00 00 input[2] = v5
0B 00 00 00 v5 = input[2] - 1
01 00 00 00 check[2] = v5



0C 00 00 00 v5 = input[3] + 1
08 00 00 00 input[3] = v5

04 00 00 00 V5 = 4 Minput[3];
04 00 00 00

01 00 00 00 check[3] = V5

05 00 00 00 v5 = 3 * input[4]
03 00 00 00

08 00 00 00 input[4] = v5

03 00 00 00 v5 = input[4] - 0x21
2100 00 00

01 00 00 00 check[4] = V5

0B 00 00 00 v5 = input[5] - 1
08 00 00 00 input[5] = V5
0B 00 00 00 v5 = input[5] - 1
01 00 00 00 check[5] = v5

04 00 00 00 v5 =9 Mnput[6]

09 00 00 00

08 00 00 00 input[6] = v5

03 00 00 00 v5 = input[6] - 0x20
20 00 00 00

01 00 00 00 check[6] = input[6]

02 00 00 00 v5 = 0x51 + input[7]
5100 00 00

08 00 00 00 input[7] = v5

04 00 00 00 input[7] ~= 0x24
2400 00 00

01 00 00 00 check[7] = input[7]

0C 00 00 00 v5 = input[8] + 1
08 00 00 00

0B 00 00 00

01 00 00 00 same

05 00 00 00 V5 = input[9] * 2
02 00 00 00

08 00 00 00

02 00 00 00 input[9] + 0x25
2500 00 00

0100 00 00



02 00 00 00 input[10] + 0x36
36 00 00 00
08 00 00 00
04 00 00 00 input[10] A 0x41
4100 00 00
0100 00 00

02 00 00 00 v5 = input[11] + 0x20
20 00 00 00

08 00 00 00

05 00 00 00 input[11] * 1

0100 00 00

0100 00 00

0500 00 00 v5 = input[12] * 3
03 00 00 00

08 00 00 00

02 00 00 00 input[12] + 0x25
2500 00 00

0100 00 00

04 00 00 00 v5 = input[13] *9
09 00 00 00

08 00 00 00

03 00 00 00 input[13] - 0x20
20 00 00 00

0100 00 00

02 00 00 00 v5 = input[14] + 0x41
4100 00 00

08 00 00 00

0C 00 00 00 input[14] + 1

01 00 00 00

BIETZ )G, BIEBTHRcheck T, R¥FEcheck AR LEBBEMERIERTE R, expliF:



[0x22,0x3f,0x34,0x32,0x72,0x33,0x18,0XFFFFFFA7,0x31,0XFFFFFFF1,0x28,0XFFFFFF84,0XFFFFFFC1,0x1e,0x7a]
'flag{'

chr((res[0]+5)70x10)
chr((res[1]/3)70x20)
chr(res[2]+3)
chr((res[3]74)-1)
chr((res[4]+0x21)/3)
chr(res[5]+2)
chr((res[6]+0x20)"9)
chr(((res[7]&0xff)"0x24)-0x51)
chr((res[8]))
chr(((res[9]&0xff)-0x25)/2)
chr((res[10]70x41)-0x36)
chr(((res[11]&0xff)-0x20))
chr(((res[12]&0xff)-0x25)/3)
chr((res[13]+0x20)"9)
chr((res[14]-0x42))

0x403040
0x403208-addr

for i in range(offset/4):
print(hex(get_wide_dword(addr+i*4)))

fEFAPK-Scan&5E, KL AN E

File |E:‘.CTF\.reverse‘.bang\signed.apk | I:l

BRIEERUIE F: 80 AibE  EA0EE « RS 36000 -
EEINE - FTEINE - BERINE - EEAhnE - REE - &
ENSRBNE - apkprotecthlE] .« NAEEEE . TiigfHHmE
FRRE SFEN &

B www legendsec.org

Shell |« 5isaNE " A |

it 2 i O RA]

B BA I RN T frida-dexdump ) — MR TR, FEEFEMEM, ETRBEAMER XA TEETHRT
BARBRINITA RS (RXEHKRZEHE)



XEFMERERKMTT, server—EZEMIRMIBINIBEEE FHEM—, B BRI (FRAAK) —BRREx86HM, MFI—K2
armf¥)

fnRserver Nxf A Ag e L :

frida.NotSupportedError: unable to inject library into process without libc


https://github.com/frida/frida/releases

chmod 755, #RJ5 JaBhserver

root@aosp:/ # cd /data/local/tmp
cd /data/local/tmp .
root@aosp:/data/local/tmp # 1

-
—IW-IW-Iw— Troot root 26114852 2020-05-11 19:39 frida—server—x86
—TWXI—XI—X Troot root 16245824 2020-05-10 20:42 frida—server32
drwxr—xr—x root root 2020-05-11 18:25 re. frida. server
root@aosp:/data/local/tmp # . /frida—server—x86
. /frida—server—x86
Permission denied
126 |root@aosp:/data/local/tmp # chmod 755 frida—server—x86
chmod 755 frida—server—x86
root@aosp:/data/local/tmp # . /frida—server—x86
. /frida—server—x86
WARNING: linker: ./frida—server—x86: unused DT entry: typetpR@xbiffdefnetneiinleR45820

adb forwad B K, R/afrida-psEE B3I HIHHRE

E:\CTF\tool\dnplayer2>adb. exe forward tcp:27042 tcp:27042

IE: \CTF\tool\dnplayer2>frida—ps —U

android. process. acore

com. android. defcontainer

com. android. emu. coreservic

com. android. emu. inputservice

com. android. flysilkworm

com. android. flysilkworm:PushProcess
com. android. flysilkworm:keepLife
com. android. keychain

com. android. launcher3

com. android. phone

com. android. providers. calendar

com. android. settings

com. android. settings:superuser

com. android. systemui

com. example. how_debug

com. SVOX. pico

debuggerd

drmserver

frida—server—x86

hza{ thd hitps://blog.csdn.netiweixin_44145820

fridazz e 0 3%

pip3 install frida
pip3 install frida-tools




Fadb install signed.apk# %, &fTapp
ARG MH T REEEIEMdexsCfF S, k.

on main
ta

&5 8 Hjd-guitT 71, KHiflag

protected void onCreate (Bundle paramBundle)

nContext () ;

jinic():
Log.1("tag", protect

({TextView) £indV: )
paramBundle = (EditText)findViewById(2131165239);
EditText localEditText = (EditText)findViewById(213116523
((Button) findViewById (2131165218)) .setOnClickListener (new View.OnClickListener (paramBundle, localEditText)
{

public woid onClick(View paramView)

paramView = this.val$etl.getText().to5tring();
String atr = this.val$et2.getText().toString():
if (paramView.equals({str))
{

MainActivity.shovmsg(™user is equal passwd");

return;

if ((paramView.equals("admin"™) & str.equals("passT71487"))])
{

MainRActivity.

MainActivity.sh
return;

flag{borring_things}");


https://github.com/hluwa/FRIDA-DEXDump
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