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<« Password Recovery Wizard

Brute-force settings

[ Al Iatin capitals Latin only w
] all latin smalls
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[user defined
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Estimated time: 11h 17m @ speed: 2461
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$ 1s
$ binwalk 3.do
DECIMAL XADECIMAL DESCRIPTI

data, at least v2.80 to extra compressed size: 326835, uncompressed size: 325962, name: d4.zip
326048 F9AO Zi rchive, footer length
326070 F9B6 p archive data, at least v2.8 to extr compressed size: 35 uncompressed size+ 1364, name: [Content_Types].xml
326477 p archi ata, least v2.8 to extr compressed si p uncom ssed size: 598, name: _rels/.rels
326757 5 archive data, a v2.8 to extr compressed size: 0, uncompress€d size: 711, name: docProps/app.xml
27173 Z archive data, v2.0 to extr compressed si uncompréssed size: 743, name: docProps/cor 1
327586 ip archive data, .8 to extr compressed size: unedmpressed size: 958, name: word/_rels/document.>
p archive data, a .8 to extr compressed si 14584 uncompressed size: ‘4767, name: word/document.
ip archive data, at 1 2.8 to extr compressed size: 52, uncompressed size: 1882, name: word/fontTable.xml
p archive data, e 2.8 to extr compressed 9195, Auncompressed size: 91 name: word/media/imagel.j
ip archive data, a 2.8 to extr compressed 1245, uncompresse ize: 3431, name: word/settings.xml
ip archive data, e 2.8 to extr compressed 2975, presse ize: 29478, name: word/styles.xml
p i data, 1 .8 to extract, compregssed 1761, uncompressed size: 8398, name: word/theme/themel
data, .8 to extract, compressed 313, uncompressed size: 883, name: word/webSettings
p archive, footer length: 22

4 binwalk -e 3.

DESCRIPTL

WARNING: Extractor.execute failed to run external extractor 'unzip -o '% : [Errno 2] No such file o irectory: 'unzip', 'unzip -o '%e'' might not be installed correctly

WARNING: Extractor cute failed to run external ractor 'ja: : [Errno 2] No such file or directory: 'jar', 'jar iF might not be installed correctly
a X8 Zip archive data, at least v2.8 to extract, compressed size: 326835, uncompressed size: 325962, name: U.zip
326048 OxUF9A8 End of Zip archive, footer length: 22

WARNING: Extractor.execute failed to run external extractor 'unzip -o '%e'': [Errno 2] No such file o: irectory: 'unzip', 'unzip -o '%e'' might not be installed correctly

WARNING: Extractor.execute failed to run external extractor 'jar xvf '%e'': [Errno 2] No such file or directory: 'jar', 'jar f "% might not be installed correctly
326070 BxUF9B6 Zip archive data, least v2.8 extract, compressed size: 358, uncompressed size: 136 e: [Content_Types].xml

326477 Ox4FBUD Zip archive data, least v2.8 extract, compressed size: 239, uncompressed size: 598, e: _rels/.rels

326757 BxUFC65 Zip archive data, least v2.8 ext: compressed size: 378, uncompressed size: 711, 1 docProps/app

37740508 BxUFEBS Zip archive data, least vZ.@ e compressed size: 366, uncompressed size: 743, : docProps/cor ml

327586 BxUFFAZ Zip archive data, least _v2.8 e compressed size: 265, uncompressed size: 950, : word/_rels/document.xml.rels
327969 Zip archive data, at least w2i@ e compressed size: 1458, uncompressed size: U767, name: word/document.xml

329414 X 2ip archive data, least Wang ex compressed size: 572, uncompressed size: 1882, name: word/fontTable.xml

338034 Zip archive data, at least U298 » compressed size: 9195, uncompressed size: 9195, name: word/media/imagel.jpeg
339281 8> Zip archive data, least v2.8 e compressed size: 12045, uncompressed size: 3431, name: word/settings.xml

308573 Zip archive data, least v2.8 e compressed size: 29 uncompressed size: 29478, name: word/styles.xml

3043593 Zip archive data, at least v2.8 e compressed size: 1761, uncompressed size: 8398, name: word/theme/themel.xml
305465 Zip archive data, least v2.8 to e compressed size: 313, uncompressed size: 883, name: word/websettings.xml

306628 End of Zip archive, footer length

dn.net/mochu

binwalk4 % 3.docx , BE|—A4.zip, BHEA—5K 4.bmp


https://tool.bugku.com/peigen/

HElE » =@ > Fzttmisc » BET s 3.dooextracted

- »

ZIP ZIP

word [Content Types] 0.zip 4.zip AFIB6.zip

xml

© 4zip - Bandizip 6.27
MR WERE) EH(0) O EEO) MEN  #EIH)

il

& 47p =5 S
8] 4.bmp 325,818

[Te]

4 .bmp

R TR
HERIFR

net/mochu/ 777777

bmpkas , FHEM, AT ALELSB, 2iAf#H wbs4a3open



lwbStegod.3open *
Codieren oder Decodieren?
Schyiitt YWiglen Sie
" Codieren
um Daten in einer Trggerdatei zu werstecken
Wiglen Sie
# Decodieren
. um mitwhStegod versteckie Daten wieder in
Hilfe \ . . .
eine eigene Datei zu schreiben.
Einstellungen
Flowchart - Modus Weiter >> J
whbStegod.3open *

Ver £2derte Tr£ferdatei ausw #len

Schyitt YWiElen Sie die Trigerdatel, aus der Sie Daten decodieren m
gghten.

|C:"-,Users\,AdministratDr’\Desktup\ﬁiﬁmisc\ﬁl]ﬁ?\_&dc

Dateityp:

EilRitmaporafik (. BMP. * ELE)
. g Textdatei file (* T<T, * ASC) - Standardmethode
Hilfe B Textdatei - kampatible Methode, HTHML oder XL Date

g Adobe Acrobat Datei (*PDF)
Einstellungen

Flowchar - Modus << Back Weiter »»

whbStegod.3open ¥
Pai&ort angeben
Schyiitt Bitte geben Sie das Pafort an, das &
die Verschl@selung der Daten venwendet
welirce,
Wenn keine Verschlfselung venwendet
wurde, l[assen Sie das Eingabefeld leer.
Hilfe
Einstellungen
Flowchart - Modus << Back Weiter >> J
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new.vhd

VHD ERERELEEE,
VHD (Microsoft Virtual Hard Disk format) .

HeralAEAEMicrosoft Virtual PC 2007 and Microsoft Virtual Server 2005148 Hyper-Vid
IASTUHATIRME,

VirtualBox i T IHVHDRYS I,

BIERAIVH DI E T E— S EE S (virtual machine hard disk), FEATLAE ESgREE- S04
FREEIVSENERES L, TESEELVERERS T,
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import struct

class FAT32Parser( ):
def init_(self, vhdFileName):
with (vhdFileName, ) as f:
self.diskData f.read()
self.DBR_off self.GetDBRoff()

self.newData .join(self.diskData)

def GetDBRoff(self):

DPT_off = Ox1BE

target self.diskData[DPT_off+8:DPT_off+12]
DBR_sector_off, struct.unpack( , target)
return DBR_sector_off 512

def GetFATloff(self):

target self.diskData[self.DBR_off+OxE:self.DBR_off+0x10]
FAT1_sector_off, struct.unpack( , target)

return self.DBR_off FAT1 sector_off 512

def GetFATlength(self):

target = self.diskData[self.DBR_off+0x24:self.DBR_off+0x28]
FAT sectors, struct.unpack( , target)

return FAT_sectors 512

def GetRootoff(self):
FAT_length = self.GetFATlength()
FAT2_off = self.GetFATloff() FAT_length
return FAT2_off FAT_length

def Cluster2FAToff(self, cluster):
FAT1 off self.GetFATloff()
return FAT1_off cluster 4

def Cluster2DataOff(self, cluster):
rootDir_off self.GetRootoff()

return rootDir_off (cluster 2)




import struct
from xixi import FAT32Parser
from xixixi import Padding, picDepartList

def EncodePieces():
global clusterList
res [1]

Range (picDepartList)

clusterList = GetRandomClusterList(Range)

for i in (Range):
if i Range 1:
newCRC struct.pack( , clusterList[i+1])
plainData picDepartList[i][:-4] newCRC
else:

plainData picDepartList[i]

if i 9:

newPiece plainData
else:

newPiece

key clusterList[i] OXFE
for j in plainData:

newPiece ( (3) key)

res.append(Padding(newPiece))

return res

% LG HKEARITER, EFEMASERRZ Tineline Sec HIBAKIHIA

JRSCHbE:  hitps://mp.weixin.qq.com/s/CP3-W8VcLokQNYMSbXw9wg

import struct
import binascii

class FAT32Parser( ):
def _ init_ (self, vhdFileName):
with (vhdFileName, ) as f:
self.diskData = f.read()
self.DBR_off = self.GetDBRoff()
self.newData .join( (self.diskData))

def GetDBRoff(self):
DPT_off Ox1BE
target self.diskData[DPT_off+8:DPT_off+12]
DBR_sector_off, struct.unpack( , target)
return DBR_sector_off 512

def GetFATloff(self):
target self.diskData[self.DBR_off+OxE:self.DBR_off+0x10]



https://mp.weixin.qq.com/s/CP3-W8VcLokQNYMSbXw9wg

return self.DBR_off FAT1 sector_off

def GetFATlength(self):
target self.diskData[self.DBR_off+0x24:self.DBR_off+0x28]
FAT_sectors, struct.unpack( , target)
return FAT_sectors 512

def GetRootoff(self):
FAT_length self.GetFATlength()
FAT2 off self.GetFAT1loff() FAT _length
return FAT2_off FAT_length

def Cluster2FAToff(self, cluster):
FAT1 off self.GetFAT1loff()
return FAT1_off cluster 4

def Cluster2DataOff(self, cluster):
rootDir_off self.GetRootoff()
return rootDir_off (cluster 2) 512

read(n):
global key
binary b
for i in vhd.read(n):
binary (i (key & OxFE)).to_bytes(length=1, byteorder , signed=False)

return binary

FAT FAT32Parser(
vhd (
vhd . seek (0x27bae09)
flag ( 5
flag.write(vhd.read(8))
key = ©
while True:
d read(8)
length, cType = struct.unpack( , d)
print(length, cType)
data read(length)
CRC = struct.unpack( , read(4))[o]
print(CRC)
rCRC = binascii.crc32(cType + data) Oxffffffff
print(rCRC)
rDATA = struct.pack( , length) cType + data struct.pack( , PCRC)
flag.write(rDATA)
if CRC rCRC:
b_endian = struct.pack( , CRC)
clusterList = struct.unpack( , b_endian)[@]
print(clusterList)
vhd.seek(FAT.Cluster2DataOff(clusterList))
key clusterList OxFE
if cType b
break
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$ file decode_it

decode_it: Standard MIDI data (format 1) using 2 tracks at 1/2888

Velatoi& & M MIDI CAHEAIRMAAD, FIRKHENRERR i<

BT g %A

Velato

» "Hello World" example
» Note Suggestion Tool

Velato is a programming language, created by Daniel Temkin in 2009, which uses MIDI files as source code: the pat
that, in addition to expressing their aims musically, fills the constraints necessary to compile to a working Velato pr

» Intro to the project

» language rules

» Example: Writing "Hello, World" in Velato

» Note Tool for Compaosers: Given pseudo-code in a special format, it will give a range of possible notes

Outside Links \

» Velato on Esolangs.org (wiki)
s Create Digital Music on Velato (2009)

code_1t.midil

FrintT
PrintTao

PrintT

Hello, World


http://velato.net/
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