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volatility2.6.exe -f WIN-BUGIJ7FI9RU-20190927-152050.raw imageinfo

J61 JTFIORI




Win7SP1x86_23418, Win7SP0x86, Win7SP1x86

volatility2.6.exe -f WIN-BUGIJ7FIORU-20190927-152050.raw --profile=Win7SP1x86_23418 hashdump

N-BUGIJTFI9RU-20 27-152050. raw profile=Win7SP1x86_23

Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73¢c59d7e0c089cO0:::
Guest:501:aad3b435b51404eeaad3b435b51404ee:31d6cfe0d16ae931b73c59d7e0c089cO:::

CTF:1000:aad3b435b51404eeaad3b435b51404ee:0a640404b5¢c386ab12092587fe19cd02:::
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Password successfully recovered !

Advanced ZIP Password Recovery statistics:

H Save...

T otal passwords 0

Total time 475 468ms

Average speed [passwords per second] |0

Password for this file 123%asdl0
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volatility2.6.exe -f B2 i 4% .vmem imageinfo
/IWin2003SP0x86, Win2003SP1x86, Win2003SP2x86

volatility2.6.exe -f & 1154 % .vmem --profile=Win2003SP0x86 filescan

windows F XA 4, #Hdikali ™, WAR1T, IEARAEERWIN2003SP1x86

volatility -f 1.vmem --profile=Win2003SP1x86 filescan
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root@labs-a3:~/blus/1101# volatility -f 1.vmem --profile=Win20035P1x86 filescan |grep .txt
Volatility Foundation Velatility Framework 2.6

0x000000000412cdel 1 0 RW-r-- \Device\HarddiskVolumel\Documents and Settings‘\Administrator\sii\file.txt
0x000000000426b890 1 B R--rw- \Device\HarddiskVolumel‘Documents and Settings\All Users\Application Data\VMware'

volatility -f 1.vmem --profile=Win2003SP1x86 dumpfiles -Q 0x000000000412cde0 --dump-dir=.
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volatility -f 1.vmem --profile=Win2003SP1x86 dumpregistry --dump-dir= .

FAVEM R 2 T B 4T Frregistry.Oxe1757860.SAM.reg, 241 f /.



ATLAEF], Administrator2f &xidxK, HiKFRERERIEREK. —MEFT X KIK ) FHREhpe$SH)
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& MiTeC Windows Registry Recovery - [registry.0xe1757860.SAM.reg] — O
3 File Options Explore Windows Help

Value
5-1-5-21-2323423311-3933059455-3.
‘ Comment EEENGEDPAENRS
~ & SUPPORT_388945a0 Last logon 2019/12/20 15:33:02
‘ ~ 4 9w3a610$ Last password set 2019/9/20 13:36:09
- o 4hiU9zZK$ Account expiration 1899/12/30 2:48:05
1 -~ 4 A4W7KbS Last incorrect password 2019/11/27 6:03:08
j o 0eTQczgs
o CAIxyus
| 4 AvgKsvQs
‘ o scdTbYy$
o KdNBcf$
| W havnilueEe
4 &1 MiTeC Windows Registry Recovery - [registry.0xe1757860.SAM.reg] — O X
@ File Options Explore Windows Help - N
;9 registry.0x...
(& Export to REGEDIT4 form. ., |/ General ' Groups and Users |
= @ Users A Property value
B ExportData... 4 Administrator SID §-1-5-21-2323423311-3933059455-334113910...
~ & Guest Last password set 2019/12{20 13:59:41
- 4 SUPPORT_388945a0
4 9w3a610$

S ASWTKbS



£1 MiTeC Windows Registry Recovery - [registry.0xe1757860.5AM.reg]

f3 File Options Explore

_'}". registry.0x...

& Export to REGEDIT4 form...

B ExportData...
File Information
Security Records
© sam

¥'s Windows Installation
= Hardware
[87) User Data
|y Startup Applications

Services and Drivers

Q¥ Network Configuration
\’ Windows Firewall Settings
& Environment
[F shel Folders
C:-;j Qutlook Express

& Raw Data

FHREhpe$

Windows

Help

General ' Groups and Users
CHN92zvS
tplLry64s
JBCwhWV§
IQkjdxes
yCANG3x$%
4tvm25a$
dffvAnxs$
EvbcxRAS
nPrSpHas
Uy3IHZYS
xvepzfls
45Ase09$
Oms5beR$
XtFzQUe$
Z3GVYOnS
bjmixrfs
sUVQyIP$
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A Property
SID
Last logon
Last password set
Account expiration
Last incorrect password

volatility -f 1.vmem --profile=Win2003SP1x86 hashdump |grep FHREhpe

root@labs-a3:

# volatility

Volatility Foundation Volatility Framework 2.6

Value

§-1-5-21-2323423311-3933059455-334113910...

2019/12/20 13:57:57
2019/9/20 13:36:09
1899/12/30 2:48:05
2019/11/27 6:03:08

-f 1.vmem --profile=Win2003SP1x86 hashdump |grep FHREhpe

FHREhpe$:1171:70fdb81853bd427d7584248b8d2c9f9e: f3cf477fc3eabecOb3b5887616dd4506: : :

FHREhpe$:1171:70fdb8f853bd427d7584248b8d2c9f9e:f3cf477fc3eabecO0b3b5887616dd4506::
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