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1.1 oh-my-note
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import string

flask import render_template, redirect, url_for, request, session, Flask
functools import wraps

exts import db

config import Config

models import User, Note

forms import CreateNoteForm

Flask(__name_ )

app.config.from_object(Config)
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db.init_app(app)

def login_required(f):
@wraps ()
def decorated_function(*args, kws) :
if session.get( ):
return redirect(url_for(

return f(*args, kws)

return decorated_function

def get random_id():
alphabet (string.ascii_lowercase string.digits)
return .join([random.choice(alphabet) for _ in (32)1)

@app.route(
@app.route(
def index():

results Note.query.filter_by(prv ).1limit(100). @)
notes [1]
for x in results:

note = {}

note[ x.title

note[ ] x.note_id

notes.append(note)

return render_template( , hotes=notes)

@app.route(

@login_required

def logout():
session.pop( > None)
return redirect(url_for( ))

@app.route( , methods=[
def create_note():
try:
form = CreateNoteForm()
if request.method
username form.username.data
title form.title.data
text form.body.data
prv (form.private.data)

user = User.query.filter by(username=username).first()

if user:

user_id user.user_id




timestamp (time.time(), 4)

random. seed(timestamp)

user_id get_random_id()

user = User(username=username, user_id=user_id)
db.session.add(user)

db.session.commit()

session| ] username
timestamp (time.time(), 4)

post_at datetime.datetime.fromtimestamp(timestamp, tz=datetime.timezone.utc).strftime(

)

random. seed(user_id post_at)

note id get_random_id()

note Note(user_id=user_id, note id=note id,
title=title, text=text,
prv=prv, post_at=post_at)
db.session.add(note)
db.session.commit()

return redirect(url_for(

else:
return render_template( , form=form)
except Exception as e:
SERES

@app.route(
def my notes():
if session.get(
username = session[ ]
user_id = User.query.filter_by(username=username).first().user_id
else:
user_id request.args.get(
if user_id:
return redirect(url_for( ))

results = Note.query.filter_ by(user_id=user_id).limit(100). @)
notes [1]

for x in results:
note {}
note[ x.title
note[ ] x.note_id
notes.append(note)

return render_template( , hotes=notes)

@app.route(
def view(_id):

note Note.query.filter by(note_id=_id).first()

user_id note.user_id




username User.query.filter by(user_id=user_id).first().username
data {
: note.post_at,
: note.title,
: note.text,

. username
}

return render_template( , data=data)

if _ _name__

app.run(host , port=5000)
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import random
import string

import datetime

ts 1610677740

te 1610677800

target

def get random_id():
alphabet (string.ascii_lowercase string.digits)

return .join([random.choice(alphabet) for _ in (32)])

(9999):

timestamp = 0.0001 i+t
random.seed(timestamp)

user = get_random_id()

time = datetime.datetime.fromtimestamp(
t, tz=datetime.timezone.utc

).strftime( )

random.seed(user + time)

post get_random_id()
if post target:
print(timestamp, user)

1.2 oh-my-socket

BEER:

.124.168:5001/upload subnet: .21.0.0/16 server: client: webserver:
.124.168:5002/upload subnet: .22.0.0/16 server: client: webserver:
.124.168:5003/upload subnet: .23.0.0/16 server: client: webserver:
.124.168:5004/upload subnet: .24.0.0/16 server: client: webserver:

.124.168:5005/upload subnet: .25.0.0/16 server: client: webserver:

Docker Registry mirrors: http://docker.mirrors.ustc.edu.cn/

Servers reboot every 2 minutes. All source codes and Docker files provided in the attachment. Try to solve it 1lq
cally before interacting with the servers.
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1. docker-compose
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ERTER Geow BRI E] TCP =ZX#ETF, BEER/EALT, FHTEREI T — T IHENMLAH KRR,

BRYI%E E oh-my-socket XA, BIRAEIR B IE HiRiX R —A> docker HISCHF, (HRIIFAKIFER XA

WRI|BRORIR [EAMZR] , THEEHKFRPAZRE server/server/oh-some-funny-code i flag. FTARIKFE—SRFET
FRIE 2 AR R XA SO SR N RSB AT FE AL

SERNBRE EMRE3IRS, ERRUHEAGRES, AHTOFIERER.

TypeError: unsupported operand type(s) for -=: ‘Retry’ and ‘int’

ERROR: Service ‘client’ failed to build : The command ‘/bin/sh -c apt-get update && apt-get -y upgrade && apt-get install -y iptables &&
apt-get install -y python3 && apt-get install -y python3-pip && pip3 install -r requirements.txt -i https://pypi.tuna.tsinghua.edu.cn/simple
&& chmod a+x start.sh’ returned a non-zero code: 2

FE R R B Ui 28 3 docker B BB A 1), AR U B B i BEAR IE 5 BB 3

RN ZRFE kali H /85 docker-compose, #—1k docker-compose up -d FHK IBIR4S, ERIREEEEHFAE SR

TypeError: unsupported operand type(s) for -=: ‘Retry’ and ‘int’

You are using pip version 8.1.1, however version 20.3.3 is available.

You should consider upgrading via the ‘pip install --upgrade pip’ command.

ERROR: Service ‘client’ failed to build: The command ‘/bin/sh -c apt-get update && apt-get -y upgrade && apt-get install -y iptables &&
apt-get install -y python3 && apt-get install -y python3-pip && pip3 install -r requirements.txt -i https://pypi.tuna.tsinghua.edu.cn/simple
&& chmod a+x start.sh’ returned a non-zero code: 2

AR BMRERIpipRAF &, FEEH pip, %% pip HEHEHXMEH docker-compose up -d BLIEW)E3NRS T -



WARNING: Image for service webserver was built because it did not already exist. To reb
uild this image you must use “docker-compose build® or “docker-compose up --build".
Creating appl_webserver ... d

Creating appl_server noc

Creating appl_client .. done

docker container 1s
Got permission denied while trying to connect to the Docker daemon socket at unix:///va
r/run/docker.sock: Get http:/ run¥%2Fdocker.sock/v1.24/containers/json: dial un
ix /var/run/docker.sock: connect: permission denied

sudo docker container ls

CONTAINER ID  IMAGE COMMAND CREATED STATUS

PORTS NAMES
6cf2789fcede  source_client "/bin/bash -c 'iptab." 40 seconds ago Up 39 secon
ds 5000/tcp appl_client
e5883586221a source_server "/bin/bash -c 'iptab." 41 seconds ago Up 4@ secon
ds appl_server
3a73bec8cd®9 source_webserver "/bin/bash -c 'pytho.."
ds 0.0.0.0:5001->5000/tcp  appl_webserver

41 seconds ago Up 39 secon

JETHW K Python FIM % 9mFE, FHEAMTE— T Python WA gmIEMZA. SEBE 51T server/server/server.py ST H A 2



from socket import
from time import ctime

import time

HOST

PORT = 21587

BUFSIZ = 1024

ADDR = (HOST, PORT)

socket (AF_INET, SOCK_STREAM)
.bind (ADDR)
.listen(5)

print( )
tcpCliSock, addr = tcpSerSock.accept()
cnt 1

print( , addr)

try:
while True:

data = tcpCliSock.recv(BUFSIZ)

if data:
break

if data b :
content ( ).read()
tcpCliSock.send((content.encode()))

else:
tcpCliSock. send(( (ctime(), data)).encode())
except Exception as e:
pass

if cnt 2:
time.sleep(120)

tcpSerSock.close()
exit(@)

tcpSerSock.close()
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client.py 7T LLIZE#EF] server %, {H2 server 3l client 3 &R BWIRES, FEL R AFHE.,
webserver AL T2 =ANFEHLF, FEEIEER W LT Python 15,

B e 5 BB BB T, ARIMEFTH client F1 server Z (B FIE(E, BRI AR server #EATER:, FF H Ri% *ctf M3k flag.
BREENFIEREWE RST W, FARINCELHE T IP M PORT, IERFEHE seq KIEEDT,

EXBEFEET FE— TTCPHHUAMRSTH i

BRI py X EA%JE, 1E Server fidockerd —E H 3l Perhaps iptables or your kernel needs to be upgraded. KR &{5 5, &
fE P BR X AN 1]

...connnecting from: ('172.21.0.3

iptables v1.6.0: can't initialize iptables table "filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table "filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

waiting for connection...

...connnecting from: ('172.21.0.3', 7775)

waiting for connection...

...connnecting from: ('172.21.0.4°, 40004)

iptables v1.6.0: can't initialize iptables table filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

iptables v1.6.0: can't initialize iptables table "filter': Permission denied
you must be root)

Perhaps iptables or your kernel needs to be upgraded.

waiting for connection...

...connnecting from: ('172.21.0.3', 7775)
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