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In information security, organizations may both feel secure when they are not, and insecure when they are
actually secure given that this function is both normative and descriptive. As Schneier states, security risk is
both a subjective feeling and an objective reality, and sometimes those two views are different so that we fail
acting correctly. Assuming that people act on perceived rather than actual risks, we will sometimes do things
we should avoid, and sometimes fail to act like we should.
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What is commonly known as security metrics still seems to be in a state of ideas about best-practice rather
than scientific examination. Hence security metrics would require to quantify risks in systems involving a model
that takes decision maker, infrastructure assets, environment and aggregated data into consideration.
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Let’s indulge in this speculative exercise to predict how 2020 will shape itself to either converge toward or
possibly diverge from this model described above.
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Economics) Shifting perspective from temporary problem to persistent
threat)

Security assessments are typically conducted in reaction to a reported breach or failure to meet compliance.
An executive, in such circumstances may attribute a good security posture or passing a compliance check to
efficient organizational practices or great decision making in hiring. However, correlation does not always
equal causation.
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As per a cost study done by the Ponemon Institute, the average time it takes to detect a data breach was 206
days. The feedback delay in decision making is imperative. Unfortunately, stealthy hackers will not try to hack
a company in a prescriptive fashion, and the struggle with understanding feedback delay can be seen through
cognitive biases and faulty heuristics.
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Another bias exasperating this belief is the sample bias. The sample bias essentially is one seen in statistical
analysis: a poor sample size will skew the results to a non accurate conclusion. If a company executive bases
security spending decisions based on a sample bias made up of current data or data derived from cohort
companies, then the decision may not be made based on accurate data.
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It remains a pessimistic truth that vulnerabilities are inevitable, but it is one that executives must understand
and implement retroactively in order to manage risk and lower the chances of expensive breaches occurring.
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Read "Decision-Making and Biases in Cybersecurity Capability Development’ if this topic piques your
attention.
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#2: ((THLFF)BERRSHBEXXHBIAEETZF (#2 : (Behavior
Economics) The self-serving buyer emerges in a market of lemons)

"The Market for Lemons’ is a seminal article written by George Akerlof in 1970, which aims to explain some of
the market failures derived from imperfect information. Akerlof gave a new explanation for a well-known
phenomenon: the fact that cars barely a few months old sell for well below their new-car price. The market
itself is composed of two types of cars: those that are being sold in good faith and those that are being sold off
because they are known to be unreliable(lemons’).
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Akerlof's model was simple but powerful. If buyers could tell which cars are lemons and which are not, there
would be two separate markets: a market for lemons and a market for high-quality cars. But there is often
asymmetric information: buyers cannot tell which cars are lemons, but, of course, sellers know.
Therefore, a buyer knows that there is some probability that the car she buys will be a lemon and is willing to
pay less than she would pay if she were certain that she was buying a high-quality car. This lower price for all
used cars discourages sellers of high-quality cars. Although some would be willing to sell their own cars at the
price that buyers of high-quality used cars would be willing to pay, they are not willing to sell at the lower price
that reflects the risk that the buyer may end up with a lemon. Thus, exchanges that could benefit both buyer
and seller fail to take place and efficiency is lost. The key insight is that buyers are unwilling to pay a premium
for quality they cannot measure, which leads to market flooded with low quality products.
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This information asymmetry is predominant in the cybersecurity landscape. The overwhelming number
of vendors with pointed solutions, FUD injected snake-oil tactics makes it far more difficult for CISOs and
executive leadership teams to make an informed decision on which solutions are right for their organizational
needs. This is evidenced by a survey conducted by HelpNet security and this article published by Wall Street
Journal.
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In reaction, vendors begin to optimize their soft ‘signals’ in order to stand apart by tweaking strategies in order
achieve recognition and placement in a popular analyst’s magic quadrant. Based on a quadrant placement,
prospects react by buying up too many tools that introduce complexity, overhead, and lots of management
time, with little impact to their actual security posture.
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The existence of information asymmetry does not necessarily impede the emergence of an informed and
influential buyer. In reality, we as buyers have to unfortunately rely on a variety of mediocre signals to
differentiate good security products from bad. In the upcoming decade we will perhaps witness a seismic shift
in definition of strong signals to validate to vet and control vendor sprawl and help inform the decisioning
process.
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Read Phishing for Phools: The Economics of Manipulation and Deception if this topic piques your attention.
MR ZERIEBEREE, BREMNENEFHERA 7 BHPNRIHE LTS .

#3: (ITAHLGF)P A RERFETMEZ4SE (#3 : (Behavior Economics)
Prospect theory harnessed for cybersecurity)
Choosing between two alternatives often involves risk, such as whether you should spend your money on a

new car or a used car. Each choice is like two sides of a coin: there is risk of losing something (a loss) and an
opportunity of getting something (a gain).
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These types of choices are determined by a way of thinking, which influence the how we evaluate the
expected results of our decisions, and consequently, the choices we make.
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Loss Aversion — For us humans, losing something hurts more than gaining it. This happens because
we are loss averse.
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Diminishing Sensitivity —People become less sensitive to changes as the value of the amounts rise. If
your salary of $5000 is cut by $1000, you will feel it more than you would if your salary was $8000, but
less than you would if you had a salary of $2000, though the difference ($1000) is the same in all three
cases.
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Reference Point — Your decisions about things are highly influenced by where you started, i.e. your
Reference Point. For example, if you want to judge how bright the lights are in the room, then the amount
of light present from where you just came from will affect how bright you perceive the lights to be where
you are now, e.g., darkened movie theater vs. a sun room.
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How do these three principles of economics defined by Nobel-prize winning professor Daniel
Kahneman and Amos Tversky relate to actors in the cybersecurity realm?

% I /R %3k 45 # Daniel KahnemanflAmos Tverskyfi & X A Z M X =AFBENE 28BS 5
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The cloud computing paradigm and open source movement has had a huge impact on the software supply
chain. In this model, resources, such as network, compute, and storage, are consumed as utilities, accessible
via public or private network connections. In addition, applications in itself are composed of a transitive supply
chain (your code co-mingled with open source artifacts, frameworks, SaaS vendor SDKs, etc).
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Due to this distributed nature of ownership, loss aversion, diminishing sensitivity and reference point
differ across this supply chain.

HTAA R XM atE, ERANMNET, RS, SRERENSE BN,

What if a system or platform emerges that can aggregate these metrics across the entire supply chain to quantify risk?

SR B — AT A A N B D B X R R LB R I R A BCF &, ZEA?

Look no further than, Kelly Shortridge’s excellent writeup on Behavioral Models of InfoSec: Prospect Theory.
HF- 55 B 4 (Kelly Shortridge )% T InfoSecdT AHERL: BT 828 "B H (o E R R ML

Lastly researchers from Purdue University have laid the groundwork for a method to improve cybersecurity for
large-scale systems like the power grid and autonomous military defense networks by harnessing prospect
theory (as illustrated below)
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Read Prospect Theory: For Risk and Ambiguity if this topic piques your attention.
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#4.: JFRARED)RusHE S ¥ 8 2 H (#4: (Developer trends) Rust
language will be widely used)

There is a lot of interest these days in securing computer systems. This interest follows from the highly
publicized data breaches, denial of service attacks, RCEs and system hijacks. In response, security companies
are proliferating, selling defense in depth solutions. There is also a regular call for more “cybersecurity
professionals” to help sustain these solutions.
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Programming courses typically focus on how to use particular languages to solve problems efficiently.
Functionality is obviously paramount, with performance an important secondary concern. Performance is
measured against SLAs and engineers are incentivized to meet pre-set criteria. But in today’s climate shouldn’t
security be at the same level of importance as performance?

HEREEEEETOMEARESESARRREE. DREARREEN, MERIRRENEEEEEE.
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Software artisans need to understand how a bug in a program can be turned into a security vulnerability, and
how to stop it from happening. It is imperative for them to identify the conditions that make that vulnerability
possible, and developing a defense that eliminates those conditions. For the latter we focus on language
properties (e.g., type safety) and programming patterns (e.g., input validation, enforcement, etc).
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For several decades system developers have been choosing C as the one and only language for programming
low-level systems. Despite many advances in programming languages, databases, operating systems,
hypervisors, key-value stores, web servers, network controllers and storage frameworks are still developed in
C, a programming language that is in many ways closer to assembly than to a modern high-level language.
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Rust is a system programming language that offers a practical and safe alternative to C. It is unique in that it
enforces safety without runtime overhead, most importantly, without the overhead of garbage collection. With
modern compiler technology, Rust is able to offer safety and performance in a somewhat ergonomic package.
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Looking ahead, Rust will become the de-facto choice of systems programming.

JEEARK, RustiNEE LR RARBEILFE.

#5: (FFRAR#%)Web Assembly(WASM)¥ 4 )z £ FI f1i - (#5:
(Developer trends) Web Assembly (WASM) will be widely used and abused)


https://www.amazon.com/Prospect-Theory-Ambiguity-Peter-Wakker/dp/0521748682/ref=sr_1_2?crid=A5HBCAA24D0
https://www.csoonline.com/article/3247708/security/research-suggests-cybersecurity-skills-shortage-is-getting-worse.html
https://www.csoonline.com/article/3247708/security/research-suggests-cybersecurity-skills-shortage-is-getting-worse.html

WASM is designed to allow browsers to run code in a sandbox, isolating the impact of vulnerabilities in WASM
code from the rest of the browser. It is a binary format currently developed and supported by all major web-
browsers including Firefox, Chrome, Webkit/Safari and Microsoft Edge. This new format have been designed

1IN}

to be “Efficient and fast*, “Debuggable“ and “Safe” that why it is often called as the “game changer for the
web”. WASM is Turing complete and supports many of the features you’d expect from a low-level language.
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There is a steady and rampant adoption of WebAssembly in various domains:

WebAssembly7E & UHAR 1S B T A2 @i 2 R A :

e Web-browsers (Desktop & Mobile)
o) 2% 1) 55 2% (SR T A A% 30

e Servers/Website (Nodejs, React, Qt, Electron, Cloudflare workers)

fik 55 #%/M 5t (Nodejs, React, Qt, Electron, Cloudflare T/E%)

¢ Video games (Unity, UE4)
LIk (Unity, UE4)

e Blockchain platforms (EOS, Ethereum, Dfinity)
X B4 & (EOS, LAKY, Dfinity)

e Linux Kernel (Cervus, Nebulet) , etc and ...

Linux# #%(Cervus, Nebulet)%...
WEAPONIZATION : Cryptojacking (Coinhive, Cryptoloot)

Bzt : n#$h#E(Coinhive, Cryptoloot)

But keeping the browser safe from WASM code is not the same as keeping WASM code safe from itself —
isolation doesn’t prevent attackers from exploiting memory-safety bugs to compromise the WASM code and
any data it handles.
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Although WebAssembly will gain steady adoption, it will also make it more likely that vulnerabilities related to
memory management will occur in both WebAssembly engines and applications written in WebAssembly.
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Unfortunately, we can’t simply modify WASM to enforce strong memory safety by default, like past bytecodes
for high-level languages.

AEMRZ, BRNERT, RATTREME RHESRWASMUIE R 22, FlindEHTRAESHFEHE.
Patrick Ventuzelo presented a detailed study on detecting and analyzing WASM Cryptominer attack here.
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To start with
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https://twitter.com/Pat_Ventuzelo
https://www.first.org/resources/papers/conf2019/FIRST2019_wasm_cryptominer_full_Patrick-Ventuzelo.pdf
https://twitter.com/Pat_Ventuzelo
https://www.first.org/resources/papers/conf2019/FIRST2019_wasm_cryptominer_full_Patrick-Ventuzelo.pdf

¢ Incorporate runtime inspection to detection WASM files as a separate file, array of bytes insider a block in your JavaScript
bundle

BT I E A N — AN RMAI SO, K WASMSC AR il g JavaScript e H i 3 py 55 1 = 75 $
Detect WASM binary in runtime (starts with the magic bytes \x00\x61\x73\x6d)

FEIBAT I AT WASM Z 2k S0t ( 2 EAR 5757\ x00 \ X671 \ x73 \ x6dFF% )

Detect WASM injection points (statically via control flow analysis or via dynamically via code injection)
R IWASMYE N (8 1 42 1) 9 0 17 S St BOE S AU\ Bh 75 )

‘new WebAssembly.Instance(...)", "WebAssembly.instantiate(...)",
"WebAssembly.instantiateStreaming(...)"

‘new
WebAssembly.Instance(...)’s "WebAssembly.instantiate(...)", "WebAssembly.instantiateStreaming(...)"

#6: (MBS )T AR AR R ER, FEAESTEES
Bk (#6: (Product Trends) Next generation code analysis and fuzzing
will become mainstream and code analysis will guide Fuzzing)

Software has grown in both complexity and dynamism over the years. . Evidently, the scale of present-day
software development puts an enormous pressure on proactive security testing. Evaluating the security of
large applications that are under active development is a daunting task

REBER, BAFMERENZSEMAEK. . BR, J5REITF RS E3 ek T ERE.
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Static analysis is the analysis of software at compile time without executing it. Static analyzers allow various
actors of the Software Development Lifecycle to proactively detect software issues such as security
vulnerabilities (eg, RCE, XXE, XXS, SSRF), data leaks (CCPA, GDPR), business logic flaws and inside threat
patterns. However, legacy tools provide superficial feedback and their use is often seen as “too much pain, too
little gain’.

BES T RERFNAPITRAE L TETHR 2. #$#S0TSRTFRTREFRABNENS 5% X0
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The next generation of code analysis will gain rampant adoption in 2020 and will be integration by default in
your software assembly line. As a consequence of its efficiency and precision, the findings produced by code
analysis will be leveraged by downstream engines techniques like fuzzing, WAF, etc.
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At a high level, fuzzing refers to a process of repeatedly running a program with generated inputs that may be
syntactically or semantically malformed. Among the many software vulnerability discovery techniques available
today, fuzzing is gaining momentum due to its conceptual simplicity, its low barrier to deployment, and its vast
amount of empirical evidence in discovering real-world software vulnerabilities. Yet, contemporary fuzzers fall
short of thoroughly testing applications with a high degree of control-flow diversity.
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https://github.com/WebAssembly/design/blob/master/BinaryEncoding.md#module-structure
https://github.com/WebAssembly/design/blob/master/BinaryEncoding.md#module-structure
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https://blog.shiftleft.io/open-sourcing-the-code-property-graph-specification-30238d66a541

Thus, next generation code analysis engines can guide fuzzing by augmenting existing program models
maintained by the fuzzer. Based on the insight that code patterns reflect the data format of inputs processed by
a program, it automatically construct an input dictionary by statically analyzing program control and data flow
(using Code Property Graph) . The input dictionary generated by code analyzer is supplied to an off-the-shelf
fuzzer to influence input generation.
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Fueled by these activities, defenders have started to use fuzzing in a an attempt to discover vulnerabilities
before attackers do. For example, prominent companies such as Google, Facebook and Microsoft all employ
converged code analysis + fuzzing as part of their secure development practices.

FEXEESNHIHESN T, B E T a6 AN, KBRS & KB il R BRI i, 43K, Facebookf!
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HT: (FwmEH)NHERFZEERRERENET TRIEFAERTEE #7:
(Product Trends) Application Security will be measured against
specification(s), not artisanal validation routines)

Systems are often developed without security in mind. This omission is primarily because developers are
focusing more on trying to learn the domain, optimize time for feature delivery rather than worrying about how
to protect the system. In these cases, security is usually the last thing he or she needs or wants to worry about.
When the time arrives to deploy these systems, it quickly becomes apparent that adding security is much
harder than just adding an authentication, 2FA layering and zoning.
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Nowadays, security is often implemented in a programmatic way, meaning a developer reacts to feedback
provided during code analysis and thereafter constructs a custom validation routine to solve for a targeted
problem. This of course has negative impact on reusability and flexibility of the resulting code. Especially when
thinking about component oriented software development, security has to be realized outside the component’s
code in order to enable the usage in other software applications. The decoupling of security from the
component is an important need since the security requirements vary between applications.
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Thus, there is the need for security mechanisms that protect code and resources but which are provided and
maintained outside the application in an extra layer. Such declarative security mechanisms allow greater
flexibility, reusability and maintainability to the code.
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Frameworks play a pivotal role in the security of an application. If every developer had to reimplement basic
security features such as authorization, authentication, validation for every application, this would always
include the possibility of security vulnerabilities being introduced. In that way, because frameworks can provide
a lot of functionality already, they can greatly help developers, who now do not have to develop those features
themselves.
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Maijority of the popular open source frameworks (Spring, Play!, NodeJS, Django) provide declarative security
via framework configuration or interfaces. However they are either under utilized or misused due to lack of
awareness.
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In this blog post titled Towards a concept of Security Specification for Software Supply Chain , | touched on a
concept that can verify the effective utility of an open source framework via enabling/disabling declarative
features and properties. This model enables OSS authors to define effective protection measures that can be
leveraged by upstream supply chain.
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#8: (FRHEHIEEZHEFHXTHEE (#8: (Product Trends) Adversarial
Modeling in dynamic cloud environments)

Cloud infrastructure has become both ubiquitous and more complex in the past few years. Analysts predict that
by the year 2020, 60-70% of the entire IT infrastructure which includes deployed applications, technologies
and services will be cloud-based. While the compute, storage capacity, networking efficiency, and hardware
have received due attention and evolved with business demands, the various aspects that govern the security
of a cloud infrastructure are still managed using traditional means i.e. whether, monitoring network traffic for
malicious pattems, patching known vulnerabilities (even if done regularly), and relying on the network and
perimeter defense such as Firewalls, Intrusion Detection Systems, Anti-virus, tools enough to detect and
thwart attacks?
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First, the adversary, with time on their side, can spend reconnaissance effort in modeling the cloud system
(situational awareness) and then carefully plan their attacks. Second, implementations of these defenses in
practice are often far from ideal, thereby allowing attackers even more opportunities to exploit the system.
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To address the shortcomings of existing defense methods, Moving Target Defense (MTD) has emerged as a
solution that provides a proactive defense against adaptive adversaries. The goal of MTD is to constantly shift
between multiple configurations in a cyber-system (such as changing the open network ports, network
configuration, rotating keys, software versions, etc.) in order to increase the uncertainty for the attacker; in
effect, diminishing the advantage of reconnaissance (or situational awareness) that an attacker inherently has
against traditional defense mechanisms. The shifting mechanism should be non-deterministic as otherwise, the
attacker can model and adapt attack vectors accordingly. Thus, MTD techniques should always have implicit
randomness built into them. Note that this randomness increases the cost for an attacker to succeed in using a
zero-day attacks because it does not necessarily know which configuration of the system is in place at any
particular moment.
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MTD (as a feature) will either be subsumed as a Cloud provider function or perhaps, be a part of modern
container chassis like Kubernetes and D2IQ.
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Of several books/videos/publications | read over the past year, here are top ones that left a lasting impression
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A Codebase is an Organism — by Kevin Simler

RIS EE R —ME Wk — ZI3 A #%) ( Kevin Simler)

Every Security Team is a Software Team Now — by Dino Dai Zovi
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The security products we deserve — by Haroon Meer & Adrian Sanabria

BAMEB A &&= 5 -Haroon Meer A1 Adrian Sanabria

The curious case of Scale in Cyber Security — by Vincenzo Lozzo

P 4 22 4= AR [ 7348 241 -Vincenzo Lozzo

The Githubification of InfoSec — by John Lambert

InfoSeck) T —#& — John Lambert

Leverage Points: Places to Intervene in a System — by Donella Meadows

KA R TR S8 it — Donella Meadows

Introducing the Funnel of Fidelity — by Jared Atkinson
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Farnam Street editorial — by Shane Parrish


https://meltingasphalt.com/a-codebase-is-an-organism/
https://meltingasphalt.com/about
https://meltingasphalt.com/a-codebase-is-an-organism/
https://meltingasphalt.com/about
https://meltingasphalt.com/about
https://www.youtube.com/watch?v=v1_mMO30Mxw&feature=youtu.be
https://twitter.com/dinodaizovi
https://www.youtube.com/watch?v=v1_mMO30Mxw&feature=youtu.be
https://twitter.com/dinodaizovi
https://www.youtube.com/watch?v=GHuQC1qLnJ4
https://twitter.com/haroonmeer
https://twitter.com/sawaba
https://www.youtube.com/watch?v=GHuQC1qLnJ4
https://twitter.com/haroonmeer
https://twitter.com/sawaba
https://drive.google.com/file/d/1dvd9swrDD8c0hFLBVysGx9adEO5xQwCe/view
https://twitter.com/_snagg
https://drive.google.com/file/d/1dvd9swrDD8c0hFLBVysGx9adEO5xQwCe/view
https://twitter.com/_snagg
https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaad1d1
https://medium.com/@johnlatwc
https://medium.com/@johnlatwc/the-githubification-of-infosec-afbdbfaad1d1
https://medium.com/@johnlatwc
http://donellameadows.org/archives/leverage-points-places-to-intervene-in-a-system/
http://donellameadows.org/archives/leverage-points-places-to-intervene-in-a-system/
https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036
https://posts.specterops.io/@jaredcatkinson
https://posts.specterops.io/introducing-the-funnel-of-fidelity-b1bb59b04036
https://posts.specterops.io/@jaredcatkinson
https://posts.specterops.io/@jaredcatkinson
https://fs.blog/2019/12/best-of-farnam-street-2019/
https://twitter.com/ShaneAParrish

Farnam#i#ti& — Shane Parrish
Ness Labs editorial — by Anne-Laure
P TSR E8 A e — 2485 /R (Anne-Laure)

RIPFRFE2020E 5B —BEZIHEY. HEPRS! (look forward to learning new
things with you in 2020. Happy New Year!)

Read this story later in Journal.

Meet Journal =

[J Read this story later in Journal.
laterf J& 7E Journal o [ S bk 3 .

1111 Wake up every Sunday morning to the week’s most noteworthy stories in Tech waiting in your inbox.
Read the Noteworthy in Tech newsletter.

every [BNMEIRER, AW UEKRGHEPEHFAERERREMTechit®E . [HiETech NewsletterH
KI“ERER" .

#1% 8 https://blog.usejournal.com/state-of-cybersecurity-2020-perspective-9998d8c69667


https://fs.blog/2019/12/best-of-farnam-street-2019/
https://twitter.com/ShaneAParrish
https://nesslabs.com/best
https://twitter.com/anthilemoon
https://nesslabs.com/best
https://twitter.com/anthilemoon
https://twitter.com/anthilemoon
https://usejournal.com/?utm_source=medium.com&utm_medium=noteworthy_blog&utm_campaign=tech&utm_content=guest_post_read_later_text
https://usejournal.com/?utm_source=medium.com&utm_medium=noteworthy_blog&utm_campaign=tech&utm_content=guest_post_read_later_text
https://usejournal.com/newsletter/noteworthy-in-tech/?utm_source=medium.com&utm_medium=noteworthy_blog&utm_campaign=tech&utm_content=guest_post_text
https://usejournal.com/newsletter/noteworthy-in-tech/?utm_source=medium.com&utm_medium=noteworthy_blog&utm_campaign=tech&utm_content=guest_post_text
https://blog.usejournal.com/state-of-cybersecurity-2020-perspective-9998d8c69667

	2020年网络安全状况透视
	＃1 ：(行为经济学)将观点从暂时性问题转变为持续性威胁 (#1: (Behavior Economics) Shifting perspective from temporary problem to persistent threat)
	＃2 ：(行为经济学)自我服务的买家出现在柠檬市场中 (#2 : (Behavior Economics) The self-serving buyer emerges in a market of lemons)
	＃3 ：(行为经济学)利用前景理论进行网络安全 (#3 : (Behavior Economics) Prospect theory harnessed for cybersecurity)
	＃4 ：(开发人员趋势)Rust语言将被广泛使用 (#4: (Developer trends) Rust language will be widely used)
	＃5 ：(开发人员趋势)Web Assembly(WASM)将被广泛使用和滥用 (#5: (Developer trends) Web Assembly (WASM) will be widely used and abused)
	＃6 ：(产品趋势)下一代代码分析和模糊测试将成为主流，并且代码分析将指导模糊测试 (#6: (Product Trends) Next generation code analysis and fuzzing will become mainstream and code analysis will guide Fuzzing)
	＃7 ：(产品趋势)应用程序安全性将根据规范而非手工验证例程进行衡量 (#7: (Product Trends) Application Security will be measured against specification(s), not artisanal validation routines)
	＃8 ：(产品趋势)动态云环境中的对抗建模 (#8: (Product Trends) Adversarial Modeling in dynamic cloud environments)
	谢谢读者！ (Thank you readers!)
	我期待在2020年与您一起学习新事物。新年快乐！ (I look forward to learning new things with you in 2020. Happy New Year!)


