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Fle Edit Miew Go Cepture Analyze Statistics Telephomy Wireless Tools
Amg® RE Re«=2ZF 8 =Qaaqn@
Apply s display Filter = oy
Tine Source Destination Protocol Lemgth Info

1 6.060060 192.168.109.1 192.168.109.132 HTTP. 564 GET / HTTP/1.1
2 0.002181 192.168.109.132 192.168.109.1 HTTR. 650 HTTP/1.1 200 OK (text/html)
3 11.014358 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-1 Ack-1 Win-514 Len-1448 TSval-1927417686 TSecr-23681559 [TCP segment of a reassembled PDU]
411.014360 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Len-1448 TSval-1927417686 TSecr-23681559 [TCP segment of a reassembled PDU]
5 11.014360 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Len=1448 TSval=1927417686 TSec
6 11.014363 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Len=1448 TSval=1927417686 TSec
7 11.014364 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Len-1448 TSval-1927417686 TSec
8 11.614364 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Len=1448 T5val-1927417686 TSec
9 11.014365 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Seq=8689 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
10 11.014366 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq-1@137 Ack-1 Win-514 Len-1448 TSval-1927417686 TSecr-23681559 [TCP segment of a reassembled PDU]
11 11.614367 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-11585 Ack-1 Win-514 Len-1448 TSval-1927417686 TSecr-23681559 [TCP segment of a reassembled PDU]
12 11.614367 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq=13033 Ack=1 Win=514 Len=1448 TSval=1927417686 TSecr=23681559 [TCP segment of a reassembled PDU]
13 11.016436 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-14481 Ack-1 Win-514 Len-1448 TSval-1927417689 TSeci [TCP segment of a reassembled PDU]
14 11.616437 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-15929 Ack-1 Win-514 927417689 TSec [TCP segment of a reassembled PDU]
15 11.616438 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Seq=17377 Ack=1 Win=514 927417689 TSec [TCP segment of a reassembled PDU]
16 11.616441 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Seq=18825 Ack=1 Win=514 927417689 TSec [TCP segment of a reassembled PDU]
17 11.016441 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq-26273 Ack-1 Win-514 927417689 TSecr [TCP segment of a reassembled PDU]
18 11.616442 192.168.109.1 192.168.109.132 TP 1514 61881 > 80 [ACK] Seq=21721 Ack=1 Win=514 927417689 TSec [TCP segment of a reassembled PDU]
19 11.616443 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq=23169 Ack=1 Win=514 927417689 TSecr: [TCP segment of a reassembled PDU]
20 11.016443 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-24617 Ack-1 Win-514 927417689 TSec [TCP segment of a reassembled PDU]
21 11.616444 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-26065 Ack-1 Win-514 927417689 TSecr-23681561 [TCP segment of a reassembled PDU]
22 11.616445 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq=27513 Ack=1 Win=514 927417689 TSecr=23681561 [TCP segment of a reassembled PDU]
23 11.016445 192.168.109.1 192.168.109.132 TP 1514 61881 + 80 [ACK] Seq-28961 Ack=1 Win=514 927417689 TSecr-23681561 [TCP segment of a reassembled PDU]
24 11.016446 192.168.109.1 192.168.109.132 TP 1514 61881 ~ 80 [ACK] Seq-3489 Ack-1 Win-514 927417689 TSecr-23681561 [TCP segment of a reassembled PDU]
25 11.616447 192.168.109.1 192.168.109.132 HTTP. 381 POST /steghide.php HTTP/1.1 (IPEG JFIF image)
26 11.620433 192.168.109.132 192.168.109.1 HTTP. 269 HTTP/1.1 200 OK

Hypertext Transfer Protocol

Frame 1: 564 bytes on wire (4512 bits), 564 bytes
Ethernet II, Src: WMuare c:00:08 (09:50:56:C0:00:08), Dst: VMuare 25:4d:82 (08:0c:29:25:4d:82)
Internet Protocol Version 4, Src: 192.168.109.1, Dst: 192.168.109.132

Transmission Control Protocol, Src Port: 61876, Dst Port: 88, Seq: 1, Ack: 1, Len: 498

captured (4512 bits) on interface \Device\NPF_{985D5797-1C4E-4249-B343-48A686F7B@9D}, id @
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2.0 _AR2181 192 168 169 139 192 168 1649 1 HITE AOA HTTP/1 1 288 OK  (text /himl)

25 11.016447 192.168.1@9.1 192.168.189.132 HTTP 381 POST /steghide.php HTTP/1.1 (JPEG JFIF image)

76 11.920433 T97.166.109.152 T97.166. 1091 HATTP 769 TP/ 1.1 200 UK

BB B RPOST F4& 1B H

M Wireshark - Follow TCP Stream (tcp.stream eq 1) - data.pcapng - O d

Upgrade-Insecure-Requests: 1 A

_____________________________ 29861997724583521833788658882
Content-Disposition: form-data; name="file"; filename="steghide.jpg"
Content-Type: image/jpeg
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Fecket 3. 23 clisnt pkis, [ server pkt, I fturm Cliek to select.

Entire conversation (32 kE) w | Show and zave data az ASCIT w | Straam

Find: | I Find Hext I

Filter Out This Stream Frint Save ast Fiack Close Help

File->Export Object->HTTP... ¥3CHF Save all RFFHFK, BEWT:

This PC Downloads MNew folder

=

steghide.php

%5c BN steghide AR
B =tezhide phped = %5:8

<html:>

<meta charset="ntf-8":>
4 <body>
5 <form action="steghide.php" method="post"
6 enctype="multipart/form-data">




<lakel for="file">#H:</lakel>
B <input type="file" name="file" id="file" />

] Zinput Cype="submit" name="submit" valge="HFF" />
10 <1=—=j use steghide with a good password-->
11 </ form>
12 </body>
13 </html:>

steghide.php Fnotepad++¥] 7

|'_'J steghide. phpfd IE %EG_JI

I mmmmmmmmm e 29061597724503521033788658882

2 Content-Disposition: form-data; name="file"; filename="steghide.jpg"
Content-Type: image/jpeg
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MRIGIEHR A EHE kali fF ] steghide T AIRBEEER

root@dkali:/home/mochu?/Desktop# steghide info steghide.ijipg
"steghide. jpg":

format: jpeg

capacity: 1.6 KB

Try to get information about embedded data 7 {(y/n) vy
Enter passphrase:

steghide: could not extract any data with that passphrase!
root@kali: /home/mochu?/Desktops i

AERY, M RN R steghide BB HIA, WTF:



from subprocess import

def foo():
stegoFile
extractFile

passFile

errors=|[
cmdFormat

f (passFile,

for line in f.readlines():
cmd=cmdFormat %(stegoFile,extractFile,line.strip())
p=Popen(cmd, shell=True, stdout=PIPE, stderr=STDOUT)
content (p.stdout.read(), )
for err in errors:
if err in content:
break
else:
print content,
print (line.strip())
f.close()

return

Applications Places B8 GTerminal

File Actions Edit View Help

rootakali: /home/mochu?/Desktop# 1s

a.jpg brute.py english.dic

root@kali: /home/mochu?/Desktop# python2 brute.py english.dic
wrote extracted data to "hide.txt".

the passphrase is 123456

ok

root@gkali: /home/mochu?/Desktop# 1s

a.jpg brute.py english.dic hide.txt
TooToKall:/nome/smocnu//uvesktop# cat hide.txt

flag{tell _me_y@u_like_it}root@kali: /home/mochu?/Desktop#
e TIRE TS IRARYT we T T e sktop#

root@gkali: /home/mochu7/Desktop# steghide extract -sf a.jpg
Enter passphrase:

wrote extracted data to "flag.txt".

root@kali: /home/mochu?/Desktop# 1s

a.jpg brute.py english.dic flag.txt hide.txt
rontakali: /home/mochu? /Desktop# cat flag.txt
flag{teil_me_y@u_like_it} -ootakali:/home/mochu?/Desktops
IUU LR L is }lIII.IIIII:E}lIIII.ILIIIlt }.LJIL-.'Skt op#

rootdkali:/home/mochu?/Desktop# Wi

https://blog.csdn.net/maochu /7177777

RO 123456
hide.txt BRI T BB KIflagiI N %, BEHBATLL steghide extract -sf a.jpg REHMANENL, 157 flag. txt

flag{tell me_yOu_like it}

3
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flag{welcome_to_qwb_S4}

hitps:/blog.csdn net/mochu
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Z3iflagi, #E, FaifENEEER
flag{WelcOme tO gqwbS4 Hope you play h4ppily}

L MLIFEPOINTSA 5, BInliiREkE, SMNEETHT-10t

D rasith: ShiXBsy
LIFEPOINTS SR A REIZEEIKANTARIT F 43,
EALFEPOINTSSESIAS), MESMITH, BHOSE.
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BFEE RN
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HATRNBER —MNAER, TITERLE http KA, Ui ur

[ [hete
Ho. Time Source Destination Protocol Length Info
45 1.847155 192.168.43.1@9 39.99.247.28 HTTP 593 GET /fonts/1 HTTP/1.1
1: 49 1.939128 39.99.247.28 192.168.43.169 HTTP 235 HTTP/1.1 384 Not Modified

Frame 45: 593 bytes on wire (4744 bits), 593 bytes captured (4744 bits) on interface \Device\NPF_{9852F(C85-3552-41FD-84DC-FECBESFDB874}, id 1
Ethernet II, Src: IntelCor_56:6c:5b (38:00:25:56:6c:5b), Dst: Guangdon_82:14:69 (a4:12:32:02:14:69)
Internet Protocol Version 4, Src: 192.168.43.1689, Dst: 39.99.247.28
Transmission Control Protecel, Src Port: 53185, Dst Port: 88, Seq: 1, Ack: 1, Len: 539
v Hypertext Transfer Protocol
GET /fonts/1 HTTP/1.1%\r\n
Host: 39.99.247.28\r\n
Connection: keep-alive‘rin
Cache-Control: max-age=@\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.8 (Windows NT 18.8; Winb4; x64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/84.8.4147.125 Safari/537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=08.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;v=b3;g=8.9\r\n
Accept-Encoding: gzip, deflate\rin
Accept-Language: zh-CN,zh;qg=8.9\r\n
If-None-Match: "dad-5ad348186ca51"\r\n
If-Modified-Since: Wed, 19 Aug 2820 85:89:18 GMT\r\n
Arvn
[Full reguest URI: http://39.99.247.28/fonts/1]
LATTF reguest 1/1]
[Response in frame: 49]

83 levell F level2 Wiflag

CLIENT_EANDOM ac8Sfd2de¥aT4d006eaBel09a480520175630111d3d62eT4c0927Thd3036208310 0eTed0eTeT26bo2E427TE3334baTib 780886t 6073V eco f07246b362dE 1££52057 7401 2bbddf 0c2f 8T 1bEe303c5dB
CLIENT_EANDOM 9effadddac09ab0ab5230594217fa0bbebfcbododdTdachoddB4436b3b804be 1£9£13e2b05e3310b3bdce3cd3264e050062ed5£8761 THe452d2004931f1e50e20943534£ 047000820 Tdb796520GEdET
CLIENT_HANDSHAKE TRAFFIC_SECEET blfle008a93d6d2e325923f66fcdoebofTob22a00374f 2eddac2ol368003alac B30T 7261463730833 fcbc 1 7L2T00ad3f cadb03Teab2940:3ba766%aeh1bE6eb
SERVER_HANDSHAKE_TRAFFIC_SECEET blfle008a93d6d2e326023f60fcdoebodTcb22a09374f2e44a02c8368003alac BeT160069:3206265260608204934b3dd3df60e441feal3bo321aT24bEcab0BT0
CLIENT_TRAFFIC_SECEET_0 blfle098a83d6d2s326923165f cdoebo6Vob22a00374f 2e44ac2c8368093alac B2a02bodT4b23%be2boald2616802e2Tib8f YaaTacde30b44bb24226238742
SERVER_TEAFFIC_SECRET_0 blf1e088a83dfd2e326023f 65 cdoeficfiTch22a09374f 2e44a02083A8c03alac OcB4384180b361A20f 26fa733fB00265682a3aaf828731bd3ade00Th041£2580he

EXPORTEE_SECRET hifle098a93d6d2e326923f A5fcdoebicAToh22a09374f 2ed44ac2c8368c83alac 0aflcal2Thatc20cleacddBAlf Thal4262ah947 1 4cecf dof cBf chA2f £ 2034615
CLIENT_HANDSHAKE_TRAFFIC_SECRET cH2cd13417f78c3dA831aTaffd34docdicd3dededcdd5f 1fe26fBoebedlle502 Tefdl2adhl9eab8feadeddcd2abbollal 209046462381 c41d30eA34d]1aBde2e
SERVER_HANDSHAKE_TRAFFIC_SECRET ch2c413417f78c3dB31aThffd34docd3cd34edelocddbhf Ife2bfBoebod01eb02 T9d2c31214d0afd9a4387cdbeachBficad4fhoB4Tc 7953889447207 0f e 4970
CLIENT_TRAFFIC_SECRET_0 cH2cd13417£78c3d8231aT7hffd34decd3cd3dede3oddb6f1fe2580ebo3012502 593cbe062157TbTeb6acd9626219215d484e6aT7Th7cd09 496482358 7che210208
SERVER_TRAFFIC_SECRET_D cb2cd413417£78c3d831a75ffd34docd3cd34ede3cddb6f1fe25E8cebo301e502 bETde866c92d313412fb37h427315£2340d504300be33fb7c028Te4d1093a0a4

EXPORTEE_SECRET cb2cd413417£78c3d831a7bffd34decd3cd34edel3cddb6f1fe20fBoebo301ebl2 BeBdal 27841821 2aa70bdedcabi832836£0f dedeec2eoe32f 1 1bEE2022dcbTebed

CLIENT_EANDOM bal69ddcedd2fé0d87deblTdlalf32bebl6eThcdl6]ale241597601220812ee9 1£9£13eeb05e3310b3bdce3cd3264e050062ed5E 8761 T9e452d2004931£1e5ce2c943534£ c4700082cTdbTI652bBEdET
CLIENT _HANDSHAKE TRAFFIC SECRET e8f981e3b3cfe2dlT7dbledttafdlOblof03025e2480bdalbibbeal d2boedbth 6067867210 2605d8deelfad8936Tc2e21£10bT1dd] deef 8062 c006bbE 2ddech
SERVER_HAMDSHAKE TRAFFIC_SECEET e®f981elb3cfelé3?7dbleffbafdl0blof03025e2488bda2bibbeald2bcedbfh faf948ebf0clibcl40a0d2228149a82fec2bl637h3d0bdabebb1 Th408591 2R

CLIENT HANDSHAKE TRAFFIC SECRET f£52dbbB43bbT035d499cEb234e7615506decebf 1b209762dd93a5ac64d%48eb B3£07c90d0e 7827 945do462384420f B084M TE20T20TA6279afbcb2dcbfacd
SERVER_HANDSHAKE_TRAFFIC_SECEET £52dbbE43bbT7035d499c5b234e7615006decebt 1b200T762dd93a0aci4dYed0eb Bd0dooTaad T2abdcB03f Yefae62322a08646b3TET019baf 210826826008e1d18a
CLIENT_TRAFFIC_SECEET_0 e%f981e3b3cfe2377dbledbdafdi0blbf0302562480bdalbib8eald2boedbfb £202:67801606de1828ae5d6cbiB3b068280af 485 1baTed8028006d0cT1b
SERVER_TRAFFIC_SECRET_0 e®f981s3b3cfeld377dblebtfafdl0blG£03026:2488bdaZbfB8eal d2boedbth 212bf4ebP3Ta8390f01a764400ec00de01 TebO3069af cTo2bo THOf 2befEE 0BT

EXPORTERE_SECRET e9f981e3b3cfe26377db3e60afdl0b1E6£03025624808bdalbiE8eald2boedbib B40beTET1A220b30060202264002£86094acf 2d0d868e0be862910802561063

CLIENT_TRAFFIC_SECRET_0 fH2dhh843bhT036d499chb234eTA1660Adecebf 1b2087A2dd93aFachi4dded%eh dT01e880f960d49dAc02f 36c42dch0T6 1 Tf 300219830846 cedded32ef 32463
SERVER_TRAFFIC_SECRET_0 f52dbhB43bbT0354499c8b234e7A15606decebf 1h2097A2dd93a5ach4d924%eh dldadca2fedd Tadc2hTedBf 264fc391f 1 ahec2bfdAbhefbiBalchicd22c77121d

EXPORTEE_SECRET f52dbb843bh70354499c5h234.TA16506decebtf 1b208762dd83a8ach4dde49eb al3dedd]1 T28cfe4dhBTeBbdf Aehfabd43h9hh23784cA0445383baTORA2 9491 4

CLIENT_RANDOM 97aea926dffhlhad2efceff30d8f9c30dc13ba79492f ef BlaeefdTed3dic3fe 1£9f1322h05823310h3b4ce3c43254205806ad5fB87A 1792450290493 1F 1ebce2c943834f 04700082 Tdb78662bAF 57
CLIENT_RANDOM eS6fcafef341dd4cf00B8c404792e7daTf TaebbB4fTI636d00TER614061T2£29 1£9f132e505e3310b3b4ce3c4325425590622d5f0761792452d29049231f 1 eboe2e9435234f 04700082 Tdb70652b9Ed57
CLIENT_RANDOM b24763c3f6Zelaf 76ca¥bbbedIba2788d000ac91T0850cEfbEEE0£821bEee7d2 1£9f 1322505331 0b3b4ce3c4325425590622d5f0761792452d29049231f 1 eboe2e0435234f 04 700082cTdb 7065209457
CLIENT_HANDSHAKE TRAFFIC SECRET d06c95c8b7e6ffbelZ893ch6b2d087b31768c821fc2bc7166f0922e620c2d2]13e D96619L19789013c7H{67362ce820747a7919464da61ce298b64d7136£9828d4
SERVER_HAMDSHAKE TRAFFIC_SECEET d06c95c8bTefffbe3283cb6b2di9Tb31768c821£c2bcT166f092e620c2d213e 88ddbd3Tde096ea3f3c8258414607d7084cb04b0071923 1 e0Baf c9b0edbbEsTh
CLIENT_TRAFFIC_SECEET 0 d06c95c8bTebffbed203chib2d09Th31768c821fc20cT166f00e2e620c2d2]13e B040a64el8beclB6bbET041Ta04001a0al4023e5b2739Thdod492271 2281626
SERVER_TRAFFIC_SECRET 0 d06c95c8bTefffbe3d293cb652d08Tb31768c821£c20cT166£0022e620c2d213e 6T74aleld8648353bab0f6f806ecabadfhiebd40c3e5592£25506e0%ccldeldbel




BT flagz 4, TUH XL HAD K S HUN ZB B B 52 TLS MK Master-Secret log file

‘ Wireshark - Preferences X

Teredo " Transpoert Layer Security

TETRA

TEP BSA kews list Edite

FTP TLS debug file

;::;:d | | Browse"

Tibia Reazzemble TLS records spanning multiple TCF zegments

TIME Reazzemble TLS Application Dats spanming multiple TLS records

TIPC L : " o

TVoConnect [ Meszagze Authentication Code (MACY, igznere “mac failed

TLS Fre—Shared-Key |

THS (Pre)Mazter—Secret log filename

Teken-Ring —

TPCP |\Users\Adm1n1strator\Desktop\key.txtl | Braowsa " |

TPKT The name of a file which contains a list of

TPM2.0 (pre-Jmaster secrets in one of the following formats:

TPMCP

TRAMNSUM RSA <EPMS> <PMS>

TSDNS RSA Session-ID:<55LI0= Master-Key:<M5=>

TSP CLIEMT_RANDOM < CRAMND> <MS>

TTE PMS_CLIENT_RAMDOM <CRAMND=> <PMS>

TURMCHAMN? Where:

TUXEDO <EPMS> = First B bytes of the Encrypted PMS

TZ5P v <PMS5> = The Pre-Master-5ecret (PMS) used to derive the M5

g v <55LID> = The 55L Session 1D

<MS> = The Master-5ecret (M5)
<CRAND= = The Client's random number from the ClientHello message
(All fields are in hex notation)

PHIX LS HRTEA ket . txt
fEwireshark®, Edit->Preferences->Protocols->TLS->(Pre)-Master-Secret log filename Fik#E ket.txt ZR)5 s i oK

AT fE, BREFMpHUKE, KHZLTAE

M misc.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AEmJ® RE Qe==F sZEaaanm
[ [hete
Ha Time Source Testination Frotocol Length Info
45 1.847155 192.168.43.109 39.99.247.28 HTTP 593 GET /[fonts/1 HTTR/1.1
49 1.939128 39.99.247.28 192.168.43.189 HTTP 235 HTTP/1.1 384 Not Modified
444 15979.922551 18.114.61.7 47.244.9.138 679 GET /images/4e5d47b2db53654959295bba216858932.png HTTP/1.1

Frame 444: 679 bytes on wire (5432 bits), 679 bytes captured (5432 bits) on interface \Device\NPF_{DBB35B52-8139-4D11-B315-9494aC92D2@D}, id ©
Ethernet II, Src: LCFCHeFe_Ba:dd:85 (98:fa:9b:Pa:dd:85), Dst: HuaweiTe_11:b7:42 (54:39:df:11:b7:42)
Internet Protocol Version 4, Src: 108.114.61.7, Dst: 47.244.9.138
Transmission Control Protocol, Src Port: 62184, Dst Port: 443, Seq: 569, Ack: 153, Len: 625
Transport Layer Security
~ Hypertext Transfer Protocol
GET /images/4e5d47b2db53654959295bba216858932.png HTTP/1.1\r\n
Host: www.qgqiangwangbei.com\rin
Connection: keep-alive\rin
Cache-Control: max-age=8\rin
Upgrade-Insecure-Requests: 1\rin
User-Agent: Mozilla/5.8 (Windows NT 18.8; Wintd; xb64) ApplellebKit/537.36 (KHTML, like Gecko) Chrome/84.8.4147.125 Safari/537.36\r\n
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,™/*;q=0.8,application/signed-exchange;v=b3;q=0.9\r\n
Sec-Fetch-Site: none\r\n
Sec-Fetch-Mode: navigate\r\n
Sec-Fetch-User: ?1\r\n
Sec-Fetch-Dest: document\r\n
Accept-Encoding: gzip, deflate, br\r\n
Accept-Language: zh-CN,zh;g=08.9\r\n
Ar\n
[Full reguest URI: https://www.qgisngwangbei.com/images/4e5d47b2db53654959295bba216858932.png]
{ATTP reguest 1711

ngwangbei.com
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PHG. bt
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5C EF 3F BB 3.AGE - T¥\iE?0»82
76 €7 DA E3 g i

4D 44 77 . . . IDATMDEWMDEW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDEW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 77 MDAWMDAWMDAWMDAW
4D 44 78 MDAWMDAWMDAXMTEX
4D 54 77 MTEXMTEXMTEwMDAW
4D 54 77 MDAWMTAWMTEWMDAW
4D 44 77 MTAwWMDAWMDAWMDEX
4D 54 78 MTAWMDAXMTEXMTEX
4D 44 78 MTEXMTAWMDAXMTEX
4D 54 77 MTEXMTEXMTEWMDAW
4D 54 78 MDAWMTEWMTEXMDAW
4D 44 77 MTAWMDAWMDAWMDEX
4D 54 78 MTAWMDAXMTEXMTEX
4D 44 78 MTEXMTAWMDAXMTAW
4D 54 77 MDAWMDAWMTEWMDEW
4D 54 77 MDEXMTEXMTEwMDEwW

ATV AA o TR v A TR e B T e BT T R
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=]

oo o
(L= ]

3 — FHG. bt
£
struct FHG_SIGHATUEE =ig 0h
struct PHG_CHUHE churdk[0] (Critical, === 8h
struct PHG_CHUHE churndk[1] (Ancillary, == 21k
struct PHG_CHUHE churnk[Z] (Ancillary, =+ 2Eh
struct PHG_CHUHE churdk[3] (Ancillary, =+ 3Eh
struct PHG_CHUHE churndk[4] (Critical, == B3k
struct PHG_CHUHE churnk[5] (Critical, ==+ 10004k
struct PHG_CHUHE churnk[6] (Critical, ==+ 20004k
=trnat FHG_CHIME chonl[7] (Critinal, *== 30004k
struct PHG_CHUHE churdk[&] (Critical, ==+ 3FESOh
struct PHG_CHUHE churnk[9] (Critical, === 4017Ch
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4D 24 41 40 44 41 4D 44 41 77 4D 4% 41 77
41 77 4D 44 41 77 4D 21 1D 24 41
1R R R
} 4E 30 55 58 4A

struct F
str

* 41154k

Baseb644miniLHa

bEV2ZWwz X 3NOTETOX210

B | = (RS 6 R

leveli_start_it

level3 start_it

chunk8-chunk1e =B #1153 F|base64 4L in T :



MDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAW
MDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAXMTEXMTEXMTEXMTEWMDAWMDAWMTAWMT EWMDAWMTAWMDAWMDAWMD EXMTAWMDAX
MTEXMTEXMTEXMTAWMDAXMTEXMTEXMTEXMTEWMDAWMDAWMT EWMT EXMDAWMTAWMDAWMDAWMDEXMTAWMDAXMTEXMTEXMTEXMTAWMDAXMTAWMDAWMDAW
MTEWMDEWMDEXMTEXMTEWMDEWMDAWMDAWMDAXMTAWMT EXMDAXMDAWMDAWMDAWMTAWMDAXMTAWMDAWMDAWMT EWMDEWMDAWMT EWMT EWMD EWMDAWMDAW
MDAWMDAXMTEXMDAXMDAWMDAWMDAWMTAWMDAXMTAWMTEXMTAWMT EWMDEWMDAWMTAWMT EWMDEWMDEXMTAWMDAWMDEXMTAXMDAXMDAXMTEXMTAWMTAW
MDAXMTAWMTEXMTAWMT EWMDAWMTAWMDAWMDAXMTEWMDEXMTEXMTEWMDEWMDAWMDAXMDAXMTEXMTAWMTAWMDAXMTAWMT EXMTAWMT EWMDAWMDAWMDAW
MDAXMTEWMDEXMTEWMTEWMDEWMDAWMDAXMDAXMTEXMTAWMTAWMDAXMTAWMTEXMTAWMTEWMDEXMTAWMTAWMTEXMTEXMTEXMTAWMT EWMDEXMTAWMDAW
MDAXMTEXMTAWMTAWMDAXMTAWMDAWMDAWMT EWMDEXMDAWMDAWMDAWMTEXMTAWMT EWMTEWMT EWMDAWMDAXMDAWMDAWMDAWMTAWMDAXMTAWMDAWMDAW
MTEWMDEWMDEXMDAWMDAWMDEXMTAWMDEXMTEXMTEWMDEXMDAXMDAWMDAWMDAWMTAWMDAXMTEXMTEXMTEXMTEWMDEWMDEXMDAXMDAXMDAXMTAWMT Ew
MTEWMDEWMDEXMDAXMTEXMTEXMTEXMTAWMDAXMTEXMTEXMTEXMTEWMDEWMDEXMDAXMDAXMTAWMDAWMTAWMT EWMDEWMDEXMDAXMTEXMTEXMTEXMTAW
MDAWMDAWMDAWMDAWMDAWMDEWMDEXMTEXMTEWMDEWMDEXMDAWMTEXMDAWMTAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMD EWMDAXMT EX
MTAWMDEWMDEXMDAWMDEXMTAXMTAWMDAWMDAWMDAWMDAWMDAWMDAXMT EWMDEXMDAWMT EXMTAWMDAWMDAXMDAWMDAWMD EXMDAWMDAXMT EXMT EXMDAX
MTEXMDAWMTEXMDAWMDAWMT EWMDAWMDAWMDAWMDAWMDAWMDAXMDAWMDAWMD EXMDAWMDAWMDAWMD EXMDAXMDAWMDAWMDAWMDAWMDAWMD EWMDAWMDAX
MDAWMDEXMTAWMDAXMDAWMDAWMTEXMTAWMT EWMDAWMD EXMDAWMDAWMD EWMDAWMDAWMDAXMT EWMDEXMDAXMTEXMTEWMDAWMDAWMDAWMDAWMD EWMDAX
MDAXMTEWMDEXMTEXMDAWMDEWMDEXMDAWMDAXMTEWMDEXMDAXMTEXMTEWMDAWMDAWMDAWMDAWMD EXMDAXMDAXMT EWMDEXMT EXMDAWMD EWMDEXMDAW
MDAXMTAWMTEXMDAWMDAWMDEXMTEXMDAWMDAWMD EWMDAWMTAWMDAWMTAWMTAWMT EXMDAWMDAWMTAWMTAWMDAWMDAXMTAWMDAWMDAWMT EXMDEXMDAW
MDAWMTEXMDAWMTAWMDAXMTAWMDAWMT EXMDAWMDAWMDAWMDAWMDAWMDEXMTAWMDAWMTEXMTEWMDEXMDAWMDAXMTEXMTEXMTAWMDAXMTAWMDEXMT EX
MTEwMDEWMDAWMDAWMDAWMDAWMT EXMDAXMDAXMTAWMDAWMDAWMDAXMTAWMDAWMT EXMDAXMTEWMDEXMTEXMDAXMDAWMTAWMTAWMDAWMDAWMT EXMDAX
MDAXMDAWMDAWMDAWMDAXMDAWMDAWMTEXMDAXMTEWMDEXMTEXMDAXMTAWMTAWMTAWMDAWMDEXMTAWMDAWMT EWMDEXMTEXMTEXMDAWMDAWMDEXMTAW
MDAXMTEXMTEXMDAWMDAXMTEWMDEXMTAWMDAWMD EXMDAWMDAWMDEWMDEXMTEXMTEWMDAWMDAWMDEXMTAWMDAXMTEXMTEXMDAWMDAWMT EWMDAXMTAW
MDAWMDAWMDAWMTAWMDAWMD EWMDAWMDAWMDAWMDAWMD EXMDAWMDAXMT EWMDEXMDAXMDAWMDAWMTAWMTAWMDAWMDAWMDAWMDAWMDAWMT EWMDAWMDAW
MDAWMDAWMDAWMDAWMDAXMTEWMDEXMDEXMTAWMDAWMDAWMDAWMDAWMD EWMDAXMDAXMTEXMTEWMDAWMTAWMDAWMDAWMTAWMDAWMDEXMT EXMT EXMTAX
MTEXMTAWMDAWMDAWMDAWMD EXMDAWMDAWMDAXMT EWMDAWMDAWMTEXMTEXMTAWMT EWMDAWMDAXMTAWMDAWMDAWMD EWMDAWMDAWMDAWMDEXMTAWMDAW
MDAXMTEWMDAWMDAWMTEXMTEXMTAWMTEXMDAWMDAWMTAWMDAWMDAWMD EWMDAWMDAWMDAXMTEWMDAWMTAWMTEXMTEXMTEXMTEXMDAWMDAWMDEXMTAW
MTEXMDAWMDEXMDAWMDAXMTAWMDAWMDAWMDAXMTEXMDAWMT EWMDAXMDAXMTAWMT EXMDAWMDAWMD EXMDAWMDEXMTAWMD EXMDAWMDAWMDAWMDAWMDAW
MDAXMTEXMTAWMTEXMDAXMTAWMTAWMTAXMTEXMTEXMTEXMDAXMTEXMTAWMDAXMDAXMTEWMDEXMTEXMTAWMDAXMTAWMDAWMT EXMTEWMDAWMTAWMDAW
MDAWMD EWMDAWMDAWMT EXMTAWMDEXMDAWMDAWMDEXMTAWMTAWMDAXMDAWMDAWMT EXMTEWMDAWMTAWMDAWMDAWMD EWMDAWMDAWMT EXMDAWMDE XMDAW
MDAWMDEXMTAWMTAWMDAWMDEXMDEXMTAWMDAWMDEXMTAWMDAWMDAWMDAWMDAWMDAXMT EWMDAWMDEXMT EXMDAWMDAXMTAWMTAWMDAWMTEXMTEXMTAW
MDAWMD EXMDAWMDAWMDAWMDAWMDAWMDEXMTAWMDAWMDAXMTAXMDAWMDAWMTAWMTAWMDAXMT EXMTAWMDAWMT EWMD EWMDAWMTAWMDAWMDAWMD EXMT E X
MDAWMD EWMDAWMDAWMDAXMTAWMD EWMDAWMDAWMT EXMTAWMDAWMDAWMD EWMDAWMT EWMDAWMDAWMDAWMDAWMDAWMT EWMDAWMDAWMDAXMTAWMDAWMDAW
MDAWMDEXMTAWMTAWMDAWMDEWMDEXMTEXMDAWMDEXMTAWMDAWMDAXMT EWMDAWMDAWMT EXMDAWMTAWMDAWMDAXMTAWMT EXMDAWMT EXMT EWMDEXMT EX
MDAXMTEXMTEXMTAWMDAXMDEWMDEXMTEXMTEXMTAWMDEXMDAWMDAXMDAWMT EXMDAWMTEXMTEWMDEXMTEXMDAXMTEXMTEXMTAWMDAXMT EWMDEXMDE X
MTEXMTAWMDEXMDAWMDAWMDAWMDAWMDAWMDAWMD EWMDEXMDAXMDAXMT EWMDAWMDAXMTEWMDAXMT EXMDAWMDAXMTAWMDAWMTAWMDAWMDAWMDAWMDAW
MDAWMD EWMDEXMDAWMDAXMTAWMDAWMDAWMT EWMDAWMD EXMDAWMDAXMTAWMDAWMTAWMDAXMTEXMTEXMTEXMTEWMDEWMDEXMDAWMT EXMDAWMT EWMDAW
MTEXMTAWMDEXMDAXMDAXMTAWMTEXMTAWMDAXMTAWMDAWMDAWMT EWMDAWMT EXMTAWMDAWMDEXMTEXMTEXMDAXMT EWMDAXMDAWMDAXMTAWMT EXMDAW
MDAXMTAWMDAWMDAWMT EWMDAWMTEXMTAWMDAWMDEXMTEXMTEXMDAXMTEWMDEXMDAWMDAXMTAWMT EXMDAWMDAXMTAWMT EXMTAWMT EWMDAWMTAWMDAX
MDAWMDAWMTAWMDAXMDAXMTEWMDEXMTEXMTEXMTAWMDAWMDAWMDAXMTAWMTEXMTAWMT EWMDAWMTAWMDAXMDAWMDAXMTAWMDAXMDAXMTAWMDAXMT EX
MTEXMDAWMDAWMDAWMDAXMTAWMTEXMTAWMT EWMDEWMDEXMDAWMTEXMTEXMTEXMDAWMTEXMTEWMDAWMT EXMDAWMDEXMDEXMTAWMDAXMTAWMTEXMTAW
MTEWMDAWMDEXMDAWMT EWMDAWMDAWMDAWMDAWMT EWMDAWMDAWMDAWMD EXMDEXMTAWMDAXMTAWMTEXMTAWMT EWMDAWMDEXMTEXMTEWMDAWMDAWMTAW
MDAXMTEWMDEXMDAWMDAWMDAWMDEXMTAWMDAXMTAWMDAWMDAWMT EWMDEXMTAWMTAWMT EXMDAWMDEXMDAXMTEXMTAWMDEXMTEXMTEXMTEXMTAWMDAW
MDAXMTAWMDAWMDAWMTEWMDEXMTAWMTAWMT EXMDAWMDEXMDAXMTEXMTAWMDEXMTEXMTEXMTEXMTAWMDAWMDAXMDEXMTEXMTEXMDEWMDEWMDEXMT EX
MTEWMDEXMTEXMDAXMDAXMTEWMDEXMTEXMTAWMDAWMD EXMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAW
MDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAWMDAW
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000000000000V VRYYVVBRLYVVVRRYYVVBRLYVVVBRLYVRBRLYVVVBRLYVRBRLYVVBBRLVVRBLRRYVVELBRYVVRBLRLYVVRLBRYVVRBLRLYVAY
0000000000111111111111000000010011000010000000001110000111111111110000111111111111000000011011100010000000001110
0001111111111100001100000000110010011111110010000000001100111001000000000100001100000000110010000110110010000000
0000011110010000000001000011001111001100100001001100100111000000111010010011111001000011001111001100001000000011
1001111111001000000100111110010000110011110011000000000000111001111011001000000100111110010000110011110011001110
0100111111111100110011100000001111100100001100000000110011000000000111100110110110000001000000000100001100000000
11001001100000001110001111111001100100000000010000111111111111001001100100100110011011001001100111111111110600011
1111111111001001100100110000010011001001100111111111110000000000000000001001111111001001100011100010000000000000
0000000000000000000010001111100010011000011101100000000000000000001110011000111100000001000000011000001111111001
1110001110000001100000000000000000010000000110000000000110010000000000000000100000010000111000010000001111001100
0001100000001000000000111001100111111000000000000001000100111001111100001001100000111001100111111000000000000001
1001001110011111000010011000001100111000000011111000000010000100000100100111000000100100000001100000000111011000
0001110001000011000001110000000000000000111000001111100110000011111111000011000111111100100000000000001110010011
0000000000110000011100111001111100100010010000000011100100100000000000100000011100111001111100110010010000001110
0000110011111111000000011100001111111000001110011100000011000000010011111110000000011100001111111000000110001100
000000000100000010000000000000011000001110011001000000100100000000000000000110000000000VVVVRVVVV11100110111000
0000000000001000100111111000010000000010000001111111110111110000000000001100000000111000000011111110011000000110
000000001000000000001110000000111000000011111116011100000010000000001000000000111600001601111111111116600000111060
1110000110000011000000000011110001100010011001110000000110000111000110000000000000000011111001110011001001011111]
1111100111110000100111001111110000110000011111000010000000001000000011110001100000001110010000100000011111000010,
00000000100000001110000110000000111001000000110111000000111000000000000000011100000111116600001100100000111111160
0000110000000000000000111000000011010000001001000011111000001100100001000000000111110000100000000011000100000001
1110000000001000011000000000000000011000000000110000000000001110010000001001111100001110000000111000000011100010,
00000011001110001111100111110011111111000010160111111111600110000010001116001111160111116611111111660011160110611
1111000110000000000000000000100110010011100000011100011110000011000001000000000000000000100110000011000000001100,
0001100000110000010000111111111111001001100011100011000011110001100100116011110000110000000011000011116000001111
1111001110001000001100111000001100000000110000111100000011111111001110011000001100111000001100111100110000100001]
000000100001001110011111111100000000001100111100110000100001000001100001001100001111111000000000001160011116011060
1001100011111111100011111000011100001101110000110011110011000001100011000000000000011000000000001101110000110011
1100110000011111110000000100001110011000000000011100001100000000110011100100111000011001111100011111111111100000,
001100000000110011100100111000011001111100011111111111100000001011111111016016011111116611111660160111660111111660
0001100000000000000000000000VVVVVRBVYVVBRVVYVRRRVYVNBRYYYVARRVYVRBRLYYVBRRVOVRBRRYVVRRLVVVRBBLVBRBRVBBABBBVYBAY
0000000000000000

¥ibase64 i 5 B KX L B HIRE N file. txt

) file.xt - Notepad - m} x

File Edit Format View Help
000110011110011000010000000111001111111001000000100111110010000110011110011000000000000111001111011001000000100111110010000110011110011001110010011111111110011001
000111001001100000000001100000111001110011111001000100100000000111001001000000000001000000111001110011111001100100100000011100000110011111111000000011100001111111(
000000000100001100000000000000001100000000011000000000000111001000000100111110000111000000011100000001110001000000011001110001111100111110011111111000010100111111
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000

< | | >
Ln 1, Col 3601 100%  Windows (CRLF} UTF-8
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import PIL
from PIL import Image

MAX 60
img Image.new MAX , MAX

i

img.putpixel([x,y],(0,0,0

img.putpixel([x,y 2505, 2505, 255
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ML TRBEELE leveld.zip , RERF levels. jpg



¥ F stegdetect Kl KIA jphide

- stegdetect levels.jpg
leveld. jp jphide(*)

¥

{FF stegbreak BHE %S, 1SE%MSN: powerl23

-+ steghreak -r Jusr/share/stegbreak/rules.ini -f pawd_ list.txt levels.jpg
Loaded 1 files ...

levels.jpg : jphide[v5](power123)
Processed 1 files, found 1 embeddings.
Time: @ seconds: Cracks: 734, inf c/s

- |

fEH JpHs TEITHE F, M Seek BN KRG
%

Exit Openjpeg Hide Seek  Savejpeg Savejpegas  Passphrase  Options  Help

About

Input jpeg
Director C:\UzershddministratoriDownloads
Filename lewveld. jpg

Rl E Eh Width 120 miwal Hedioht 201 niwal
4 Enter the pass phrase and confirmation d
|********
I
B |********
E
0K | Cancel
I
Filename
File=ziz kb

Thisz jpeg file hasz not been modified

REESHN T (PFEEMANEEHR 2K, BEEESAXHGLZSFHET) XESHA levels
= level4fd |
//pan.baidu.com, rAUGkml eP-EV

mrpt

leveld here all

level4 here_all

MfE T EME, BRIE%EH levels. zip, Mk, WT:

This PC Downloads level3

) W X

_ zZp |z

1.png level3.png levelb.zip level7 zip

o ey y—
{ F i

sdn.net/mochu? 777771




level6.zip fl level7.zip #E E4E %Y, fEATF, JoFE ZE| level6.zip
- e level6.zip — Ark

Archive File Settings Help
B Extract v : 3 Q Find...

Name v  Size Compressed CRC checksum Method

B '.ext 5B 178 9AEACC13 Store

B 2ot 4B 16 B EED7E184 Store level6.zip

B 3cxt 5B i7B 289585AF Store

https:/iblog.csdn.net/mochu? 777777

JRUGH U K/NER R <=5 Byte, JEMICRC32kHE, W _EIR % HAth FICRC32AE 1 A E R T AT, HEHEIXAZip-CRC 3273 i
A
Zip-CRC 327l 1 il 4 https://github.com/kmyk/zip-crc-cracker

D ZMAZEEBITHE NLInux, WindowsiRid JLIXA
1ls
crack.py
python3 crack.py level6.zip
reading zip files...
file found: levelb.zip / 2.txt: crc Bxeed7elB84, size
file found: level6.zip / 3.txt: crc @x289585af, size
file found: levelb.zip / 1.txt: crc 0=9aeaccl3, size
compiling ...
searching ...
crc found: Oxeed7e184: "6_is"
crc found: @x9aeaccl3: "level"
crc found: @x289585af: "n¥*=em”
crc found: @x9%aeaccl3: "pi*dx”
crc found: @0x289585af: "ready”
crc found: @x9aeaccl3: "M;f\x0c "
crc found: 0=289585af: "Ot-\xOc!"
crc found: @x9aeaccl3: "Qt:\x0d&"
crc found: @x289585af: "S;q\x0d5"
crc found: 0x289585af: "?H\x5c\x09q"
done
.Ext : '6 is"’
LIXt © "ne=em’
.txt : 'ready’
JExt - TOt-\xbc!’
.txt = "S;g\r5’
LIxt : "?HA\\\tq'
LAxt @ "level'’
LAxt @ "pardx’
LExt @ "M;f\xbc '
LExt @ "Qt:\r4d’

level6.zip
level6.zip
level6.zip
levelb.zip
level6.zip
level6.zip
level6.zip
level6.zip
level6.zip
level6.zip

b=t b e e ) W W W WM

B e B e e e Y R

nttpsy/olog.csdn.net/maochu /777777

%I 1,2, 3 BURFHESF

level6_isready
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