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[+]proof: skr=os.urandom(8)
[+]hashlib.sha256(skr).hexdigest()=1651d7f27f35e8f177633a014dbc4eb04a99e74c09a7545d1c1f08e0f8b7f7c3
[+]skr[0:5].encode( 'hex"')=58dof5f7fc

[-1skr.encode("hex"')=
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#python3
#pathiEB A Mhashcat X F R
import os

path="D:\\hashcat-5.1.0\\"
strl=input("[+]hashlib.sha256(skr).hexdigest()=")
str2=input("[+]skr[@:5].encode( " 'hex"')=")
print(path+f"hashcat64.exe -a 3 --hex-salt -m 1420 {stri}:{str2} --potfile-disable ?b?b?b -0 res.txt --out
os.chdir(path)
os.system(path+f"hashcat64.exe -a 3 --hex-salt -m 1420 {strl}:{str2} --potfile-disable ?b?b?b -0 res.txt -
with open(path+"res.txt", 'r') as f:
lines = f.readlines()
last_line = lines[-1]
#print(last_line)
if(last_line[0:4]=="$HEX"):
print(str2+last_line[5:11])
else:
print(str2+hex(last_line))
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[+]Generating challenge 1
[+]n=0x20918380c97c52ae96b53b371e822a972927d4cc96e1659a52ff4ba6849fd16856959ae83a91d2c0775fb06de75c5117c82F
[+]e=3

[+]m=random.getrandbits(512)
[+]c=pow(m,e,n)=0x1e494321effffbaf32beebe37f042dblbaebl2f42740ffe43c8b7d8e18b79170208231610e8f2f65FF85e8f5¢C
[+1((m>>72)<<72)=0x258aa871ef627602f03f2100efe@c045d4a307153ca71f26e22fc2bcb72al6ae695d5bad767d258aa42e02a5
[-]long_to_bytes(m).encode('hex')=
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#sagefHiA<
load("coppersmith.sage")
N = #NEE

e = 3 #elfE

m = #miKAEE

c = #cHE

ZmodN = Zmod(N)

P. = PolynomialRing(ZmodN)

f=(@m+ x)"e - c

dd = f.degree()

beta = 1

epsilon = beta / 7

mm = ceil(beta**2 / (dd * epsilon))

tt = floor(dd * mm * ((1/beta) - 1))

XX = ceil(N**((beta**2/dd) - epsilon))

roots = coppersmith_howgrave_univariate(f, N, beta, mm, tt, XX)

-y 1|

[++++++++++++++++]challenge 1 completed[++++++++++++++++]

[+]Generating challenge 2
[+]n=0x4ac5cbf84a2f9a1042c552¢77075459d2273994453caeallfbf696b9a8d41937b48be43c71ec6c37470ba9d280a23301b817
[+]e=65537

[+]m=random.getrandbits(512)

[+]c=pow(m, e, n)=0x19304208b44ce@bf457d757e368edde74922e89a51290937a386cb320e9¢59bb80f77c4a4f1d1b0699593dclc
[+]1((p>>128)<<128)=0x8017a737981638d10180223d7b482035b69b51ffe@9ad9e42602cc9d489837be7d1ac92e90b09837144c12
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load("coppersmith.sage")

N = O@x4ac5cbf84a2f9a1042c552c77075459d2273994453caeallfbf696b9a8d41937b48bed3c71ec6c37470ba9d280a23301b8173
ZmodN = Zmod(N)

P.<x> = PolynomialRing(ZmodN)

gbar = 0x80f7a73798f638d10180223d7b482035b69b51ffe@9ad9e42602cc9d489837be7d1ac92e90b09837144c1220ed4ff0eal0
f = x - gbar

beta = 0.5

dd = f.degree()

epsilon = beta / 7

mm = ceil(beta**2 / (dd * epsilon))

tt = floor(dd * mm * ((1/beta) - 1))

XX = ceil(N**((beta**2/dd) - epsilon)) + 1000000000REPVOEAAROOBBARR0

roots = coppersmith_howgrave_univariate(f, N, beta, mm, tt, XX)
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[++++++++++++++++]challenge 2 completed[++++++++++++++++]

[+]Generating challenge 3
[+]n=0x6076eal0ccidcef8ceb86713958946426d25fb06a9d3192d55390bd5611664432bf57d8e2c50cbb897e6086d185145b0atlle
[+]e=3

[+]m=random.getrandbits(512)

[+]c=pow(m, e, n)=0x27fcc420e465972031f4ef78bed383aa40af28f940a15b8366d640653241e26ccOcfe9f7df9e884b68c259456
[+]d=invmod(e, (p-1)*(qg-1))
[+]d&((1<<512)-1)=0xfd72028dfdedBOO6C3c94b07629b9786800722872f5ffabe50df2eac3766d801903baata26eab26e5aa7c9
[-]1long_to_bytes(m).encode( 'hex')=

coppersmith¥di, 2 Endrf&hz



#sagefli4c

def partial p(p@, kbits, n):
PR.<x> = PolynomialRing(Zmod(n))
nbits = n.nbits()

f = 27kbits*x + p@
f = f.monic()
roots = f.small_roots(X=2~(nbits//2-kbits), beta=0.3) # find root = n”@.3
if roots:
X0 = roots[0@]
p = gcd(2”"kbits*x0 + p@, n)
return ZZ(p)

def find_p(de, kbits, e, n):
X = var('X")

for k in xrange(1l, e+l1):
results = solve_mod([e*do*X - k*X*(n-X+1) + k*n == X], 2~kbits)
for x in results:
pe = zz(x[e])
p = partial_p(p@, kbits, n)
if p:
return p

0x6076ealdccdcef8ceb86713958946426d25fb06a9d3192d55390bd5611664432bf57d8e2c50cbb897e6086d185145b0afllea
3
d = 0xfd7a028dfdeP000O6c3c94b076e29b9786800722872f5ffabe50df2eac3766d801903baata26eab26e5aa7c90a7de540d43cdb

beta = 0.5
epsilon = beta”2/7

nbits = n.nbits()

kbits = 511

de = d & (27kbits-1)

print "lower %d bits (of %d bits) is given" % (kbits, nbits)

p = find_p(do, kbits, e, n)

print "found d: %d" % p

q=n//p

print d

print inverse_mod(e, (p-1)*(g-1))

e

[++++++++++++++++]challenge 3 completed[++++++++++++++++]

[+]Generating challenge 4

[+]e=3

[+]m=random.getrandbits(512)
[+]n1=0x8782029df97597a52ae2657b3e2bd6el13abb98c66c232b58ebaf4a0840e21d92a3d2c96d2168bcf6e23a2e7ac21438ee331
[+]cl=pow(m,e,nl)=0x44ae824c4704561e3d726ec074ed549b00873d2332e40619ed7b9861467d032e536e3be84a801026aa9d830
[+]n2=0x28abcf38a463248ed10564e1709a8c4345d5a@b627d5fa608e9c7280d1aa60f209ff179fd4e7298e4c39ed9539a06103317
[+]c2=pow(m,e,n2)=0x1dfcfb67c84c6aPa70laaacbc429b3d67ba804bd9d8401aledba6f7ff4f20cc94f6156d71128bco81ad9es5
[+]n3=0x3c2a8de96e6e1b8f15c9b0labfdf3027d78eef0c77396cdle676afcOadbale3babbl194387e0fbed1296bf523222e4aae43c
[+]c3=pow(m,e,n3)=0x16c7c5lebdle420ef58c4c675c0528043f021af620e0e57cc781714c737684df21782295fc343d44a52b938
[-1long_to_bytes(m).encode('hex')=
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#python

from gmpy2 import invert, iroot

e=3
n1=0x8782029df97597a52ae2657b3e2bd6el3abb98c66c232b58ebaf4a0840e21d92a3d2c96d2168bcf6e23a2e7ac21438ee331961
c1=0x442e824c4704561e3d726ec074ed549b00873d2332e40619ed7b9861467d032e536e3be84a8010262a9d830a999c3bb56a694d
n2=0x28abct38a463248ed10564e1709a8c4345d5a0b627d5Fa608e9c7280d1aa601209f1f179fd4e7298e4c39ed9539206103317405
c2=0x1dfcfb67c84c6aPa70laaacbc429b3d67ba804bd9d8401ale9ba6f7ff4f20cc946156d71128bcO81ad9e457fc9fba53cda2c2
n3=0x3c2a8de96e6e1b8f15c9b0labfdf3027d78eefOc77396cdle676afc@adbake3babb194387e0fbed1296bf523222e4aae43c229
c3=0x16c7c51ebdle420ef58c4c675c05280431021af620e0e57cc781714c737684d121782295Fc343d44a52b938788438b8880c93b

def broadcast(nl, n2 ,n3, cl, c2, c3):
n = [nl, n2, n3]
C = [c1, c2, c3]
N=1
for i in n:
N *= i
Ni =[]
for i in n:
Ni.append(N / i)
T=1[]
for i in xrange(3):
T.append(long(invert(Ni[i], n[i])))
X =0
for i in xrange(3):
X += C[i] * Ni[i] * T[i]
m3 =X%N
m = iroot(m3, 3)
return m[@]

print(hex(broadcast(nl, n2 ,n3, cl, c2, c3)))
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[++++++++++++++++]challenge 4 completed[++++++++++++++++]

[+]Generating challenge 5
[+]n=06x2030ca024a23fb978752ccc2897947fd9c82b682915771e447fcleefabbe8cbccOOdf7cc2dfc401516b88b06a044b6fa595¢
[+]e=3

[+]m=random.getrandbits(512)
[+]c=pow(m,e,n)=0x45204e3e2d780d6fded3ed4c53ca2a@300a78bd7f9b30afb5e3267bcb7074756ab386a165cf0678e3af272151
[+]x=pow(m+1l,e,n)=0x1c17423e4aa0ee916c513fof6f7f7f6efda060974ad06282bd846a50571c2b26465aba50a48eda745bObb5b
[-]long_to_bytes(m).encode('hex')=
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https://links.jianshu.com/go?to=https%253A%252F%252Fgithub.com%252FValarDragon%252FCTF-Crypto%252Fblob%252Fmaster%252FRSA%252FFranklinReiter.sage
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#sage
def franklinReiter(n,e,r,cl,c2):
R.<X> = Zmod(n)[]
fl = X%e - cl
f2 = (X + r)te - c2
# coefficient @ = -m, which is what we wanted!
return Integer(n-(compositeModulusGCD(f1,f2)).coefficients()[0])

# GCD is not implemented for rings over composite modulus in Sage
# so we do our own implementation. Its the exact same as standard GCD, but with
# the polynomials monic representation
def compositeModulusGCD(a, b):
if(b == 0):
return a.monic()
else:
return compositeModulusGCD(b, a % b)

def CoppersmithShortPadAttack(e,n,C1,C2,eps=1/30):
Coppersmith's Shortpad attack!
Figured out from: https://en.wikipedia.org/wiki/Coppersmith's_attack#Coppersmith.E2.80.99s_short-pad_at
P.<x,y> = PolynomialRing(ZZz)
ZmodN = Zmod(n)
gl = x"e - C1
g2 = (x+y)te - C2
res = gl.resultant(g2)
P.<y> = PolynomialRing(ZmodN)

# Convert Multivariate Polynomial Ring to Univariate Polynomial Ring
rres = 0
for i in range(len(res.coefficients())):

rres += res.coefficients()[i]*(y~(res.exponents()[i][1]))

diff = rres.small_roots(epsilon=eps)

recoveredMl = franklinReiter(n,e,diff[0],C1,C2)

print(recoveredMl)

print("Message is the following hex, but potentially missing some zeroes in the binary from the right e
print(hex(recoveredMl))

eps=1/25

e=3
n=0x2030ca024a23fb978752ccc28979471fd9c82b682915771e447fcleefabbe8cbccOOdf7cc2dfc401516b88b06a044b6fa595ce67
c1=0x45204e3e2d780d6fded3ed4c53ca2a0300a78bd71f9b30atb5e3267bcb7074756ab386a165cf0678e3af272151b0635c784df30
€c2=0x1c17423e42a0ee916c513f9f6f7f7f6efda®60974ad06282bd846a50571c2b26465aba50a48eda745b0bb5b410d0b892199256
CoppersmithShortPadAttack(e,n,cl,c2,eps)

Ay



[++++++++++++++++]challenge 5 completed[++++++++++++++++]

[+]Generating challenge 6
[+]n=0xbadd260d14ea665b62e7d2e634120a6382ac369cd44017305b69cf3a2694667ee651acded7085e0757d169b090F29f3f86Fe
[+]d=random.getrandbits(1024*0.270)

[+]e=invmod(d, phin)
[+]hex(e)=0x11722b54dd6f3ad9ce81ldabf6ecbPacaf2cbc3885841d08b32abc0672d1a729319856db819407dcO5F6+373a2d92467
[+]m=random.getrandbits(512)
[+]c=pow(m,e,n)=0xe3505f41lec936cf6bd8ae344bfec85746dc7d87a5943b3a7136482dd7b980f68152c887585d1c7cav99310c4d
[-]long_to_bytes(m).encode('hex')=
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2% https://cryptologie.net/article/241/implementation-of-boneh-and-durfee-attack-on-rsas-low-private-
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https://github.com/mimoo/RSA-and-LLL-attacks/blob/master/boneh_durfee.sage
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FoHER
5f3cef264c352ae60757725eb56469e601e740188e6e62ad26aech8623fa4d66a5cb135b759bcleccafca69f1d2f9899ca207f15ae8
F=RER
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FIEER
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import random

import time

import subprocess

def bye():
print "[+]bye~"
sys.exit()
def challengel():
print "[+]Generating challenge 1"
random.seed(int(time.time()))
for i in range(200):
recv=int(raw_input("[-]1"))
if recv==random.randint(0,2**64):
print "[++++++++++++++++]challenge 1 completed[++++++++++++++++]"
return
else:
print "[+]failed"
bye()
def challenge2():

print "[+]Generating challenge 2"

for i in range(200):

o = subprocess.check_output(["java", "Main"])

tmp=[]

for i in o.split("\n")[©:3]:
tmp.append(int(i.strip()))

vli=tmp[@] % Oxffffffff

v2=tmp[1] % Oxffffffff

v3=tmp[2] % Oxffffffff

print "[-]"+str(vl)

print "[-]"+str(v2)

v3_get=int(raw_input("[-]1"))

if v3_get==v3:
print "[++++++++++++++++]challenge 2 completed[++++++++++++++++]"
return

else:
print "[+]failed"

bye()

def challenge3():

print "[+]Generating challenge 3"

for i in range(1000):

a=raw_input("[-]1")
target=random.getrandbits(32)
if al=str(target):
print "[+]failed:"+str(target)
else:
print "[++++++++++++++++]challenge 3 completed[++++++++++++++++]"

return

bye()

nc 119.3.245.36 23456
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python4: s BE N1 5L
HFrandom.seed (int (time.time ()))H
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#python3
import random
import time

t = int(time.time())
print(f'now is {t}')
for i in range(-5,1):
print(t+i,end=" ")
random.seed(t+i)
for j in range(10):
print(random.randint(0,2**64),end=" ")
print('")

I 1) A A
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javat B bl B

[++++++++++++++++]challenge 1 completed[++++++++++++++++]
[+]Generating challenge 2

[-144003964

[-1977222536

&) B fi 4 B 3y Main.class, B &2 pythonifi Hjavaiz 17 1 Main.class
H TELR R ImPE, T LAFR BIVEAD

import java.util.Random;

public class Main { public Main() {}
public static void main(String[] paramArrayOfString) {
Random localRandom = new Random();
System.out.println(localRandom.nextInt());
System.out.println(localRandom.nextInt());
System.out.println(localRandom.nextInt());


https://links.jianshu.com/go?to=http%253A%252F%252Fwww.javadecompilers.com
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https://github.com/sacundim/cracking-prngs/blob/master/src/main/java/org/casillas/Main.java

R H 4 M AT ANBENLEL, ESRAE W =A
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AR B 4SBT, R TFintiunsigned int, BhEH—-THEHBEANEA, REBES, G4 HTH
A ELE /NNt (38 RS

a=977222536
print(a if a<@x7ffffffff else -1*(a&Ox7ffffffff))

package org.casillas;

import java.util.Random;

/**
* A simple program demonstrating how easy it is to predict the output of {@link java.util.Random}. Based
* code here, but refactored a bit, and updated to Java 8:

*

* <ul>

w3 <li>https://jazzy.id.au/2010/09/20/cracking_random_number_generators_part_1.html</1i>
* </ul>

*/

public class Main {

// These three values come from ~java.util.Random™. Note that these changed between Java 6 and 7.
private static final long multiplier = Ox5DEECE66DL;

private static final long addend = OxBL;

private static final long mask = (1L << 48) - 1;

public static void main(String[] args) {
Random target = new Random();
int vl = target.nextInt();
int v2 = target.nextInt();
long seed = guessSeed(vl, v2);
System.out.printf("Guessed seed: 0x%016x. Testing...\n", seed);
testGuess(seed, target, v2);

System.out.println("Success!!!");
}
/**
* We can guess the state of the generator just from observing two consecutive {@code int}s.
*/

private static long guessSeed(int v1, int v2) {
System.out.printf("vl = Ox%08x, v2 = 0x%08x\n", vi, v2);
return guessSeed(maskToLong(vl), maskToLong(v2));

private static long guessSeed(long v1, long v2) {
for (int 1 = @; 1 < 65536; i++) {
long guess = vl * 65536 + 1i;
if ((((guess * multiplier + addend) & mask) >>> 16) == v2) {
return (guess ~ multiplier) & mask;


https://links.jianshu.com/go?to=https%253A%252F%252Fjazzy.id.au%252F2010%252F09%252F20%252Fcracking_random_number_generators_part_1.html
https://links.jianshu.com/go?to=https%253A%252F%252Fgithub.com%252Fsacundim%252Fcracking-prngs%252Fblob%252Fmaster%252Fsrc%252Fmain%252Fjava%252Forg%252Fcasillas%252FMain.java

}
throw new IllegalStateException("CAN'T HAPPEN: Could not guess the seed!");
}
/**
* Convert an int to a long in a way that preserves all the bits (negative numbers/twos complement issu
*/

private static long maskTolLong(int n) {
return n & 0x00000000ffffffffL;

private static void testGuess(long seed, Random target, int expected) {
Random experiment = new Random(seed);
int actual = experiment.nextInt();
for (int i = @; 1 < 100_000; i++) {
if (actual != expected) {
// This will never actually happen.
String msg = "i = %d, expected = Ox%08x, actual = 0x%08x";
throw new IllegalStateException(String.format(msg, i, expected, actual));
}
expected = target.nextInt();
actual = experiment.nextInt();

FltE, [RENHTFIRRNL, BHE—T

print(-2145376347 % Oxffffffff)

=0

tEEE— I fE B, MREILR—TH—HKFL
MAFE—HARMT, RN — =Rk

import random
import time

s = input("seed="

random.seed(int(s))

ci = input("cishu=")

for i in range(int(ci)):
print(random.randint(@,2**64),end=",")

print('")

print(random.getrandbits(32))
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flag=open("flag","rb").read()

from Crypto.Util.number import getPrime,bytes_to_long
p=getPrime(1024)

g=getPrime(1024)

e=65537

n=p*q

m=bytes_to_long(flag)

c=pow(m,e,n)

print c,e,n

p=getPrime(1024)
e=65537

n=p*q
m=bytes_to_long("1"*32)
c=pow(m,e,n)

print c,e,n

output:
24820838937466182485444267370237504001245434520824363343985049860235017106394020609491066932794628969688390
38290600395720427374966791868810679503289561331636299088723481081601295504376976771505994839239257982243281

HH 2 copperstudy, Xt %S R T
WAn1, n2f@HTR—AEFp, R—TFnl, n2lBRAXALEHNBE T
g=nl/p

import gmpy2

import libnum
€1=24820838937466182485444267370237504001245434520824363343985049860235017106394020609491066932794628969688
e1=65537
n1=14967030059975114950295399874185047053736587880127990542035765201425779342430662517765063258784685868107
€2=38290600395720427374966791868810679503289561331636299088723481081601295504376976771505994839239257982243
e2=65537
n2=14624662628725820618622370803948630854094687814338334827462870357582795291844925274690253604919535785934

p=gmpy2.gcd(nl,n2)
assert nl¥%p==
ql=nl/p

g2=n2/p

phinl=(p-1)*(ql-1)
dl=gmpy2.invert(el,phinl)
ml=pow(cl,d1,nl)
print(libnum.n2s(m1))

flag{i am very sad 233333333333}
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