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FRLE. HiE XERE HE cf

RRAN RS B . ARSONE R R AISCE, B1E CC 4.0 BY-SA RN, #ER1E M LR SCH b e MARE B,
ASCHERE:  hitpsy/blog.csdn.net/weixin_39285220/article/details/92845125

FERAL

A AN

2RE0H
B EA

1.6 Hfilefy @ BB XMFREAFE R, XIFNCAELFX M, HETHSRER.

mnt/hgfs/re/38 M #F 2 & /tmpl/hide: ELF 64-bit LSB executable, x86-64, version 1

(GNU/Linux), statically linked, stripped

2.FichecksecEE XM, UMM T upxit.

ZzX@Emmanuel: F
[*] Checking for new versions of pwntools

To disable this functionality, set the contents of /home/zx/.pwntools-cache/
update to 'never'.
[*] You have the latest version of Pwntools (3.14.0.dev0)
[*] '/mnt/hgfs/re/\xe5\xbc\xba\xe7\xbd\x91\xe6\x9d\xaf\xe8\xb5\x9b\xe9\xa2\x98/t
mpl/hide’

Arch: amd64-64-1ittle
RELRO:

Stack:

NX:

PIE:

RWX :

Packer:

Sidafgsatr, KMRER T LMK

LUAL . 90Qa9a0ooosar 1L

LOAD : 900000000044F1C5 pop rbx

LOAD: 080086080044F1C6

LOAD : @00000000044F1C6 loc_44F1C6: ; CODE XREF: LOAD:loc_44F151t1j
LOAD: 080086080044F1C6 push 1

LOAD : 900006000044F1C8 push 400808Ch

LOAD : 900008000044F1CD push rax

LOAD: 200000000044F1CE push 2DBB56h

LOAD : 200000000044F1D3 push rcx

LOAD: 000000000044F1D4 push ris

LOAD : 200000000044F1D6 mov edi, 800000h ; addr
LOAD: 080086080044F1DB push 7

LOAD: 000000000044F1DD pop rdx ; prot
LOAD : 260008000044F1DE mov esi, 2997072 ; len
LOAD: 200000000044F1E3 push 32h

LOAD : 200008000044F1ES pop rie ; flags
LOAD: 080006080044F1E7 sub r8d, r&d ; fd
LOAD : 900000000044F1EA push 9

LOAD: 080086080044F1EC pop rax

LOAD : 800008000044F 1ED syscall 5 LINUX - sys_mmap
LOAD : @00000000044F1EF cmp edi, eax

LOAD: 800000000044F1F1 jnz loc_44F@EB

LOAD : @00000000044F1F7 mov esi, offset dword_400000
LOAD: 080086080044F1FC mov edx, edi

LOAD : 200000000044F1FE sub edx, esi

LOAD: 080086080044F200 jz short loc_44F217

LOAD : 900006000044F 202 add ebp, edx

LOAD : 200000000044F 204 add [rsp+28h+var_20], edx
LOAD : 900000000044 208 add [rsp+28h+var 18], edx
LOAD : 200000000044F 20C

LOAD : @90000000044F20C loc_44F28C: ; CODE XREF: LOAD:@00000000044F1A51]
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4.gbdZh &R —T, KL R NOx4000007F 46 1), —iB/TRFAZNEH, NiZRTE T RIEK, BAT
HHEZIEZITERF, ENFJdumpliREE .

vmmap
Start End Name
0x00400000 0x00450000 /mnt/hgfs/re/s8 W #f 3% & /tmpl/hide

0x00007ffff7ffa000 Ox00007ffff7ffdOOO [vvar]
0x00007ffff7ffdOOO OxO0007ffff7fffOO0 [vdso]

OXFFffffffTfo00000 OXFFFfFffffff601000 r-xp [vsyscalll]
C

Continuing.

[Inferior 1 (process 72893) exited normally]

Warning: not running

5. BBIEITIEF, M0x400000H45, Zikdumpiisk—Eep A7, FHKE2iK2997072, dump T HR100%0, B
Fidump 7 —L4 K.

zx@Emmanuel:~$ sudo dd if=/proc/9058/mem of=/mnt/hgfs/re/3 bs=1 count=2997972 if
lag=skip bytes skip=$[0x400000]

dd: /proc/9058/mem: cannot skip to specified offset

dd: error writing '/mnt/hgfs/re/3': Input/output error

1987643+0 records in

1987642+0 records out

1987642 bytes (2.0 MB, 1.9 MiB) copied, 513.647 s, 3.9 kB/s

6.idaz Hrdump Hi Sk i S
D DA - 3764 (3) FATKER\re\IERIFREEEN D \3.i64 - x
File Edit Jump Search View Debugger Options Windows Help

SH eva B 5 ) v B0 BT OFBASHM dadeh P vFed X 0 0OK debugger RSN AREN o

Library function [l Regular function Ml Instruction | Data [ Unexplered  External symbol

[F] Funetions window B o = D4 Vier-s B [ Strings windov O Hex View-1 A strustures =] Erums B Imports ) Emports
Se "
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
Lo,
L0, s =
Lo,
Lo,
Lo, ; Attributes: noretur
L0,
L0 public start
":g' start proc near
: xor ebp, ebp
Loy mov r9, rdx
i
o) mov. rdx, rsp
Lo, and rsp, BFFFFFFFFFFFFFFFOh
7y push X
o) push  rsp
Lo, mov r8, offset sub_4016B0
L0, mov. rcx, offset loc 401620
L0, mov rdi, offset sub_4@09EF
1o, call  sub_400DD@
Lo, v start endp
>
Line 17 of 619
# Gragh overviev o x

100. 00% (-603, -253) (1352, 709) 00000846 0000000000400BAG: start+l6 (Synchronized vith Hex View-1)

HFstartig $, start@ P REAdIFIREMan®E T, LBmainE %, MFI2H7T .



| _int64 sub 4@09EF()
{
const char *v@; // r=i
__inted vl; f/ rdx
__inted result; // rax
_inted v3; J/ rcx
unsigned inted v4; // rtl
char v5; f/ [rsp+18h] [rbp-76h]
9| unsigned _intéd v6; // [rsp+78h] [rbp-8h]

e e e L I e

11| w6 = _ readfsqword(@x28u);

12| if ( sub 43F38@(eLL, eLL, eLL, eLL) )

13 sub 4@EADB(OLL);

14| sub_43FE9B@(1LL, ( inted)"Enter the flag:\n");

15| sub 43E950(OLL, ( int64)&v5);

16| if ( (unsigned int)sub 4009AE(( int6d)&v5) !=8 )
17 {

18 vl = "You are right\n";

19 sub_A3E9BO(1LL, (_ inted)"You are right\n");

20| 1}

21| else

22| {

23 vl = "You are wrong\n";

24 sub_A3E9BO(1LL, (_ int6d)"You are wrong\n");
25| 3}

26| result = OLL;

27! v4A = _ readfsqword(®x28u);

28| w3 = vd ™ vb;

29 if ( vd 1= w6 )

30 sub_442480(1LL, v@, vl, v3i);
31| return result;

BIXBUAES, KR EDHrsub_40090AER %, ZRRUTUE, HESVrflagRiEiRm.

ID4 View—4 [ [ElPseudocode—C B B Pseudoced=—F £ @ Pseudocode—i £ [ Strings v

1| BOOL8 _ fastcall sub_40@9AE(__ int6ed al)
2

3| return (unsigned int)sub_4@0368(al, (_ int64)"qwb{this_is_wrong_flag}") == @;

4\

BE—THE T, IMRBEZEMET R MRS, BAMARNCEZFEEEER T, FEAERAH i
HiEH RN, B A Enter the flag: "HILTHIR, F Xt LHARE, BUWEREE FEHBAHT .

xrefs to aEnterTheFlag

Direction Type Address Text

sub_4009EF+4F o gsi, offset aEnterTheFlag: “Enter the flaz:in”

EE Down o LOAD: 00000000004CEEC2 mov rzi, effset aEnterTheFlag; “Enter the flag:

| 0K || Cancel || Search || Help

Line 1 of 2

FIFTFTL O TOETET MaTA KRFF ST OFFOT FF9FE Ty

IHTIXBAC g AES, KU B 47 R 77 2] T unk_6CCDBOH .



LOAD: 000000B0B0ACBESL ; - - - -
LOAD : 02000000004AC8ES2 align 20h
LOAD : 02000000004CSEAD xor rdi, rdi
LOAD : 00000000004C8EA3 xor rsi, rsi
LOAD : 00000800084 CSEAG xor rdx, rdx
LOAD : 08080000004C8EAS xor r10, ril@e
LOAD : 08080000004 C8EAC mov eax, 65h
LOAD : 08080000004C8EB1 syscall ; LINUX - sys_ptrace
LOAD : 08080000004C8EB3 cmp eax, @
- |LOAD: 0000000800AC3EB6 jnz locret_4C8FDB
LOAD : 08080000004C8EBC xor rdi, rdi
LOAD : 0200000000ACSEBF inc rdi
LOAD : 00000000004C8EC2 mov rsi, offset aEnterTheFlag ; "Enter the flag:\n"
LOAD : 02000000004ACSECY mov rdx, 16h
LOAD : 00000000004 C8EDO xor eax, eax
LOAD : 0200000000ACSED2 inc eax
LOAD : 00000000004CSEDS syscall ; LINUX - sys write
LOAD : 02000000004CSEDS xor rdi, rdi
LOAD : 00000000004 CBEDY xor eax, eax
LOAD : 00000800084 CSEDB mov rsi, offset unk_6CCDBO
LOAD : 08080000004 C8EE2 mov rdx, 20h
LOAD : 00000800084 CSEEY syscall ; LINUX - sys_read
LOAD : 08080000004 C8EEB cmp eax, @
- |LOAD:00080000004C8EEE jle loc_4C8FA9
LOAD : 00080000004C8EF4 mov rdi, offset unk_6CCDBO
LOAD : 08080000004 C8EFB mov rcx, @FFFFFFFFFFFFFFFFh
LOAD : 00000000004C8F02 xor eax, eax
LOAD : 00000000004C8F0O4 repne scasb
LOAD : 02000000004C8FO6 not rex
LOAD : 02000000004C8F09 sub rex, 1
LOAD : 020000080004C8FaD cmp rcx, 15h
= |LOAD: 000000080004C8F11 jnz loc_AC8FAS

000CSESL 00000000004CEED] : sub_4CBES0+41 (Synchronized with Hex View-1)

MIXBAEET R E, RAEERE, BaFE AR, EjleBbES 2 Fim— R XFFE5HEE
Wik .

LOAD: 0000000000ACEBEF4
LOAD: 0000000000ACEEF4 |

LOAD : 200000R0RRACBEF4A sub ACBEF4 proc near

LOAD : 600000000RACBEF4 mov rdi, offset unk 6CCDBO
LOAD : 000000R0ROACSEFB mov rcx, @FFFFFFFFFFFFFFFFh
LOAD : 08000000004C8FO2 xor eax, eax

LOAD : 08000000004C8F04 repne scash

LOAD : 000000RORRACEFRE not rcx

LOAD : 000000R0RRACEFR9 sub rex, 1

LOAD : 6000000000AC8FAD cmp rcx, 15h

LOAD : 00000000RRACEF11 jnz loc ACBFA9

LOAD : 000000000RACBF17 mov rdi, offset unk 6CCDBO
LOAD : 000000ROROACEF1E cmp byte ptr [rdi+l], 77h
LOAD : 600000000RACBF22 jnz loc ACBFA9

LOAD : 000000ROROACEF28 cmp byte ptr [rdi+2], 62h
LOAD : 00000000RRACEF2C jnz short loc 4C8FA9

LOAD : 000000R0ROACEF2E cmp byte ptr [rdi+3], 7Bh
LOAD : 000000000RACBF32 jnz short loc 4C8FA9

LOAD : 6000000000AC8F34 cmp byte ptr [rdi+l4h], 7Dh
LOAD : 000000ROROACEF38 jnz short loc 4C8FA9

LOAD : 000000000RACBF3A mov rdi, offset unk 6CCDB4
LOAD : 000000R0ROACEFAL call sub_AC8CCO

LOAD : 000000R0RRACEFAL mov rdi, offset unk 6CCDB4
LOAD : 600000000RACBFAD call sub_ACBES@

LOAD : 600000000RACBF52 mov rdi, offset unk 6CCDB4
LOAD : 000000R0RRACEF59 call sub_AC8CCO

LOAD : 000000R0RRACEFSE mov rdi, offset unk 6CCDB4
LOAD : 000000RORRACEFES call sub_ACBES@

LOAD : 0000000000AC8F6A mowv rdi, offset unk_6CCDB4
LOAD : 000000a0aAC8F71 call sub_AC8CCA

LOAD : 000000aRRACBF76 mowv rdi, offset unk_6CCDB4
LOAD : 0000000000AC8F7D call sub_ACSES@

LOAD: 000000000QACEFE2 mov rsi, offset qword_4C8CB@
LOAD : 00002000aAC8F89 mowv rdx, @

LOAD: 0200000000AC8F90

BITROEERD . WARFR R MIZAqWbPOXXXX},  HEIE 164277 M N 7157 B A 7E
unk_6CCDBOH, T /& T 4b 3 i) #t4H Jyunk_6CCDB4, NIl%F 2 1 &) AR 164~ 4F .



signed  int64 sub AC8SEF4()
{
_BYTE *v@; /ff rdi
__inted *v1; [/ rsi
unsigned inted v2; // rdx
signed  inted result; // rax

if ( strlen((const char *)&unk_ 6CCDBR) == 21

&& *((_BYTE *)&unk_6CCDBB + 1) == 'w
&& *((_BYTE *)&unk_6CCDBG + 2) == 'b’
&& *((_BYTE *)&unk_6CCDBOG + 3) == "{'
&& *((_BYTE *)&unk_6CCDBG + 20) == "}' )

sub_4C8CCO((  int64)&unk 6CCDB4);
sub_4C8E50(( int64)&unk 6CCDB4);
sub_4C8CCO((  int64)&unk 6CCDB4);
sub_4C8E50(( int64)&unk 6CCDB4);
sub_4C8CCO((  int64)&unk 6CCDB4);
ve = &unk_6CCDB4;

sub_ACBES®((_ into4)&unk _6CCDB4);
vl = gqword_4C8CBO;

vZ2 = @LL;
while ( vZ < Bx10 && *vi@ == *{ BYTE *)vl )
{
2}
++v0;
vl = {__inted *)({char *)vl + 1);
}
}

__asm { syscall; LINUX - sys_write }
result = 608LL;
__asm { syscall; LINUX - sys_exit }
return result;

b
.tls:00000000006CCDEE unk_6CCDBO db 0 ; DATA XREF: LOAD:00000000004C8EDBTO
.tls:00000000006CCDEO ; sub_AC8EF4to ...
.tls:00000000006CCDB1 db 0

.tls:00000RREEA6CCDE2 db a

.tls:00000000006CCDER3 db 0

.tls:00000000006CCDB4 unk_6CCDB4 db 0 ; DATA XREF: sub_4CBEF4+46%To
.tls:00000000006CCDB4 ; sub 4C8EF4+52To ...
.tls:00000000006CCDRS db 0

.tls:00000000006CCDBG db 0

.tls:000000REE6CCDBY db a

.tls:00000000006CCDES db 0

.tls:00000000006CCDEY db 0

.tls:00000000006CCDBA db 0

.tls: 0000006 CCDEE db a

.tls:00000000006CCDBC db 0

.tls:00000000006CCDED db 0

.tls:00000RREEA6CCDBE db a

.tls:00000000006CCDBF db 0

.tls:00000000006CCDCO db 0

.tls:00000000006CCDC1 db a

.tls:00000000006CCDC2 db 0

.tls:00000000006CCDC3 db 0

.tls:00000000006CCDCA db 0

.tls:00000EEEEE6CCDCS db a

.tls:00000000006CCDCH db 0

.tls:00000000006CCDCT db 0

.tls:00000REER6CCDCS db a

.tls:00000000006CCDCY db 0

.tls:00000000006CCDCA db 0



SATARIE R, BAFEHESHREE, FRABNR, BEFEKINE S Hqword 4C8CBOZALLLEL, #H
ERIH] .

LOAD: 00000000004C8CBO gword_4ACBCBA dd 1BF28C357F138852h, 311EAF73D28663F4h

I AAN - ARRRARARRRRAAT QT RA - NATA ¥YREE- cuh AFQFEALQCLA

qword_4C8CBOA167 1 R Ml /M fefit, BT MRE 7 AR, BT,

byte target[] = § 0x52, 0Oxb8, 0x13, O0x7f, 0x35, 0x8c, Oxf?, Oxlb, Oxfd, 0x63, 0x86, 0xd2, 0x7s, Oxdf, Oxle, 0x31 1

r1-~1

i ¥sub_4C8CCO = Z &3 i H a] fforfE ¥ 1T I .

1lunsigned _ int64 _ fastcall sub AC8CCA(__inte4 input_str)
{

unsigned _ int64 result; // rax

unsigned int64 v2; // rtl

unsigned int v3; // [rsp+18h] [rbp-48h]

__inted v4; [/ [rsp+1Ch] [rbp-44h]

signed int i; // [rsp+24h] [rbp-3Ch]

signed int j; // [rsp+28h] [rbp-38h]

int v7; // [rsp+40h] [rbp-2@h]

int v8; // [rsp+44h] [rbp-1Ch]

int v9; // [rsp+48h] [rbp-18h]

int v10; // [rsp+4Ch] [rbp-14h]

unsigned _ int64 v11; // [rsp+58h] [rbp-8h]

1

2

3

4

5

6

5

8

9

e

1

2

3

4

5 vll = _ readfsqword(@x28u);
6| w7 1883844979;
7l w8 1165112144;
8| w9 2035430262;
9| wle = 861484132;
Bl for (1 =8; 1 <=1; ++1 )
1

2

3

4

5

6

5

8

9

e

1

2

3

4

5

6

-

8

{
v3 = *(_DWORD *)(8 * i + input_str);
vd = *{unsigned int *)(input_str + 4 + 8 * i};
for (J=9; J<=7; ++])
{
v += (*(&7 + (BYTE4A(v4) & 3)) + HIDWORD(v4)) ™ ((((unsigned int)v4d >> 5) ™ 16 * vd) + v4);
HIDWORD(v4) += Ox676E696C;
LODWORD(v4) = ((*(&/7 + ((HIDWORD(v4) >> 11) & 3)) + HIDWORD(v4)) ~ (((v2 »> 5) ~ 16 * v3) + v3)) + v4;
¥
*(_DWORD *){input_str + 8 * i) = v3;
*(_DWORD *){input_str + 4 + 8 * 1) = v4;
¥
v2 = _ readfsqword(@x28u);
result = v2 * vi11;
if (w2 1= v11)
result = ((__int64 (*)(void))loc_4C8B9A)();
return result;

sub_4C8ES0m: Ht 172 775 R EUb H.

1| BYTE *_ fastcall sub_4C8d5@(__int64 al)
2i{

3| _BYTE *result; // rax

4| signed int i; // [rsp+l4h] [rbp-4h]
5

6 for (1 =0; 1 <= 15; ++1 )

71 {

3 result = (_BYTE *){(1i + al);

9 *result = 1i;
i }
11| return result;
12(F

B J5 N 245 2 1) B AR $4 Bl yqword_4C8CBO.



ZEREF LT,

7N R

—|#include <=stdio. h>
#include “windows. h”
#include <string. h>
#include <stdlib.h>
#include “defs.h”
uintfd w4 4 arr[9];
int array[4] = { 0x70493173, 0x45723350, 0x79523376, 0x335034A4 }
|
—void xorlé(byte byte arr 16[]0 1
for (int 1 =0; 1 < 16; i++)
byte_arr 16[1] = byte_arr 16[i]71i;
1
—lint bytesTolnt (bvte* bytes, int size = 4)
{
int addr = bvtes[0] & OxFF:
addr [= ((bytes[1] << 8) & 0xFFO0);
addr |= ((bytes[2] << 16) & 0xFFO000);
addr |= ((bytes[3] << 24) & 0xFFO00000) ;
return addr;

}

—Jvoid intToBytelint i, byte *bvtes, int size = 4)

{
memset (bytes, 0, sizeaflbyvtel* size):
bytes[0] = (hyte) (Oxff & 1)
bytes[1] = (byte) ((0xFF00 & 1) >> 8);
bytes[2] (byted ((Oxf£0000 & 1) >» 18);
bytes[3] (byte) ((Oxf£000000 & 1) > 24);
return,

—Jvoid re_block(byte byte_arr 2[10 1
int 1 = 0;
uint2? v3 = bytesTolnt (byte arr 2);
I uint2? w4 = bytesTolnt (byte arr 2 + 4);
for (1 =7, 1> -1; i--)
{

uinthd w30 = (v3 << 4) & Oxffffffff;
uinthd v2c = v3 >> &

uintfd edx = v30 7 wZc;

v30 = (3 + edx) & Oxffffffff;

uintfd 28 = (vd 4 arr[i + 1] >> 110 & 3.
edx = array[v28];

v2c = (vd 4 arr[i + 1] + edx) & QOxffffffff:
vd = (vd - (v30 7 v2c)) & Oxffffffff;
v30 = (vd << 4) & Oxffffffif;

vidc = vd > 5

edx = v30 7 w2c;

w30 = (vd + edx) & Oxffffffff;

v28 = vd 4 arr[i] & 3;

edx = array[vZg];

v2¢ = (v4_ 4 arr[i] + edx) & Oxffffffff
v3 = (v3 - (v30 7 vZ2c)) & OxfLffffff;
intToByte (v3, byte_arr 2);

intToByte(vd, byte_arr 8 + 4);

PR LoaeTIN T



—lbyte * re_all\byte strioll) i
byte byte_arr[16];
memepy (byte_arr, strlf, sizeof (byte)*16);
xor 16 (byte_arr) ;
re_block(byte_arr) ;
re_block(byte_arr + 8);
xor 16 (byte_arr)
re_block(byte_arr)
re_block(byte_arr + 8);
xor 16 (byte_arr) ;
re_block(byte_arr) ;
re_block(byte_arr + 8);
return byte_arr;

—lint main()

for (int i = 1; 1 < 9; i++)
vd 4 arr[i] = (v4_4 arr[i - 1] + 0xATEEG96C) & OxFFFFFFFF;

byte target[] = { 0x52, 0xb8, 0x13, 0x7f, 0x35, O0xBc, 0xf2, Oxlb, Oxfd, O0x63, 0x86, 0xd2, 0x73, Oxdf, Oxle, 0x=31};
byte ra[16];
memepy (rs, re_all(targzet), sizeof(bytel® 16);
for (int i =0; i < 16; i+
printf (%", rs[il);
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