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Value: 200
Description: 4 2B R T EERATELT, EAENGER T — N URIFRER T —NEBEERF, W4 EE%HE?

BENERERHEX. DAFFSEF NG, BFEERAKN TR S BT locate R #H T

print%_s("[*] To get the flag, you need to input a correct string.\n\n"};
scanf_s{"%s", str, 25});
while { strlen{str) %= 24 )
{
ud = _ iob_ func{);
fflush{v3d});
printf_s{"\n[*] Please Input a string with 24 characters?inin"};
scanf_s{"%s", str, 25});
H
for { times = @; times < 4; ++times }
locate{&str[6 = times], &step[6 = times]);

locate & HUK #1 N 475 5 strff) £ 7F 5 — 4 B table F M AR HEATICE, HR B & FRERAHPERNSIS (1,2,34) , XL
REBEFH: 1—>up; 2->down; 3—>left; 4—>right.
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void _ cdecl locate{char =str, char =a)
{

int col _t; // [sp+Bh] [bp-8h]&E1

int row t; // [sp+4h] [bp-4h]E1

col t = 83
for ( row t = B; row t € 6; ++row © )
{
while { col t < &4 )
{
if { str[row t] == ={&table[%4 = row t] + col t} }
{
afrow t] = col t + 1;
break;
¥
++col T3
¥
col t = 83
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.data:BO4OEGOE ; BYTE table[24]

.data:OG64BEOGSG TtableER3IPAYO3DA db "6 ,'A°,"1°,'B" ; DATA XREF: locate{char =,uchar =)+3air
.data:684BE00G db *a*',"2",'b","3"
.data:684BE00G db '4',°'C*,'5°,'D’
.data:6064BE00G db ‘c’,'6",'d"," 7"
.data:684BE00G db *8','E","9",'F"’
.data:684BE00G db ‘e’ "@8","F°,"1°

BABIKZESIMT: RiElocateik Bl B EUTF I B SN LR, —4Efroute P KIFRHAARERE: #AKER, RKRE
w/Y, WHAER (3,0 , LA (98) .

.data:a040E018 ; char (= route)[18]

.data:0040E018 Troute@E3PAYOODA db "', "t st e e e tw e et Cat
.data:pe4BEB1E : DATA XREF: _main+15@8ir
.data:06040EQ18 db "' CHT,CHT,CHT LR, e, T Tt et Tt
.data:06040EQ18 [1] I R PR R A e T
.data:06040EQ18 db "H',CHT, et CHT LR, e, Tt Tt et et
.data:06040EQ18 (1] R A e AR R LR
.data:06040EQ18 db "t C=' et CHT e _CHTLCHT,UH,HN,CHT
.data:06040EQ18 db "ttt tw' OCHTOCHT,CHT,CeT Ve e VRS
.data:06040EQ18 (1] I P R L L L L R
.data:06040EQ18 (1] I P R L L L L R
.data:06040EQ18 db "t tet  tat et T et ettt R CHY

33| while {( n < 24 )
3n ¢

35 switch { step[n] )
36 {

37 case 1:

38 -—row_r;
39 break;

1] case 2:

11 PO 1
42 break;

43 case 3:

h --col_r;
45 break;

LT case 4:

47 ++col 1
it] break;

49 default:

ca break;

51 3



TRAEUL LT, stepBZLHIME R 4114 4422 3222 4414 4442 22234 REFE B4 5, MLi Bltable 34 b 4 A
Ba47F1A256E0B347F1B2C6ESf, fif LA fiflagiifiag_Xd{hSh_ctf:Ba47F1A256E0B347F1B2C6Ef.

Misc1 Try Everything

Value:200
Description:
try everything you can to get flag, and DO NOT ASK MANAGER THE FLAG.
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fFile (~/Documents/sol_File) - gedit
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FibinwalkEE " 41, fileSUHF B 3042 90~16311644 N A AR -

superlee@ubuntu:~/Documents/sol_file$ binwalk
HEXADECIMAL DESCRIPTION

compressed original file e: "24", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "72", from Unix, last modified: 2016-09-10 10:
gzip compressed original file e: "108", from Unix, last modified: 2016-09-160 10:19:40
gzip compressed original file e: "129", from Unix, last modified: 2016-09-10 16:19:
gzip compressed original file e: "18", from Unix, last modified: 2016-09-10 10:
gzip compressed original file e: "92", from Unix, last modifi 2016-09-10 1
gzip compressed original file e: "63", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "162", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "118", from Unix, last modified: 2016-09-10 1
gzip compressed original file e: "156", from Unix, last modified: 2016-09-10
gzip compressed original file e: "132", from Unix, last modified: 2016-09-18
gzip compressed original file e: "181", from Unix, last modified: 2016-09-18
gzip compressed original file e: "34", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "143", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "28", from Unix, last modifi 2016-09-10 10:19:
gzip compressed original file e: "136", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "115", from Unix, last modified: 2016-09-10 10:19:40
gzip compressed original file e: "114", from Unix, last modified: 2016-09-10 10:19:40

EHHFRI5 2lflag.

superlee@ubuntu:~/Documents/sol_file$ python file.py
Since the eavesdropper have obtained our communication key, therefore we have ad
opted a new communication program.This is our new key:flag_Xd{hsh_ctf:4Ea9F16bA8
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